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NEW QUESTION 1
What best describes the Fully Qualified Domain Names (FQDNSs), also known as DNS entries, created when a Mule application is deployed to the CloudHub
Shared Worker Cloud?

A. A fixed number of FQDNSs are created, IRRESPECTIVE of the environment and VPC design

B. The FQDNSs are determined by the application name chosen, IRRESPECTIVE of the region

C. The FQDNSs are determined by the application name, but can be modified by an administrator after deployment
D. The FQDNs are determined by both the application name and the Anypoint Platform organization

Answer: B
Explanation:

Correct Answer
The FQDNSs are determined by the application name chosen, IRRESPECTIVE of the region
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>> When deploying applications to Shared Worker Cloud, the FQDN are always determined by application name chosen.

>> |t does NOT matter what region the app is being deployed to.

>> Although it is fact and true that the generated FQDN will have the region included in it (Ex:

exp-salesorder-api.au-sl.cloudhub.io), it does NOT mean that the same name can be used when deploying to another CloudHub region.

>> Application name should be universally unique irrespective of Region and Organization and solely determines the FQDN for Shared Load Balancers.

NEW QUESTION 2
What best explains the use of auto-discovery in APl implementations?

A. It makes APl Manager aware of APl implementations and hence enables it to enforce policies
B. It enables Anypoint Studio to discover API definitions configured in Anypoint Platform

C. It enables Anypoint Exchange to discover assets and makes them available for reuse

D. It enables Anypoint Analytics to gain insight into the usage of APIs

Answer: A
Explanation:

Correct Answer

It makes APl Manager aware of APl implementations and hence enables it to enforce policies.
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>> API Autodiscovery is a mechanism that manages an API from APl Manager by pairing the deployed application to an API created on the platform.
>> APl Management includes tracking, enforcing policies if you apply any, and reporting API analytics.

>> Critical to the Autodiscovery process is identifying the API by providing the APl name and version. References:
https://docs.mulesoft.com/api-manager/2.x/api-auto-discovery-new-concept https://docs.mulesoft.com/api-manager/1.x/api-auto-discovery
https://docs.mulesoft.com/api-manager/2.x/api-auto-discovery-new-concept

NEW QUESTION 3

A company has created a successful enterprise data model (EDM). The company is committed to building an application network by adopting modern APIs as a
core enabler of the company's IT operating model. At what API tiers (experience, process, system) should the company require reusing the EDM when designing
modern API data models?

A. At the experience and process tiers

B. At the experience and system tiers

C. At the process and system tiers

D. At the experience, process, and system tiers

Answer: C
Explanation:

Correct Answer

At the process and system tiers
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>> Experience Layer APIs are modeled and designed exclusively for the end user's experience. So, the data models of experience layer vary based on the nature
and type of such APl consumer. For example, Mobile consumers will need light-weight data models to transfer with ease on the wire, where as web-based
consumers will need detailed data models to render most of the info on web pages, so on. So, enterprise data models fit for the purpose of canonical models but
not of good use for experience APIs.

>> That is why, EDMs should be used extensively in process and system tiers but NOT in experience tier.

NEW QUESTION 4
Refer to the exhibit.
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what is true when using customer-hosted Mule runtimes with the MuleSoft-hosted Anypoint Platform control plane (hybrid deployment)?

A. Anypoint Runtime Manager initiates a network connection to a Mule runtime in order to deploy Mule applications

B. The MuleSoft-hosted Shared Load Balancer can be used to load balance API invocations to the Mule runtimes

C. APl implementations can run successfully in customer-hosted Mule runtimes, even when they are unable to communicate with the control plane
D. Anypoint Runtime Manager automatically ensures HA in the control plane by creating a new Mule runtime instance in case of a node failure

Answer: C
Explanation:

Correct Answer
API implementations can run successfully in customer-hosted Mule runtimes, even when they are unable to communicate with the control plane.
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>> \We CANNOT use Shared Load balancer to load balance APIs on customer hosted runtimes

>> For Hybrid deployment models, the on-premises are first connected to Runtime Manager usingRuntime Manager agent. So, the connection is initiated first from
On-premises to Runtime Manager. Then all control can be done from Runtime Manager.

>> Anypoint Runtime Manager CANNOT ensure automatic HA. Clusters/Server Groups etc should be configured before hand.

Only TRUE statement in the given choices is, APl implementations can run successfully in customer-hosted Mule runtimes, even when they are unable to
communicate with the control plane. There are several references below to justify this statement.

References:

https://docs.mulesoft.com/runtime-manager/deployment-strategies#hybrid-deployments https://help.mulesoft.com/s/article/On-Premise-Runtimes-Disconnected-
From-US-Control-Plane-June-18th-201 https://help.mulesoft.com/s/article/Runtime-Manager-cannot-manage-On-Prem-Applications-and-Servers-from-
https://help.mulesoft.com/s/article/On-premise-Runtimes-Appear-Disconnected-in-Runtime-Manager-May-29th

On-Premise Runtimes Disconnected From US Control Plane - June 18th 2018
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NEW QUESTION 5
What condition requires using a CloudHub Dedicated Load Balancer?

A. When cross-region load balancing is required between separate deployments of the same Mule application

B. When custom DNS names are required for APl implementations deployed to customer-hosted Mule runtimes

C. When API invocations across multiple CloudHub workers must be load balanced

D. When server-side load-balanced TLS mutual authentication is required between APl implementationsand API clients

Answer: D

Explanation:

Correct Answer

When server-side load-balanced TLS mutual authentication is required between APl implementations and API clients
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Fact/ Memory Tip: Although there are many benefits of CloudHub Dedicated Load balancer, TWO important things that should come to ones mind for considering
it are:

>> Having URL endpoints with Custom DNS names on CloudHub deployed apps

>> Configuring custom certificates for both HTTPS and Two-way (Mutual) authentication. Coming to the options provided for this question:

>> We CANNOT use DLB to perform cross-region load balancing between separate deployments of the same Mule application.

>> We can have mapping rules to have more than one DLB URL pointing to same Mule app. But vicevera (More than one Mule app having same DLB URL) is
NOT POSSIBLE

>> |t is true that DLB helps to setup custom DNS names for Cloudhub deployed Mule apps but NOT true for apps deployed to Customer-hosted Mule Runtimes.
>> |t is true to that we can load balance API invocations across multiple CloudHub workers using DLB but it is NOT A MUST. We can achieve the same (load
balancing) using SLB (Shared Load Balancer) too. We DO NOT necessarily require DLB for achieve it.

So the only right option that fits the scenario and requires us to use DLB is when TLS mutual authentication is required between API implementations and API
clients.

NEW QUESTION 6

A company uses a hybrid Anypoint Platform deployment model that combines the EU control plane with customer-hosted Mule runtimes. After successfully testing
a Mule API implementation in the Staging environment, the Mule APl implementation is set with environment-specific properties and must be promoted to the
Production environment. What is a way that MuleSoft recommends to configure the Mule API implementation and automate its promotion to the Production
environment?
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A. Bundle properties files for each environment into the Mule APl implementation's deployable archive, then promote the Mule API implementation to the
Production environment using Anypoint CLI or the Anypoint Platform REST APIsB.

B. Modify the Mule API implementation's properties in the APl Manager Properties tab, then promote the Mule APl implementation to the Production environment
using APl Manager

C. Modify the Mule API implementation's properties in Anypoint Exchange, then promote the Mule APl implementation to the Production environment using
Runtime Manager

D. Use an API policy to change properties in the Mule API implementation deployed to the Staging environment and another API policy to deploy the Mule API
implementation to the Production environment

Answer: A
Explanation:

Correct Answer

Bundle properties files for each environment into the Mule APl implementation's deployable archive, then promote the Mule API implementation to the Production
environment using Anypoint CLI or the Anypoint Platform REST APIs
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>> Anypoint Exchange is for asset discovery and documentation. It has got no provision to modify the properties of Mule APl implementations at all.

>> APl Manager is for managing API instances, their contracts, policies and SLAs. It has also got no provision to modify the properties of APl implementations.
>> API policies are to address Non-functional requirements of APIs and has again got no provision to modify the properties of APl implementations.

So, the right way and recommended way to do this as part of development practice is to bundle properties files for each environment into the Mule API
implementation and just point and refer to respective file per environment.

NEW QUESTION 7
Which of the below, when used together, makes the IT Operational Model effective?

A. Create reusable assets, Do marketing on the created assets across organization, Arrange time to time LOB reviews to ensure assets are being consumed or
not

B. Create reusable assets, Make them discoverable so that LOB teams can self-serve and browse the APIs, Get active feedback and usage metrics

C. Create resuable assets, make them discoverable so that LOB teams can self-serve and browse the APIs

Answer: C

Explanation:

Correct Answer

Create reusable assets, Make them discoverable so that LOB teams can self-serve and browse the APIs, Get active feedback and usage metrics.
Fkkkkkkkkkkkkokokkkkookokkoeeeeeeeekkkkkk Dijagram, arrow Description automatically generated

i T 1y b H
LoB IT, developers Consumption

Discoverable
Reusable

A55eLs

Feedback and
n_l‘.wrqu." metncs

Self-service

Production

Central IT / LoB IT

NEW QUESTION 8
In an organization, the InfoSec team is investigating Anypoint Platform related data traffic.
From where does most of the data available to Anypoint Platform for monitoring and alerting originate?

A. From the Mule runtime or the APl implementation, depending on the deployment model

B. From various components of Anypoint Platform, such as the Shared Load Balancer, VPC, and Mule runtimes
C. From the Mule runtime or the APl Manager, depending on the type of data

D. From the Mule runtime irrespective of the deployment model

Answer: D
Explanation:

Correct Answer

From the Mule runtime irrespective of the deployment model
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>> Monitoring and Alerting metrics are always originated from Mule Runtimes irrespective of the deployment model.

>> |t may seems that some metrics (Runtime Manager) are originated from Mule Runtime and some are (API Invocations/ API Analytics) from APl Manager.
However, this is realistically NOT TRUE. The reason is, APl manager is just a management tool for API instances but all policies upon applying on APIs eventually
gets executed on Mule Runtimes only (Either Embedded or API Proxy).

>> Similarly all APl Implementations also run on Mule Runtimes.

So, most of the day required for monitoring and alerts are originated fron Mule Runtimes only irrespective of whether the deployment model is MuleSoft-hosted or
Customer-hosted or Hybrid.
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NEW QUESTION 9
An organization is implementing a Quote of the Day API that caches today's quote.
What scenario can use the GoudHub Object Store via the Object Store connector to persist the cache's state?

A. When there are three CloudHub deployments of the APl implementation to three separate CloudHub regions that must share the cache state

B. When there are two CloudHub deployments of the API implementation by two Anypoint Platform business groups to the same CloudHub region that must share
the cache state

C. When there is one deployment of the APl implementation to CloudHub and anottV deployment to a customer-hosted Mule runtime that must share the cache
state

D. When there is one CloudHub deployment of the API implementation to three CloudHub workers that must share the cache state

Answer: D
Explanation:

Correct Answer

When there is one CloudHub deployment of the API implementation to three CloudHub workers that must share the cache state.
kkkkkkkkkkkkkkkkkkkkhkkkkhkkkkhkkkkhkkkkkkkkkkk Key detalls |n the Scenal’IO

>> Use the CloudHub Object Store via the Object Store connector Considering above details:

>> CloudHub Object Stores have one-to-one relationship with CloudHub Mule Applications.

>> We CANNOT use an application's CloudHub Object Store to be shared among multiple Mule applications running in different Regions or Business Groups or
Customer-hosted Mule Runtimes by using Object Store connector.

>> |f it is really necessary and very badly needed, then Anypoint Platform supports a way by allowing access to CloudHub Object Store of another application
using Object Store REST API. But NOT using Object Store connector.

So, the only scenario where we can use the CloudHub Object Store via the Object Store connector to persist the cache’s state is when there is one CloudHub
deployment of the API implementation to multiple CloudHub workers that must share the cache state.

NEW QUESTION 10

A Mule application exposes an HTTPS endpoint and is deployed to the CloudHub Shared Worker Cloud. All traffic to that Mule application must stay inside the
AWS VPC.

To what TCP port do API invocations to that Mule application need to be sent?

A. 443

B. 8081
C. 8091
D. 8082

Answer: D

Explanation:

Correct Answer 8082
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>> 8091 and 8092 ports are to be used when keeping your HTTP and HTTPS app private to the LOCAL VPC respectively.

>> Above TWO ports are not for Shared AWS VPC/ Shared Worker Cloud.

>> 8081 is to be used when exposing your HTTP endpoint app to the internet through Shared LB

>> 8082 is to be used when exposing your HTTPS endpoint app to the internet through Shared LB So, API invocations should be sent to port 8082 when calling
this HTTPS based app.

References:

https://docs.mulesoft.com/runtime-manager/cloudhub-networking-guide https://help.mulesoft.com/s/article/Configure-Cloudhub-Application-to-Send-a-HTTPS-
Request-Directly-to-An

https://help.mulesoft.com/s/question/0D52T00004mXXULSA4/multiple-http-listerners-on-cloudhub-one-with-p

NEW QUESTION 10
An API client calls one method from an existing API implementation. The API implementation is later updated. What change to the API implementation would
require the API client's invocation logic to also be updated?

A. When the data type of the response is changed for the method called by the API client
B. When a new method is added to the resource used by the API client

C. When a new required field is added to the method called by the API client

D. When a child method is added to the method called by the API client

Answer: C
Explanation:

Correct Answer
When a new required field is added to the method called by the API client

*hkkkkkkkhhkhhhkhhhkhhkhhhkhhhhhhhkhhhhhhkhikx

>> Generally, the logic on API clients need to be updated when the API contract breaks.

>> When a new method or a child method is added to an API , the API client does not break as it can still continue to use its existing method. So these two options
are out.

>> We are left for two more where "datatype of the response if changed" and "a new required field is added".

>> Changing the datatype of the response does break the API contract. However, the question is insisting on the "invocation" logic and not about the response
handling logic. The API client can still invoke the API successfully and receive the response but the response will have a different datatype for some field.

>> Adding a new required field will break the API's invocation contract. When adding a new required field, the API contract breaks the RAML or API spec
agreement that the API client/API consumer and API provider has between them. So this requires the API client invocation logic to also be updated.

NEW QUESTION 13
An API implementation is updated. When must the RAML definition of the API also be updated?
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A. When the API implementation changes the structure of the request or response messages

B. When the API implementation changes from interacting with a legacy backend system deployedon-premises to a modern, cloud-based (SaaS) system
C. When the API implementation is migrated from an older to a newer version of the Mule runtime

D. When the API implementation is optimized to improve its average response time

Answer: A

Explanation:

Correct Answer

When the API implementation changes the structure of the request or response messages
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>> RAML definition usually needs to be touched only when there are changes in the request/response schemas or in any traits on API.
>> |t need not be modified for any internal changes in APl implementation like performance tuning, backend system migrations etc..

NEW QUESTION 15
What is true about the technology architecture of Anypoint VPCs?

A. The private IP address range of an Anypoint VPC is automatically chosen by CloudHub

B. Traffic between Mule applications deployed to an Anypoint VPC and on-premises systems can staywithin a private network
C. Each CloudHub environment requires a separate Anypoint VPC

D. VPC peering can be used to link the underlying AWS VPC to an on-premises (non AWS) private network

Answer: B

Explanation:

Correct Answer

Traffic between Mule applications deployed to an Anypoint VPC and on-premises systems can stay within a private network
kkkkkkkkkkkkkkkkkkkkhkkkhkkkkhkkkkhkkkkkkkkkkk

>> The private IP address range of an Anypoint VPC is NOT automatically chosen by CloudHub. It is chosen by us at the time of creating VPC using thr CIDR
blocks.

CIDR Block: The size of the Anypoint VPC in Classless Inter-Domain Routing (CIDR) notation.

For example, if you set it to 10.111.0.0/24, the Anypoint VPC is granted 256 IP addresses from 10.111.0.0 to 10.111.0.255.

Ideally, the CIDR Blocks you choose for the Anypoint VPC come from a private IP space, and should not overlap with any other Anypoint VPC’s CIDR Blocks, or
any CIDR Blocks in use in your corporate network.

that each CloudHub environment requires a separate Anypoint VPC. Once an Anypoint VPC is created, we can choose a same VPC by multiple environments.
However, it is generally a best and recommended practice to always have seperate Anypoint VPCs for Non-Prod and Prod environments.
>> We use Anypoint VPN to link the underlying AWS VPC to an on-premises (non AWS) private network. NOT VPC Peering.

NEW QUESTION 16

When must an API implementation be deployed to an Anypoint VPC?

A. When the API Implementation must invoke publicly exposed services that are deployed outside of CloudHub in a customer- managed AWS instance
B. When the API implementation must be accessible within a subnet of a restricted customer-hosted network that does not allow public access

C. When the API implementation must be deployed to a production AWS VPC using the Mule Maven plugin

D. When the API Implementation must write to a persistent Object Store

Answer: A

NEW QUESTION 20
A set of tests must be performed prior to deploying APl implementations to a staging environment. Due to data security and access restrictions, untested APIs
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cannot be granted access to the backend systems, so instead mocked data must be used for these tests. The amount of available mocked data and its contents is
sufficient to entirely test the APl implementations with no active connections to the backend systems. What type of tests should be used to incorporate this mocked
data?

A. Integration tests

B. Performance tests

C. Functional tests (Blackbox)
D. Unit tests (Whitebox)

Answer: D
Explanation:

Correct Answer
Unit tests (Whitebox)
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NEW QUESTION 21

An Order API must be designed that contains significant amounts of integration logic and involves the invocation of the Product API.

The power relationship between Order APl and Product API is one of "Customer/Supplier”, because the Product APl is used heavily throughout the organization
and is developed by a dedicated development team located in the office of the CTO.

What strategy should be used to deal with the API data model of the Product API within the Order API?

A. Convince the development team of the Product API to adopt the API data model of the Order API such that the integration logic of the Order APl can work with
one consistent internal data model

B. Work with the API data types of the Product API directly when implementing the integration logic of the Order API such that the Order API uses the same
(unchanged) data types as the Product API

C. Implement an anti-corruption layer in the Order API that transforms the Product API data model into internal data types of the Order API

D. Start an organization-wide data modeling initiative that will result in an Enterprise Data Model that will then be used in both the Product APl and the Order API

Answer: C
Explanation:

Correct Answer

Convince the development team of the product API to adopt the API data model of the Order API such that integration logic of the Order API can work with one
consistent internal data model

kkkkkkkkkkkkkkkkkkkkhkkkkhkkkkhkkkkhkkkkkkkkkkk Key detalls to note from the glven Scenal'IO

>> Power relationship between Order APl and Product APl is customer/supplier

So, as per below rules of "Power Relationships”, the caller (in this case Order API) would request for features to the called (Product API team) and the Product API
team would need to accomodate those requests.

NEW QUESTION 26
What do the API invocation metrics provided by Anypoint Platform provide?

A. ROI metrics from APIs that can be directly shared with business users

B. Measurements of the effectiveness of the application network based on the level of reuse

C. Data on past API invocations to help identify anomalies and usage patterns across various APIs
D. Proactive identification of likely future policy violations that exceed a given threat threshold

Answer: C
Explanation:

Correct Answer
Data on past API invocations to help identify anomalies and usage patterns across various APIls

nnnnnnnnnnnnnnnnnn

API Invocation metrics provided by Anypoint Platform:

>> Does NOT provide any Return Of Investment (ROI) related information. So the option suggesting it is OUT.

>> Does NOT provide any information w.r.t how APIs are reused, whether there is effective usage of APIs or not etc...

>> Does NOT prodive any prediction information as such to help us proactively identify any future policy violations.

So, the kind of data/information we can get from such metrics is on past API invocations to help identify anomalies and usage patterns across various APlIs.

NEW QUESTION 28
What API policy would LEAST likely be applied to a Process API?

A. Custom circuit breaker
B. Client ID enforcement
C. Rate limiting

D. JSON threat protection

Answer: D
Explanation:

Correct Answer
JSON threat protection

nnnnnnnnnnnnnnnn

Fact: Technically, there are no restrictions on what policy can be applied in what layer. Any policy can be applied on any layer APl. However, context should also
be considered properly before blindly applying the policies on APIs.
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That is why, this question asked for a policy that would LEAST likely be applied to a Process API. From the given options:

>> All policies except "JSON threat protection” can be applied without hesitation to the APIs in Process tier.

>> JSON threat protection policy ideally fits for experience APIs to prevent suspicious JSON payload coming from external API clients. This covers more of a
security aspect by trying to avoid possibly malicious and harmful JSON payloads from external clients calling experience APIs.

As external API clients are NEVER allowed to call Process APIs directly and also these kind of malicious and harmful JSON payloads are always stopped at
experience API layer only using this policy, it is LEAST LIKELY that this same policy is again applied on Process Layer API.

NEW QUESTION 32

Mule applications that implement a number of REST APIs are deployed to their own subnet that is inaccessible from outside the organization.

External business-partners need to access these APIs, which are only allowed to be invoked from a separate subnet dedicated to partners - called Partner-subnet.
This subnet is accessible from the public internet, which allows these external partners to reach it.

Anypoint Platform and Mule runtimes are already deployed in Partner-subnet. These Mule runtimes can already access the APIs.

What is the most resource-efficient solution to comply with these requirements, while having the least impact on other applications that are currently using the
APIs?

A. Implement (or generate) an API proxy Mule application for each of the APIs, then deploy the API proxies to the Mule runtimes
B. Redeploy the APl implementations to the same servers running the Mule runtimes

C. Add an additional endpoint to each API for partner-enablement consumption

D. Duplicate the APIs as Mule applications, then deploy them to the Mule runtimes

Answer: A

NEW QUESTION 34
What API policy would be LEAST LIKELY used when designing an Experience API that is intended to work with a consumer mobile phone or tablet application?

A. OAuth 2.0 access token enforcement
B. Client ID enforcement

C. JSON threat protection

D. IPwhitellst

Answer: D

Explanation:

Correct Answer

IP whitelist

*kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

>> OAuth 2.0 access token and Client ID enforcement policies are VERY common to apply on Experience APIs as API consumers need to register and access the
APIs using one of these mechanisms

>> JSON threat protection is also VERY common policy to apply on Experience APIs to prevent bad or suspicious payloads hitting the API implementations.

>> |P whitelisting policy is usually very common in Process and System APIs to only whitelist the IP range inside the local VPC. But also applied occassionally on
some experience APIls where the End User/ APl Consumers are FIXED.

>> When we know the API consumers upfront who are going to access certain Experience APIs, then we can request for static IPs from such consumers and
whitelist them to prevent anyone else hitting the API.

However, the experience API given in the question/ scenario is intended to work with a consumer mobile phone or tablet application. Which means, there is no way
we can know all possible IPs that are to be whitelisted as mobile phones and tablets can so many in number and any device in the city/state/country/globe.

So, Itis very LEAST LIKELY to apply IP Whitelisting on such Experience APls whose consumers are typically Mobile Phones or Tablets.

NEW QUESTION 35
What is true about automating interactions with Anypoint Platform using tools such as Anypoint Platform REST APIs, Anypoint CU, or the Mule Maven plugin?

A. Access to Anypoint Platform APIs and Anypoint CU can be controlled separately through the roles and permissions in Anypoint Platform, so that specific users
can get access to Anypoint CLI white others get access to the platform APIs

B. Anypoint Platform APIs can ONLY automate interactions with CloudHub, while the Mule Maven plugin is required for deployment to customer-hosted Mule
runtimes

C. By default, the Anypoint CLI and Mule Maven plugin are NOT included in the Mule runtime, so are NOT available to be used by deployed Mule applications

D. API policies can be applied to the Anypoint Platform APIs so that ONLY certain LOBs have access to specific functions

Answer: C
Explanation:

Correct Answer

By default, the Anypoint CLI and Mule Maven plugin are NOT included in the Mule runtime, so are NOT available to be used by deployed Mule applications
kkkkkkkkkkkkkkkkkkkkhkkkkhkkkkhkkkkhkkkkkkkkkkk

>> \We CANNOT apply API policies to the Anypoint Platform APIs like we can do on our custom written API instances. So, option suggesting this is FALSE.

>> Anypoint Platform APIs can be used for automating interactions with both CloudHub and customer-hosted Mule runtimes. Not JUST the CloudHub. So, option
opposing this is FALSE.

>> Mule Maven plugin is NOT mandatory for deployment to customer-hosted Mule runtimes. It just helps your CI/CD to have smoother automation. But not a
compulsory requirement to deploy. So, option opposing this is FALSE.

>> We DO NOT have any such special roles and permissions on the platform to separately control access for some users to have Anypoint CLI and others to have
Anypoint Platform APIs. With proper general roles/permissions (API Owner, Cloudhub Admin etc..), one can use any of the options (Anypoint CLI or Platform
APIs). So, option suggesting this is FALSE.

Only TRUE statement given in the choices is that - Anypoint CLI and Mule Maven plugin are NOT included in the Mule runtime, so are NOT available to be used
by deployed Mule applications.

Maven is part of Studio or you can use other Maven installation for development. CLI is convenience only. It is one of many ways how to install app to the runtime.
These are definitely NOT part of anything except your process of deployment or automation.

NEW QUESTION 36
Refer to the exhibit. An organization needs to enable access to their customer data from both a mobile app and a web application, which each need access to

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy MCPA-Level-1 dumps

@ 2 P QsseaQs U https://lwww.2passeasy.com/dumps/MCPA-Level-1/ (95 New Questions)

common fields as well as certain unique fields.
The data is available partially in a database and partially in a 3rd-party CRM system.
What APIs should be created to best fit these design requirements?

Web
DB
App
Mol ?22? CRM

App

A) A Process API that contains the data required by both the web and mobile apps, allowing these applications to invoke it directly and access the data they need
thereby providing the flexibility to add more fields in the future without needing API changes

Web DB
App Com mV |

= N7
App
B) One set of APIs (Experience API, Process API, and System API) for the web app, and another set for the mobile app
Weh Web Web
EAPI PAPI SAPI
HﬁEE | p-éﬂ{ pwﬁ¥;‘*—inéﬂr DE
Mobile < < CRM
App > (S .
Mobhile Mobhile Mohile
EAPI PAPI SAPI

C) Separate Experience APIs for the mobile and web app, but a common Process API that invokes separate System APIs created for the database and CRM
system

Web DB
EA.PI ShPI
Web » »
App - '?“ Commaon ';/} — DB
PAPI —
Mohile / \
s — j’\g' 'l' — CHM
Mobile ERM
EAFPI SAPI

D) A common Experience API used by both the web and mobile apps, but separate Process APIs for the web and mobile apps that interact with the database and
the CRM System

Web
FJ-'I.P'I
Web f\}
App;] Common —
EAF‘I o S
Mobile / \
CHM
App ﬁ( — >
Maobile —
PAPI

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
Explanation:
Correct Answer

Separate Experience APIs for the mobile and web app, but a common Process API that invokes separate System APIs created for the database and CRM system
*kkkkhkkkkkhkhkkhhkkhhhkhhhkhhhkkhhhkrhhkhhhkiikk AS per Mulesoft's API_Ied Connect|V|ty
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>> Experience APIs should be built as per each consumer needs and their experience.
>> Process APIs should contain all the orchestration logic to achieve the business functionality.
>> System APIs should be built for each backend system to unlock their data.

NEW QUESTION 39
What should be ensured before sharing an API through a public Anypoint Exchange portal?

A. The visibility level of the API instances of that API that need to be publicly accessible should be set to public visibility

B. The users needing access to the API should be added to the appropriate role in Anypoint Platform

C. The API should be functional with at least an initial implementation deployed and accessible for users to interact with

D. The API should be secured using one of the supported authentication/authorization mechanisms to ensure that data is not compromised

Answer: A

Explanation:

Correct Answer
The visibility level of the API instances of that API that need to be publicly accessible should be set to public visibility.

*kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

NEW QUESTION 40
What is typically NOT a function of the APIs created within the framework called API-led connectivity?

A. They provide an additional layer of resilience on top of the underlying backend system, thereby insulating clients from extended failure of these systems.
B. They allow for innovation at the user Interface level by consuming the underlying assets without being aware of how data Is being extracted from backend
systems.

C. They reduce the dependency on the underlying backend systems by helping unlock data from backend systems In a reusable and consumable way.

D. They can compose data from various sources and combine them with orchestration logic to create higher level value.

Answer: A
Explanation:

Correct Answer

They provide an additional layer of resilience on top of the underlying backend system, thereby insulating clients from extended failure of these systems.
*kkkkkkkkkkkhkkkkkhkkhkkkkhkkkkhkkkhkkkkhkkkkhkkkk In API_Ied COI’mECtIVIty,

>> Experience APIs - allow for innovation at the user interface level by consuming the underlying assets without being aware of how data is being extracted from
backend systems.

>> Process APIs - compose data from various sources and combine them with orchestration logic to create higher level value

>> System APIs - reduce the dependency on the underlying backend systems by helping unlock data from backend systems in a reusable and consumable way.
However, they NEVER promise that they provide an additional layer of resilience on top of the underlying backend system, thereby insulating clients from extended
failure of these systems.

https://dzone.com/articles/api-led-connectivity-with-mule

NEW QUESTION 43
Refer to the exhibit.
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Platform

A RAML definition has been proposed for a new Promotions Process API, and has been published to

Anypoint Exchange.

The Marketing Department, who will be an important consumer of the Promotions API, has important requirements and expectations that must be met.
What is the most effective way to use Anypoint Platform features to involve the Marketing Department in this early API design phase?

A) Ask the Marketing Department to interact with a mocking implementation of the API using the automatically generated API Console

wm‘es enab!es provides accesses
—_ > £> +-mmee

Mocking

! Marketin
Seriss API Console g

Developer API| Spec

B) Organize a design workshop with the DBAs of the Marketing Department in which the database schema of the Marketing IT systems is translated into RAML

writes
>

ana.'yzes cn!labnrates

DB Marketing Developer RAML Spec

Schemas DBAs

C) Use Anypoint Studio to Implement the API as a Mule application, then deploy that API implementation to CloudHub and ask the Marketing Department to
interact with it

wriles imports Q exports
—_—— —_— '(..f —_—
Developer RAML Spec A;l’ ud; Cm : Mule App Cloudhub Marketing

D) Export an integration test suite from API designer and have the Marketing Department execute the tests In that suite to ensure they pass

designs exports execules
L% > 20 [ .

verifies est resulls
Imegration

Marketing
Developer D Ehlg e Test Suite

‘——--I

es E:--bﬁ(

API

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

Correct Answer

Ask the Marketing Department to interact with a mocking implementation of the API using the automatically generated API Console.
kkkkkkkkkkkkkhkkkkkkkhkkkkhkkkkhkkkkhkkkkkkkkkkk AS per Mulesoft's IT Operatlng Model

>> AP| consumers need NOT wait until the full APl implementation is ready.

>> NO technical test-suites needs to be shared with end users to interact with APIs.
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>> Anypoint Platform offers a mocking capability on all the published API specifications to Anypoint Exchange which also will be rich in documentation covering all
details of API functionalities and working nature.

>> No needs of arranging days of workshops with end users for feedback.

API consumers can use Anypoint Exchange features on the platform and interact with the API using its mocking feature. The feedback can be shared quickly on
the same to incorporate any changes.

NEW QUESTION 47
A REST API is being designed to implement a Mule application.
What standard interface definition language can be used to define REST APIs?

A. Web Service Definition Language(WSDL)
B. OpenAPI Specification (OAS)

C. YAML

D. AsyncAPI Specification

Answer: B

NEW QUESTION 51

Version 3.0.1 of a REST API implementation represents time values in PST time using ISO 8601 hh:mm:ss format. The APl implementation needs to be changed
to instead represent time values in CEST time using 1ISO 8601 hh:mm:ss format. When following the semver.org semantic versioning specification, what version
should be assigned to the updated API implementation?

A.3.0.2
B.4.0.0
C.3.1.0
D.3.01

Answer: B
Explanation:

Correct Answer 4.0.0

Tk keekkkekk® AS per semver.org semantic versioning specification:

Given a version number MAJOR.MINOR.PATCH, increment the:

- MAJOR version when you make incompatible API changes.

- MINOR version when you add functionality in a backwards compatible manner.

- PATCH version when you make backwards compatible bug fixes.

As per the scenario given in the question, the APl implementation is completely changing its behavior. Although the format of the time is still being maintained as
hh:mm:ss and there is no change in schema w.r.t format, the API will start functioning different after this change as the times are going to come completely
different.

Example: Before the change, say, time is going as 09:00:00 representing the PST. Now on, after the change, the same time will go as 18:00:00 as Central
European Summer Time is 9 hours ahead of Pacific Time.

>> This may lead to some uncertain behavior on API clients depending on how they are handling the times in the API response. All the API clients need to be
informed that the API functionality is going to change and will return in CEST format. So, this considered as a MAJOR change and the version of API for this new
change would be 4.0.0

NEW QUESTION 54
Select the correct Owner-Layer combinations from below options

A. * 1. App Developers owns and focuses on Experience Layer APIs* 2. Central IT owns and focuses on Process Layer APIs* 3. LOB IT owns and focuses on
System Layer APIs
B. * 1. Central IT owns and focuses on Experience Layer APIs* 2. LOB IT owns and focuses on Process Layer APIs* 3. App Developers owns and focuses on
System Layer APIs
C. * 1. App Developers owns and focuses on Experience Layer APIs* 2. LOB IT owns and focuses on Process Layer APIs* 3. Central IT owns and focuses on
System Layer APIs

Answer: C
Explanation:

Correct Answer

* 1. App Developers owns and focuses on Experience Layer APls

* 2. LOB IT owns and focuses on Process Layer APIs

* 3. Central IT owns and focuses on System Layer APIs

References:

https://blogs.mulesoft.com/biz/api/experience-api-ownership/ https://blogs.mulesoft.com/biz/api/process-api-ownership/ https://blogs.mulesoft.com/biz/api/system-
api-ownership/

NEW QUESTION 56
What is the main change to the IT operating model that MuleSoft recommends to organizations to improve innovation and clock speed?

A. Drive consumption as much as production of assets; this enables developers to discover and reuse assets from other projects and encourages standardization
B. Expose assets using a Master Data Management (MDM) system; this standardizes projects and enables developers to quickly discover and reuse assets from
other projects

C. Implement SOA for reusable APIs to focus on production over consumption; this standardizes on XML and WSDL formats to speed up decision making

D. Create a lean and agile organization that makes many small decisions everyday; this speeds up decision making and enables each line of business to take
ownership of its projects

Answer: A
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Explanation:

Correct Answer

Drive consumption as much as production of assets; this enables developers to discover and reuse assets from other projects and encourages standardization
*kkkkkkkkkkkhkkkkkkhkkhkkkkhkkkkhkkkkhkkkkhkkkkhkkkkk

>> The main motto of the new IT Operating Model that MuleSoft recommends and made popular is to change the way that they are delivered from a production
model to a production + consumption model, which is done through an API strategy called API-led connectivity.

>> The assets built should also be discoverable and self-serveable for reusablity across LOBs and organization.

>> MuleSoft's IT operating model does not talk about SDLC model (Agile/ Lean etc) or MDM at all. So, options suggesting these are not valid.

References:

https://blogs.mulesoft.com/biz/connectivity/what-is-a-center-for-enablement-c4e/ https://www.mulesoft.com/resources/api/secret-to-managing-it-projects

NEW QUESTION 61
What Anypoint Connectors support transactions?

A. Database, JMS, VM

B. Database, 3MS, HTTP

C. Database, JMS, VM, SFTP
D. Database, VM, File

Answer: A

NEW QUESTION 64
The application network is recomposable: it is built for change because it "bends but does not break"

A. TRUE
B. FALSE

Answer: A

Explanation:

*kkkkkkkkkkkkhkkkkhkkhkkhkkkkhkkkkhkkkkhkkkkhkkkkhkkkk

>> Application Network is a disposable architecture.

>> Which means, it can be altered without disturbing entire architecture and its components.
>> |t bends as per requirements or design changes but does not break

NEW QUESTION 66

An organization is deploying their new implementation of the OrderStatus System API to multiple workers in CloudHub. This API fronts the organization's on-
premises Order Management System, which is accessed by the API implementation over an IPsec tunnel.

What type of error typically does NOT result in a service outage of the OrderStatus System API?

A. A CloudHub worker fails with an out-of-memory exception

B. APl Manager has an extended outage during the initial deployment of the API implementation

C. The AWS region goes offline with a major network failure to the relevant AWS data centers

D. The Order Management System is Inaccessible due to a network outage in the organization's on-premises data center

Answer: A
Explanation:

Correct Answer

A CloudHub worker fails with an out-of-memory exception.

kkkkkkkkkkkkkhkkkkkkkhkkkhkkkkhkkkkhkkkkkkkhkkkk

>> An AWS Region itself going down will definitely result in an outage as it does not matter how many workers are assigned to the Mule App as all of those in that
region will go down. This is a complete downtime and outage.

>> Extended outage of APl manager during initial deployment of APl implementation will of course cause issues in proper application startup itself as the API
Autodiscovery might fail or API policy templates and polices may not be downloaded to embed at the time of applicaiton startup etc... there are many reasons that
could cause issues.

>> A network outage onpremises would of course cause the Order Management System not accessible and it does not matter how many workers are assigned to
the app they all will fail and cause outage for sure.

The only option that does NOT result in a service outage is if a cloudhub worker fails with an out-of-memory exception. Even if a worker fails and goes down, there
are still other workers to handle the requests and keep the APl UP and Running. So, this is the right answer.

NEW QUESTION 69

An organization makes a strategic decision to move towards an IT operating model that emphasizes consumption of reusable IT assets using modern APIs (as
defined by MuleSoft).

What best describes each modern API in relation to this new IT operating model?

A. Each modern API has its own software development lifecycle, which reduces the need for documentation and automation

B. Each modem API must be treated like a product and designed for a particular target audience (for instance, mobile app developers)
C. Each modern API must be easy to consume, so should avoid complex authentication mechanisms such as SAML or JWT D

D. Each modern APl must be REST and HTTP based

Answer: B

Explanation:

Correct Answers
* 1. Each modern API must be treated like a product and designed for a particular target audience (for instance mobile app developers)
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Bottom of Form Top of Form

NEW QUESTION 71
The implementation of a Process API must change.
What is a valid approach that minimizes the impact of this change on API clients?

A. Update the RAML definition of the current Process API and notify API client developers by sending them links to the updated RAML definition

B. Postpone changes until APl consumers acknowledge they are ready to migrate to a new Process API or API version

C. Implement required changes to the Process APl implementation so that whenever possible, the Process API's RAML definition remains unchanged

D. Implement the Process API changes in a new APl implementation, and have the old APl implementation return an HTTP status code 301 - Moved Permanently
to inform API clients they should be calling the new API implementation

Answer: C

Explanation:

Correct Answer

Implement required changes to the Process API implementation so that, whenever possible, the Process API's RAML definition remains unchanged.
*kkkkkkkkkkhkkhkkkhkhkhkhkkkkhkhkkhkhkkkkhkhkkkkhkkkhkhkkkk Key requlrement |n the queStIOI’] |S

>> Approach that minimizes the impact of this change on API clients Based on above:

>> Updating the RAML definition would possibly impact the API clients if the changes require any thing mandatory from client side. So, one should try to avoid
doing that until really necessary.

>> Implementing the changes as a completely different API and then redirectly the clients with 3xx status code is really upsetting design and heavily impacts the
API clients.

>> Organisations and IT cannot simply postpone the changes required until all APl consumers acknowledge they are ready to migrate to a new Process API or API
version. This is unrealistic and not possible.

The best way to handle the changes always is to implement required changes to the APl implementations so that, whenever possible, the API's RAML definition
remains unchanged.

NEW QUESTION 76
What is true about where an API policy is defined in Anypoint Platform and how it is then applied to API instances?

A. The API policy Is defined In Runtime Manager as part of the API deployment to a Mule runtime, and then ONLY applied to the specific API Instance
B. The API policy Is defined In API Manager for a specific API Instance, and then ONLY applied to the specific API instance

C. The API policy Is defined in APl Manager and then automatically applied to ALL API instances

D. The API policy is defined in APl Manager, and then applied to ALL API instances in the specified environment

Answer: B
Explanation:

Correct Answer
The API policy is defined in APl Manager for a specific API instance, and then ONLY applied to the specific API instance.

nnnnnnnnnnnnnn

>> Once our API specifications are ready and published to Exchange, we need to visit APl Manager and register an API instance for each API.

>> APl Manager is the place where management of AP| aspects takes place like addressing NFRs by enforcing policies on them.

>> We can create multiple instances for a same API and manage them differently for different purposes.

>> One instance can have a set of API policies applied and another instance of same API can have different set of policies applied for some other purpose.

>> These APIs and their instances are defined PER environment basis. So, one need to manage them seperately in each environment.

>> We can ensure that same configuration of APl instances (SLAs, Policies etc..) gets promoted when promoting to higher environments using platform feature.
But this is optional only. Still one can change them per environment basis if they have to.

>> Runtime Manager is the place to manage API Implementations and their Mule Runtimes but NOT APIs itself. Though API policies gets executed in Mule
Runtimes, We CANNOT enforce API policies in Runtime Manager. We would need to do that via APl Manager only for a cherry picked instance in an environment.
So, based on these facts, right statement in the given choices is - "The API policy is defined in API Manager for a specific APl instance, and then ONLY applied to
the specific APl instance".

NEW QUESTION 78
Refer to the exhibit.

Client invokes %

App

API

Client ID
Policy

A developer is building a client application to invoke an API deployed to the STAGING environment that is governed by a client ID enforcement policy.
What is required to successfully invoke the API?

A. The client ID and secret for the Anypoint Platform account owning the API in the STAGING environment

B. The client ID and secret for the Anypoint Platform account's STAGING environment
C. The client ID and secret obtained from Anypoint Exchange for the API instance in the STAGING environment
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D. A valid OAuth token obtained from Anypoint Platform and its associated client ID and secret
Answer: C

Explanation:

Correct Answer

The client ID and secret obtained from Anypoint Exchange for the API instance in the STAGING environment

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkk

>> We CANNOT use the client ID and secret of Anypoint Platform account or any individual environments for accessing the APIs

>> As the type of policy that is enforced on the API in question is "Client ID Enforcment Policy”, OAuth token based access won't work.

Right way to access the API is to use the client ID and secret obtained from Anypoint Exchange for the API instance in a particular environment we want to work
on.

References:

Managing API instance Contracts on APl Manager https://docs.mulesoft.com/api-manager/1.x/request-access-to-api-task https://docs.mulesoft.com/exchange/to-
request-access https://docs.mulesoft.com/api-manager/2.x/policy-mule3-client-id-based-policies

NEW QUESTION 82

An organization has created an API-led architecture that uses various API layers to integrate mobile clients with a backend system. The backend system consists
of a number of specialized components and can be accessed via a REST API. The process and experience APIs share the same bounded-context model that is
different from the backend data model. What additional canonical models, bounded-context models, or anti-corruption layers are best added to this architecture to
help process data consumed from the backend system?

A. Create a bounded-context model for every layer and overlap them when the boundary contexts overlap, letting API developers know about the differences
between upstream and downstream data models

B. Create a canonical model that combines the backend and API-led models to simplify and unify data models, and minimize data transformations.

C. Create a bounded-context model for the system layer to closely match the backend data model, and add an anti-corruption layer to let the different bounded
contexts cooperate across the system and process layers

D. Create an anti-corruption layer for every API to perform transformation for every data model to match each other, and let data simply travel between APIs to
avoid the complexity and overhead of building canonical models

Answer: C

Explanation:

Correct Answer

Create a bounded-context model for the system layer to closely match the backend data model, and add an anti-corruption layer to let the different bounded
contexts cooperate across the system and process layers

*kkkkkkkkkkkhkkkkkhkhkkkhhkkhhkhkhkkhhkkhhhkixikk

>> Canonical models are not an option here as the organization has already put in efforts and created bounded-context models for Experience and Process APIs.
>> Anti-corruption layers for ALL APIs is unnecessary and invalid because it is mentioned that experience and process APls share same bounded-context model.
Itis just the System layer APIs that need to choose their approach now.

>> So, having an anti-corruption layer just between the process and system layers will work well. Also to speed up the approach, system APIs can mimic the
backend system data model.

NEW QUESTION 85
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