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NEW QUESTION 1
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the
machine risk score
Policy1 Required High
Policy2 Not configured Medium
Policy3 Required Low
The tenant contains the devices shown in the following table.
Name BitLocker Drive| Microsoft Defender for Policies applied
Encryption Endpoint risk status
(BitLocker)
Device1 Configured High Policy1, Policy3
Device2 Not configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Palicy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O O

O
O

Device?2 is marked as compliant.

O
O

Device3 is marked as compliant.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

|
-l

Device1 is marked as compliant.

ey [ -
i
O O

Device?2 is marked as compliant.

O

Device3 is marked as compliant.

O

NEW QUESTION 2

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group?2.
You need to ensure that each group can perform the tasks shown in the following table.

Group Task
Group1 . Manage service requests.
Purchase new services.
Manage subscnptions.
Monitor service health.
Assign licenses.
Add users and groups.
Create and manage user views.
Update password expiration policies.

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Group?2

" = @® @ | =
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Roles Answer Area

E’Bulmg Admmnsrt'ratm } Group1: r Role

o
Cr

Global Administrator

Group2: [ Role

" Helpdesk Administrator

“License Administrator

Service Support Administrator

P User Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Billing admin manage service request Purchase new services Etc.
Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:
- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health

NEW QUESTION 3

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 4

- (Topic 6)

Your company has offices in five cities. The company has a Microsoft 365 tenant.

Each office is managed by a local administrator. You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:
? Local administrators must be able to manage only the resources in their respective office.

? Local administrators must be prevented from managing resources in other offices.

? Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags
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NEW QUESTION 5

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others

might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.
The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.
You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You copy the Group Policy Administrative Templates from a

Windows 10

computer to Serverl. Does this meet the goal?

A. yes
B. No

Answer: A

NEW QUESTION 6
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role
User1 Global Administrator
User2 Service Support
Administrator
User3 Cloud Application
Administrator
Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates. You need to identify which Microsoft 365 setting must be configured,
and which user can

modify the setting. The solution must use the principle of least privilege.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting:

A. Mastered

Office installation options

Privileged access

% Release preferences

bl el

User: |

Userl only
User2 only
User3 only

Userl and User2 only

Userl and User3 only

B. Not Mastered

Answer: A

Explanation:
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Answer Area

Microsoft 365 setting: | LY
Office installation options

e

Privileged access |
l Release preferences

cr r

D e

User: | v
Userl only

‘User2 onh}

(User3 only ! '
Userl and User2 only

Userl and User3 only

NEW QUESTION 7

- (Topic 6)

You have a Microsoft 365 E5 subscription.

On Monday, you create a new user named User1.

On Tuesday, User1 signs in for the first time and perform the following actions:

« Signs in to Microsoft Exchange Online from an anonymous IP address

* Signs in to Microsoft SharePoint Online from a device in New York City.

« Establishes Remote Desktop connections to hosts in Berlin and Hong Kong, and then signs in to SharePoint Online from the Remote Desktop connections
Which types of sign-in risks will Azure AD Identity Protection detect for Userl?

A. anonymous IP address only

B. anonymous IP address and atypical travel

C. anonymous IP address, atypical travel, and unfamiliar sign-in properties
D. unfamiliar sign-in properties and atypical travel only

E. anonymous IP address and unfamiliar sign-in properties only

Answer: C

NEW QUESTION 8
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 subscription that contains the users in the following table.
Name Member of

User? Group1
User2 Group1, Group?2
User3 Group3

In Microsoft Endpoint Manager, you create two device type restrictions that have the settings shown in the following table.

Priority Name Allowed platform Assigned to
1 TypeRest1 Android, Windows (MDM) | Group1
2 TypeRest2 10S Group2
In Microsoft Endpoint Manager, you create three device limit restrictions that have the settings shown in the following table.
Priority Name Device limit Assigned to
1 LimitRest1 7 Group?2
2 LimitRest2 10 Group1
S LimitRest3 5 Group3
Eor each of the following statements, select Yes if the statement is true. Otherwise, select
0.

NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. () )
User2 can enroll up to 10 i0S devices in Microsoft Endpoint Manager i) )
User3 can enroll up to five Android devices in Microsoft Endpoint Manager. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
T 1
User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. | () , )
e
User2 can enroll up to 10 iOS devices in Microsoft Endpoint Manager O i) |
l'" |
User3 can enroll up to five Android devices in Microsoft Endpoint Manager. QO @

NEW QUESTION 9

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to compare the current Safe Links configuration to the Microsoft recommended configurations.
What should you use?

A. Microsoft Purview

B. Azure AD ldentity Protection
C. Microsoft Secure Score

D. the configuration analyzer

Answer: C

NEW QUESTION 10

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

A user named userl@contoso.com was recently provisioned.

You need to use PowerShell to assign a Microsoft Office 365 E3 license to Userl. Microsoft Bookings must NOT be enabled.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

= ::'w -Scopes User.ReadWrite.All, Organization.Read.All

Connect-AzureAD %

 Connect-MgGraph
Connect-M50LS5ervice

1E3 = | ;;;]l Where SkuPartMumber -eq 'EnterprisePack®
Get-AzureADUser

Get-MgSubscribedSku
Get-MS0LACcountSEL

fdisabledPlans = $E3.5ervicePlans | Where ServicePlanName -in
{"MICROSOFTBDOKINGS") | select -ExcludeProperty ServicePlanID

fLicenselptionz= @(

B
Skuld = $E3.5kuld

DisabledPlans = fdisabledPlans

)
| ", -Userld Userl@contoso.com -Addlicenses SLicenseOptions -Removelicenses @()

Set-AzureADUser
Set-MgUserLicense
Set-MSOLUser
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A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: Connect-MgGraph

Assign Microsoft 365 licenses to user accounts with PowerShell Use the Microsoft Graph PowerShell SDK

First, connect to your Microsoft 365 tenant.
Assigning and removing licenses for a user requires the User.ReadWrite.All permission scope or one of the other permissions listed in the 'Assign license'
Microsoft Graph API reference page.

The Organization.Read.All permission scope is required to read the licenses available in the tenant.
Connect-MgGraph -Scopes User.ReadWrite.All, Organization.Read.All Box 2: Get-MgSubscribedSku

Run the Get-MgSubscribedSku command to view the available licensing plans and the
number of available licenses in each plan in your organization. The number of available licenses in each plan is ActiveUnits - WarningUnits - ConsumedUnits.
Box 3: Set-MgUserLicense Assigning licenses to user accounts

To assign a license to a user, use the following command in PowerShell.

Set-MgUserLicense -Userld $userUPN -AddLicenses @{Skuld = "<Skuld>"} - RemoveLicenses @()

This example assigns a license from the SPE_E5 (Microsoft 365 E5) licensing plan to the unlicensed user belindan@litwareinc.com:
$e5Sku = Get-MgSubscribedSku -All | Where SkuPartNumber -eq 'SPE_E5'
Set-MgUserLicense -Userld "belindan@litwareinc.com" -AddLicenses @{Skuld =

$e5Sku.Skuld}

-RemovelLicenses @()

NEW QUESTION 10

- (Topic 6)

You have a Microsoft 365 F5 subscription.
You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must

Meet the following requirements.
Be serviced for a minimum of 24 moths.
Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information

https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-supported- configurations

NEW QUESTION 14

- (Topic 6)

You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

NG Type Block execution of potentially
obfuscated scripts (js/ivbs/ps)
Policy1 Attack surface reduction | Audit mode
(ASR)
Policy2 Microsoft Defender ATP | Disable
Baseline
Policy3 Device configuration Not configured
profile

The policies are assigned to Devicel.

Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy?2
C. only the settings of Policy3

D. no settings

Answer: D

NEW QUESTION 15
HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory forest named contoso.com. The forest contains the following domains:

? Contoso.com

? East.contoso.com
The forest contains the users shown in the following table.
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User1 | Contoso.com

User2 | East.contoso.com
User3 | Fabrikam.com

The forest syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click
the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)
Azure AD Connect sync
Sym< Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Disabled
USER SIGN-IN
Federation Disabled 0 domains
—) Seamless single sign-on Enabled 1 doman
Pass-through authenticabon  Enabled 2 agents

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes

IK;

User1 can authenticate to Azure AD by using a username of user1@contoso.com. E“E |O]

|
0]

User2 can authenticate to Azure AD by using a username of user2 @contoso.com. | O

User3 can authenticate 1o Azure AD by using a username of user3@contoso.com.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The UPN of userl is userl@contoso.com so he can authenticate to Azure AD by using the username userl@contoso.com.

Box 2: No

The UPN of user2 is user2@east.contoso.com so he cannot authenticate to Azure AD by using the username user2@contoso.com.
Box 3: No

The UPN of user3 is user3@fabrikam.com so he cannot authenticate to Azure AD by using the username user3@contoso.com.

NEW QUESTION 20

- (Topic 6)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.
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Name Member of group Azure AD role
User1 | Defender for identity Contoso None
Admunistralors |

Userd | Defender for identity Contoso Users | None

User2 | None Security admanustrator
Userd | Defender for identity Contoso Users | Global adminestrator

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 22

DRAG DROP - (Topic 6)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area
An app configuration policy Company-owned devices: Solution
An app protection policy Personal devices: Solution
A compliance policy
A configuration profile
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Solutions Answer Area
| * 3 1
| An app configuration policy | Company-owned devices: A compliance policy
e e =

| :
] Personal devices: :An app protection policy :

A configuration profile

NEW QUESTION 26
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Microsoft 365 role
User1 Cloud application administrator
User2 Application administrator
User3 Application developer
User4 None

Users are assigned Microsoft Store for Business roles as shown in the following table.
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User Role
User1 None
User?2 Basic Purchaser
User3 Purchaser
User4 Device Guard signer

Which users can add apps to the private store in Microsoft Store for Business, and which users can install apps from the private store? To answer, select the
appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Add apps to the private store: | v
User3 only

User2 and User3 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

Install apps from the private store: | v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Add apps to the private store: | v

|
________ 4

User1 and User3 only
User1, User2 and User3 only
User1, User2, User3, and User4

Install apps from the private store: | v
User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only _ _
User1, User2, User3, and User4 '

NEW QUESTION 31

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.

You need to identify the following information:

» The number of email messages quarantined by zero-hour auto purge (ZAP)

» The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.

Answer Area

To identify the number of emails quarantingd by ZAP:  Theeat protection status ™
Mailflow status report
Spoof detections

Threat protecton status

URL threat protection

To identify the number of times users clicked a malicious hnk = Mailfiow status report »
DL 1 il status repart
Spoof detections
Threat protection status
URL threat protectn
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

NEW QUESTION 36
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

To identify the number of emails quarantined by ZAP: | Theeat protection status

Mailflow status report
_ Spoofdetections _ _ _
[ Threat protection status
" URL threat protection

To identify the number of times users clicked a malicious knk |~ Mailflow status report

in an email: |

Threat protection status
URL threat protection

MName Member of Passwordless capable | Multi-factor authentication (MFA) mmudfqhmﬂ
Userl | Group? Capable Microsoft Authenticator app (push notification)

User2 | Group2 Capable Microsoft Authenticator app (push notification)

Userd | Groupl, Group? | Capable Mabile phone, Windows Hello for Business

Each user has a device with the Microsoft Authenticator app installed.
From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit. (Click the Exhibit tab.)

Microsoft Authenticator settings

lﬂ Number Matching will begm to be enabled for all users of the Mecrosoft Authenticator app starting 27th of February 2023, Learn morne

-

b4

The Microsoft Authenticator app is a flagship authentication method. usable in passwordless or simple push notification approval modes
The app is free to download and use on Androwd/i05 mobile dewices. Learmn more

Enable and Target

enable (D

Include

Exclude

Configure

Target O All users 'i- Select groups

Add groups

MName

Group

Type

Group

Registration Authentication mode

Passwordless W |

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes Mo

User1 can use number matching during sign-in
User2 can use number matching during sign-in i

Liser3 can use number matching dunng sign-in i

NEW QUESTION 41

- (Topic 6)

Your network contains three Active Directory forests. There are forests trust relationships between the forests.

You create an Azure AD tenant.

You plan to sync the on-premises Active Directory to Azure AD.

You need to recommend a synchronization solution. The solution must ensure that the synchronization can complete successfully and as quickly as possible if a
single server fails.

What should you include in the recommendation?

A. one Azure AD Connect sync server and one Azure AD Connect sync server in staging mode

B. three Azure AD Connect sync servers and one Azure AD Connect sync server in staging mode
C. six Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode
D. three Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode

Answer: A

Explanation:

Azure AD Connect can be active on only one server. You can install Azure AD Connect on another server for redundancy but the additional installation would need
to be in Staging mode. An Azure AD connect installation in Staging mode is configured and ready to go but it needs to be manually switched to Active to perform
directory synchronization.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 42

HOTSPOT - (Topic 6)

HOTSPOT

You have a new Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
MFA method: . w
sCall to phone
e =
Email message
Security questions J
Text message to phone J
Motification to Microsoft Authenticator app |
Number of days: v
7
14
3
60
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Notification to Microsoft Authenticator app

Do users have 14 days to register for Azure AD Multi-Factor Authentication?

Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security
defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD ldentity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete
the sign-in process.

NEW QUESTION 47
- (Topic 6)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
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stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the forest functional level to Windows Server 2016.
You copy the Group

Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A.yes
B. No

Answer: B

NEW QUESTION 51

- (Topic 6)

Your company has on-premises servers and an Azure AD tenant.

Several months ago, the Azure AD Connect Hearth agent was installed on all the servers. You review the health status of all the servers regularly.

Recently, you attempted to view the health status of a server named Serverl and discovered that the server is NOT listed on the Azure AD Connect Servers list.
You suspect that another administrator removed Serverl from the list. You need to ensure that you can view the health status of Serverl.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. From Azure Cloud shell, run the Connect-Azure AD cmdlet.

B. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic (Delayed Start)
C. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic

D. From Windows PowerShell, run the Rejister-ArureADConnectHealthsyncAgent cmdlet.

E. From Serverl, reinstall the Azure AD Connect Health agent

Answer: DE

NEW QUESTION 55

- (Topic 6)

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.
Which two Defender for Endpoint features are available to the subscription? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. advanced hunting

B. security reports

C. digital certificate assessment
D. device discovery

E. attack surface reduction (ASR)

Answer: BE

Explanation:

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting

The Microsoft 365 Defender portal (https://security.microsoft.com) provides easy access to information about detected threats and actions to address those
threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected, and what alerts/incidents were created.
The Incidents & alerts section lists any incidents that were created as a result of triggered alerts. Alerts and incidents are generated as threats are detected across
devices.

The Action center lists remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is listed in the Action
center on the History tab.

The Reports section includes reports that show threats detected and their status. E: What can you expect from Microsoft Defender for Endpoint P1?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:

Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown malware, and other threats in their tracks.
(E) Attack surface reduction capabilities that harden the device, prevent zero days, and offer granular control over access and behaviors on the endpoint.
Device based conditional access that offers an additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.
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Capabilities

Unified security tools and centralized management
Next-generation antimalware

Attack surface reduction rules

Device control (e.g.: USB)
Endpoint firewall

Network protection

Web control / category-based URL backing

Device-based conditional access

Controlled folder access

APls, SIEM connector, custom TI

Application control

1
—

NS ININ I N N NN SN

Endpoint detection and response

Automated investigation and remediation

Threat and vulnerability management

Threat intelligence (Threat Analytics)

Sandbox (deep analysis)

Microsoft Threat Experts**

**Includes Targeted Attack Notifications (TAN) and Experts On Demand (EOD).
Customers must apply for TAN. EOD is available for purchase as an add-on.

Incorrect:

1
N

&S | S S S | S| %S TSNS S S S S S | S S

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and remediation tools, advanced threat prevention and
threat and vulnerability management (TVM), and hunting capabilities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender- endpoint-plan-1

https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/microsoft-defender-for-endpoint-plan-1-now-included-in-m365-e3/ba-p/3060639

NEW QUESTION 57
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.
You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.
ASR2 will be used to configure Microsoft Defender SmartScreen.

Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ASR1:

Device control

Exploit protection

Application control
App and browser isolation
Attack surface reduction rules

ASRZ:

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

ASR1; v

Device control
Exploit protection
Application control

::}lpp and browser isolation ’,
Attack surface reduction rules

ASR2: v
Device control

o, — e ———— i—

 Exploit protection
App and browser isolation
Attack surface reduction rules

NEW QUESTION 60
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 tenant

You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)

The device type restriction are configured as shown in the following table.

Priority Name Allowed platform Assigned to
1 05 05 Marketing
) Amdroid Andraic Engineering
Default All users All platforms All users

The device limit restriction are configured as shown in the following table.

Priority _ Name Device limit Assigned to
1 | Engineening 13 | Engineering
. | West Hegion ) | Engineening
Default | Al users 10 | All users
Argwer Area

Deace kit

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enrollment-restrictions-set#change-enrollment-restriction-priority

NEW QUESTION 65

- (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Department
User1 Human resources
User?2 Research
User3 Human resources
User4 Marketing

You need to configure group-based licensing to meet the following requirements:

? To all users, deploy an Office 365 E3 license without the Power Automate license option.
? To all users, deploy an Enterprise Mobility + Security E5 license.

? To the users in the research department only, deploy a Power Bl Pro license.

? To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?
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Answer: C

Explanation:

One for all users, one for the research department, and one for the marketing department.

Note: What are Deployment Groups?

With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application
throughout. You can also deploy to servers on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions
down to the server level.

Reference:

https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-more

NEW QUESTION 69

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the

Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 70

- (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type
Policy1 | Anti-phishing
Policy2 | Anti-spam
Policy3 | Anti-malware
Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 72

- (Topic 6)

You have a Microsoft 365 subscription.

You need to add additional onmicrosoft.com domains to the subscription. The additional domains must be assignable as email addresses for users.
What is the maximum number of onmicrosoft.com domains the subscription can contain?

oo
= NP

0
Answer: C

Explanation:

You are limited to five onmicrosoft.com domains in your Microsoft 365 environment, so make sure to check for spelling and to assess your need if you choose to
create a new one.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq

NEW QUESTION 74

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory domain. You have a Microsoft 365 E5 subscription.
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You plan to implement directory synchronization.
You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.
What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Tool: ) ¥

EﬁtccessChk : %
Azure AD Connect
Active Directory Explorer
IdFix

Required group membership: v
Domain Admins

Domain Users

Server Operators

Enterprise Admins

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: IdFix

Query and fix invalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft 365. A portion of this effort is intended to address the
time involved in remediating the Windows Server Active Directory (Windows Server AD) errors reported by the directory synchronization tools such as Azure AD
Connect and Azure AD Connect cloud sync. The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your Window’s Server AD forests in
preparation for deployment to Microsoft 365. The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to
successfully synchronize users, contacts, and groups from on-premises Active Directory into Microsoft 365. Note: IdFix might identify errors beyond those that
emerge during synchronization. The most common example is compliance with rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized
to the cloud, the product group recommends that these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins

IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

If you aren’t sure if your user account meets these requirements, and you're not sure how to check, you can still download and run IdFix. If your user account
doesn’t have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group if the domain is in native
mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to make forest-wide changes in Active Directory, like
adding child domains.

Incorrect:

* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators
group on all computers that have joined a domain, including the domain controllers. The Domain Admins group is the default owner of any object that's created in
Active Directory for the domain by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators
group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of
the computer; and shut down the computer. Any service that accesses the system has the Service identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically added to this group.

NEW QUESTION 78

- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant includes a user named Userl.

You enable Azure AD ldentity Protection.

You need to ensure that Userl can review the list in Azure AD Identity Protection of users flagged for risk. The solution must use the principle of least privilege.
To which role should you add User1?

A. Security Reader

B. Global Administrator
C. Owner

D. User Administrator

Answer: A
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NEW QUESTION 79
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription and an Azure AD tenant named contoso.com.

All users have computers that run Windows 11, are joined to contoso.com, and are protected by using BitLocker Drive Encryption (BitLocker).

You plan to create a user named Admin1 that will perform following tasks:

« View BitLocker recovery keys.

« Configure the usage location for the users in contoso.com.
You need to assign roles to Adminl to meet the requirements. The solution must use the principle of least privilege. Which two roles should you assign? To
answer, select the appropriate roles in the answer area.
NOTE: Each correct selection is worth one point

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Your Partner of IT Exam

Devices

|:| Cloud Device Admiristrator ( |

D Desktop Analytics Administrator (] )

[ ] Intune Administrator (|

|___| Printer Administrator ()

D Printer Technician ()

[ ] windows 365 Administrater ()

Global

[ ] Global Administrator ()

Identity

[ ] Application Administrator (i)

[ ] Application Developer (1)

D Authentication Administrator |

[ ] Cloud Application Administrator ()

[ | Conditional Access Administrator (j )

[ ] Domain Name Administrator (i)

|:| External Identity Provider Administrator (| )

[ ] Guestinviter (7}

[ ] Helpdesk Administrator ()

[ ] Hybrid identity Administrator (| )

[ ] License Administrator ()

[ ] Password Administrator ()
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Answer Area

NEW QUESTION 81
DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription that contains the devices shown in the following table.

Devices

[ ] Cloud Device Administrator ()

[_] Desktop Analytics Administrator (i)

[] intune Administrator ()

[ ] Printer Administrator (i)

[ ] Printer Technician (1)

[ ] Windows 365 Administrator (]

Global

[ ] Global Administrator (i)

Identity

[ ] Application Administrator (7

D Application Developer ()

[ ] Authentication Administrator (|

|:[ Cloud Application Administrator (] )

[ ] Conditional Access Administrator ()

[ ] Domain Name Administrator (] )

|:| Extemnal ldentity Provider Administrator (| |

[ ] Guestimiter (i)

|[] Helpdesk Administrator (i

I.
e

[ ] Hybrid Identity Administrator (] )

]:I License Administrator (| )

[] Password Administrator (i)

Name Operating system

Microsoft Intune

Device2 | iOS

Device1l | Windows 11 Enterprise | Enrolled

Enrolled

Device3 | Android Not enrolled

You install Microsoft Word on all the devices.
You plan to configure policies to meet the following requirements:
» Word files created by using Windows devices must be encrypted automatically.

« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.
* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.

Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used

once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types
:Apﬂ confguration policy

;A.pp pm:eclimn podicy
:Camplunce podicy

[ Conditional Access policy
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Policy Types Answer Arca

e . -
| App configuration policy | Devicel: ¢ App protection policy !

____________ i Device I.- Conditional Access polcy
------------- ' Deviced: | Complance pelicy i
| Conditional Access policy

NEW QUESTION 84

- (Topic 6)

You have a Microsoft 365 subscription that uses Security & Compliance retention policies.

You implement a preservation lock on a retention policy that is assigned to all executive users.

Which two actions can you perform on the retention policy? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point?

A. Add locations to the policy

B. Reduce the duration of policy

C. Remove locations from the policy
D. Extend the duration of the policy
E. Disable the policy

Answer: AB

NEW QUESTION 89

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.

Solution: Implement pass-through authentication and configure password protection in the Azure AD tenant. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 90
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Member of

AdminT Group1
Admin?2 Group?
Admin3 | Group1, Group?2

You add the following assignment for the User Administrator role:

? Scope type: Directory

? Selected members: Groupl

? Assignment type: Active

? Assignment starts: Mar 15, 2023

? Assignment ends: Aug 15, 2023

You add the following assignment for the Exchange Administrator role:
? Scope type: Directory

? Selected members: Group2

? Assignment type: Eligible

? Assignment starts: Jun 15, 2023

? Assignment ends: Oct 15, 2023

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
On July 15, 2023, Admin1 can reset the password of a user. ‘: | ‘

On June 20, 2023, Admin2 can manage Microsoft Exchange Online. | ‘ _]

d

On May 1, 2023, Admin3 can reset the password of a user. | | T

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Adminl is member of Groupl.

The User Administrator role assignment has Groupl as a member. The assignment type: Active

July 15, 2023 is with the assignment period.

A User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins.
Box 2: No

Admin2 is member of Group2.

The Exchange Administrator role assignment has Group2 as a member. The assignment type: Eligible

June 20, 2023 is with the assignment period. The assignment must be approved.

Note: Eligible assignment requires member or owner to perform an activation to use the role. Activations may also require providing a multi-factor authentication
(MFA), providing a business justification, or requesting approval from designated approvers.

Box 3: Yes

Admin3 is member of Gropul and Group2.

The User Administrator role assignment has Groupl as a member. The assignment type: Active

May 1, 2023 is with the assignment period.

NEW QUESTION 93

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: You run idfix.exe and export the 10 user accounts.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. If there were problems with the 10 accounts that needed fixing with
idfix.exe, there would have been synchronization errors in Azure AD Connect Health.

It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 96
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.

Name Platform Intune
Devicel | 10S Enrolled
Device2 | macOS Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.
What should you use to onboard each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Arnswer Area

Devicel: | Microsoft Endpoint Manager x
A local script
Group Policy

Micrasoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

Device2: | A local script b

Alocalscript |
Group Policy

Microsoft Endpoint Manager

An app from the Google Play store

Integration with Microsoft Defender for Cloud

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Devicel: | Microsoft Endpoint Manager >
A local script

Group Palicy

" “An app from the Google Play store
Integration with Microsoft Detender for Cloud

Device2: | A local script 2t

Group Policy

Microsoft Endpoint Manager

An app from the Google Play store
Integration with Microsoft Defender for Cloud

NEW QUESTION 99
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

You have labels in Microsoft 365 as shown in the following table.
SUBLARRELDENRRDRRRRRERT FERWER

S LR T A

L] I-"l-.'.'lq.'-_'-_:"l PN NI

You have labels In Microsoft 365 as shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM MS-102 Dumps From Exambible
exambible https://Awww.exambible.com/MS-102-exam/ (312 Q&As)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 103
HOTSPOT - (Topic 6)

HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 05 In Windows 10
2 Group2 Tag Equals demo
3 Group3 Domain Equals adatum.com
4 Group4 Domain Equals adatum.com And 05 In Windows 1@
Last | Ungrouped devices (default) | Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.

Settings > Endpoints > computer?

computerl

Device summary

Risk level ()

Device details

Domain
adatum.com

0s

Windows 10 64-bit
Version 21H2
Build 19044.2130

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.
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Answer Area

Comguter] wall be a member of [answer choice]. -
I Group2 anly
Group only
Groups and Groupd only
Ungrouped dewvices

If you add the tag demo to Computer1, the computer will bc a member of [answer choice]. | bl
Group1 only
Group1 and Group2 only
Groupl, Groupd, Groups, and Group4
Ungrouped devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 108
- (Topic 6)
You have the sensitivity labels shown in the following exhibit.

Home = sensitivity

Labels Label policies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt

files, add content marking, and control user access to specific sites. Learm more
about sensitivity labels

-+ Create alabel = Publish labels _) Refresh

Name! Order Created by Last modified
Label1 ... 0-highest Prvi 04/24/2020
- Label2 = Prvi 04/24/2020
Label3 ... 0-highest Prvi 04/24/2020
Labeld ... 0-highest Prvi 04/24/2020
= Label5 i D Prvi 04/24/2020
Label6 0-hiahest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 110

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM MS-102 Dumps From Exambible
exam blb|@ https://www.exambible.com/MS-102-exam/ (312 Q&AS)

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808

NEW QUESTION 113

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

All company-owned Windows 11 devices are onboarded to Microsoft Defender for Endpoint.
You need to configure Defender for Endpoint to meet the following requirements:

? Block a vulnerable app until the app is updated.

? Block an application executable based on a file hash.

The solution must minimize administrative effort.

What should you configure for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Block a vulnerable app until the app is updated: | ., A
An alow or block file E
A file indicator

A remediation request
An update ring

Block an application executable based on a file hash: v
An alow or block file

A file indicator

A remediation request

An update ring

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A remediation request

Block a vulnerable app until the app is updated.

Block vulnerable applications

How to block vulnerable applications

? Go to Vulnerability management > Recommendations in the Microsoft 365 Defender portal.

? Select a security recommendation to see a flyout with more information.

? Select Request remediation.

? Select whether you want to apply the remediation and mitigation to all device groups or only a few.

? Select the remediation options on the Remediation request page. The remediation options are software update, software uninstall, and attention required.

? Pick a Remediation due date and select Next.

? Under Mitigation action, select Block or Warn. Once you submit a mitigation action, it is immediately applied.

? Review the selections you made and Submit request. On the final page you can

choose to go directly to the remediation page to view the progress of remediation activities and see the list of blocked applications.

Box 2: A file indicator

Block an application executable based on a file hash.

While taking the remediation steps suggested by a security recommendation, security admins with the proper permissions can perform a mitigation action and
block vulnerable versions of an application. File indicators of compromise (IOC)s are created for each of the executable files that belong to vulnerable versions of
that application. Microsoft Defender Antivirus then enforces blocks on the devices that are in the specified scope.

The option to View details of blocked versions in the Indicator page brings you to the Settings > Endpoints > Indicators page where you can view the file hashes
and response actions.

NEW QUESTION 118

HOTSPOT - (Topic 6)

Your company uses Microsoft Defender for Endpoint.

The devices onboarded to Microsoft Defender for Endpoint are shown in the following table.

Name Device group
Devicel | ATP1
Device2 | ATP1
Device3 | ATP2

The alerts visible in the Microsoft Defender for Endpoint alerts queue are shown in the following table.
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Name Device
Alert1 Device1

Alert2 Devicel
Alert3 Device3

You create a suppression rule that has the following settings:

* Triggering 10C: Any IOC

* Action: Hide alert

* Suppression scope: Alerts on ATP1 device group

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point
Answer Arca

Statements Yes Ne

After you create the suppression rule, Alertl is visible in the aleris queue.
After you create the suppression rule, Alert3 s visibie in the alerts queue,

After you create the suppression rule, & new alert triggered on Device2 is visible in the alerts
queue,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements HNo

After you create the suppression rule, Alertl i visible in the alerts gueue.
After you create the suppression rule, Alert3 is visible in the aleris queue,

After you create the suppression rule, a new alert triggered on Device2 is visible in the alerts
Qqueys.

| PR

NEW QUESTION 119

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. You need to perform the following tasks:

* Create a sensitive info type named SIT1 based on a regular expression.

» Add a watermark to all new documents that are matched by SIT1.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Microsoft Purview

Il

Home

Compliance Manager

Data classification

Data connectors

X[ &) ©| Q| &

Reports

Solutions

B Catalog

=2

App governance

Audit

Content search

Communication compliance

Data loss prevention

eDiscovery

Data lifecycle management v

Information protection

B (B G0 B | B Bl o| @

Information barniers Y

P

Insider risk management

&7

Records management

@  Privacy risk management o

ER Subject rights requests

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Microsoft Purview

Home

Compliance Manager

A
54
<> Data classification
il

Data connectors

Solutions

H

Catalog

cH

App govermnance

Audit

Content search

bl of @

Communication compliance

| (8

Data loss prevention

eDiscovery v

Data lifecycle management b

Information protection

e B | OO B>

Information barriers e

pO

Insider nsk management

&7

Records management

@ Privacy risk management v

E8 Subject rights requests

NEW QUESTION 123

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to ensure that when a document containing a credit card number is added to the tenant, the document is encrypted.
Which policy should you use?

A. a retention policy

B. a retention label policy
C. an auto-labeling policy
D. an insider risk policy

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 126
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
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Name | Member of
User1 | Group1
User2 | Group2

You purchase the devices shown in the following table.
Name | Platform
Devicel | Windows 10
Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:
? Show app and profile configuration progress: Yes

? Allow users to collect logs about installation errors: Yes

? Only show page to devices provisioned by out-of-box experience (OOBE): No

? Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment Q O
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O 9
status page will appear.
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment C O
status page will appear.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O CD__f
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment o1 O
status page will appear. T
_—
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment c ,0 J'

status page will appear.

NEW QUESTION 127

- (Topic 6)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

? Require complex passwords.

? Require the encryption of data storage devices.

? Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant.
Which two components should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile

Answer: BD
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 128
- (Topic 6)
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You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP).
You need to create a detection exclusion in Azure ATP. Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 130
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
The subscription has the following two anti-spam policies:
* Name: AntiSpam1
* Priority: O
* Induce these users, groups and domains o Users: User3
0 Groups: Group!
 Exclude these users, groups and domains o Groups: Group2
» Message limits
0 Set a daily message limit 100
* Name: AntiSpam2
* Priority: 1
* Include these users, groups and domains o Users: User! o Groups: Group2
* Exclude these users, groups and domains o Users: User3
» Message limits
0 Set a daily message limit 50
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

Userl can send a maximum of 150 email messages per day

User2 can send a maxdmum of 50 email messages per day

User3 can send 8 maximum of 100 email mes539€s pér day

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes Mo

o

User1 can send a maximum of 150 email messages per day [ !

-

User2 can send a maximum of 50 email messages per day 152 4

User3 can send a8 maximum of 100 email mes339€S per day I

NEW QUESTION 132

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements: Identify documents that are stored in Microsoft Teams and SharePoint that
contain

Personally Identifiable Information (PIl). Report on shared documents that contain Pll. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A
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Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANSs.

? From the Security & Compliance tab of your browser, click Home.

? Click Data loss prevention > Policy.

? Click + Create a policy.

? In Start with a template or create a custom policy, click Custom > Custom policy > Next.

? In Name your policy, provide the following details and then click Next: a. Name: EU Citizen Pl Policy b. Description: Protect the personally identifiable
information of European citizens

? Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-test-environment

NEW QUESTION 136

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to recommend a solution for monitoring and reporting application access. The solution must meet the following requirements:
* Support KQL for querying data.

* Retain report data for at least one year.

What should you include in the recommendation?

A. a security report in Microsoft 365 Defender
B. End point analytics

C. Microsoft 365 usage analytics

D. Azure Monitor workbooks

Answer: D

NEW QUESTION 141

HOTSPOT - (Topic 6)

Your on-premises network contains an Active Directory domain and a Microsoft Endpoint Configuration Manager site.

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.

You use Azure AD Connect to sync user objects and group objects to Azure Directory (Azure AD) Password hash synchronization is disabled.

You plan to implement co-management.

You need to configure Azure AD Connect and the domain to support co-management. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Argwer frea
o congure Azure AD Connoc: [T
Configuie yord Anure AL poan
Frishie v e witsbark
Eriiee pasiond hash Byncie oizaton
VRGLEE T 0P
A an alieniatee LN 20l
Flagister & tervace Cornection poend
EECHIET & WOTVELE PN el FionT
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Argwer frea

i
[
¥
-
|

o "-:l.:“' Irylored Aure ALY KR
Erifiie e @ wriishad i

Erabie password hash pyncheodization. |

Add gr aenatge LI il |

EECHIET & WOTVELE PN el FionT

NEW QUESTION 142

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or MacOS.
You need to implement passwordless authentication. The solution must support all the devices.

Which authentication method should you use?

A. Windows Hello
B. FID02 compliant security keys
C. Microsoft Authenticator app

Answer: C
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NEW QUESTION 145

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to create a policy that will generate an email alert when a banned app is detected requesting permission to access user information or data in the
subscription.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Angwer Area
Policy type
Actidily
: App discovery u the e
P e Qluth app
Seon
Felter Dy
APp
App state *
ARE T8G T
PeTassion jevel |
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Angwer Area
Policy type

Filter type l'.E.:tI:!pr_ b
Seson

| |Permission beved |

NEW QUESTION 149
HOTSPOT - (Topic 6)
You work at a company named Contoso, Ltd.
Contoso has a Microsoft 365 subscription that is configured to use the DNS domains shown in the following table.
Contoso purchases a company named Fabrikam, Inc.
Contoso plans to add the following domains to the Microsoft 365 subscription:
« fabrikam.com
* east.fabrikam.com
* west.contoso.com
You need to ensure that the devices in the new domains can register by using Autodiscover.
How many domains should you verify, and what is the minimum number of enterprise registration DNS records you should add? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

Domains: p——
e
)

Enterpriseregistration DINS records: ! 3 = i
1

2

M =& g s

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

DCIF!‘BIH'S' I_—"‘.'Ej
EX

Enterpriseregistration DNS records: |3 ¥ |

Mol =&

§
2

NEW QUESTION 152

- (Topic 6)

Your company has a Microsoft 365 E5 subscription.

Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.
Users in other departments must not be restricted.

What should you do?

A. Create a data loss prevention (DLP) policy that has a Content is shared condition.
B. Modify the safe links policy Global settings.

C. Create a data loss prevention (DLP) policy that has a Content contains condition.
D. Create a new safe links policy.

Answer: D

Explanation:

Use the Microsoft 365 Defender portal to create Safe Links policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Safe Links in the Policies
section. Or, to go directly to the Safe Links page, use https://security.microsoft.com/safelinksv2.

* 1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

* 2. On the Name your policy page, configure the following settings: Name: Enter a unique, descriptive name for the policy.

Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*-> Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic
distribution groups aren't supported).

The specified Microsoft 365 Groups.

Domains: All recipients in the specified accepted domains in your organization. Etc.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links- policies-configure

NEW QUESTION 156

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to review reports to identify the following:

*» The storage usage of files stored in Microsoft Teams

» The number of active users per team

Which report should you review for each requirement? To answer, drag the appropriate reports to the correct requirements. Each report may be used once, more

than once, or not at all. You may need to drag the split bar between panes or scroll to view content
Report Requihements

The Sevioe LUSAGe fepoit o Tesma The storage usage of fles stored in Microsoft Teams

The Cnelove utsge report
MNumbes of Ol st Doy Rcrosofy Team

The SharePoin] L ULage repoet
The Telm4 USSQR FEPOrT N Taam

Thee Liser activity repoit im Teams

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Riépiet Reguirements

| The: device ussge report n Teams The siorage usage of files stored in Microsoft Teame || The Shanefoint sde ukage report

Thet Orelirnve inage report — -
= — Mumber of active upsrs per Micropoft Teamy, | The Teams usage report in Teamd

'|-u,- '-_::-:':n,-'-'-:' il Sife :.i,-j ]:- report

| Thee Teams usage repo in Teams
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NEW QUESTION 159

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E3 subscription.

You plan to launch Attack simulation training for all users.

Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

L T

Social engineering technique: x
§ Credential harvest E

Link to malware
Malware attachment

Training experience: »
Identity Theft

Mass Market Phishing

Web Phishing

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the
ability to select 'ISA Phishing' or 'Mass Market Phishing' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available:

Credential Harvest Malware Attachment Link to Malware

Etc.

Box 2: Mass Market Phishing

NEW QUESTION 164

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform
Devicel MacOS
Device2 Windows 10 Pro
Device3 Windows 10 Enterprise
Deviced Ubuntu 18.04 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#requirements

NEW QUESTION 165

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following
table.
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Name Platform
Device1 Windows 10
Device2 Windows 8.1
Device3 10S
Device4 Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing

corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Devices that can onboarded to v
Microsoft Defender for Endpoint: [Device 1 only

Device 1 and Device 2 only

Device 1 and Device 3 only

Device 1 and Device 4 only

Device 1, Device 2, and Device 4 only
Device 1, Device 2, Device 3, and Device 4

Endpoint securty policies v

that must be configured: A conditional access policy only

A device compliance policy only

A device configuration profile only

A device configuration profile and a conditional access policy only

Device configuration profile, device compliance policy, and conditional access policy

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Text, table Description automatically generated with medium confidence

NEW QUESTION 170
HOTSPOT - (Topic 6)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft

Intune.
In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device limit restrictions
Priority MHame Device limit Asvigned
[}

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Arca
Statements Yes Mo
User can enroll only e devices in Intune
Iner? canm ioin only feee OEvices | Arure A
sierd can gnecll all the dences in Infune
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Arca
Statements Yes Mo
User can enroll only e devices in Intune I _I
I

Iser can iomn only free devices o Azrure A I

gersd can enecll ol the désaces in Inlune I

NEW QUESTION 172

- (Topic 6)

You have a Microsoft 365 subscription.

You suspect that several Microsoft Office 365 applications or services were recently updated.

You need to identify which applications or services were recently updated.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. From the Microsoft 365 admin center review the Service health blade

B. From the Microsoft 365 admin center, review the Message center blade.
C. From the Microsoft 365 admin center review the Products blade.

D. From the Microsoft 365 Admin mobile agg, review the messages.

Answer: BD

Explanation:

The Message center in the Microsoft 365 admin center is where you would go to view a list of the features that were recently updated in the tenant. This is where
Microsoft posts official messages with information including new and changed features, planned maintenance, or other important announcements.

The messages displayed in the Message center can also be viewed by using the Office

365 Admin mobile app. Reference:

https://docs.microsoft.com/en-us/office365/admin/manage/message-center https://docs.microsoft.com/en-us/office365/admin/admin-overview/admin-mobile-app

NEW QUESTION 174

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

? Customize the common attachments filter.

? Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Area

|: .
Anti-malware Customize the common attachments filter: [ ]

 Anti-phishing

Enable impersonation protection for sender domains: | ]

" Anti-spam

Safe Attachments

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Anti-Malware in the
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Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2
* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:
Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)
* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically
guarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.

* 6. Etc.
Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365
The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:

Feature Anti-phishing policies Anti-phishing policies
in EQOP in Defender for Office 365
Automatically created default policy v v
Create custom policies o o
Common policy settings J v
Spoof settings v o
First contact safety tip o o
mpermnaiion settings 7:]
Advanced phishing thresholds W

NEW QUESTION 175
- (Topic 6)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.

You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profil
B. Assign the profile to all the computer
C. Instruct users to restart their computer and perform a network restart.
D. Enroll the computers in Microsoft Intun
E. Create a configuration profile by using the Edition upgrade and mode switch templat
F. From the Microsoft Endpoint Manager admincenter, assign the profile to all the computers and instruct users to restart their computer.

G. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft

SharePoint Online sit

H. Instruct users to run the provisioning package from SharePoint Online.
I. From the Azure Active Directory admin center, create a security group that has dynamic device membershi
J. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B

NEW QUESTION 177
DRAG DROP - (Topic 6)
DRAG DROP

Your network contains an on-premises Active Directory domain that syncs to Azure Active
Directory (Azure AD). The domain contains the servers shown in the following table.

Name Operating system Configuration
_ File Server Resource
Server] Windows Server 2016
Manager (FSRM)
Server?2 Windows Server 2016 None

You use Azure Information Protection.
You need to ensure that you can apply Azure Information Protection labels to the file stores on Serverl.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM MS-102 Dumps From Exambible
exambible https://www.exambible.com/MS-102-exam/ (312 Q&As)

Authorize Serverl.
Install the Microsoft Rights Management connector on
| Serverd,

Install a certificate on Server2.

Install a certificate on Server].

Register a service principal name for Server.

: Run GenConnectorConfig.psl on Serverl.

Run GenConnectorConfig.ps1 on Serverd.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

—————————— .

1 Authorize Serverl.

| Sewerz ,

e R et e e i = e e L Hire i e

| Install a certificate on Server1, i
i

NEW QUESTION 179
HOTSPOT - (Topic 6)

Answer Area

Answer Area
Install the Microsoft Rights Management connector on
Serverd,

L T R A A R - S

You have a Microsoft 365 subscription that contains the administrative units shown in the following table.

Name Members
AU1 Group1, User2
AU2 Group2, User3, User4

The groups contain the members shown in the following table.

Name Members
Group1 | User1
Group2 | User2, User4

The users are assigned the roles shown in the following table.

Name Role Scope
User1 None Not applicable
User2 Password Administrator AU
User3 License Administrator Organization
Userd None Not applicable

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE; Each correct selection is worth one point.

Answer Arca

Statements

User2 can reset the password of User1.

User2 can reset the password of Userd.

User3 can assign licenses to User1.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements No
User2 can reset the password of User1,

User2 can reset the password of User4. | ! i

User3 can assign licenses to User1. |

NEW QUESTION 184

HOTSPOT - (Topic 5)

You need to ensure that Admin4 can use SSPR.

Which tool should you use. and which action should you perform? To answer, select the appropriate options m the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Action:  £nahle password writehack. v |
Enable app registrations.
Enable password writeback
Enable password hash synchronization.
Disable password hash synchronization.

Tool Azure AD Connect v

Synchronization Rules Editor
| Microsoft Entra admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

ACtion: | Enable password writeback —

Enable password hash synchronization.
Disable password hash synchronization.

Synehrenization Rules-Editbr
Microsoft Entra admin center

NEW QUESTION 187

HOTSPOT - (Topic 3)

You need to ensure that User2 can review the audit logs. The solutions must meet the technical requirements.

To which role group should you add User2, and what should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Role group: v
Reviewer

Global reader

Data Investigator
Compliance Management

Tool: v
Exchange admin center
SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Role group: v
Reviewer

Global reader

Data Investigator

e —

e e e e e O e e e e

SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

NEW QUESTION 192
- (Topic 3)
You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md

NEW QUESTION 194
- (Topic 2)
Which report should the New York office auditors view?

A. DLP policy matches

B. DLP false positives and overrides
C. DLP incidents

D. Top Senders and Recipients

Answer: C
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention- policies
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This report also shows policy matches over time, like the policy matches report. However, the policy matches report shows matches at a rule level; for example, if
an email matched three different rules, the policy matches report shows three different line items. By contrast, the incidents report shows matches at an item level,
for example, if an email matched three different rules, the incidents report shows a single line item for that piece of content. Because the report counts are
aggregated differently, the policy matches report is better for identifying matches with specific rules and fine tuning DLP policies. The incidents report is better for
identifying specific pieces of content that are problematic for your DLP policies.

NEW QUESTION 196

HOTSPOT - (Topic 1)

You need to meet the technical requirements and planned changes for Intune. What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

settings to configure in Azure AD: |Device settings

Mobility (MDM and MAM)
Orgamizational relationships
User seftings

Settings to configure in Intune: |Device compliance
Device c_'c-nf11;;|.|s._:ﬂ|.:',ur'.
Device enraoliment

Mobile Device Fviar'-agernevl Authanty

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

settings to configure in Azure AD: |Device settings

Orgamizational relationships
User seftings

Settings to configure in Intune: |Device compliance

reyice configuration
Crevice enrollment |

Mobile Dewvice Management Authornty

NEW QUESTION 201

- (Topic 6)

You are testing a data loss prevention (DLP) policy to protect the sharing of credit card information with external users.

During testing, you discover that a user can share credit card information with external users by using email. However, the user is prevented from sharing files that
contain credit card information by using Microsoft SharePoint.

You need to prevent the user from sharing the credit card information by using email and SharePoint.

What should you configure?

A. the status of the DLP policy

B. the user overrides of the DLP policy rule
C. the locations of the DLP policy

D. the conditions of the DLP policy rule

Answer: D

NEW QUESTION 204

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named sitel. You need to ensure that sitel meets the following requirements:
* Retains all data for 10 years

* Prevents the sharing of data outside the organization

Which two items should you create and apply to sitel? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

. a retention policy

. a sensitive info type

. a data loss prevention (DLP) policy
. a sensitivity label

. aretention label

. a retention label policy

mTmoOOm >

Answer: CE

NEW QUESTION 209

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that.

You need to identify whenever a sensitivity label is applied, changed, or removed within the subscription.

Which feature should you use, and how many days will the data be retained? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.
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Answer Area

Feature: | Actrnty explorer -

Compliance Manager
Content exploner

Number of days the data will be retained: 120 X
a0

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Feature: | Actiaty explorer

Act mty. L_-:rlﬂmer
Compliance Manager
Content exploner

Number of days the data will be retained: 120 >
30
&0

Q20

NEW QUESTION 213
- (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | Microsoft 365 admin | Microsoft Exchange Online
role admin role
User1 | Global Administrator None
User2 | Exchange Administrator | None
User3 | Service Support None
Administrator
User4 | None Organization Management

You plan to use Exchange Online to manage email for a DNS domain. An administrator adds the DNS domain to the subscription.
The DNS domain has a status of Incomplete setup.

You need to identify which user can complete the setup of the DNS domain. The solution must use the principle of least privilege.
Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: A
NEW QUESTION 218
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.
You configure a new alert policy as shown in the following exhibit.
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How do you want the alert to be triggered?

O Every time an activity matches the rule

O When the volume of matched activities reaches a threshold

More than orequalto 15

During the last 60

On All

activities

minutes

users bV

(@ When the volume of matched activities becomes unusual

On Al

users hd

You need to identify the following:

? How many days it will take to establish a baseline for unusual activity.
? Whether alerts will be triggered during the establishment of the baseline.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline:

Whether the alerts will be triggered during the
establishment of the baseline:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

How many days it will take to establish the baseline:

=] N -

Alerts will be triggered.
Alerts will not be triggered.

Alerts will be triggered only after the process to
establish the baseline has been running for one day.

Whether the alerts will be triggered during the
establishment of the baseline:

I e 5 R WA Rl

Alerts will be triggered only after the process to

establish the baseline has been running for one day.

NEW QUESTION 219
- (Topic 6)
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You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:

? Captures Microsoft Teams channel messages that contain threatening or violent language.
? Alerts a reviewer when a threatening or violent message is identified.

What should you include in the solution?

A. Data Subject Requests (DSRs)

B. Insider risk management policies

C. Communication compliance policies
D. Audit log retention policies

Answer: C

NEW QUESTION 222

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365 and contains a user named User1.

Userl emails a product catalog in the PDF format to 300 vendors. Only 200 vendors receive the email message, and Userl is blocked from sending email until the
next day.

You need to prevent this issue from reoccurring. What should you configure?

A. anti-spam policies

B. Safe Attachments policies
C. anti-phishing policies

D. anti-malware policies

Answer: A

NEW QUESTION 226

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario.

Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisionung (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamiless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com.

You need to ensure that User2 can access the resources in Azure AD.

Solution: From the on-premises Active Directory domain, you set the UPN suffix for User2 to @contoso.com. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
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B. No
Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. You can enable users to sign on using a different UPN (different domain), by adding the domain
to Microsoft 365 as a custom domain. Alternatively, you can configure the user account to use the existing domain (contoso.com).

NEW QUESTION 229

- (Topic 6)

Your network contains an Active Directory forest named contoso.local. You purchase a Microsoft 365 subscription.

You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months.

You need to prepare for the planned move to Microsoft 365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

A. Purchase a third-party X.509 certificate.
B. Create an external forest trust.

C. Rename the Active Directory forest.

D. Purchase a custom domain name.

Answer: D

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use
in your on- premise Active Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active
Directory.

Incorrect:

Not C: No need to rename the Active Directory forest. As we use a non-routable domain name contoso.local, we just need to add the routable domain name as a
UPN suffix in Active Directory.

Reference:

https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization

NEW QUESTION 231
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device administrator

You configure an Enrollment Status Page profile as shown in the following exhibit.
Settings

The enroliment status page appears during initial device setup. If enabled,
users can see the installation progress of assigned apps and profiles.

Show app and profile installation progress. Yes No

Show time limit error when installation takes

longer than specified number of minutes. ok
Show custom message when time limit error Yes @EEID
occCurs.
Allow users to collect logs about instalattion Yes @D
errors.
Only show page to devices provisioned by -
out-of-box experience (OOBE) Yes &
Block device use until all apps and profiles are Yes @D
installed

You assign the policy to Groupl.

You purchase the devices shown in the following table.

Name Platform
Devicel Windows 10

Device2 Android
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show. O O
If User1 performs the initial device enroliment for Device2, the Enroliment e '®)

Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment @) O
Status Page will show.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
If User1 performs the initial device enroliment for Device1, the Enroliment -
Status Page will show. O O
If User1 performs the initial device enrolliment for Device2, the Enroliment '®) '_O_t

Status Page will show. e

If User2 performs the initial device enroliment for Device2, the Enroliment @)
Status Page will show.

|

=0

NEW QUESTION 232

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles.
Which platform can you manage by using the profile?

A. Ubuntu Linux
B. macOS
C.i0Ss

D. Android

Answer: B

Explanation:

Intune device configuration profiles can be applied to Windows 10 devices and macOS devices
Note:

There are several versions of this question in the exam. The question has two possible correct answers:
? Windows 10

? macOS

Other incorrect answer options you may see on the exam include the following:

? Android Enterprise

? Windows 8.1

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 236
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.

All corporate Windows 11 devices are managed by using Microsoft Intune and onboarded to Microsoft Defender for Endpoint.

You need to meet the following requirements:

* View an assessment of the device configurations against the Center for Internet Security (CIS) vI.0.0 benchmark.
* Protect a folder named C:\Folderl from being accessed by untrusted applications on the devices.

What should you do? To answer, select the appropriate options in the answer area.
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Answer Area

To view the device CEII"I'FN; uration assessment: Create a baseling assessment profike bt
Add a connected application

Create a baselme assessment profile.

Filter the Vulnerable devices repont

To protect ChFoldert, enable:  Controlled folder access x
Controlled fodder access
Exploit protection
| Removabile storage protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answeér Area

To view the device configuration assessment:  Create 3 baseline assessment profile, ol
Add a connected applhication

Create a baseline assessment profile

Filter the Vulnerable devices report.

To protect Ch\Folder, enable: Controlled folder access
Controlled folder acoess

| Removable storage protection

NEW QUESTION 240
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type
Group1 | Microsoft 365
Group2 | Distrnibution

Group3 | Mail-enabled security
Groupd | Secunty

You plan to publish a sensitivity label named Labell. To which groups can you publish Labell?

A. Groupl only

B. Groupl and Group2 only

C. Groupl and Group4 only

D. Group1, Group2, and Group3 only

E. Groupl Group2, Group3, and Group4

Answer: A

Explanation:

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams- groups-sites

NEW QUESTION 245

HOTSPOT - (Topic 6)

Your company has a hybrid deployment of Microsoft 365. An on-premises user named Userl is synced to Azure AD.
Azure AD Connect is configured as shown in the following exhibit
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Synchronized Directories

: Adatum com ADATUM.COMMSDL_eTBS5c048abcc

asks

:
i Synchronization Settings
m5-D5-CongistencyGuid userFrncipalName
¥ie 11 |

AlwaysProviscn Disabied
Drepbiea Dueabled
Disabled Disabled
Disabled Enabiled
Disabled Dusabled
Enabled Dissbled
{localdb) MADSC

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
Angwer Area

LizerT [answer cholce]
canot change her pasoword from any Mecnosolt portals ¥

her pastword from
can change her password by using self-service password resel feature only
can change her password from the Microsoft 365 admin center only

H the passwond for Lisar is changed in Active Directory, | the pastword hagh wall be synehnonized to Anwe AD -
LU g B the password hash waill be synchionized to Arune AD
B reny Fanchomily generated passwiond will be dssigied bo Used]
the password hash m Azure AD will be unchanged

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

e [answer cholce]

cantol change her b

cannvot change hier pasoword from any Microsolt portals
Cah Thahde Teed malwlird Y il SEm-Teffale Padnkoft Teset featurs only
can change her password from the Microsoft 365 admin center only

i the password for User i changed in Active Dwectory, | the pasowosd hash will be-syncheonized to Azure AD -
(LD g M the password hash wall be synchronized to Aruse AD
3 new randomily generated password will be assigned to Userl
the password hash m Azure AL will be unchanged

NEW QUESTION 250
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