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NEW QUESTION 1

A Linux administrator cloned an existing Linux server and built a new server from that clone. The administrator encountered the following error after booting the

cloned server:
Device mismatch detected
The administrator performed the commands listed below to further troubleshoot and mount the missing filesystem:

$ls -al /dev/disk/by-uuid/

total 0

drwXxr-xXr-x 2 root 220 Jul 08:359

drwxr-xr-x 2 root 160 Jul 08:39 ..

lrwxrwxrwx 1 root 2Zé Jul 11:10 2251a54-6cl4-9187-df8629373 ->
lrwxrwxrwx 1 root 26 Jul 11:10 4211cS54-2a13-7291-bd8629373 ->
lrwxrwxrwX 1 root 26 Jul 11:10 3451b54-6d10-3561-ad8629373 ->

Which of the following should administrator use to resolve the device mismatch issue and mount the disk?

A. mount disk by device-id
B. fsck -A

C. mount disk by-label

D. mount disk by-blkid

Answer: D

NEW QUESTION 2
A Linux administrator is reviewing changes to a configuration file that includes the following section:

tls:
certificates:

- certFile:
keyFile:
sTores:

- certFile:
keyFlle:

51- ~

o e e

/etc/ssl/cert.cer
/jetec/ssl/cert.
defaulz:

fetc/ssl
/etc/ssl/
explired

/explred.cer
explired.key

- =
= -

waliwed 80D
valwefSae
sl sad GG

The Linux administrator is trying to select the appropriate syntax formatter to correct any issues with the configuration file. Which of the following should the syntax

formatter support to meet this goal?
A. Markdown

B. XML

C. YAML

D. JSON

Answer: C

NEW QUESTION 3

A Linux engineer receives reports that files created within a certain group are being modified by users who are not group members. The engineer wants to
reconfigure the server so that only file owners and group members can modify new files by default. Which of the following commands would accomplish this task?

A. chmod 775
B. umas

C. 002

D. chactr -Rv
E. chown -cf

Answer: B

NEW QUESTION 4

Which of the following tools is BEST suited to orchestrate a large number of containers across many different servers?

A. Kubernetes
B. Ansible

C. Podman

D. Terraform

Answer: A
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NEW QUESTION 5
An administrator attempts to rename a file on a server but receives the following error.

A e e g ;
mv: Callnot move 'I S1Y

sl sa | £
Llled =/ L

j i
= ST ] - - - l-.l - LR "
dame . LAT LC plies/readme.LiL . ¢

|]l

¥
'l.'\..;:

The administrator then runs a few commands and obtains the following output:
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'wl‘i.-..:r-. I ]
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rw-rw-r——,.1 users users 4 T ' readme ., txt

Which of the following commands should the administrator run NEXT to allow the file to be renamed by any user?

A. chgrp reet files
B. chacl -R 644 files
C. chown users files
D. chmod -t files

Answer: D

NEW QUESTION 6
A systems administrator wants to back up the directory /data and all its contents to /backup/data on a remote server named remote. Which of the following
commands will achieve the desired effect?

A. scp -p /data remote:/backup/data
B. ssh -i /[remote:/backup/ /data

C. rsync -a /data remote:/backup/
D. cp -r /data /remote/backup/

Answer: C

NEW QUESTION 7
A systems administrator is implementing a new service task with systems at startup and needs to execute a script entitled test.sh with the following content:

TIMESTAMP=S (date '+%Y-%m-%d %H:3M:3S')
echo "helpme,service: timestamp $(Timestamp)" | systemd-cat -p 1info

sleep 60

done

The administrator tries to run the script after making it executable with chmod +x; however, the script will not run. Which of the following should the administrator
do to address this issue? (Choose two.)

A. Add #!/bin/bash to the bottom of the script.

B. Create a unit file for the new service in /etc/systemd/system/ with the name helpme.service in the location.
C. Add #!//bin/bash to the top of the script.

D. Restart the computer to enable the new service.

E. Create a unit file for the new service in /etc/init.d with the name helpme.service in the location.

F. Shut down the computer to enable the new service.

Answer: BC

NEW QUESTION 8
A systems administrator created a web server for the company and is required to add a tag for the API so end users can connect. Which of the following would the
administrator do to complete this requirement?

A. hostnamectl status --no-ask-password

B. hostnamectl set-hostname "$(perl -le "print" "A" x 86)"

C. hostnamectl set-hostname Comptia-WebNode -H root@192.168.2.14
D. hostnamectl set-hostname Comptia-WebNode --transient

Answer: C
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NEW QUESTION 9

Some servers in an organization have been compromised. Users are unable to access to the organization’s web page and other services. While reviewing the
system log, a systems administrator notices messages from the kernel regarding firewall rules:

Oct 20 03:45:50 hostnane kernel: iptables denied: IN=eth0 OUT=
MACSXX XX XX XX KX A XX KX XX XX EX KX XX:XX SRC=x.X.X.Xx DST=x.x.x.x LEN=1059 TOS=0x00

PREC=0x00 TTL=115 ID=31368 DF PROTO=TCE
SPT=17992 DPT=80 WINDOW=16477 RES=0x00 ACK PSH URGP=(

Oct 20 03:46:02 hostname kernel: iptables denied: IN=eth{ OUT=

MACSXX XX XX XXIXXIXXIXX XX XXIXX: XX XX:XX:XX SRC=X.X.X.X DST=x.x.x.x LEN=52 TOS=0x00
PREC=0x00 TTL=52 ID=763 DF PROTO=TCP SPT=2022% DPT=22 WINDOW=15598 RES=0x00 ACK URGP=(
Oct 20 03:46:14 hostname kernel: iptables denied: IN=eth( OUT=

MACSXX (MM XX RN M XN AN XX RN AN XN KX XXX SRC=x.X.X.%X DST=X.x.X.X LEN=324 TOS=0x00
PREC=0x00 TTL=49 ID=64245 PROTO=TCP SPT=47237 DPT=80 WINDOW=470 RES=0x00 ACK PSH URGP=0
Oct 20 03:46:26 hostname kernel: iptables denied: IN=eth( OUT=

MAC=XX XK XX XX XX XX XX IXNIXXIXX XX !XX!XX:XX SRC=X.X.X.X DST=X.X.x.x LEN=52 TO0S=0x00
PREC=0x00 TTL=45 ID=2010 PROTO=TCP SPT=48322 DPT=80 WINDOW=380 RES=0x00 ACK URGP=(

Which of the following commands will remediate and help resolve the issue?

A. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

IPtables
IPtables

B. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

IPtables
IPtables

C. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

IPtables
IPtables

D. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

IPtables
IPtables

Answer: B

NEW QUESTION 10

-A FORWARD -1 eth0 -p tcp --dport 80 -] ACCE]
-A FORWARD -1 ethO -p tcp --dport 22 -] ACCE

-A INPUT -1 eth0 -p tcp --dport 80 - ACCEP
-A INPUT -1 eth0 -p tcp --dport 22 -j ACCEP

-A INPUT -1 eth0 -p tcp --sport 80 -j ACCEP
-A INPUT -i eth0 -p tcp --sport 22 -j ACCEP

-A INPUT -1 eth0 -p tcp --dport :80 -j ACCEI
-A INPUT -1 ethO -p tcp --dport :22 -j ACCEI

A Linux administrator reviews a set of log output files and needs to identify files that contain any occurrence of the word denied. All log files containing entries in
uppercase or lowercase letters should be included in the list. Which of the following commands should the administrator use to accomplish this task?

A. find . -type f -print | xrags grep -In denied
B. find . -type f -print | xrags grep -nv denied
C. find . -type f -print | xrags grep -wL denied
D. find . -type f -print | xrags grep -li denied

Answer: A

NEW QUESTION 10

A Linux administrator was asked to run a container with the httpd server inside. This container should be exposed at port 443 of a Linux host machine while it
internally listens on port 8443. Which of the following commands will accomplish this task?

A. podman run -d -p 443:8443 httpd

B. podman run -d -p 8443:443 httpd

C. podman run —d -e 443:8443 httpd

D. podman exec -p 8443:443 httpd

Answer: A

NEW QUESTION 12

At what point is the Internal Certificate Authority (ICA) created?

A. During the primary Security Management Server installation process.
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B. Upon creation of a certificate.
C. When an administrator decides to create one.
D. When an administrator initially logs into SmartConsole.

Answer: A

NEW QUESTION 15
While inspecting a recently compromised Linux system, the administrator identified a number of processes that should not have been running:

- 2 = = a - & & O S !

Which of the following commands should the administrator use to terminate all of the identified processes?

A. pkill -9 -f "upload*.sh"
B. kill -9 "upload*.sh"

C. killall -9 -upload*.sh"
D. skill -9 "upload*.sh"

Answer: C

NEW QUESTION 18
Based on an organization’s new cybersecurity policies, an administrator has been instructed to ensure that, by default, all new users and groups that are created
fall within the specified values below.

$# Min/max values for automatic uld selection 1n useradd
B

UID MIN 1000

UID MAX 60000

$# Min/max values for automatic gid selection in groupadd
=

GID MIN 1000

GID MAX 60000

To which of the following configuration files will the required changes need to be made?

A. /etc/login.defs

B. /etc/security/limits.conf
C. /etc/default/useradd

D. /etc/profile

Answer: A

NEW QUESTION 21
An administrator recently updated the BIND software package and would like to review the default configuration that shipped with this version. Which of the
following files should the administrator review?

A. letc/named.conf.rpmnew
B. /etc/named.conf.rpmsave
C. /etc/named.conf

D. /etc/bind/bind.conf

Answer: C

NEW QUESTION 26

A Linux system fails to start and delivers the following error message:

ng all file systems

dal contains a file system with errors, check forced.

rt of a corrupted orphan linked list found.
/dev/sdal: ”hTKEH-TEE Ih ONSISTENCY;

Which of the following commands can be used to address this issue?

A. fsck.ext4 /dev/sdal
B. partprobe /dev/sdal
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C. fdisk /dev/sdal
D. mkfs.ext4 /dev/sdal

Answer: A

NEW QUESTION 31

A Linux administrator has installed a web server, a database server, and a web application on a server. The web application should be active in order to render the
web pages. After the administrator restarts the server, the website displays the following message in the browser: Error establishing a database connection. The
Linux administrator reviews the following relevant output from the systemd init files:

[Unit]

Description=The Apache #HTTP Server
]
After=network.target remote-fs.target nss-lookup-target httpd-init.service mariadb,service

[Unit]
escription=MariaDB 10.5 database server

After=network.target

The administrator needs to ensure that the database is available before the web application is started. Which of the following should the administrator add to the
HTTP server .service file to accomplish this task?

A. TRIGGERS=mariadb.service
B. ONFAILURE=mariadb.service
C. WANTEDBY=mariadb.service
D. REQUIRES=mariadb.service

Answer: D

NEW QUESTION 32
A Linux administrator is troubleshooting an issue in which an application service failed to start on a Linux server. The administrator runs a few commands and gets

the following outputs:

Output 1
Dec 23 23:14:15 root systemd[l] logsearch.serviece: Falled to start Logsearch
Dutput 2:
logsearch.service - Log Search
Loaded: loaded (/etc/systemd/system/logsearch.service; enabled; vendor preset:enabled)
Bective: failed (Resultb: timeout)
Process: 3267 ExecStart=/usr/share/logsearch/bin/logger ...
Main PID: 2267 (code=Kllled, signal=KILL

Based on the above outputs, which of the following is the MOST likely action the administrator should take to resolve this issue?

A. Enable the logsearch.service and restart the service.

B. Increase the TimeoutStartUSec configuration for the logsearch.sevice.

C. Update the OnCalendar configuration to schedule the start of the logsearch.service.
D. Update the KillSignal configuration for the logsearch.service to use TERM.

Answer: B

NEW QUESTION 34
A systems administrator is tasked with installing GRUB on the legacy MBR of the SATA hard drive. Which of the following commands will help the administrator

accomplish this task?

A. grub-install /dev/hda
B. grub-install /dev/sda
C. grub-install /dev/srO
D. grub-install /dev/hd0,0

Answer: B

NEW QUESTION 37

A systems administrator is notified that the mysqld process stopped unexpectedly. The systems administrator issues the following command:
sudo grep —i -r ‘out of memory’ /var/log

The output of the command shows the following:

kernel: Out of memory: Kill process 9112 (mysqgld) score 511 or sacrifice child.

Which of the following commands should the systems administrator execute NEXT to troubleshoot this issue? (Select two).

A. free -h

B. nc-v 127.0.0.1 3306
C. renice -15 $( pidof mysql )
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D. Isblk
E. killall -15
F.vmstat-al4

Answer: AC

NEW QUESTION 39
A systems administrator needs to check if the service systemd-resolved.service is running without any errors. Which of the following commands will show this
information?

A. systemctl status systemd-resolved.service
B. systemctl enable systemd-resolved.service
C. systemctl mask systemd-resolved.service
D. systemctl show systemd-resolved.service

Answer: A

NEW QUESTION 43
A systems administrator is troubleshooting connectivity issues and trying to find out why a Linux server is not able to reach other servers on the same subnet it is
connected to. When listing link parameters, the following is presented:

-
-

1p link list dev ethO

0: <NO-CARRIER, BROADCAST, MULTICAST, UP> mtu 1500, gdisc

- , R S e

et

-

4= 1a
™
=t

I
T

hi

M S et ). D e = R s =5
g codel state DOWN mode DEFAULT group default glen 100

' 3 1 - q - - R - - —
iy | - e _— T & 5 N . B =k o= = g = % 5 = % g & &= 5 # s = #

=i F g j] i
].,.'.'—'.L-.,- = Jo Ll ol } L g 8 ol e R R 0 i o

+

Based on the output above, which of following is the MOST probable cause of the issue?

A. The address ac:00:11:22:33:cd is not a valid Ethernet address.

B. The Ethernet broadcast address should be ac:00:11:22:33:ff instead.
C. The network interface ethO is using an old kernel module.

D. The network interface cable is not connected to a switch.

Answer: D

NEW QUESTION 47
A systems administrator is tasked with setting up key-based SSH authentication. In which of the following locations should the administrator place the public keys
for the server?

. ~/.sshd/authkeys

. ~l.ssh/keys

. ~/.ssh/authorized_keys
. ~/.ssh/keyauth

o0 w>

Answer: C

NEW QUESTION 51
After listing the properties of a system account, a systems administrator wants to remove the expiration date of a user account. Which of the following commands
will accomplish this task?

A. chgrp system accountname

B. passwd —s accountname

C. chmod -G system account name
D. chage -E -1 accountname

Answer: D

NEW QUESTION 53
A Linux systems administrator receives a notification that one of the server’s filesystems is full. Which of the following commands would help the administrator to
identify this filesystem?

A. Isblk
B. fdisk
C.df-h
D. du -ah

Answer: C

NEW QUESTION 57
A Linux systems administrator is setting up a new web server and getting 404 - NOT FOUND errors while trying to access the web server pages from the browser.
While working on the diagnosis of this issue, the Linux systems administrator executes the following commands:
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Which of the following commands will BEST resolve this issue?

A. sed -i 's/SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config
B. restorecon -R -v /var/www/html

C. setenforce 0

D. setsebool -P httpd_can_network _connect_db on

Answer: B

NEW QUESTION 62
A Linux administrator recently downloaded a software package that is currently in a compressed file. Which of the following commands will extract the files?

A. unzip -v
B. bzip2 -z
C. gzip

D. funzip

Answer: C

NEW QUESTION 66

A Linux administrator has set up a new DNS forwarder and is configuring all internal servers to use the new forwarder to look up external DNS requests. The
administrator needs to modify the firewall on the server for the DNS forwarder to allow the internal servers to communicate to it and make the changes persistent
between server reboots. Which of the following commands should be run on the DNS forwarder server to accomplish this task?

A. ufw allow out dns

B. systemctl reload firewalld

C. iptables -A OUTPUT -p udp -ra udp -dport 53 -j ACCEPT
D. flrewall-cmd --zone-public --add-port-53/udp --permanent

Answer: D

NEW QUESTION 67
When trying to log in remotely to a server, a user receives the following message:

Last failed login: Wed Sep 15 17:23:45 CEST 2021 from 10.0.4.3 on ssh:notty
Mhera TaTre £ ed loagi S s the ¢ successful loain

ekl wELE - '..a;.;-\_r J.__-J.r duLjTF_u ._..."IC_. LilE J.B.E\_ -"_"m_'\_p-\_s:_'na.m o e - &

" . 1 = 1 = . =

Connection to localhost closed

The server administrator is investigating the issue on the server and receives the following outputs:

Output 1

dmm=ans L0073 s s S home, nEmr: fpan Sales

Cubput 2

dFug————=- L me= 5 Cap 15 17:17 ‘Romaigses

Output 3

Sap _z 1d:74:05 marvar ssnglii8SE] Talled passyord for uses from _0.0.Z.E

Sap 13 ITiz4:i03 mapyar send[id8]]: Aecsntad kevheard-interactiove/pam for uvser frem 1U.0.8.5 part S0RZR ash?
fap _5 1T::d:03 mepvar ssnd fdel]: cam dnixisshd:sess:ion): sass:cn cpeped for user cessgsar

Bap 15 ZT:24:03 mapver ashdfz4gd]: pam unixizshdiseszieni: ressien slased fer usse sastipser

Which of the following is causing the issue?

A. The wrong permissions are on the user’'s home directory.
B. The account was locked out due to three failed logins.

C. The user entered the wrong password.

D. The user has the wrong shell assigned to the account.
Answer: D

NEW QUESTION 69

A DevOps engineer needs to download a Git repository from https://git.company.com/admin/project.git. Which of the following commands will achieve this goal?

A. git clone https://git.company.com/admin/project.qgit
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B. git checkout https://git.company.com/admin/project.git
C. qgit pull https://git.company.com/admin/project.git
D. git branch https://git.company.com/admin/project.git

Answer: A

Explanation:
git clone is the best option if its a new project. git pull would work best if it was an ongoing project that had multiple team members that had pushed their updates to
the main repository

NEW QUESTION 74
A systems administrator received a notification that a system is performing slowly. When running the top command, the systems administrator can see the
following values:

%Cpu(s): 2.7 us, 1.9 sy, 0.0 ni, 0.4 id, 95 wa, 0.0 hi, 0.0 si 0.0 st

Which of the following commands will the administrator most likely run NEXT?

A. vmstat
B. strace
C. htop
D. Isof

Answer: A

NEW QUESTION 78
A Linux administrator created the directory /project/access2all. By creating this directory, the administrator is trying to avoid the deletion or modification of files from
non-owners. Which of the following will accomplish this goal?

A. chmod +t /project/access?2all

B. chmod +rws /project/access?2all

C. chmod 2770 /project/access?2all

D. chmod ugo+rwx /project/access2all

Answer: A

NEW QUESTION 81
A systems administrator has been tasked with disabling the nginx service from the environment to prevent it from being automatically and manually started. Which
of the following commands will accomplish this task?

A. systemctl cancel nginx
B. systemctl disable nginx
C. systemctl mask nginx
D. systemctl stop nginx

Answer: C

NEW QUESTION 83
A Linux administrator needs to resolve a service that has failed to start. The administrator runs the following command:

1s -1 startup file

The following output is returned

—————————— . root root 81k Sep 13 19:01 startupfile

Which of the following is MOST likely the issue?

A. The service does not have permissions to read write the startupfile.
B. The service startupfile size cannot be 81k.

C. The service startupfile cannot be owned by root.

D. The service startupfile should not be owned by the root group.

Answer: A

NEW QUESTION 85
A Linux administrator needs to create a new cloud.cpio archive containing all the files from the current directory. Which of the following commands can help to
accomplish this task?

A. s | cpio -iv > cloud.epio
B. Is | cpio -iv < cloud.epio
C. Is | cpio -ov > cloud.cpio
D. Is cpio -ov < cloud.cpio
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Answer: C

NEW QUESTION 88
A Linux engineer set up two local DNS servers (10.10.10.10 and 10.10.10.20) and was testing email connectivity to the local mail server using the mail command
on a local machine when the following error appeared:

Send-mail: Cannot open mail:25
The local machine DNS settings are:

S cat /etc/resolv.conf
nameserver 10.10.10.10 #web records
nameserver 10.10.10.20 #emall records

Mall server: mall.example.com

Which of the following commands could the engineer use to query the DNS server to get mail server information?

A. dig @example.com 10.10.10.20 a

B. dig @10.10.10.20 example.com mx
C. dig @example.com 10.10.10.20 ptr
D. dig @10.10.10.20 example.com ns

Answer: B

NEW QUESTION 93
A Linux administrator needs to determine whether a hostname is in the DNS. Which of the following would supply the information that is needed?

A. nslookup
B. rsyn

C. netstat
D. host

Answer: A

NEW QUESTION 96

A Linux administrator would like to use systemd to schedule a job to run every two hours. The administrator creates timer and service definitions and restarts the
server to load these new configurations. After the restart, the administrator checks the log file and notices that the job is only running daily. Which of the following is
MOST likely causing the issue?

A. The checkdiskspace.service is not running.

B. The checkdiskspace.service needs to be enabled.

C. The OnCalendar schedule is incorrect in the timer definition.
D. The system-daemon services need to be reloaded.

Answer: D

NEW QUESTION 100
A Linux systems administrator needs to persistently enable IPv4 forwarding in one of the Linux systems. Which of the following commands can be used together to
accomplish this task? (Choose two.)

. sysctl net.ipv4.ip_forward

. sysctl -w net.ipv4.ip_forward=1

. echo "net.ipv4.ip_forward=1" >> /etc/sysctl.conf

. echo 1 > /proc/sys/net/ipv4/ip_forward

. sysctl —p

. echo "net.ipv6.conf.all.forwarding=I" >> /etc/sysctl.conf

TmooOm>

Answer: BC

NEW QUESTION 103

A Linux administrator modified the SSH configuration file. Which of the following commands should be used to apply the configuration changes?
A. systemctl stop sshd

B. systemctl mask sshd

C. systemctl reload sshd

D. systemctl start sshd

Answer: C

NEW QUESTION 104
A Linux systems administrator receives reports from various users that an application hosted on a server has stopped responding at similar times for several days
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in a row. The administrator logs in to the system and obtains the following output:

Output 1:
U AUQ 3. ier3eddZ Z020]1 OOM: FKill process 4:BOS (lava) score 49 or sacrifice child
- L & -

Tud AUQ 3 ecdeids o0is] Killed process 4:805 (Javal total-vE: d4deitlkB, anon-rss: 405 40KkB, f:le-rss: cixB
Output 2
Lina ;e 328 13 7 .xXEE 64 #2 CEInAams ) B/ Z02Z et ©4 e CPU
g 1 B "B 2158y EFnlics *SYSTEN Eiowalrs Ssreal >idla
_Drigret BN ail ~7.3E o) L i 1 BRI TR Y El
te:du8l PM al 72 .24 .9 TS % i 0. 0g 65,62
e 3 1 BM all 25 .45 ¥ 18 R " o0 K 62 .32
Output 3:
5 free -m

total used free shared buff/cache awvailable
Mem: 16704 15026 174 G2 £18 763
Swarg :

Which of the following should the administrator do to provide the BEST solution for the reported issue?

A. Configure memory allocation policies during business hours and prevent the Java process from going into a zombie state while the server is idle.

B. Configure a different nice value for the Java process to allow for more users and prevent the Java process from restarting during business hours.

C. Configure more CPU cores to allow for the server to allocate more processing and prevent the Java process from consuming all of the available resources.
D. Configure the swap space to allow for spikes in usage during peak hours and prevent the Java process from stopping due to a lack of memory.

Answer: A

NEW QUESTION 108
A Linux administrator needs to remove software from the server. Which of the following RPM options should be used?

A.rpm -s
B.rm-d

C.rpm-q
D.rpm -e

Answer: D

NEW QUESTION 112
Which of the following is a function of a bootloader?

A. Itinitializes all the devices that are required to load the OS.

B. It mounts the root filesystem that is required to load the OS.

C. It helps to load the different kernels to initiate the OS startup process.
D. It triggers the start of all the system services.

Answer: C

NEW QUESTION 116
A Linux administrator is alerted to a storage capacity issue on a server without a specific mount point or directory. Which of the following commands would be
MOST helpful for troubleshooting? (Choose two.)

A. parted
B. df

C. mount
D. du

E. fdisk
F.dd
G.lIs

Answer: BD

NEW QUESTION 121

A Linux administrator is creating a primary partition on the replacement hard drive for an application server. Which of the following commands should the
administrator issue to verify the device name of this partition?

A. sudo fdisk /dev/sda

B. sudo fdisk -s /dev/sda

C. sudo fdisk -I

D. sudo fdisk -h

Answer: C

NEW QUESTION 123
Userl is a member of the accounting group. Members of this group need to be able to execute but not make changes to a script maintained by User2. The script
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should not be accessible to other users or groups. Which of the following will give proper access to the script?

A. chown user2:accounting script.sh chmod 750 script.sh
B. chown userl:accounting script.sh chmod 777 script.sh
C. chown accounting:userl script.sh chmod 057 script.sh
D. chown user2:accounting script.shchmod u+x script.sh

Answer: C

NEW QUESTION 127
A Linux administrator is providing a new Nginx image from the registry to local cache. Which of the following commands would allow this to happen?

A. docker pull nginx

B. docker attach nginx
C. docker commit nginx
D. docker import nginx

Answer: A

NEW QUESTION 131
A systems administrator made some unapproved changes prior to leaving the company. The newly hired administrator has been tasked with revealing the system
to a compliant state. Which of the following commands will list and remove the correspondent packages?

A. dnf list and dnf remove last

B. dnf remove and dnf check

C. dnf info and dnf upgrade

D. dnf history and dnf history undo last

Answer: D

NEW QUESTION 132

A developer is trying to install an application remotely that requires a graphical interface for installation. The developer requested assistance to set up the
necessary environment variables along with X11 forwarding in SSH. Which of the following environment variables must be set in remote shell in order to launch the
graphical interface?

A. $RHOST
B. SETENV
C. $SHELL
D. $DISPLAY

Answer: D

NEW QUESTION 136
A Linux administrator is trying to remove the ACL from the file /home/user/data. txt but receives the following error message:

setfacl: data.txt: operation not permitted

Given the following analysis:

T SHOF £ O o T, P o [y B e TUR S ML NI | A Ol R T ., T S BT | e = =

.-':'.'\.-"T':IHF'F"-:..-';.'..--r”.'.r:"?:l"f on /nome Cype XIS '.r'a,.'r].all:r:'.-',-"e-..'u t"‘:'.,uﬂ- I:,1lNI0Q2cq, USTOUOLA)
P - + - 4 Y A - -y .a - - 4 - - 3 = - -

-IW-IW-I--+ 1 User stall 2324 Sep 13 lb:3J data.rxt

~-IW-Tw-r--+ user staff unconfined u:object r:user home t:s0 data.txt

§ owner: user

# group: staff
Ser:irw-
ser:accounting:rw-

group::r-

mask: i rw-

other:ir—

Which of the following is causing the error message?

A. The administrator is not using a highly privileged account.
B. The filesystem is mounted with the wrong options.

C. SELinux file context is denying the ACL changes.

D. File attributes are preventing file modification.

Answer: D
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NEW QUESTION 137
A Linux administrator wants to set the SUID of a file named dev_team.text with 744 access rights. Which of the following commands will achieve this goal?

A. chmod 4744 dev_team.txt

B. chmod 744 --setuid dev_team.txt
C. chmod -c 744 dev_team.txt

D. chmod -v 4744 --suid dev_team.txt

Answer: A

NEW QUESTION 142
A Linux administrator needs to create a new user named user02. However, user02 must be in a different home directory, which is under /comptia/projects. Which
of the following commands will accomplish this task?

A. useradd -d /comptia/projects user02
B. useradd -m /comptia/projects user02
C. useradd -b /comptia/projects user02
D. useradd -s /comptia/projects user02

Answer: A

NEW QUESTION 143

Junior system administrator had trouble installing and running an Apache web server on a Linux server. You have been tasked with installing the Apache web
server on the Linux server and resolving the issue that prevented the junior administrator from running Apache.

INSTRUCTIONS

Install Apache and start the service. Verify that the Apache service is running with the defaults. Typing “help” in the terminal will show a list of relevant event
commands.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

CentOS Command Prompt

[rootBceantosT] #

A. Mastered
B. Not Mastered

Answer: A

Explanation:

yum install httpd

systemctl --now enable httpd systemctl status httpd

netstat -tunlp | grep 80 pkill <processname> systemctl restart httpd systemctl status httpd

NEW QUESTION 147

In which of the following filesystems are system logs commonly stored?
A. Ivar

B. tmp

C. letc

D. /opt

Answer: A
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NEW QUESTION 149
A new file was added to a main Git repository. An administrator wants to synchronize a local copy with the contents
commands should the administrator use for this task?

A. git reflog
B. git pull
C. qit status
D. git push

Answer: B

NEW QUESTION 153

of the main repository. Which of the following

A Linux administrator was notified that a virtual server has an 1/O bottleneck. The Linux administrator analyzes the following output:

&1

root@linuk:~¥ uptime
TR AT AT 1y ' 18+ 50 = 14 e e o E &% " £
18:43:47 up 1 day, 19:58, 1 user, load average: 9.90, 5.83, 2.49
- r 5 an . 1P in
root@linug:~# ymstat 10 10
DLOCS -—=-==—====- MEMOLY--==-=——=== -= SWap-—--= -==-- 1g---- -gystem- ---------=-- cpl--—=-=-
a e . - | ’ I &
r b swpd free Dbuff cache sl 50 bi o in s us sy 1d wa st
13 5520 141228 9B%32 2325312 O 2 10 28 1482 167 1 0 9% 0 0
10 5608 131230 9g%32 232532 0 262l 0 26211 142 193 & 5 0 0
S e AAAA  AAMESA) =3 B ah : i =
) - - l” e E”fsq ol oWl o il | hI'J' } ol s ' E‘dr I‘l"u-l-' E’E '1 | W
root@linux:~# free -m
Atk a2l  iveod - - A B FE fayml P
total used free shared puff/cache available
Mem: 1833 1454 110 13 Z1e8 2202
Sy W 1 7 " ] i |
b'na..:'. 1."!.'91 - i.{IJ.

Given there is a single CPU in the sever, which of the following is causing the slowness?

A. The system is running out of swap space.
B. The CPU is overloaded.

C. The memory is exhausted.

D. The processes are paging.

Answer: B

NEW QUESTION 155

An administrator accidentally deleted the /boot/vmlinuz file and must resolve the issue before the server is rebooted
administrator use to identify the correct

version of this file?

A. rpm -qa | grep kernel; uname -a

B. yum -y update; shutdown -r now

C. cat /etc/centos-release; rpm -Uvh --nodeps
D. telinit 1; restorecon -Rv /boot

Answer: A

NEW QUESTION 159

. Which of the following commands should the

A cloud engineer is asked to copy the file deployment.yaml from a container to the host where the container is running. Which of the following commands can

accomplish this task?

A. docker cp container_id/deployment.yaml deployment.yaml

B. docker cp container_id:/deployment.yaml deployment.yaml

C. docker cp deployment.yaml local://deployment.yami

D. docker cp container_id/deployment.yaml local://deployment.yaml

Answer: A

NEW QUESTION 160

A Linux administrator needs to analyze a failing application that is running inside a container. Which of the following
enter the running container and analyze the logs that are stored inside?

A. docker run -ti app /bin/sh

B. podman exec -ti app /bin/sh

C. podman run -d app /bin/bash

D. docker exec -d app /bin/bash

Answer: B

NEW QUESTION 165
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A developer has been unable to remove a particular data folder that a team no longer uses. The developer escalated the issue to the systems administrator. The
following output was received:

# rmdir data/

rmdir: failled to remove ‘data/': Operation not permitted

# rm -rf data/

rm: cannot remove ‘data': Operation not permitted

# mv data/ mydata

mv: cannot move ‘data/' to '‘mydata': Operation not permitted
# cd data/

# cat > test.txt

bash: test.txt: Permission denied

Which of the following commands can be used to resolve this issue?

A. chgrp -R 755 data/
B. chmod -R 777 data/
C. chattr -R -i data/

D. chown -R data/

Answer: C

NEW QUESTION 169
A systems administrator is deploying three identical, cloud-based servers. The administrator is using the following code to complete the task:

resource "apec instance" "e:2l 1nstance”
ami = data.abs aml.vendor-Linux-=.1d
N g o [ S | ' — [ - i =
assgclate pupblic 1p address = Lrue
._-J- ¥y E == o
':-.u-_-w--:---- _.,,i___ :l._ e <= ...rr___..ll
1IELallCe LYDeE INnsiallic= LYPE
r G g = = o > Ta O AT R ST A « T mit ook
lu-E-I_ P __1_r|. LY ;1__-_].!_' __:.-: C’..r: l-\_'-_-._.l.l _t:' ':rl'_'IJE'l'j_L'_'ﬁr ha w4 S
1 -7
d]
=y name = abc key palr.key palr.key name
Tags = |
Name = "s{var.namespace: s({count.index)"

Which of the following technologies is the administrator using?

A. Ansible
B. Puppet
C. Chef

D. Terraform

Answer: D

NEW QUESTION 171

A Linux administrator booted up the server and was presented with a non-GUI terminal. The administrator ran the command systemctl isolate graphical.target and
rebooted the system by running systemctl reboot, which fixed the issue. However, the next day the administrator was presented again with a non-GUI terminal.
Which of the following is the issue?

A. The administrator did not reboot the server properly.

B. The administrator did not set the default target to basic.target.

C. The administrator did not set the default target to graphical.target.

D. The administrator did not shut down the server properly.

Answer: C

NEW QUESTION 172

To harden one of the servers, an administrator needs to remove the possibility of remote administrative login via the SSH service. Which of the following should

the administrator do?

A. Add the line DenyUsers root to the /etc/hosts.deny file.
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B. Set PermitRootLogin to no in the /etc/ssh/sshd_config file.

C. Add the line account required pam_nologi

D. so to the /etc/pam.d/sshd file.

E. Set PubKeyAuthentication to no in the /etc/ssh/ssh_config file.

Answer: B

NEW QUESTION 174
Several users reported that they were unable to write data to the /oraclel directory. The following output has been provided:

Filesystem |Size Used Avallable |Use% Mounted on
/dev/sdbl |100G 506 506 50% /oraclel |

= — 4 ' &

Which of the following commands should the administrator use to diagnose the issue?

A. df -i /oraclel

B. fdisk -1 /dev/sdbl
C. Isblk /dev/sdbl
D. du -sh /oraclel

Answer: A

NEW QUESTION 175

Users have been unable to save documents to /home/tmp/temp and have been receiving the following error: Path not found

A junior technician checks the locations and sees that /home/tmp/tempa was accidentally created instead of /home/tmp/temp. Which of the following commands
should the technician use to fix this issue?

A. cp /home/tmp/tempa /home/tmp/temp
B. mv /home/tmp/tempa /home/tmp/temp
C. cd /temp/tmp/tempa
D. Is /home/tmp/tempa

Answer: B

NEW QUESTION 176
A Linux administrator is scheduling a system job that runs a script to check available disk space every hour. The Linux administrator does not want users to be
able to start the job. Given the following:

[Unit]

Description=Check avallable disk space

RefuseManualstart=yes
RefuseManualStop=yes

[Timer]

Persistent=true
OnCalendar=*-—-*_-*_*:00:00
Unit=checkdiskspace.service

[Install]
WantedBy=timers.target

The Linux administrator attempts to start the timer service but receives the following error message:
Failed to start checkdiskspace.timer: Operation refused ...

Which of the following is MOST likely the reason the timer will not start?
A. The checkdiskspace.timer unit should be enabled via systemctl.

B. The timers.target should be reloaded to get the new configuration.

C. The checkdiskspace.timer should be configured to allow manual starts.
D. The checkdiskspace.timer should be started using the sudo command.
Answer: C

NEW QUESTION 177
A Linux administrator is troubleshooting a memory-related issue. Based on the output of the commands:
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S vmstat -5 --unit M

i

M total memory
used memory
active memory
inactive memory
free memory

.,_
E

el O

O L B s
= =3

= =

2 = L LD
] o

(X

AL
=
[ e 4
i
i

1

= 3

total used free shared buff/cache avallable
Mem: 463M 331M 45M 13M 540M 458M
Swap: 0 0 0

$ ps -aux | grep script.sh

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND

user 8321 2.8 40.5 3224846 371687 7 SN 16:49 2:09 /home/user/script.sh
Which of the following commands would address the issue?

A. top -p 8321

B. kill -9 8321

C. renice -10 8321
D. free 8321

Answer: C

NEW QUESTION 178

A Linux user reported the following error after trying to connect to the system remotely: ssh: connect to host 10.0.1.10 port 22: Resource temporarily unavailable
The Linux systems administrator executed the following commands in the Linux system while trying to diagnose this issue:

— -— -— | L' - T b e h]
¥ necssat -an | grep Z2 grep LISTEN
o = = = = = = = - A = A e - oy e gy
TCE i) ' b I | B 1 § S PR 0 P Bt LISTEN
g EE =1 s e
L q-n-—'i’l‘dr-v- - - - = e A==
] o i lal - 1Ve)

—_ Lo T e - = & - ® -
LR~ R LloCR—ILYSIS10T .
e L T - — - — 5

—N — N p—1
inhoariatas =g 1
S
o w whoem e bt o @

. - . "
SerVvioes aroeve=-cll=sne.
nAaYrTe*
;v -

-
JAE

Which of the following commands will resolve this issue?

A. firewall-cmd --zone=public --permanent --add-service=22
B. systemctl enable firewalld; systemctl restart firewalld

C. firewall-cmd --zone=public --permanent --add-service=ssh
D. firewall-cmd --zone=public --permanent --add-port=22/udp

Answer: C

NEW QUESTION 181
A systems administrator is encountering performance issues. The administrator runs 3 commands with the following output

0+ 1018 ¢ 1ET Aave 3 2min E usare load average: 1 6. 63 5
........ 157 days, 3Zmin, 5 users, oad average: 4.22 ©.63 5
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The Linux server has the following system properties CPU: 4 vCPU
Memory: 50GB
Which of the following accurately describes this situation?

A. The system is under CPU pressure and will require additional vCPUs
B. The system has been running for over a year and requires a reboot.
C. Too many users are currently logged in to the system

D. The system requires more memory

Answer: B

NEW QUESTION 183

A systems administrator requires that all files that are created by the user named web have read-only permissions by the owner. Which of the following commands
will satisfy this requirement?

A. chown web:web /home/web

B. chmod -R 400 /home/web

C. echo "umask 377" >> /home/web/.bashrc

D. setfacl read /home/web

Answer: B

NEW QUESTION 187
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