Certshared now are offering 100% pass ensure SC-300 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/SC-300/ (192 Q&AS)

Guaranteed success with Our exam guides

o=

Microsoft
Exam Questions SC-300

Microsoft Identity and Access Administrator

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
r_' CEr‘tSharEd https://www.certshared.com/exam/SC-300/ (192 Q&AS)

NEW QUESTION 1

- (Exam Topic 1)

You need to create the LWGroupl group to meet the management requirements.

How should you complete the dynamic membership rule? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than
once, or not at all. You many need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer Area
(user.objectld -ne | I"Guest® Y and (usor.userTyps -2&q Guest™ ]
' “Member” “Marrnbum
| mull il
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Null “Member”

NEW QUESTION 2

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 3

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identifies were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

The 'users Must irst | |Provide coment for any 3pp 1o access The data of Contosa:
Reagiiter tor multb-factor authemtcation (MFA).
Recgrst e tor sell-semnce passwonrd resetl (SEPHR).

You must conhigurne [A sign-mn nzk pobcy

A user ek pohcy
Ay Azure AD Password Proftection polcy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
FThe users misst first frsr an 1o acers he data of Contoso.
[ Raguiter tor multi-factor authemiscation (MFA) I

You muet contiogune:

& user nek pobdy
Ture assword Frotection policy

NEW QUESTION 4

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identities were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

The users must first: v
Provide consent for any app to access the data of Contoso.
Reqister for multi-factor authentication (MFA).

Reaqister for self-service password reset (SSPR).

You must configure:
A sign-in risk policy

A user risk policy

An Azure AD Password Protection policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies

NEW QUESTION 5
- (Exam Topic 2)
You need to meet the planned changes for the User administrator role. What should you do?

A. Create an access review.

B. Modify Role settings

C. Create an administrator unit.
D. Modify Active Assignments.

Answer: B

Explanation:

Role Setting details is where you need to be: Role setting details - User Administrator Privileged Identity Management | Azure AD roles

Default Setting State

Require justification on activation Yes Require ticket information on activation No On activation, require Azure MFA Yes Require approval to activate No
Approvers None

NEW QUESTION 6

- (Exam Topic 2)

You need to implement the planned changes and technical requirements for the marketing department. What should you do? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

To configure user access: v

An access package
An access review
A conditional access policy

To enable collaboration with fabrikam.com: v
An accepted domain

A connected organization

A custom domain name

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-organization

NEW QUESTION 7
- (Exam Topic 3)
You need to implement the planned changes for Packagel. Which users can create and manage the access review?

A. User3 only
B. User4 only
C. User5 only
D. User3 and User4
E. User3 and Userb
F. Userdand User5

Answer: E

NEW QUESTION 8
- (Exam Topic 3)
You need implement the planned changes for application access to organizational data. What should you configure?

A. authentication methods
B. the User consent settings
C. access packages

D. an application proxy

Answer: B

NEW QUESTION 9

- (Exam Topic 3)

You need to resolve the recent security incident issues.

What should you configure for each incident? To answer, drag the appropriate policy types to the correct

issues. Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types Answer Arca

¥ - - ey o m b - -
AN auThenttaton method policy saked credentiak

A Conditional Access policy
A SE0- N sk pole
esources accessed from an anonymous 1P agdress

4 UEET [15E e I".l

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Palicy Types Answer Area

o e S e e S S B .

NESCUNCEs ACCessed from an andnymous P acoress: | A sin-in nsk 1
d

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. An administrator deletes Userl.

You need to identity the following:

« How many days after the account of Userl is deleted can you restore the account?

» Which is the least privileged role that can be used to restore Userl?

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
Mumber of days: bl

15

{30
a0
180

Hole -
User administrarod
MNetwork administrator
Helpdesk administrator
Domain name & Eﬁmstratﬂr
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
MNumber of days: v

15

(30

a0

1280

Aoles -

Liser administrator

Network administrator
Helpdesk administrator
Domain name & poinistrator

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure AD tenant named Contoso that contains a terms of use (ToU) named Termsl and an access package. Contoso users collaborate with an
external organization named Fabrikam. Fabrikam users must accept Termsl before being allowed to use the access package. You need to identify which users
accepted or declined Termsl. What should you use?

A. provisioning logs

B. the Usage and Insights report
C. sign-in logs

D. audit logs

Answer: D

NEW QUESTION 15

- (Exam Topic 4)

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyApp1 in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1.
Which settings should you configure next for MyApp1?

A. Self-service

B. Provisioning

C. Roles and administrators
D. Application proxy

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION 19

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure AD tenant. Users sign in to computers that run Windows 10 and are joined
to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the Windows 10 computers to support Azure AD
Seamless SSO. What should you do?

A. Modify the Local intranet zone settings

B. Configure Sign-in options from the Settings app.
C. Enable Enterprise State Roaming.
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D. Install the Azure AD Connect Authentication Agent.

Answer: B

NEW QUESTION 23

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory

domain. The VPN server does NOT support Azure Multi-Factor Authentication (MFA). You need to recommend a solution to provide Azure MFA for VPN
connections.

What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 27

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and an Azure subscription. You need to meet the following requirements:

 Ensure that users can sign in to Azure virtual machines by using their Microsoft 365 credentials.

* Delegate the ability to create new virtual machines.

What should you use for each requirement? To answer, drag the appropriate features to the correct requirements. Each feature may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Features Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Features Answer Arta

NEW QUESTION 32

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You purchase the app governance add-on license. You need to enable app governance integration. Which portal should you use?

A. the Microsoft Defender for Cloud Apps portal
B. the Microsoft 365 admin center

C. Microsoft 365 Defender

D. the Azure Active Directory admin center

E. the Microsoft Purview compliance portal

Answer: A
NEW QUESTION 37
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.
You create an enterprise application collection named HR Apps that has the following settings:
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* Applications: Appl. App?, App3

* Owners: Admin 1

* Users and groups: HRUsers

AH three apps have the following Properties settings:

» Enabled for users to sign in: Yes

» User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 42

- (Exam Topic 4)

You have an Azure AD tenant.

You perform the tasks shown in the following table.

Date Task
March 1 Register four enterprise applications named App1, App2, App3, and

App4

March 15 | From the tenant, update the following settings for App1: App roles,

Users and groups, Client secret. and Self-service
March 20 | From the tenant, update the following settings for App2: App roles,
Users and groups, Client secret, and Self-service. ]
March 25 | From the tenant, update the following settings for App3: App roles,
Users and groups, Client secret, and Self-service

e - = —

March 30 | From the tenant, update the following settings for App4: App roles,
Users .md_gr:::ups Client secret, and Self-service

On April 5, an administrator deletes Appl, App2, App3, and App4.

You need to restore the apps and the settings.

Which apps can you restore on April 16, and which settings can you restore for App4 on April 16?7 To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area .
-"‘-FJ_D‘.- I ,-'-.',r;. i and Appd onty :|
Mo apps
Appd only
i o ADPA O
Appd, App3, and Appd only
Appl, Appé, App3. and App4
l'|'."-|:-"Fr‘1' '-E‘E'H'”'lr]ﬁ- ;-=-_|:||- r"l"""L_ Lisers and Qrowups lient secret. and Sell-service -

Mo settings
Selt-service only
App roles and Client secret only

Users and qgroups and Self-service anly

App roles, Users and groups, Client secret, and Self-service

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a phone Description automatically generated

NEW QUESTION 44

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that user Microsoft Defender for Cloud Apps and Yammer. You need prevent users from signing in to Yammer from high-
risk locations.

What should you do in the Microsoft Defender for Cloud Apps portal?

A. Create an access Policy.
B. Create an activity policy.
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C. Unsanction Yammer.
D. Create an anomaly detection policy.

Answer: A

NEW QUESTION 48
- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.

From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.
You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.
What should you use?

A. the Administrative units blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Groups blade in the Azure Active Directory admin center

D. the Sec-MsolUserLicense cmdlet

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?view=azureadps-1.0

NEW QUESTION 52
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following

exhibit.

New

Conditional access policy

Control user access based on conditional Control user access based on users and groups
access policy to bring signals together, to assignment for all users, specific groups of users,
make decisions, and enforce organizational directory roles, or external guest users
policies. Learn more Learn more
Name * Include Exclude

Policy? o I { ) None

() Al users

Assignments (®) Select users and groups

Users and groups (0 S || All guest users (preview) @

Specific users included :
H Directory roles (preview) @

Cloud apps or actions () 5 VR AR BROTiGs

All cloud apps

. Select ()
Conditions (O N >
1 user

U S‘Eﬂ - .
userl@sk200922outlook.onm...

0 conditions selected

Access controls

Grant (D
S

0 controls selected

Session () S

0 controls selected

Enable policy

{ Report-only Off

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.
NOTE: Each correct selection is worth one point.
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To ensure that User1 is prompted for multi-factor authentication (MFA) -
when accessing Cloud apps, you must configure the [answer choice]. [ Conditions settings
Enable paolicy setting
Grant settings
Sessions settings
Users and groups setting

To ensure that User1 is prompted for authentication every eight -
hours, you must configure the [answer choice]. [ Conditions settings

Enable policy setting

Grant settings

Sessions settings

Users and groups setting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all

NEW QUESTION 53

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table. You need to configure access to Vaultl. The solution must meet the
following requirements:

* Ensure that Userl can manage and create keys in Vaultl.

*» Ensure that User2 can access a certificate stored in Vaultl.

* Use the principle of least privilege.

Which role should you assign to each user? To answer select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Userl: Key Vault Certificates Ufficer v

Vaull Certihicates Officer
Key Vauit Crypto Officer

|
I -
| Key Vault Secrets Officer

User?:  Key Vault Certificates Officer v
Key Vault Certificates Officer

Key Vault Crypto Officer

| e
| Key Vault Secrets Officer

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 54

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user namedUser1.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Security Operator role Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 59
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in The following table.

Name Role

User] User Administrator

User?2 Password Administrator

User3 Security Reader

User4 User

You enable self-service password reset (SSPR) for all the users and configure SSPR to require security questions as the only authentication method.
Which users must use security questions when resetting their password?

A. User4 only

B. User3and User4only

C. Userl and User4only

D. Userl, User3, and User4 only
E. Userl, User2, User3. and User4

Answer: B

NEW QUESTION 63
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.

Name M_cmbcr of

Multi-factor authentication (MFA)

User1 Grc:au-pﬁ

Enabled but never used

User2 | Group?2

Dlsablg;

User3 | Group1, Group2

L e e e e e e e —

g’;‘nfo rced and used

In Azure AD ldentity Protection, you configure a user risk policy that has the following settings:

» Assignments: o Users: Groupl
0 User risk: Low and above

» Controls:

0 Access: Block access

* Enforce policy: On

In Azure AD ldentity Protection, you configure a sign-in risk policy that has the following settings:

* Assignments: o Users: Group2
o Sign-in risk: Low and above
* Controls:

0 Access: Require multi-factor authentication
« Enforce policy. On the following settings: ng settings:
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Guaranteed success with Our exam guides

Statements

User1 can sign in from an anonymous |P address.

Us

IT_l

'

r2 can sign in from an anonymous IP address,

ser3 Can sign in from an anonymous [P address.

Yes No
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Answer Area
Statements Yes No
User1 can sign in from an anonymous |P address,
UserZ can Sign In rom an anonymous (¥ aadress.,
JSEI3 Can sign in from an anonymous [P address

NEW QUESTION 65

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that contains a group named All Company and has the following Identity Governance settings:
* Block external users from signing in to this directory: Yes

* Remove external user Yes

* Number of days before removing external user from this directory: 30

On March 1, 2022, you create an access package named Packagel that has the following settings:
» Resource roles

o Name: All Company

o Type: Group and Team o Role: Member

« Lifecycle

0 Access package assignment expire: On date o Assignment expiration date: April 1, 2022

On March 1, 2022, you assign Packagel to the guest users shown in the following table.

— —— ——— —

Name Email address
est1@outlook.con
uest, est2@outlook con

On March 2, 2022, you assign the Reports reader role to Guestl.
On April 1(2022, you invite a guest user named Guest3 to contoso.com. On April 4, 2022, you add Guest3 to the All Company group.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo
On May 5, 2022, the Guest1 account is in contoso.com
On May 5, 2022, the Guest2 account 15 In contoso.com
On May 5, 2022 the Guest3 account is in contoso.com

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 66

- (Exam Topic 4)

You have an Azure AD tenant

You configure User consent settings to allow users to provide consent to apps from verified publishers. You need to ensure that the users can only provide consent
to apps that require low impact permissions. What should you do?

A. Create an access package.

B. Configure permission classifications.

C. Create an enterprise application collection.
D. Create an access review.

Answer: B

NEW QUESTION 70
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- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.

—

Name Role
Admin1 User Administrator
Adming | Password Administrator
Admin3 | Application Administrator

You need to compare the role permissions of each user. The solution must minimize administrative effort. What should you use?

A. the Microsoft 365 Defender portal
B. the Microsoft 365 admin center
C. the Microsoft Entra admin center

D. the Microsoft Purview compliance portal

Answer: C

NEW QUESTION 72

- (Exam Topic 4)

You have a Microsoft 365 tenant.
All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert

settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report

the fraud attempt using the Microsoft Authenticator app or through their phone.

The following fraud alert configuration options are available:

> Automatically block users who report fraud.

> Code to report fraud during initial greeting. Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 77

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:

* Require users to register when signing in: Yes

» Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions

B. mobile app notification

C. a mobile app code
D. an email to an address in your organization

Answer: C

NEW QUESTION 80

- (Exam Topic 4)

You have a Microsoft 365 tenant.
In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.

What should you configure?

A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 84

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in

the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one pomt

|
|

A. Mastered
B. Not Mastered

Answer: A

Explanation:
App code 60
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account-lockout

NEW QUESTION 86

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

NEW QUESTION 87

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company is developing a web service named App1l.

You need to ensure that Appl can use Microsoft Graph to read directory data in contoso.com.

Which three actions should yon perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them In the

T
I

correct order.

| i it |
\“'llhpl ||||||| “"I:
|
e

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

} Create an app registration:

Your app must be registered with the Microsoft identity platform and be authorized by either a user or an administrator for access to the Microsoft Graph resources
it needs.

> Grant admin consent:
Higher-privileged permissions require administrator consent.

Add app permissions:
After the consents to permissions for your app, your app can acquire access tokens that represent the app's permission to access a resource in some capacity.
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Encoded inside the access token is every permission that your app has been granted for that resource.

Reference:

https://docs.microsoft.com/en-us/graph/auth/auth-concepts

NEW QUESTION 92
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name *

Description ()

Start date *

Frequency

Duration (in days) (O

End ()

Usars
Scope

Admin review

Manthly
_——-—_—_-—-ﬁ

Never Enad by Occurrences

@ Everyone

Review role membership (permanent and eligible) *

Reviewers

Reviewers

inistrator and 72 others

(Preview) Fallback reviewers (0

i s T
:"."'.-l._gl-_;!l Bowen

% Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 93
- (Exam Topic 4)

You need to support the planned changes and meet the technical requirements for MFA.
Which feature should you use, and how long before the users must complete the registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
Feature: | Ml -
An authentication ch-’,.d policy
& Conditional Access policy
An MEA registration policy
The Multi-Factor Authentication Server settings
Grace peniod: |
14 days
28 days
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Feature: | P |

An authentication Hfhs:lr‘. policy

| | A Conditigonal Access policy ]

An MFA registration policy
The Multi-Factor Authentication Server settings

Grace period: |

14 days |
28 days

NEW QUESTION 95

- (Exam Topic 4)

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (MFA) registration policy.

D. Configure password protection for Windows Server Active Directory.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 100
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

e ——

' Name | User risk level
User] Low

IJsere | Mecium

Lser3 1 “ -:]h

You have the Azure AD ldentity Protection policies shown in the following table.

Type Users User risk Sign-in risk Controls

User nsk Al Low and above Jnconfigured | Block access
O e LADETS _— I SE— |
Sign-in nsk All wL*HEc-nt[gTired ] *%Gh | Block access |
policy users ;

ke . |

You review the Risky users report and the Risky sign-ins report and perform actions for each user as shown in the following table.
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———

| User Action |
lser vMirm user mpromised

} - {

| Use 2 f IN-iN safte

[User3 | Dismiss user nisk |

}

| 4
i

FOMIse 1

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 102
- (Exam Topic 4)

Statements

Liser] can sign in by

Liserd can sign in by

Lser3 can signin fro

Statements

User! cansianin by

User2 can sign in by

Liserd cansignin fr

Yoo
using multi-factor authentication (MFA),
using mula-factor authentication (MFA)
m an an M P addres
Yes

using mud bi-factor authentication (MFA),

using mulb-factor authentcabon (MFA)

No

No

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using

Azure AD Connect.

You need to prevent the synchronization of users who have the extensionAttribute15 attribute set to NoSync.
What should you do in Azure AD Connect?

A. Create an inbound synchronization rule for the Windows Azure Active Directory connector.
B. Configure a Full Import run profile.
C. Create an inbound synchronization rule for the Active Directory Domain Services connector.
D. Configure an Export run profile.

Answer: C

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 106
- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.
Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the

alerts instead of you.

Solution: From Azure monitor, you create a data collection rule. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 110
- (Exam Topic 4)

You have an Azure subscription that uses Azure AD Privileged Identity Management (PIM). You need to identify users that are eligible for the Cloud Application
Administrator role. Which blade in the Privileged Identity Management settings should you use?
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A. Azure resources

B. Privileged access groups
C. Review access

D. Azure AD roles

Answer: D

NEW QUESTION 115

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site!. Site! hosts PDF files
You need to prevent users from printing the files directly from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. activity policy
B. file policy

C. access policy
D. session policy

Answer: D
NEW QUESTION 117

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

o] (RIS + " i
User1 Useer
Guest1 Guest = FERTe LA
Identity1 Managed wentity

Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guestl only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 122

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 125

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. You open the risk detections report.
Which risk detection type is classified as a user risk?

A. impossible travel

B. anonymous IP address
C. atypical travel

D. leaked credentials

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 130
- (Exam Topic 4)
You have an Azure AD tenant that contains a user named Userl and the conditional access policies shown in the following table.
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Name Status Conditional access requirement
CAPolicyl | On Users connect from a trusted IP address.
CAPolicy2 | On Users’ devices are marked as compliant.
CAPolicy3 | Report-only | The sign-in risk of users is low.

You need to evaluate which policies will be applied Userl when Userl attempts to sign-in from various IP addresses.
Which feature should you use?

A. Access reviews

B. Identity Secure Score

C. The What If tool

D. the Microsoft 365 network connectivity test tool

Answer: C

NEW QUESTION 132

- (Exam Topic 4)

A user named Userl receives an error message when attempting to access the Microsoft Defender for Cloud Apps portal.
You need to identify the cause of the error. The solution must minimize administrative effort. What should you use?

A. Log Analytics

B. sign-in logs

C. audit logs

D. provisioning logs

Answer: B

NEW QUESTION 134

- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following
conditions;

* A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool

B. sign-ins logs in Azure AD

C. access reviews in Azure AD

D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A

NEW QUESTION 138

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5

licenses to the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Licenses blade in the Azure Active Directory admin center

D. the Set-WindowsProductKey cmdlet

Answer: C

NEW QUESTION 143

- (Exam Topic 4)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments after from the Role settings details
B. Expire active assignments after from the Role settings details
C. Assignment type to Active

D. Assignment type to Eligible

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
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NEW QUESTION 145

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named db1.

You deploy an Azure App Service web app named Appl that provide product information to users that connect to Appl anonymously.
You need to provide Appl with Access to dbl. The solution must meet the following requirements:

* Credentials must only be available to App1l.

* Administrative effort must be minimized. Which type of credentials should you use?

A. a user-assigned managed identity

B. an Azure AD user account

C. A SQL Server account

D. a system-assigned managed identity

Answer: D

NEW QUESTION 148

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain. The domain contains the servers shown in the following table.

Name Operating system Configuration
Server Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Serverd Windows Server 2019 Azure AD Connect

The domain controllers are prevented from communicating to the internet. You implement Azure AD Password Protection on Serverl and Server2. You deploy a
new server named Server4 that runs Windows Server 2019.
You need to ensure that Azure AD Password Protection will continue to work if a single server fails. What should you implement on Server4?

A. Azure AD Connect

B. Azure AD Application Proxy

C. Password Change Notification Service (PCNS)
D. the Azure AD Password Protection proxy service

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premisesdep

NEW QUESTION 150

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. security questions

C. voice

D. an app password

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 153
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise ES
Group?2 Microsoft 365 group None
Group3 Mail-enabled security group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only

Answer: E
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Explanation:
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 154
- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com.
Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
User1@outlook.com | Guest No Entgrpr:;se
application
User2{@fabrikam.com | Guest Yes Entgrpn_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following

exhibit.

Collaboration restrictions

(L) Allow invitations to be sent to any domain (most inclusive)

-

) Deny invitations to the specified domains

(@) Allow imatat

ons only t

b

&)

]

TARGET DOMAINS

specifited domains (most restnctive)

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

User1 can accept the invitation and gain access to the enterprise application

Statements

User?2 can access the enterprise application.

User3 can accept the invitation and gain access to the SharePoint site.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Yes No
O Q
O O
O Q

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.

Box 3. No

Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 157
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * | Admin review
Description (0
Start date * 12/18/2020 =
Frequency : Monthly N
Duration [in dayﬂ _f ———————_——-{} 14
End () Mower End by Occurrences
-I.. 3
Users
Scope # ) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
RE"I‘iEWETS '.?’{""."l:"'-".'_l r-_-'_aqﬂ.:nj:' AV

{Preview) Fallback reviewers (D)

Megan Bowen

“ Upon completion settings

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You create a separate access review for each role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 159

- (Exam Topic 4)

You have a new Microsoft 365 tenant that uses a domain name of contoso.onmicrosoft.com. You register the name contoso.com with a domain registrar.

You need to use contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area
Delete the contoso.onmicrosoft.com domain.
Register a custom domain name of contoso.com.

Set the domain to pnmary.

©

| Create a new TXT record in DNS. @

Verify the domain name.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated with medium confidence
Reference:
https://practical365.com/configure-a-custom-domain-in-office-365/

NEW QUESTION 163
- (Exam Topic 4)
You have an Azure Ad tenant that contains the users show in the following table.

Name | Usage location 1 Department | Job title
e United States | Sales AssoCiate .
+ |- - - —_ — — +--_-- -_— — — -~ — - - - — —
se Finland yales valesReg
| User: Australia sales hManager

You create a dynamic user group and configure the following rule syntax.

user.usagelocation «in [TUS","AUT] -and [user.department -eq “Sales™) -and -not (use

fobTitle -eq
Which users will be added to the group?

A. Userl only

B. User2 only

C. User3 only

D. Userl and User2 only

E. Userl and User3 only

F. Userl, User2, and User3

Answer: D
NEW QUESTION 167

- (Exam Topic 4)
You have a hybrid Microsoft 365 subscription that contains the users show in the following table.

| Name Role

[ Agmin! | Global Administrator

| Admin2 | Apphication Administrator

| Aamin3 | Cloud Application Administrator
!"-"‘;Er“nn-l --‘-»rr.lr.c-.ﬁ:- n I‘:Ev-.*l.’-per

[User1 | None _

lanager

use

r.jobTitle

You plan to deploy an on-premises appl. Appl will be registered in Azure AD and will use Azure AD Application Proxy.
You need to delegate the installation of the Application Proxy connector and ensure that Userl can register Appl in Azure AD. The solution must use the principle

of least privilege.

e “SelesRep”

Which user should perform the installation, and which role should you assign to Users1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
User that should perform the installation ' Admin v
Admun!
Aadming
Admnd
Assign User1 the role of. | Application Deve v]
Apphication Administrator
(5 oy L -

C ko ,"1,[ :| catcn rlql'_"'l"lif'l: ciraton
Global Adrmnstr ator

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

NEW QUESTION 168

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A

NEW QUESTION 169

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

All users have computers that run Windows 10 and are joined to the Azure Active Directory (Azure AD)

tenant.

The company subscribes to a third-party cloud service named Servicel. Servicel supports Azure AD authentication and authorization based on OAuth. Servicel is
published to the Azure AD gallery.

You need to recommend a solution to ensure that the users can connect to Servicel without being prompted for authentication. The solution must ensure that the
users can access Servicel only from Azure AD-joined computers. The solution must minimize administrative effort.

What should you recommend for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ensure that the users can connect to Service1
without being prompted for authentication: v

An app registration in Azure AD
Azure AD Application Proxy

An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Service1 only
from the Azure AD-joined computers: v
Azure AD Application Proxy
A compliance policy
A conditional access policy
An OAuth palicy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/require-managed-devices

NEW QUESTION 174

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a dynamic user group that will include all the users that do NOT have a department defined in their user profile.

How should you complete the membership rule? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

(user.department .
4 -eq b l_r'tl_._JlI | »
match |
-ne snull
-notin [ | "null”

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Areca

{user.department
[M e

-he Snull
-notin "null”

NEW QUESTION 176

- (Exam Topic 4)

You have an Azure subscription.

Azure AD logs are sent to a Log Analytics workspace.

You need to query the logs and graphically display the number of sign-ins per user.

How should you complete the query? To answer, select the appropriate options in the answer area.
SigninLogs

| where ResultType == &

| ¥ | login_count = count() by Identity

extend
print
project
render
summarize

| ¥ | columnchart

extend
print
project
render
summarize

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1 = SigninLogs

| where ResultType ==

| summarize login_count = count() by identity
| render piechart
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This query retrieves the sign-in logs, filters the successful sign-ins, summarizes the count of sign-ins per user, and renders the result as a pie chart.
Box 2 = Render

NEW QUESTION 178
- (Exam Topic 4)
Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.
Attire AD Connect is installed on a server named Server 1.
You deploy a new server named Server? that runs Windows Server 2019.
You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
Bt Angweat ARSa
| ﬂnmwr_l TUR expart for: Al CONReCSs. | AL |

I on Suﬂl-lm et for all conrecions.

I On Serverd. man full impaort for all eomneeTe |

‘ Oin Seover?, un delta synchionizateoen lor il cotneactoes. |
s el : |

. =
| o0 Server S matall Acrure AL Cornesi L | @

[Cnl Server ], contigure the stargimnog Figtava ]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Arca

Oy Server ), run export forall connoctors. |

| Sereer? run exgrstt for sl r;nnner.‘l’.r.a-u. | iy S P S _ - mm == |

rﬂn it eewepeiera e et coemectoe: T T T T T = = = = o e s e e

=] an‘Sﬂ'u!rE. un deltn Wmnlrntnn fowr adil conreecioes
O Server?. run detta synchronoratinn e all cronnecior. |

| €3m Serwers, insrall A AL Conrecy @4 __________ - |
[ﬂ:i Server, contigurr the stagig mode @ | ©n Servert, run export for all connectors

NEW QUESTION 183
- (Exam Topic 4)
You have an Azure AD tenant that contains a user named Adminl.
Adminl uses the Require password change for high-risk user’s policy template to create a new Conditional Access policy.
Who is included and excluded by default in the policy assignment? To answer, drag the appropriate options to the correct target. Each option may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.
Options Answer Area

Admuni Include:
| All guest and external users -
- Exclude:

All users
L

Dhrectory roles

None

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A white background with black text Description automatically generated

NEW QUESTION 184

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.
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You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.
Solution: From the Microsoft 365 Defender portal, you add the Google Workspace app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 187
- (Exam Topic 4)
You have a Microsoft 365 tenant that has 5,000 users. One hundred of the users are executives. The executives have a dedicated support team.
You need to ensure that the support team can reset passwords and manage multi-factor authentication (MFA) settings for only the executives. The solution must
use the principle of least privilege.
Which object type and Azure Active Directory (Azure AD) role should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

Object type:
An administrative unit
A custom administrator role
A dynamic group
A Microsoft 365~gr0y_p

I

Fiole: -
Authentication administrator

Helpdesk administrator
Password administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Object type:
An administrative unit
| A custom administrator role

A dynamic group
A Microsoft 365 group

‘

Role: -

Authentication administrator
Groups administrator

Helpdesk administrator
Password administrator

NEW QUESTION 189

- (Exam Topic 4)

Your network contains an on-prernises Active Directory Domain Services (AD DS) domain that syncs with Azure AD and contains the users shown in the following
table.

Name | Organizational unit (OU) J

=T 4
L =

In Azure AD Connect. Domain/OU Filtering is configured as shown in the following exhibit.
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& Miaosoft Azure Actve Dwrectory Conmect

Domain and OU filtering
. | ol Y conloso.com ' Domains 17

Sync afl domnaens and 00

% Symc selected domans and OUs

4 Lonlo4n.com

Buifn

Cormyrulbens
e AD ion L. Domam Controfers

FolesgrSesuntyPrinopat
it ™ o tARdRsund h
Mansged Sernce Accounts

W Ol

Fa Tl
Spdional =ealures wlia

Program Data

Sysiem

W Lears

Arure AD Conrect s configured as shown i the followang exhabit

g Directory Connect

Ready to configure

Cnce you chick Install we wall do the following
- |
o Configure synchiomzation senioes on this comr e
| ! )
# Install Microsoft Azure AD Connect Authentication Agert for Pass ThroEgn Authenrticatior
L L LAF

* Enable Past-through authantication

* Conhgure Source Anchor attnbute

¢ Configurs k2 206300utoak onmicrogsa®™ com - AAD Connector
g all SIgr & Conhquré contasc oom Connadtorn
Wi kL | Ind i ® [ssable Password hash synchromzabon
enlifying o * Enable Fassword wimteback
sl * Enable Arure AD Expdrt Delebon Theeshold (500

of | Star the synchronization process when configuration comphetes

Configure [ ] Enable staging mode: When selected synchronization wall not export any data to AD or Azure Al

Prisviowus

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can use self-service password reset (SSPR) to reset his password

f User1 accesses Microsoft Exchange Onhine, he will be authenticated by an on-premises
gomam oontrolier

W

Lser? can be added to a Microsoft SharePoint Online site as a member

A. Mastered

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
rJ CEr‘tSharEd https://www.certshared.com/exam/SC-300/ (192 Q&AS)

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes No

¢ { re<ot (SSPR

LISer| Can use setl-Semvice passwora reset IS

t User accesses Microsoft Exchange Online, he will be authenticatea by an on-premises
domain controller

ar s ,|I|. ":-;l"'-.l. a N '.'..'H "-r'._1'-a'.'||'

NEW QUESTION 191

- (Exam Topic 4)

You plan to deploy a new Azure AD tenant.

Which multifactor authentication (MFA) method will be enabled by default for the tenant?

A. Microsoft Authenticator
B. SMS

C. voice call

D. email OTP

Answer: B

NEW QUESTION 193

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a web app named Appl. Guest users are regularly granted access to Appl.

You need to ensure that the guest users that have NOT accessed Appl during the past 30 days have their access removed the solution must minimize
administrative effort.

What should you configure?

A. a compliance policy

B. an access review for application access
C. a guest access review

D. a Conditional Access policy

Answer: C

NEW QUESTION 196

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named User1.
Userl has the devices shown in the following table.

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device?2 Windows 10 No
Device3 10S Yes

On November 5, 2020, you create and enforce terms of use in contoso.com that has the following settings: > Name: Terms1

Display name: Contoso terms of use

Require users to expand the terms of use: On
Require users to consent on every device: On
Expire consents: On

Expire starting on: December 10, 2020

VWV VNVNVY

Frequency: Monthly
On November 15, 2020, Userl accepts Termsl1 on Device3.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes

On November 20, 2020, User1 can accept Terms1 on Device1l. O

On December 11, 2020, User1 can accept Terms1 on Device2. O

On December 7, 2020, User1 can accept Terms1 on Deviced. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes
On November 20, 2020, User1 can accept Terms1 on Device1. 'O

On December 11, 2020, User1 can accept Terms1 on Device2. |

On December 7, 2020, User1 can accept Terms1 on Device3. O

NEW QUESTION 197
- (Exam Topic 4)

No

No

Your on-premises network contains an Active Directory domain that uses Azure AD Connect to sync with an Azure AD tenant. You need to configure Azure AD

Connect to meet the following requirements:
* User sign-ins to Azure AD must be authenticated by an Active Directory domain controller.

« Active Directory domain users must be able to use Azure AD self-service password reset (SSPR). What should you use for each requirement? To answer, select

the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Amswer Area

Authentication by the domain controller;  Federation wath Acbve Director

Pass-through authenbcabion
Password hash synchronzation

fy Federation Serwces (AD FS)
Federation with Active Direc tory Federaton Senvices

{AD FS)

SSPR: j Password hash synchronization

Deévice wntéback
Group wnteback

Password hash synchronization

Password wnteback

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Authentication by the domain controller;  Federation wath Active Directory Federation Senvices (ADFS) ¥

L

Pass-through authenticabion
Password hash synchronization

[ ;
)y MELET 5 LAL! I

SSPR: | Password hash synchromization v

NEW QUESTION 198
- (Exam Topic 4)
You have a custom cloud app named App1 that is registered in Azure Active Directory (Azure AD). Appl is configured as shown in the following exhibit.

e
e

‘li
A

1 l’
|

i

il

H
JElI i pR E b iR

i B e

IR

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

[answer choice] can access App1 from the -
homepage URL. |All users

No one

Only users listed on the Owners blade

Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app -

launcher for [answer choice]. all USers
noore
only users listed on the Owners blade o
only users listed on the Users and groups blade

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION 199

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at
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the end of each month and block sign-ins if required.

What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION 204
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has Azure AD Identity Protection policies enforced.
You create an Azure Sentinel instance and configure the Azure Active Directory connector.

You need to ensure that Azure Sentinel can generate incidents based on the risk alerts raised by Azure AD ldentity Protection.

What should you do first?

A. Add an Azure Sentinel data connector.

B. Configure the Notify settings in Azure AD Identity Protection.
C. Create an Azure Sentinel playbook.

D. Modify the Diagnostics settings in Azure AD.

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection

NEW QUESTION 205
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.

Name Role
Userl Security administrator
User2 Privileged authentication administrator
User3 Service support administrator

User2 reports that he can only configure multi-factor authenticating (MFA) to use the Microsoft Authenticator app.

You need to ensure that User2 can configure alternate MFA methods.
Which configuration is required, and which user should perform the configuration? To answer, select the appropriate options in the answer area.

Answer Area

Configuration:

User:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable access reviews.
Enable Azure AD Privileged Identity Management (PIM).
Modify security defaults.,

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only
User2 and User3 only
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Answer Area

Configuration:

User:

NEW QUESTION 206

v

Enable access reviews. |
Enable Azure AD Privileged Identity Management (PIM).
Modify security defaults.

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only
User2 and User3 only

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Member of administrative unit
Userl ALY
User2 | AU
User3 AU1
Userd A2
User> | Not 2 member of an administrative unit

The users are assigned the roles shown in the following table.

User Role Role scope

Userl | Password Administrator Organization
UserZ Global Reacer Orgamization
User3 | None Not applicable
Userd Password Administrator AU
UserS | None Not applicable

For which users can Userl and User4 reset passwords? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Guaranteed success with Our exam guides
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User2 and User3 only
User3 and User5 only
Users, User3, and UserS only
User3d, Userd and User5 only
Userd User3, User4, and Userb

Userd: | User3 onb bt

User2 and User3 only
User3 and User5 only
User1, Userd. and User3 only
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Answer Area
Uszer1
. T0sers only
User3 and User5 only
User2, User3, and UserS only
Userd, Userd and User> only
| Userd User3, Userd, and User5
Userd: | User3 only v |
User3 and User> only
| User, UserZ, and User3 only
NEW QUESTION 210
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

> Users to review: Members of a group
> Scope: Everyone
> Group: Groupl

> Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3
B. User3 only

C. Userl only

D. Userl and User2 only

Answer: B

NEW QUESTION 212

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure conditional access policies. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 217

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the
following table.

Name Type Directory synced
User1 User No
User2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.
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PROVISION FROM ACTIVE DIRECTORY

@ Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago

Password Hash Sync Enabled

USER SIGN IN

a Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Enabled 2 agents

Connectivity from the on-premises domain to the internet is lost. Which user can sign in to Azure AD?

A. Userl only

B. Userl and User 3 only
C. Userl, and User2 only
D. Userl, User2, and User3

Answer: B

NEW QUESTION 218

- (Exam Topic 4)
You have an Azure subscription that contains the key vaults shown in the following table.
Name In resource Number of days to Purge protection
group retain deleted key
vaults
KeyVaultl RG1 15 Enabled
KeyVault2 RG1 10 Disabled
The subscription contains the users shown in the following table.
Name Role
Adminl Key Vault Administrator
Admin2 Key Vault Contributor
Admin3 Key Vault Certificates Officer
Admin4 Owner

On Junel, Admin4 performs the following actions:
* Deletes a certificate named Certificate! from Key Vaultl
* Deletes a secret named Secretl from KeyVault2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.

Admin2 can purge Certificatel on June 12. |j

Admin3 can purge Certificatel on June 14. 3

NEW QUESTION 221

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of the solution
NOTE: Each correct selection is worth one point.

A. email address
B. redirection URL
C. username

D. shared key

E. password

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite

NEW QUESTION 223

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start
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NEW QUESTION 225
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to ensure that users can request access to Site.
the solution must meet the following requirements.

» Automatically approve requests from users based on their group membership.

» Automatically remove the access after 30 days What should you do?

A. Create a Conditional Access policy.

B. Create an access package.

C. Configure Role settings in Azure AD Privileged Identity Management.
D. Create a Microsoft Defender for Cloud Apps access policy.

Answer: B

NEW QUESTION 227
- (Exam Topic 4)
You have a Microsoft 365 tenant.

You need to Identity users who have leaked credentials. The solution must meet the following requirements:
* Identity sign-ms by users who are suspected of having leaked credentials.

* Flag the sign-ins as a high-risk event.
» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate

options m the answer area.

To classify leaked credentials as high-nsk, use:

Ta tigger remediation, use

To mitigate the nisk, select:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To classify leaked credentials as high-risk, use

To ingger remediation, use

To mitigate the risk, select

NEW QUESTION 230
- (Exam Topic 4)
You have a Microsoft 365 tenant.

Azure Active Directory (Azure AD) Identity Protection
Azure Active Directory (Azure AD) Privileged |demsy hanagemsnt (PIl)

ldentity Governance
Setf.senace password reset (S5PR)

Clieni apps not using Modem authentication
Device state

Sign-in risk

User location

User nsk

Apply app enforced restnctions

Block access

(Grant access but require app protecton policy
Grant access but require password change

Identity Governance
Self-sernice password reset (35PR)

ure Acive Directory (Azure AD) identy Protecton |
Azure Active Directory (Azure AD) Privileged ldentity Management (PIl)

Client apps not using Modern authentication
Device state

Sign-in risk

Uiser lacation

Lser nek

Apply app enforced restrictions

Block access

Grant access but require app protection policy
1 Grant access but require password change |

Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective user. The users register the
applications in Azure Active Directory (Azure AD).
You need to receive an alert if a registered application gains read and write access to the users’ email. What should you do? To answer, select the appropriate

options in the answer area.

NOTE: Each correct selection is worth one point.
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Tool to use: v
Azure AD ldentity Protection
Identity Governance

Microsoft Cloud App Secunty
Microsoft Endpoint Manager

Policy type to create: v
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

User risk

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

NEW QUESTION 233
- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the resources shown in the following table. You create a user named Admin 1.

Name | Description
AT Agministrative unit

b [

|‘ | .!. | !I ) a3 bJ

| Fa r"-.i:l._. _'l- e Ir - l‘ -1 'I.:l

You need to ensure that Admin can enable Security defaults for contoso.com. What should you do first?

A. Configure Identity Governance.

B. Delete Packagel.

C. Delete CAPolicy1.

D. Assign Adminl the Authentication administrator role for Aul

Answer: D

Explanation:

To enable Security defaults for contoso.com, you should first sign in to the Azure portal as a security administrator, Conditional Access administrator, or global
administrator. Then, browse to Azure Active Directory > Properties and select Manage security defaults. Set the Enable security defaults toggle to Y select Save.
After that, you can assign Adminl the Identity Administrator role for Aul to enable them to manage security defaults for the tenant.
https://practical365.com/what-are-azure-ad-security-defaults-and-should-you-use-them/

NEW QUESTION 237

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You need to configure the users as shown in the following
table.

User Configuration
User1 » User administrator role
» Device Administrators role
Identity Governance Administrator
role
Records Managementrole
Quarantine Administrator role group
Endpoint Securnty Manager role
Intune Role Administrator role
Which portal should you use to configure each user? To answer, drag the appropriate portals to the correct users. Each portal may be used once, more than once,

or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

User2

User3
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Portals Answer Area

Azure Active Directory admin center
Exchange admin center | Usert
Microsoft 365 compliance center User2
Microsoft Endpoint Manager admin center| User3

SharePoint admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 241
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

. Name Member of 1'

k - 4

3 ® q

The tenant has the authentication methods shown in the following table.

Method Target Enabled
Fi'_n,: -:ulu L-F: 'll,‘""-
Microsoft Authent Or api Wroup | '
- - 1 -1 : L[ t |
SM3 Oroups Yes

Which users will sign in to cloud apps by matching a number shown in the app with a number shown on their phone?

A. Userl only
B. User2 only
C. User3 only
D. Userl and User2 only
E. User2 and User3 only

Answer: D

NEW QUESTION 242

- (Exam Topic 4)

You have an Azure subscription that contains a user named Userl. You need to meet the following requirements:
* Prevent Userl from being added as an owner of newly registered apps.

* Ensure that Userl can manage the application proxy settings.

 Ensure that User2 can register apps.

« Use the principle of least privilege. Which role should you assign to User1?

A. Application developer

B. Cloud application administrator
C. Service support administrator
D. Application administrator

Answer: D

NEW QUESTION 243

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The
solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content

NOTE: Each correct selection is worth one point.
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Roles - Answer Area

Global administrator User!: Role
' Global reader
User2: Role
Reports reader

Security operator

Security reader

User administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Roles Answer Area

{ Global administrator User?: | Global administrator I
L]

User?: !ulchal reader I

(g i HEE NN W W W W

| Secunty operator |

N .S

|| Security reader |

NEW QUESTION 244

- (Exam Topic 4)

You have an Azure AD tenant and an Azure web app named Appl.

You need to provide guest users with self-service sign-up for Appl. The solution must meet the following requirements:

» Guest users must be able to sign up by using a one-time password.

» The users must provide their first name, last name, city, and email address during the sign-up process. What should you configure in the Azure Active Directory
admin center for each requirement? To answer,

select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

One-time password: v

A linked subscription

An identity provider

Azure AD Privileged Identity Management (PIM)
The External collaboration settings

User details: | v
A user flow

Access reviews

An access package

The tenant properties

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Answer Area

One-time password: | v

A linked subscrniption

An identity provider

Azure AD Privileged Identity Management (PIM)
The External collaboration settings

User details: B 4
A user flow

AcCCess reviews

An access package

The tenant properties

NEW QUESTION 248

- (Exam Topic 4)

You have an Azure subscription.

From Entitlement management, you plan to create a catalog named Catalogl that will contain a custom extension.
What should you create first and what should you use to distribute Catalogl? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

First create:  An Azure Automation account v
| A managed account

An Azure logic app

Distribute Catalog1 by using:

A workflow
An access package

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

First create.  An Azure Automation account v

A managed account
An Azure Automation account

An AzZure logic app

Distribute Catalog1 by using: [

JI:‘. .-I.l":!.kaID.‘l‘l;
An access package

NEW QUESTION 252

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the SharePoint Administrator role to
Userl

Does this meet the goal?

A. Yes
B. No
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Answer: B

NEW QUESTION 257

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 259

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You implement entitlement management to provide resource access to users at a company named Fabrikam, Inc. Fabrikam uses a domain named fabrikam.com.
Fabrikam users must be removed automatically from the tenant when access is no longer required. You need to configure the following settings:

> Block external user from signing in to this directory: No
> Remove external user: Yes

> Number of days before removing external user from this directory: 90
What should you configure on the Identity Governance blade?

A. Access packages

B. Entittement management settings
C. Terms of use

D. Access reviews setting

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users

NEW QUESTION 261
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Type In organizational Description
unit (OU)

User1 User Ou1 User1 is a member of Group1

User2 User ou1 User2 is not a member of any
groups.

Group1 | Security group | OU2 User1 and GroupZ2 are members
of Group1.

Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering exhibit. (Click the Domain and OU
Filtering tab.)
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[_] CertShared

i Microsoft Azure Active Directory Connect

Tasks
Connected to Azune AD
Syng

Connect Directories

Domain/OU Filtering

Filtering
Optional Features

Configure

Domain and OU filtering

If wou change the OU-filtening configuration for a given directory, the next syne oyche will automatically
perform full import on the directony.
Lhrecton

contosa.com L Refrish Ou/Damain [7]

7 Syne all domains and Ol
2 Syne selected domains and OUs

4 [ | gontoso.com
I Builtin
Camputiers
Domain Controllers

ForeignSecurityPrincipals
L Infrastructure
LostAndFound
Managed Service Accounts
ou
ou2
Program Data
System
Users

| [l &)

Mext

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)

Filter users and devices

Tasks
Connectad o Azura AD For a pilot deployment, specity a group containing your users and devices that will be synchronzied. Mested
groups aré not supported and will be ignared,
Sync
Connect Directories

Domain/OU Filtering ) Synchronize all users and devices

Filtering

Optional Features

® Synchronize selected @

FOREST GROUP

Configure CONTOSO.COM Icm:r,",mup'l_c}u:c}uz,n{: contose,DC=com Resolve ]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

User1 syncs to Azure AD. O O
User2 syncs to Azure AD. @) O

Group?2 syncs to Azure AD O @,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

Only direct members of Groupl are synced. Group2 will sync as it is a direct member of Groupl but the members of Group2 will not sync.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 265
- (Exam Topic 4)
You have a Microsoft 365 tenant and an Active Directory domain named adatum.com. You deploy Azure AD Connect by using the Express Settings.
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You need to configure self-service password reset (SSPR) to meet the following requirements:
> When users reset their password, they must be prompted to respond to a mobile app notification or answer three predefined security questions.

> Passwords must be synced between the tenant and the domain regardless of where the password was reset.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

From the Password reset blade in the Azure Active v
Directory admin center, configure Authentication methods
Notifications
Properties
Registration
From Azure AD Connect, enable A 4
Federation with Active Directory Federation Services (AD FS)
Pass-through authentication
Password hash synchronization
Password wnteback
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-authentication-security-questions

NEW QUESTION 268

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.
Name Type Membership type
Group1 Security Assigned
Group? Security Dynamic User
Groupd Security Dynamic Device
Group4d Microsoft 365 Assigned
Groups Microsoft 365 Dynamic User

For which groups can you create an access review?

A. Groupl only

B. Groupl and Group4 only

C. Groupl and Group2 only

D. Groupl, Group2, Group4, and Group5 only

E. Groupl, Group2, Group3, Group4 and Group5

Answer: D
Explanation:

You cannot create access reviews for device groups. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 273
- (Exam Topic 4)
You configure Azure Active Directory (Azure AD) Password Protection as shown in the exhibit. (Click the Exhibit tab.)
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Custom smart lockout

o
A

Lockout threshold (0

Lockout duration in seconds ® | 3600 |

Custom banned passwords

Enforce custom list © '- No )

| Contoso
Litware
Tailwind
Custom banned password list () | project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory
Enable password protection on Windows Server Active Directory (O '- No )

Mode © (o NN

You are evaluating the following passwords:
> PrOjectlitw@re
> T@iwind

> COnt0s0
Which passwords will be blocked?

A. PrOjectlitw@re and T@ilwlnd only

B. CONnt0s0 only

C. COnt0s0, PrOjectlitw@re, and T@ilwlnd
D. COnt0s0 and T@ilwlnd only

E. CONnt0s0 and PrOjectlitw@re only

Answer: C

Explanation:
Reference:
https://blog.enablingtechcorp.com/azure-ad-password-protection-password-evaluation

NEW QUESTION 277
- (Exam Topic 4)
You have an Azure subscrlptlon that contains the resources shown in the following table.

BB e T e RV
E‘uupﬂmthasﬁueﬁﬂgﬁad membership type

Enterprise application in Azure Active Directory (Azure ALY

is] g Azure subscniption role i

Arure Active Directory (Azure AD) role

For which resources can you create an access review?

A. Groupl, Appl, Contributor, and Rolel
B. Hotel and Contributor only

C. Groupl, Rolel, and Contributor only
D. Groupl only

Answer: A

Explanation:

Access reviews require an Azure AD Premium P2 license.

Access reviews for Groupl and Appl can be configured in Azure AD Access Reviews.

Access reviews for the Contributor role and Rolel would need to be configured in Privileged Identity Management (PIM). PIM is included in Azure AD Premium P2.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-securi https://docs.microsoft.com/en-us/azure/active-
directory/governance/access-reviews-overview

NEW QUESTION 278

- (Exam Topic 4)

You have an Azure subscription that contains the following virtual machine Name: VM1
Azure region: East US
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System-assigned managed identity: Disabled
You create the managed identities shown in the following table.

Name Location
Managedl | East US
Managed2 | East US
Managed3 | West US

You perform the following actions:

* Assign Managedl to VML1.

* Create a resource group named RGL1 in the West US region.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes MNo

You can assign Managed2 to V1.
You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

You can assign Managed2 to V1.

You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1.

NEW QUESTION 280

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant. Users connect to the internet by using a hardware firewall at your
company. The users authenticate to the

firewall by using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps
B. enterprise applications in Azure AD

C. access reviews in Azure AD

D. Application Insights in Azure Monitor

Answer: A

NEW QUESTION 285
- (Exam Topic 4)
You have an Azure AD tenant that contains the groups shown in the following table.

Name | Owner Number of Number of
internal users guest users
Group1 | User1 500 25

GroupZ2 | User2 295 100

You create an access review for Groupl as shown in the following table.
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Setting Value

Revitew type Teams + Groups

Review scope | All users

Reviewers Users review own access

You create an access review for Group2 as shown in the following table.

Setting Value

Revtew type Teams + Groups

Review scope | Guest users only

Reviewers Group cwner

What is the minimum number of Azure AD Premium P2 licenses required for each group? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.

w

Group1:
1
500
525
Group2:

295
395

8
;

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Group1:

Group2:

-
-
500
525
-
1
100
295
395

NEW QUESTION 289
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