We recommend you to try the PREMIUM MS-102 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/MS-102-exam/ (312 Q&AS)

@ exambible

Microsoft
Exam Questions MS-102

Microsoft 365 Administrator Exam

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM MS-102 Dumps From Exambible
exam blb|@ https://www.exambible.com/MS-102-exam/ (312 Q&AS)

About Exambible

Your Partner of I T Exam

Found in 1998

Exambible is a company specialized on providing high quality IT exam practice study materias, especially Cisco CCNA, CCDA,
CCNP, CCIE, Checkpoint CCSE, CompTIA A+, Network+ certification practice exams and so on. We guarantee that the
candidates will not only pass any IT exam at the first attempt but also get profound understanding about the certificates they have
got. There are so many alike companiesin this industry, however, Exambible has its unique advantages that other companies could

not achieve.

Our Advances

* 99.9% Uptime
All examinations will be up to date.
* 24/7 Quality Support
We will provide service round the clock.
* 100% Pass Rate
Our guarantee that you will pass the exam.
* Unique Gurantee
If you do not pass the exam at the first time, we will not only arrange FULL REFUND for you, but aso provide you another
exam of your claim, ABSOLUTELY FREE!

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM MS-102 Dumps From Exambible
exam blb|@ https://www.exambible.com/MS-102-exam/ (312 Q&AS)

NEW QUESTION 1
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the
machine risk score
Policy1 Required High
Policy2 Not configured Medium
Policy3 Required Low
The tenant contains the devices shown in the following table.
Name BitLocker Drive| Microsoft Defender for Policies applied
Encryption Endpoint risk status
(BitLocker)
Device1l Configured High Policy1, Palicy3
Device2 Not configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Palicy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O O

Device?2 is marked as compliant. O &)
Device3 is marked as compliant. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Statements Yes No

|
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Device1 is marked as compliant.
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Device2 is marked as compliant.

O

Device3 is marked as compliant.
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NEW QUESTION 2

- (Topic 6)

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains a user named Userl. You need to ensure that Userl can perform
the following tasks in Microsoft Store for Business:

» Assign licenses to users.

* Procure apps from Microsoft Store.

» Manage private store availability for all items.

The solution must use the principle of least privilege.

Which Microsoft Store for Business role should you assign to Userl?

A. Basic Purchaser

B. Device Guard signer
C. Admin

D. Purchaser

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-store/microsoft-store-for-business-overview
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NEW QUESTION 3

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group2.
You need to ensure that each group can perform the tasks shown in the following table.

Group Task

| Group . Manage service requests
. Purchase new services.
. Manage subscriptions.
. Monitor service health

| Group2 . Assign licenses
. Add users and groups.
. Create and manage user views.
. Update password expiration policies.

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area
?Billing Administrator } Group1: [‘ Role
FGlobal Administrator .
Group2: Role
P Helpdesk Administrator

"License Administrator

[Service Support Administrator

FUser Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Billing admin manage service request Purchase new services Etc.
Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:
- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health

NEW QUESTION 4

- (Topic 6)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the
Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A

Explanation:
Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 5

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.
To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.
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NOTE: Each correct selection is worth one point.

Choose locations to apply the policy

We'll apply the polbicy 1o data that's stored m the locatons you choose
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NEW QUESTION 6
HOTSPOT - (Topic 6)
HOTSPOT

Your network contains an on-premises Active Directory domain. The domain contains the servers shown in the following table.
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Name Operating system Configuration
Server1 | Windows Server 2022 Domain controller
Server2 | Windows Server 2016 Member server

Server3 | Server Core installation of Windows Member server
Server 2022

You purchase a Microsoft 365 E5 subscription.

You need to implement Azure AD Connect cloud sync.

What should you install first and on which server? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Install: | - v .
{The Azure AD Application Proxy connector |

Azure AD Connect i ’

The Azure AD Connect provisioning agent

Active Directory Federation Services (AD FS)

Server: | v

Serverl only
‘Server2 only
Server3 only

‘Serverl or Server2 only
Serverl or Server3 only

Serverl, Server2, or Server3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The Azure AD Connect provisioning agent Install the Azure AD Connect provisioning agent

How is Azure AD Connect cloud sync different from Azure AD Connect sync?

With Azure AD Connect cloud sync, provisioning from AD to Azure AD is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their
on-premises or laaS-hosted environment, a light-weight agent that acts as a bridge between Azure AD and AD. The provisioning configuration is stored in Azure
AD and managed as part of the service.

Box 2: Serverl or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier 0 server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components
required to perform server roles and run applications.

NEW QUESTION 7

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list.
You need to remove Userl from the Restricted entities list. What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal
C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center

Answer: D

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.

Remove a user from the Restricted entities page in the Microsoft 365 Defender portal In the Microsoft 365 Defender portal at https://security.microsoft.com, go to
Email & collaboration > Review > Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-users-portal-after-spam

NEW QUESTION 8

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
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You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.

Solution: From the Microsoft 365 compliance center, you add Userl to the Compliance Manager Assessors role group.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 9

- (Topic 6)

Your company has offices in five cities. The company has a Microsoft 365 tenant.

Each office is managed by a local administrator. You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:
? Local administrators must be able to manage only the resources in their respective office.

? Local administrators must be prevented from managing resources in other offices.

? Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 10

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

? ldentify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).

? Report on shared documents that contain PII.
What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. a retention policy

D. a Microsoft Cloud App Security policy
Answer: B

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dlp?view=0365-worldwide

NEW QUESTION 10
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

Name Type
Mailbox1 Microsoft Exchange Online mailbox
Account1 Microsoft OneDrive account
Site Microsoft SharePoint Online site
Channel Microsoft Teams channel

To which resources can you apply a sensitivity label by using an auto-labeling policy?
A. Mailbox1 and Sitel only

B. Mailbox1, Accountl, and Sitel only

C. Accountl and Sitel only

D. Mailbox1, Accountl, Sitel, and Channell

E. Accountl, Sitel, and Channell only

Answer: E

Explanation:
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 14

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A.Yes
B. No

Answer: A
Explanation:

Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808

NEW QUESTION 17

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 18

- (Topic 6)

You have a Microsoft 365 subscription.

You register two applications named Appl and App2 to Azure AD.

You need to ensure that users who connect to Appl require multi-factor authentication (MFA). MFA is required only for Appl. What should you do?

A. From the Microsoft Entra admin center, create a conditional access policy

B. From the Microsoft 365 admin center, configure the Modem authentication settings.

C. From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.
D. From Multi-Factor Authentication, configure the service settings.

Answer: A

Explanation:

Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and
define policies that react to sign in events and request additional actions before a user is granted access to an application or service.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication

NEW QUESTION 23

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others

might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You copy the Group Policy Administrative Templates from a
Windows 10

computer to Serverl. Does this meet the goal?

A. yes
B. No
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Answer: A

NEW QUESTION 26
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role

User1 Global Administrator
User2 Service Support
Administrator

User3 Cloud Application
Administrator

Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates. You need to identify which Microsoft 365 setting must be configured,
and which user can

modify the setting. The solution must use the principle of least privilege.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting: | v
Office installation options

Privileged access
Release preferences :

User: v
Userl only

User2 only

‘User3 only

Userl and User2 only

Userl and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Microsoft 365 setting: | v
_Office installation options
Privileged access |
Release preferences

T T

=

User: v |
Userl only

User2 only

User3 only :

Userl and User2 only

Userl and User3 only

NEW QUESTION 31
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.
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Name | Member of
User1 Group1
User2 Group?2
User3 Group3

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.

Name Permission Assigned
user group

Microsoft Defender View data, Alerts Group3

for Endpoint investigation, Active

administrator remediation actions,

(default) Manage security settings

Role1 View data, Alerts Group1

investigation
Role2 View data Group?2

Microsoft Defender for Endpoint contains the device groups shown in the following table.

Rank Device group Device User access

name
1 | ATP1 Devicel Group1
Last | Ungrouped devices | Devicel Group2

(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area
Statements Yes Mo
User1 can run an antivirus scan on Device2. O
User2 can collect an investigation package from Dewvicel. O O
User2 can isolate Device1, 3
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
!-A- —
User1 can run an antivirus scan on Device2. O 191

User2 can collect an investigation package from Device2. 0

Userd can isolate Device. l |

NEW QUESTION 33

- (Topic 6)

You have a Microsoft 365 tenant that contains 500 Windows 10 devices and a Microsoft Endpoint Manager device compliance policy.
You need to ensure that only devices marked as compliant can access Microsoft Office 365 apps.

Which policy type should you configure?

A. conditional access

B. account protection

C. attack surface reduction (ASR)
D. Endpoint detection and response

Answer: A
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Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 38

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the Azure AD credentials.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the Azure AD credentials are configured correctly in Azure AD
Connect. It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 41

- (Topic 6)

You have a Microsoft 365 E5 subscription.

On Monday, you create a new user named User1.

On Tuesday, Userl signs in for the first time and perform the following actions:

* Signs in to Microsoft Exchange Online from an anonymous IP address

« Signs in to Microsoft SharePoint Online from a device in New York City.

« Establishes Remote Desktop connections to hosts in Berlin and Hong Kong, and then signs in to SharePoint Online from the Remote Desktop connections
Which types of sign-in risks will Azure AD Identity Protection detect for Userl1?

A. anonymous IP address only

B. anonymous IP address and atypical travel

C. anonymous IP address, atypical travel, and unfamiliar sign-in properties
D. unfamiliar sign-in properties and atypical travel only

E. anonymous IP address and unfamiliar sign-in properties only

Answer: C
NEW QUESTION 44

- (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

Name Type
Group1 Distribution :
Group?2 Mail-enabled security -
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 45

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You define a retention label that has the following settings:

 Retention period 7 years

« Start the retention period bated on: When items were created

You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
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B. Mark items as a record
C. Mark items as a regulatory record
D. Retain items forever

Answer: B

NEW QUESTION 48

- (Topic 6)

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 10.
You purchase a Microsoft 365 subscription.

You implement password hash synchronization and Azure AD Seamless Single Sign-On (Seamless SSO).

You need to ensure that users can use Seamless SSO from the Windows 10 computers. What should you do?

A. Join the computers to Azure AD.

B. Create a conditional access policy in Azure AD.

C. Modify the Intranet zone settings by using Group Policy.
D. Deploy an Azure AD Connect staging server.

Answer: A

NEW QUESTION 52

- (Topic 6)

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.
You need to ensure that the local administrators can manage only the devices in their respective office.

What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies
Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 56
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the resources shown in the following table.

Name Type
Group1 | Microsoft 365 group
Group2 | Distnbution group
Site1 Microsoft SharePoint site

You create a sensitivity label named Labell. To which resource can you apply Labell?

A. Groupl only

B. Group2 only

C. Sitel only

D. Groupl and Group2 only
E. Groupl, Group2, and Sitel

Answer: E

Explanation:

Assign sensitivity labels to Microsoft 365 groups in Azure Active Directory

Azure Active Directory (Azure AD), part of Microsoft Entra, supports applying sensitivity labels published by the Microsoft Purview compliance portal to Microsoft
365 groups.

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

When you configure a label policy, you can:

Choose which users and groups see the labels. Labels can be published to any specific user or email-enabled security group, distribution group, or Microsoft 365
group (which can have dynamic membership) in Azure AD.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams- groups-sites
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 57

- (Topic 6)

You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.
What should you implement?
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A. Azure AD Privileged Identity Management (PIM)
B. a conditional access policy

C. a communication compliance policy)

D. Azure AD ldentity Protection

E. groups that have dynamic membership

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings

NEW QUESTION 62
HOTSPOT - (Topic 6)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of
Userl Groupl
User2 Group2
User3 Groupl, Group2
You integrate Microsoft Intune and contoso.com as shown in the following exhibit.
Configure
Hsave Xoiscard M
MDM user scope @& | Mone All
Select groups
>
Groups Group1

MDM terms of use URL @ | https://portal. manage.microsoft.com/TermsofUse.aspx
MDM discovery URL @ https://enroliment.manage.microsoft.com/enrolimentserver/discov ...

MDM compliance URL @ | https://portal. manage.microsoft.com/?portalAction=Compliance

Restore default MDM URLs

MAM User scope @ MNone All

Select groups

?

Groups Group2

MAM Terms of use URL @

MAM Discovery URL © https://wip.mam.manage.microsoft.com/Enroll

MAM Compliance URL @

Restore default MAM URLs
You purchase a Windows 10 device named Devicel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

If User1 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O ®)
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O O
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O O

A. Mastered
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B. Not Mastered

Answer: A

Explanation:

If User1 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. ,_C,_ [ ®)
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. @) Tol
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O Ej__l

NEW QUESTION 67

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365 and contains a mailbox named Mailbox1.
You plan to use Mailbox1 to collect and analyze unfiltered email messages.

You need to ensure that Defender for Office 365 takes no action on any inbound emails delivered to Mailbox1.

What should you do?

A. Configure a retention policy for Mailbox1.
B. Create a mail flow rule.

C. Configure Mailbox! as a SecOps mailbox.
D. Place a litigation hold on Mailbox1.

Answer: D

NEW QUESTION 69
- (Topic 6)

You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.
Block execution of potentially
obfuscated scripts (js/vbs/ps)

Policy1 Attack surface reduction | Audit mode

Name Type

(ASR)

Policy2 Microsoft Defender ATP | Disable
Baseline

Policy3 Device configuration Mot configured
profile

The policies are assigned to Devicel.
Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: D
NEW QUESTION 74

HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
Useri Global Administrator
UserZ Securnty Administrator, Guest Inviter
User3 None
Userd Password Administrator

External collaboration settings have default configuration.

You need to identify which users can perform the following administrative tasks:

» Modify the password protection policy.

« Create guest user accounts.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Arca
Modify the password protection policy: ‘ User1 nnli- v |

User1 and Userd only
User1, User2, and Userd only
User1, UserZ, User3, and Userd

Create new guest users in Azure AD: l Userl and User2 only - |
User1 only
Userl and User? only
User1, User2, and User4 only
User], Users, Userd, and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Modify the password protection policy: ‘ Usar1 ,:,.-,,|i. - I
I

-—m o mm owm o mm

Userl and Userd only
Userl, User2, and Userd only
User1, User2, User3, and User4

Create new guest users in Azure AD: l Uiser1 and User? only - |
User1 only
User1 and User2 only
Userl, User2, and Userd only
Userl, User2, User3, and User4

NEW QUESTION 79

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Android

B. CentOS Linux
C.i0Ss

D. Window 10

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 80
HOTSPOT - (Topic 6)
You configure a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.

Choose the types of content to protect

This policy will protect that matches these requirements. You can choose sensitive info types and
axisting labels

Contenl conlains

Any of these »

Sensitive info type Match accuracy
min max

Credit Card Number B5 100

Retention labels

1 year

m -

+ Add group

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM MS-102 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/MS-102-exam/ (312 Q&AS)

DLP1 cannot be applied to [answer choice). v

Exchange email
SharePoint sites
OneDrive accounts

DLP1 will be applied only o documents that have [answer choice]. 5

iboth & credit card number and the 1 year label applied
either a credit card number or the 1 year label applied
between 85 and 100 credit card numbers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Using a retention label in a policy is only supported for items in SharePoint Online and OneDrive for Business.

NEW QUESTION 82

- (Topic 6)

Your network contains an Active Directory forest named Contoso. Local. You have a Microsoft 365 subscription.
You plan to implement a directory synchronization solution that will use password hash synchronization.

From the Microsoft 365 admin center, you successfully verify the contoso.com domain name.

You need to prepare the environment for the planned directory synchronization solution. What should you do first?

A. From Active Directory Domains and Trusts, add contoso.com as a UPN suffix.

B. From the Microsoft 365 admin center verify the Contos

C. Local domain name.

D. From the public DNS zone of contoso.com, add a new mail exchanger (MX) record.
E. From Active Directory Users and Computers, modify the UPN suffix for all users.

Answer: A

NEW QUESTION 86

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains 1,000 Windows 10 devices.

You perform a proof of concept (PoC) deployment of Microsoft Defender for Endpoint for

10 test devices. During the onboarding process, you configure Microsoft Defender for Endpoint-related data to be stored in the United States.

You plan to onboard all the devices to Microsoft Defender for Endpoint. You need to store the Microsoft Defender for Endpoint data in Europe. What should you do
first?

A. Delete the workspace.

B. Create a workspace.

C. Onboard a new device.
D. Offboard the test devices.

Answer: B

Explanation:

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine information

- Stored in a Log Analytics workspace.

- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the workspace location.
Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-data- workspace

NEW QUESTION 88
HOTSPOT - (Topic 6)
You have a Mlcrosoft 365 E5 subscription that has auditing turned on. The subscription contains the users shown in the following table.

TR NN EEEY RN OETEYTE- T YWY EEE ETETEE EYTTEWE W W
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You plan to create a new user named User1.
How long will the user creation audit event be available if Adminl or Admin2 creates Userl? To answer, select the appropriate options in the answer area.
Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 92

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You plan to perform device discovery and authenticated scans of network
devices. You install and register the network scanner on a device named Devicel.

What should you do next?
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A. Connect Defender for Endpoint to Microsoft Intune.

B. Apply for Microsoft Threat Experts - Targeted Attack Notifications.
C. Create an assessment job.

D. Download and run an onboarding package.

Answer: C
NEW QUESTION 95

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.

You need to identify the following information:
» The number of email messages quarantined by zero-hour auto purge (ZAP)
» The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one

point.

Answer Area

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area

To identify the number of emails quarantingd by ZAP:  Theeat protection status ™
Mailflow status report
Spoof detections

Threat protecton status

URL threat protection

To identify the number of times users clicked a malicious hnk = Mailfiow status report »

DL 1 il status repart
Spoof detections
Threat protection status

URL threat protectn

To identify the number of emails quarantingd by ZAP:  Theeat protection status ™
Mailflow status report

i Threat protection status
URL threat protection

To identify the number of times users clicked a malicious hnk = Mailfiow status report i
DL 1l statiss report

" Spoofdetections
Threat protection status
URL threat protectn

NEW QUESTION 98
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

MName Member of Passwordless capable | Multi-factor authentication (MFA) method ragi_ﬂ:ertd
Userl | Group! Capable Microsoft Authenticator app (push notification)

User2 | Group2 Capable Micrasoft Authenticator app {push natification)

User3 | Group!, Group2 | Capable Mobile phone, Windows Hello for Business

Each user has a device with the Microsoft Authenticator app installed.

From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit. (Click the Exhibit tab.)
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Microsoft Authenticator settings X

'ﬂ' Number Matching will begen to be enabled for all users of the Microsoft Authenticator app startng 27th of February 2023, Learn morng

The Microsoft Authenticator app it a flagship authenticaton method, usable in passwordless or simple push notification approval modes
The app is free to downioad and use on AndrodfiO5 mobile devices. Learn more

Enable and Target Configure

Enable m

Include  Exclude

Target 'f-_:l All users ) Select groups

Add groups

MName Type Registration Authentication mode

Group1 Group Passwordless A d x

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
User1 can use number matching during sign-in
User2 can use number matching during sign-in,
User3 can use number matching dunng sign-in.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes

User1 can use number matching during sign-in
User2 can use number matching during sign-in, . |

User3 can use number matching during sign-in. i I

NEW QUESTION 102

- (Topic 6)

You have a Microsoft 365 E5 subscription.

From the Microsoft 365 Defender portal, you plan to export a detailed report of compromised users.
What is the longest time range that can be included in the report?

A. 1 day
B. 7 days
C. 30 days
D. 90 days

Answer: C

Explanation:

View email security reports in the Microsoft 365 Defender portal

The aggregate view shows data for the last 90 days and the detail view shows data for the last 30 days
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-email- security

NEW QUESTION 107
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
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Name Platform
Devicel | Windows 10 Enterprise
Device2 | 105
Device3 | Android
Device4 | Windows 10 Pro

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4d

D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 110

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy a Microsoft Entra tenant.

Another administrator configures the domain to synchronize to the Microsoft Entra tenant.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to the Microsoft Entra tenant. All the other user accounts synchronized
successfully.

You review Microsoft Entra Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to the Microsoft Entra tenant.

Solution: From Microsoft Entra Connect, you modify the filtering settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 111

HOTSPOT - (Topic 6)

HOTSPOT

You have a new Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

MFA method: . v
iCall to phone %
TEmail message |
Security questions
| Text message to phone
| Notification to Microsoft Authenticator app

Number of days: v

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Notification to Microsoft Authenticator app

Do users have 14 days to register for Azure AD Multi-Factor Authentication?

Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security
defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD ldentity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete
the sign-in process.
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NEW QUESTION 113

- (Topic 6)

You have a Microsoft 365 subscription.

You need to configure a compliance solution that meets the following requirements: Defines sensitive data based on existing data samples
Automatically prevents data that matches the samples from being shared externally in Microsoft SharePoint or email messages

Which two components should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a trainable classifier

B. a sensitive info type

C. an insider risk policy

D. an adaptive policy scope

E. a data loss prevention (DLP) policy

Answer: AE

Explanation:

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of
categorization is more about using a classifier to identify an item based on what the item is, not by elements that are in the item (pattern matching). A classifier
learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.

Where you can use classifiers

Classifiers are available to use as a condition for: Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically.

Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security
numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with people who shouldn't have
it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip

NEW QUESTION 117

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.

Name Operating system Tag
Device1 Windows 10 Inventory
Computer1 | Windows 10 Inventory?2
Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name Matching rule

1 Group1 Tag Contains Inventory
And 05 in Android
2 Group?2 Name Starts with Device

And Tag Conteins Inventory

Last Ungrouped devices | Not applicable
(default)

You create an incident email notification rule configured as shown in the following table.
Setting Value

Name Rule1

Alert severity Low

Device group scope Group1, Group2

Recipient email address | User1@contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
If a high-severity incident is triggered for Device1, an incident email notification will be sent. :nig | e |
If a low-severity incident is triggered for Computer1, an incident notification email will be | } | )
sent. o
If a low-seventy incident is tnggered for Device3, an incident notification email will be sent. _. I_-
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.
Box 2: No

Computerl does not belong to either Groupl or Group2

Box 3: Yes

Device3 belongs to both Groupl and Group2.

Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.
The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to
the individual device, if infected.

NEW QUESTION 120

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 125
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | Group MFA
Status
Userl | Group1 | Enabled

User2 | Group1, | Enforced
Group?

You have the named locations shown in the following table.

Named location IP range
Montreal 133.107.0.0/16
Toronto 193.77.10.0/24

You create a conditional access policy that has the following configurations:

« Users or workload identities: o Include: Groupl

0 Exclude: Group2

* Cloud apps or actions: Include all cloud apps

* Conditions:

o Include: Any location o Exclude: Montreal

* Access control: Grant access, Require multi-factor authentication Userl is on the multi-factor authentication (MFA) blocked users list.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Arca

Statements Yes Mo

User1 can access Microsoft Office 300 from a dewvice that has an |P address of
133.107.10.20

User! can access Microsoft Office 365 from a device that has an |P address of
193.77.10.15

User2 can access Microsoft Office 365 from a dewice that has an |P address of
.'C.-Ig 77 .J_JD
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Arca
Statements Yes Mo
s

User1 can access Microsoft Office 300 from a dewvice that has an |P address of :
133.107.10.20 -

User! can access Microsoft Office 365 from a device that has an |P address of |
193.77.10.15 .

User2 can access Microsoft Office 365 from a dewice that has an |P address of
.Els-.r;r-_-lirl - -

NEW QUESTION 128
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform Count
Windows 10 50
Android 50
Linux 50

You need to configure an incident email notification rule that will be triggered when an alert
occurs only on a Windows 10 device. The solution must minimize administrative effort. What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=0365-worldwide

NEW QUESTION 132
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E5 subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains a group named Groupl and the users shown
in the following table:

Name Role
Admini Conditional Access administrator

Admin2 | Security administrator

Admin3 User administrator

The tenant has a conditional access policy that has the following configurations: Name: Policyl
Assignments:

- Users and groups: Groupl

- Cloud aps or actions: All cloud apps

? Access controls:

? Grant, require multi-factor authentication

? Enable policy: Report-only

You set Enabled Security defaults to Yes for the tenant.

For each of the following settings select Yes, if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Admin1 can set Enable policy for Policy1 to On. 0 o]
Admin2 can set Enable policy for Policy1 to Off. o 0
Admin3 can set Users and groups for Policy1 to All users. O 0
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Report-only mode is a new Conditional Access policy state that allows administrators to evaluate the impact of Conditional Access policies before enabling them in
their environment. With the release of report-only mode:

? Conditional Access policies can be enabled in report-only mode.

? During sign-in, policies in report-only mode are evaluated but not enforced.

? Results are logged in the Conditional Access and Report-only tabs of the Sign-in log details.

? Customers with an Azure Monitor subscription can monitor the impact of their Conditional Access policies using the Conditional Access insights workbook.

NEW QUESTION 135

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
PROVISION FROM ACTIVE DIRECTORY
9 Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

i'.'!.m.u:-'- Provisionmng [(Preview)

Azure AD Connect sync

Sync Status Enabled

Last Symc Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federabion Disabled 0 domains
Seamiless single ssgn-on Enabled 1 domain
Pass-through authenticahon  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you add fabrikam.com as a custom domain. You instruct User2 to sign in as user2@fabrikam.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 139

HOTSPOT - (Topic 6)

You have an Azure subscription and an on-premises Active Directory domain. The domain contains 50
computers that run Windows 10.

You need to centrally monitor System log events from the computers.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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In Azure: | hd

Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace.

Add an Azure Storage account and Azure Cognitive Search

Add an Azure Storage account and a file share.

On the computers: v
Create an event subscription.

Modify the membership of the Event Log Readers group.
Enroll in Microsoft Endpoint Manager.

Install the Microsoft Monitoring Agent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

In Azure: | hd

|Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace. '

orage account and Azure Cognitive Search
Add an Azure Storage account and a file share.

On the computers: v

Create an event subscription.
Modify the membership of the Event Log Readers group.

D - i e gl Nl L a1 e W - i - = s

Install the Microsoft Monitoring Agent. !

NEW QUESTION 143
- (Topic 6)
You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role
Useril exchange Administrator
User2 User Administrator
User3 Global Administrator
Userd None

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.
Which two tasks should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.
F. Delete any user in Azure AD.

Answer: AE

Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).
Only on users who are non-admins or in any of the following limited admin roles:

* Directory Readers

* Guest Inviter

* Helpdesk Administrator

* Message Center Reader

* Reports Reader

» User Administrator Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#available-roles

NEW QUESTION 145
- (Topic 6)
You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.
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dlen

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B
NEW QUESTION 146

- (Topic 6)
You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center. Which Microsoft service source will appear on the Incidents page of the

Microsoft 365
security center?

A. Microsoft Cloud App Security
B. Azure Sentinel

C. Azure Web Application Firewall
D. Azure Defender

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- alerts?view=0365-worldwide

NEW QUESTION 149
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 tenant

You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)
The device type restriction are configured as shown in the following table.

Priority Mame Allowed platform Assigned to
S S Marketing
2 Anclroid Andraicd Endginesring
Default All users All platforms All users

The device limit restriction are configured as shown in the following table.

Priority Name Device limit Assigned to
| Engineenng 15 | Engineering
2 | West Region 3 | Engineening
Default | All users 10 | All users
Answer Ares
A. Mastered

B. Not Mastered
Answer: A

Explanation:

https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restriction-priority

NEW QUESTION 150
DRAG DROP - (Topic 6)

You have an Azure subscription that is linked to a hybrid Microsoft Entra tenant.

All users sync from Active Directory Domain Services (AD DS) to the tenant by using Express Settings in Microsoft Entra Connect.
You plan to implement self-service password reset (SSPR).
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You need to ensure that when a user resets or changes a password, the password syncs with AD DS.
Which actions should you perform in sequence? To answer, drag the appropriate actions to the correct order. Each action may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Actions Answer Ares

Froen the Micrasalt Entra admin center, Srep 11 Validate pevméssions lor ihe Migrosolt Entra
configure on-premises infegration pasyeord Cannsct socount
wiileback
G Sep &
Froen the bbkroaoH Entra admin cenfer
configuie the authentication methads fae
LSSPR
L Shep X;
Froen the Microsoft Entra admin center,
configune the registration settings for S5PR.

i Sefect Group wiiteback in Microsolt Entra
Connpct

Select Paspword writeback in Microsolt Entra
Connpit

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Anvwer Area

T T S———

o e e o -
| Frown the Microsodt Entra admin center, i Siep 1: Validate permisssons for the Microsolt Entra
i fﬁ'!'l!l?ul’i' on-premies integratkan passward Connect accoun

Iwrll.cm-tl i

rrrrrrrrrrrrrrrrr Step 2 = From the Microsoll Entra admin center, ]

" —— -y

'Tfrmh the Miciosoft Enbra admin center. | configus on-pramises integration pasiward (i
j configure the suthentication methods for ( y riteback 1
| SSPR i P -
_________________ S1ep 10 | Select Password writebaci in iicrosoft Entra

F.f:rn_:n_rh:ﬁw;{:v;h?n-r:n-;d;\nzc:nt:r g ‘I Connect.

Veonfigure the registration settings for SSPRL |1

..

S

| Celoct Group writeback in Micrasolt Entra
{ Connext I

1 Seloct Password writeback in Microsoft Entra
| Comnnacl

NEW QUESTION 155
HOTSPOT - (Topic 6)
From the Microsoft Purview compliance portal, you create a retention policy named Policy 1.
You need to prevent all users from disabling the policy or reducing the retention period. How should you configure the Azure PowerShell command? To answer
select the
appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Arca

- o 5 - - L -
| Set-RetentionCompliancePolicy _ Identity "Policyl RestritiaRatantion v | $true
‘ Set-ComplianceTag

Set-HoldCompliancePolicy

! = i E-Fcrcf.-
| 281 - RetenDonlomphanc 2o Iy -R.EHF!C'[NERETET“IQ“
:H-::'IEHIJ-D n:EwT { -RetentionPolicyTagLinks
et-RetentionPohcy Tag [ -SystemTag
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
| Set-RstentionCompliancePolicy - ~ldentlty "Policyl® -RestrictiveRetention * | $true
Set-ComplianceTag I
_________ = | -Force
| | -RestrictiveRetention
:ﬂ-remmnz ;f!fT  -RetentionPolicyTagLinks
et-RetentionPolicyTag | -SystemTag

NEW QUESTION 159
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HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You deploy the anti-phishing policy shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area
To ensure that malicious email iImpersonating the CEO of a partner company s blocked, 1 ~ v
you must modify the [answer choice] setting. I Add trusted sanders and domains E
[ Enable domains to protect °
Enable users to protect
Phishing email threshold
To minimize disrupting users that frequently exchange legitimate email with the CEO of a -
partner company, you must configure the [answer choice] setting. Add trusted senders and domains —
_Enabe intelligence for impersonation protection
Enable spoof intelligence
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Enable users to protect

Anti-phishing policies in Defender for Office 365 also have impersonation settings where you can specify individual sender email addresses or sender domains that
will receive impersonation protection.

User impersonation protection

User impersonation protection prevents specific internal or external email addresses from being impersonated as message senders. For example, you receive an
email message from the Vice President of your company asking you to send her some internal company information. Would you do it? Many people would send
the reply without thinking.

You can use protected users to add internal and external sender email addresses to protect from impersonation. This list of senders that are protected from user
impersonation

is different from the list of recipients that the policy applies to (all recipients for the default policy; specific recipients as configured in the Users, groups, and
domains setting in the Common policy settings section).

When you add internal or external email addresses to the Users to protect list, messages from those senders are subject to impersonation protection checks. The
message is checked for impersonation if the message is sent to a recipient that the policy applies to (all recipients for the default policy; Users, groups, and
domains recipients in custom policies). If impersonation is detected in the sender's email address, the action for impersonated users is applied to the message.
Box 2: Add trusted senders and domains Trusted senders and domains

Trusted senders and domain are exceptions to the impersonation protection settings. Messages from the specified senders and sender domains are never
classified as impersonation-based attacks by the policy. In other words, the action for protected senders, protected domains, or mailbox intelligence protection
aren't applied to these trusted senders or sender domains. The maximum limit for these lists is 1024 entries.

NEW QUESTION 162

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 164
- (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Department

Userl Human resources
UserZ2 Research
User3 Human resources

User4 Marketing

You need to configure group-based licensing to meet the following requirements:

? To all users, deploy an Office 365 E3 license without the Power Automate license option.
? To all users, deploy an Enterprise Mobility + Security E5 license.

? To the users in the research department only, deploy a Power Bl Pro license.

? To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?

ooy
A WNPEF
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E.5
Answer: C

Explanation:

One for all users, one for the research department, and one for the marketing department.

Note: What are Deployment Groups?

With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application
throughout. You can also deploy to servers on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions

down to the server level.
Reference:

https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-more

NEW QUESTION 169
HOTSPOT - (Topic 6)

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the device groups shown in the following table.

Rank Device group Member
1 Group1 Name starts with Comp
Group2 Name starts with Comp And
OS In Windows 10
3 Group3 0OS In Windows Server 2016
Last | Ungrouped devices {default) Not applicable

You onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Computer1 | Windows 10

Computer2 | Windows Server 2016

Of which groups are Computer! and Computed members? To answer, select the appropriate options in The answer area.

NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 174
- (Topic 6)

Your Partner of IT Exam

Computer?:

Group? only
Group1 and Group2
Ungrouped devices
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You have a Microsoft 365 subscription.
You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only

D. Microsoft Teams and SharePoint Online only

E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access- management-solution-overview
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 177
- (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type
Policyl | Anti-phishing
Policy2 | Anti-spam
Policy3 | Anti-malware
Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 182

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement directory synchronization.

You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Tool: ) v

EﬁtccessChk : E
Azure AD Connect
Active Directory Explorer
IdFix

Required group membership: v
Domain Admins

Domain Users

Server Operators

Enterprise Admins

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Box 1: IdFix

Query and fix invalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft 365. A portion of this effort is intended to address the
time involved in remediating the Windows Server Active Directory (Windows Server AD) errors reported by the directory synchronization tools such as Azure AD
Connect and Azure AD Connect cloud sync. The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your Window’s Server AD forests in
preparation for deployment to Microsoft 365. The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to
successfully synchronize users, contacts, and groups from on-premises Active Directory into Microsoft 365. Note: IdFix might identify errors beyond those that
emerge during synchronization. The most common example is compliance with rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized
to the cloud, the product group recommends that these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins

IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

If you aren’t sure if your user account meets these requirements, and you’re not sure how to check, you can still download and run IdFix. If your user account
doesn’t have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group if the domain is in native
mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to make forest-wide changes in Active Directory, like
adding child domains.

Incorrect:

* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators
group on all computers that have joined a domain, including the domain controllers. The Domain Admins group is the default owner of any object that's created in
Active Directory for the domain by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators
group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of
the computer; and shut down the computer. Any service that accesses the system has the Service identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically added to this group.

NEW QUESTION 187

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft Entra admin center, you assign SecAdminl the Security Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 190

- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant includes a user named Userl.

You enable Azure AD ldentity Protection.

You need to ensure that Userl can review the list in Azure AD Identity Protection of users flagged for risk. The solution must use the principle of least privilege.
To which role should you add User1?

A. Security Reader

B. Global Administrator
C. Owner

D. User Administrator

Answer: A

NEW QUESTION 193

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

Name | Member of Device

User? Group1 Device
User2 Group1 Device2, Device3
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The devices are configured as shown in the following table.
s 4

Name Platform Azure AD join type
Devicel | Windows 11 | None
Device2 | Windows 10 | Joined
Device3 | Android Registered

You have a Conditional Access policy named CAPolicyl that has the following settings: 1.Assignments
? Users or workload identities: Groupl

? Cloud apps or actions: Office 365 SharePoint Online

? Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device" 2.Access controls

? Grant

- Grant: Block access

? Session: 0 controls selected 3.Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

-

Statements Yes No

User1 can access Site1 from Devicel. i )

User2 can access Site1 from DeviceZ. @) S

UserZ can access Site1 from Device3s. ) @

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel.

Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.

Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3.

Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this
certificate before they can continue to use the browser.

NEW QUESTION 195
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains four devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android
Device3 macQOS
Deviced I0S

You plan to deploy Microsoft 365 Apps for enterprise by using Microsoft Endpoint Manager. To which devices can you deploy Microsoft 365 Apps for enterprise?

A. Devicel only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Devicel, Device2. and Device3 only

E. Devicel, Device2, Device3, and Deviced
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Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 200

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl You create a retention label named Retentionl that is published to all locations.
You need to ensure that Userl can label email messages by using Retentionl as soon as possible.
Which cmdlet should you run in Microsoft Exchange Online PowerShell?

A. Start-MpScan
B. Start-Process

C. Start-ManagedFolderAssistant

D. Start-AppBackgroundTask

Answer: C

NEW QUESTION 204

- (Topic 6)

You have a Microsoft 365 tenant that contains two users named Userl and User2. You create the alert policy shown in the following exhibit.

=

Status

Description

Seventy

Category

Conditions

Aggregation

Threshiodd

Window

Scope

Emal
reCipwents

Daily

notification

limit

@ o

User2 runs a script that modifies a file in a Microsoft SharePoint Online library once every four minutes and runs for a period of two hours.
How many alerts will Userl receive?

0

.2
.5
.1
. 25

o0 w>

Answer: D

NEW QUESTION 209

- (Topic 6)

You have a Microsoft 365 E5 subscription.
Conditional Access is configured to block high-risk sign-ins for all users.
All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next

month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator

intervention.

What should you configure?
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A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock

NEW QUESTION 211

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You create an auto-labeling policy to encrypt emails that contain a sensitive info type. You specify the locations where the policy will be applied.
You need to deploy the policy. What should you do first?

A. Review the sensitive information in Activity explorer
B. Turn on the policy

C. Run the policy in simulation mode

D. Configure Azure Information Protection analytics

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 215

- (Topic 6)

You have a Microsoft 365 subscription that uses Security & Compliance retention policies.

You implement a preservation lock on a retention policy that is assigned to all executive users.

Which two actions can you perform on the retention policy? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point?

A. Add locations to the policy

B. Reduce the duration of policy

C. Remove locations from the policy
D. Extend the duration of the policy
E. Disable the policy

Answer: AB

NEW QUESTION 217

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

* Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.

Solution: implement password hash synchronization and configure password protection in the Azure AD tenant.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 219

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

Fumber of IP
MNare
addremsei Ir the Wi
Eam b
:-!F-l'l'u 3
-‘ltllltl 1
[Fesoe |5

The Sitel users are assigned the roles shown in the following table.
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{ fwrr? w1
P Wi i

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

Review vour settings

e ats nane |

Chocee the information to protect

Cumpor pohly

Name your palicy

Podoy noms tad
Polry
Chesone loe ators
g ptor fM
Poicr settings
Apmalers 1y comborl iy Ueese s s bal |

@ Redew jour setings

narabos at atas

Poboy sellings -
B e sooldst Festaer i Yol Syped af mesle nibg I Adae 8

Praeg visloy pwngens owily & peday PR S0l o0 el FF

B tfere aw il ‘=i J insarce O Tre seme Tvpi O s v @l0)

bhCck pOC253 1O the Qo

um pobcy oa 3t it's crested { L

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Arnwel Ared

Le=1: 11
E|
rl
3
Lac |y
1
-
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Aol Arce
Lee iz 1
-I*
U: J
&
S
Lo |
r;_‘
1
-
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NEW QUESTION 220
DRAG DROP - (Topic 6)

Your company purchases a cloud app named App1l.
You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Acﬁnns Answer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Signinto App1.

VO
OO

Create a conditional access policy.

From the Azure Active Directory admin
_{:enter, configure the Diagnostic settings.

From the Azure Active Directory admin
center, add an app registration for App1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Acﬁnns Answer Area

" " Deploy Azure Active Directory | | - _ —
{ (Azure AD}Appllcatmn Prm-:y I From the Cloud App Security admin i
: center, add an app connector. I

Fromthe Cloud App Securityadmin | ~ ~ ~ ~ -~~~ "~~~ ===°=~7 1
center, add an app connector. FEsse s s e s s sy

_— — = — — — — — — — == — — — — —

O

me the Azure Active Directory admin
center, configure the Diagnostic settings.

i ———_—_—_—_—__—,__—_—_— __—__—_— . _si—.

' From the Azure Active Directory admin
center add an app registration for App1.

NEW QUESTION 222

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have the devices shown in the following table.
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Enrolled in Microsoft Endpoint

Name Platform Owner
Manager
Devicel |Android User1 Yes
Device2 | Android User1 No
Device3 |10S User1 No

Deviced |Windows 10 |User2 Yes
Device5 | Windows 10 | User2 No
Deviceb |10S User2 Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Device6
B. Device2, Device3, and Deviceb
C. Devicel, Device2, Device3, and Deviceb
D. Devicel, Device2, Device4, and Deviceb

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled

in Microsoft Endpoint Manager.
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 225

- (Topic 6)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:
* Windows 10

* Android

*OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: D

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 226
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Group
Devicel | DeviceGroup1
Device2 | DeviceGroupZ

At 08:00. you create an incident notification rule that has the following configurations:
» Name: Notification!

* Notification settings

o Notify on alert seventy: Low o Device group scope: All (3)

o Details: First notification per incident

* Recipients: Userl@contoso.com, User2@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
* Name: Notification

* Notification settings

o Notify on alert severity: Low. Medium

0 Device group scope: DevtceGroupl, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.
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Time | Alert name Severity Impacted assets
08:05 | Activityl Low Devicel
08:07 | Activity1 Low Devicel
08:08 | Activity1 Medium Device1
08:15 | Activity2 Medium Devicel
08:16 | Actwity2 Medium Device2
08:20 | Activity High Devicel
08:30 | Activity3 Medium Device2
08:35 | Activity?2 High Device2

For each of the following statements, select Yes if the statement is true. Otherwise, select No1l.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes

User! @contoso.com will receive two incident notification emails for the alert at 08:05
Liser2 @contoso.com will receive an incident notification email for the alert at 08:07.

User1 @contoso.com will receive an incident notification email for the alert at 0820,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes

User! @contoso.com will receive two incident notification emails for the alert at 08:05
Liser2 @contoso.com will receive an incident notification email for the alert at 08:07. Iy

User1 @contoso.com will receive an incident notification email for the alert at 0820,

NEW QUESTION 228

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
Admin1 | Group1

Admin2 | Group2
Admin3 | Group1, Group2

You add the following assignment for the User Administrator role:

? Scope type: Directory

? Selected members: Groupl

? Assignment type: Active

? Assignment starts: Mar 15, 2023

? Assignment ends: Aug 15, 2023

You add the following assignment for the Exchange Administrator role:
? Scope type: Directory

? Selected members: Group?2

? Assignment type: Eligible

? Assignment starts: Jun 15, 2023

? Assignment ends: Oct 15, 2023

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

On July 15, 2023, Admin1 can reset the password of a user. ? =

On June 20, 2023, Admin2 can manage Microsoft Exchange Online. O - z]

On May 1, 2023, Admin3 can reset the password of a user. O [@]
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Adminl is member of Groupl.

The User Administrator role assignment has Groupl as a member. The assignment type: Active
July 15, 2023 is with the assignment period.

A User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins.

Box 2: No

Admin2 is member of Group2.

The Exchange Administrator role assignment has Group2 as a member. The assignment type: Eligible
June 20, 2023 is with the assignment period. The assignment must be approved.

Note: Eligible assignment requires member or owner to perform an activation to use the role. Activations may also require providing a multi-factor authentication

(MFA), providing a business justification, or requesting approval from designated approvers.
Box 3: Yes

Admin3 is member of Gropul and Group2.

The User Administrator role assignment has Groupl as a member. The assignment type: Active
May 1, 2023 is with the assignment period.

NEW QUESTION 229

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.

You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory.
What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)
C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A
NEW QUESTION 231

HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1

contains the rules shown in the following table.

Name | Priority Action

Rulel | O Notify users by using email and policy tips.
Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2 | 1 Notify users by using email and policy tips.
Customize the policy tip as RuleZ tip.
Restrict access to the content.

Disable user overrides.

Rule3 | 2 Notify users by using email and policy tips.
Customize the policy tip as Rule3 tip.
Restrict access to the content.

Enable user overrides.

Rule4 | 3 Notify users by using email and policy tips.
Customize the policy tip as Rule4 tip.
Restrict access to the content.

Disable user overrides.

Sitel contains the files shown in the following table.
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Name

Matched DLP rule

File1.docx | Rulel, Rule2, Rule3

File2.docx | Rulel, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Filel.docx:

Rulel tip only

Rule2 tip only

Rule3 tip only

Rulel tip and Rule2 tip only

Rulel tip, Rule2 tip, and Rule3 tip

File2.docx: |

>

[v]

Rulel tip only

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only

Rulel tip, Rule3 tip, and Rule4 tip

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.
Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,
the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support
The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a notification. This prevents people from seeing a cascade of policy tips.
If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also overrides any other rules that the content matched.

NEW QUESTION 236
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.

Name

Platform

Intune

Device1

105

Enrolled

Device?

macOS

Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.
What should you use to onboard each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

Your Partner of IT Exam

Devicel:

Device2:

Microsoft Endpoint Manager
A local scnpt

Group Policy

An app from the Google Play store

Integration with Microsoft Defender for Cloud

A local script w
A local scnpt
Group Policy

Microsoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 241
HOTSPOT - (Topic 6)

Devicel: | Microsoft Endpoint Manager ¥
A local script

_ Group Policy

i Microsoft Endpoint Manager

Integration with Microsoft Defender for Cloud

DeviceZ: | A local script b
Group Pohcy

Microsoft Endpoint Manager
An app from the Google Play store
Integration with Micrasoft Defender for Cloud

HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 05 In Windows 1@
2 Group? Tag Equals demo
3 Group3 Domain Equals adatum.com
-4 Group4 Domain Equals adatum.com And 05 In Windows 1@
Last | Ungrouped devices (default) | Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.

Settings 7 Endpoints 7 computer?

Device summary

Risk level ()

None

Device details

Domain

adatum.com

05

Windows 10 64-bit
Version 21HZ
Build 19044.2130

computerl

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.
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Answer Area

Computer1 will be a member of [answer chaice]. -
I Group2 anly
Groupd only
Groups and Groupd only
Ungrouped devices

If you add the tag demo to Computer1, the computer will bc a member of [answer choice]. | bl
Group1 only
Group1 and Group2 only
Groupl, Groupd, Groups, and Group+
Ungrouped dewvices

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 242

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c¢13-5296-9dd081cdd808

NEW QUESTION 244
- (Topic 6)
You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Username Type
User1 | User1@contoso.com Member
User2 | User2@sub.contoso.com | Member
User3 | User3@adatum.com Member
User4 | User4@outiook.com Guest
User> | User5@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable
Information (PII) from being emailed to users outside your organization.
To which users can User! send documents that contain PII?

A. User2only

B. User2and User3only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B

NEW QUESTION 247

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

All company-owned Windows 11 devices are onboarded to Microsoft Defender for Endpoint.
You need to configure Defender for Endpoint to meet the following requirements:

? Block a vulnerable app until the app is updated.

? Block an application executable based on a file hash.

The solution must minimize administrative effort.

What should you configure for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Block a vulnerable app until the app is updated: ., A
An alow or block file E
A file indicator

A remediation request
An update ring

Block an application executable based on a file hash: v
An alow or block file

A file indicator

A remediation request

An update ring

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A remediation request

Block a vulnerable app until the app is updated.

Block vulnerable applications

How to block vulnerable applications

? Go to Vulnerability management > Recommendations in the Microsoft 365 Defender portal.

? Select a security recommendation to see a flyout with more information.

? Select Request remediation.

? Select whether you want to apply the remediation and mitigation to all device groups or only a few.

? Select the remediation options on the Remediation request page. The remediation options are software update, software uninstall, and attention required.

? Pick a Remediation due date and select Next.

? Under Mitigation action, select Block or Warn. Once you submit a mitigation action, it is immediately applied.

? Review the selections you made and Submit request. On the final page you can

choose to go directly to the remediation page to view the progress of remediation activities and see the list of blocked applications.

Box 2: A file indicator

Block an application executable based on a file hash.

While taking the remediation steps suggested by a security recommendation, security admins with the proper permissions can perform a mitigation action and
block vulnerable versions of an application. File indicators of compromise (IOC)s are created for each of the executable files that belong to vulnerable versions of
that application. Microsoft Defender Antivirus then enforces blocks on the devices that are in the specified scope.

The option to View details of blocked versions in the Indicator page brings you to the Settings > Endpoints > Indicators page where you can view the file hashes
and response actions.

NEW QUESTION 248

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 251

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. You need to perform the following tasks:

* Create a sensitive info type named SIT1 based on a regular expression.

» Add a watermark to all new documents that are matched by SIT1.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Microsoft Purview

Il

Home

Compliance Manager

Data classification

Data connectors

X[ &) ©| Q| &

Reports

Solutions

B Catalog

=2

App governance

Audit

Content search

Communication compliance

Data loss prevention

eDiscovery

Data lifecycle management v

Information protection

B (B G0 B | B Bl o| @

Information barniers Y

P

Insider risk management

&7

Records management

@  Privacy risk management o

ER Subject rights requests

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Microsoft Purview

Home

Compliance Manager

A
54
<> Data classification
il

Data connectors

~  Reports
Solutions
EE Catalog
R App governance
Audit
Content search

bl o| ®

Communication compliance

| (8

Data loss prevention

eDiscovery v

Data lifecycle management b

Information protection

Information barriers Tt

e B | OO B>

pO

Insider nsk management

&7

Records management

@ Privacy risk management v

E8 Subject rights requests

NEW QUESTION 253

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users access Microsoft 365 from both their laptop and a corporate Virtual Desktop Infrastructure (VDI) solution.

From Azure AD Identity Protection, you enable a sign-in risk policy.

Users report that when they use the VDI solution, they are regularly blocked when they attempt to access Microsoft 365.
What should you configure?

A. the Tenant restrictions settings in Azure AD

B. a trusted location

C. a Conditional Access policy exclusion

D. the Microsoft 365 network connectivity settings

Answer: B

Explanation:

There are two types of risk policies in Azure Active Directory (Azure AD) Conditional Access you can set up to automate the response to risks and allow users to
self-remediate when risk is detected:

Sign-in risk policy User risk policy

Configured trusted network locations are used by Identity Protection in some risk detections to reduce false positives.

Reference:
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https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity- protection-configure-risk-policies
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/location- condition

NEW QUESTION 257

FILL IN THE BLANK - (Topic 6)

You have a Microsoft 365 tenant.

You need to retain Azure Active Directory (Azure AD) audit logs for two years. Administrators must be able to query the audit log information by using the Azure
Active Directory admin center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Save the audit logs 1o: o

Azure Active BFTEC‘.{H}' admin center blade 1o use to wew the "
saved audit logs:

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Save the audit logs to:  Azure Log Analytics =
Agure Actiie Directory admin cénter blade 10 use 1o view the | Audif logs ¥

saved audit logs

NEW QUESTION 258

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to ensure that when a document containing a credit card number is added to the tenant, the document is encrypted.
Which policy should you use?

A. a retention policy

B. a retention label policy
C. an auto-labeling policy
D. an insider risk policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 262

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 267

- (Topic 6)

You have a Microsoft 365 E5 tenant. Users store data in the following locations:
? Microsoft Teams

? Microsoft OneDrive

? Microsoft Exchange Online

? Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.

What is the minimum number of retention policies that you should create?

Ow>»
wN e
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D.4

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies?view=0365-worldwide

NEW QUESTION 272

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Al users have Mac computers. ATI the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender for Endpoint.
You need to configure Microsoft Defender for Endpoint on the computers. What should you create from the Endpoint Management admin center?

A. a Microsoft Defender for Endpoint baseline profile

B. an update policy for iOS

C. a device configuration profile

D. a mobile device management (MDM) security baseline profile

Answer: D

NEW QUESTION 277

HOTSPOT - (Topic 6)

You have several devices enrolled in Microsoft Endpoint Manager.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name Member of
User? Group1
User2 Group1, Groups
User3 None

The device type restrictions in Endpoint Manager are configured as shown in the following table.

Priority | Name Aliowed platform Assigned to
] Policyl | Andrond, 105, Windows (MDM) | None

2 Policy2 | Windows (MDM) Group2
3 Policy3 | Androsd, 105 Group!
Default | All users | Android, Windows (MDM) All users
Angwer Area
Statements Yes HNe

Useri can enroll Windows dewces in Endpoint Manager

Userd can enroll Androsd devices in Endpoint Manager

User3 can enroll B05 dewvices in Endpoint Manager

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes Mo
"
User? can enroll Windows dewces in Endpoint Mansge Q.
o o ="
User? can enmoll Andnoed devices in Endpoint Manager -

User3 can enmoll 105 devices in Endpoint Manages

NEW QUESTION 278

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Identity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
? Assignments: All users

? Controls: Require Azure AD multifactor authentication registration

? Enforce Policy: On

? On August 3, you create two users named Userl and User2.

Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.
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Userl | August S
User2 | August 7

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: | B4
5 August 6 E
August 17
August 19
September 3
September 5

=]

User2: | v

August 8
August 17
August 19
August 21
September 7

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi- Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21

NEW QUESTION 280

- (Topic 6)

You have a Microsoft 365 subscription.

You have a data loss prevention (DLP) policy that blocks sensitive data from being shared in email messages.

You need to modify the policy so that when an email message containing sensitive data is sent to both external and internal recipients, the message is only
prevented from being delivered to the external recipients.

What should you modify?

A. the policy rule exceptions
B. the DLP policy locations
C. the policy rule conditions
D. the policy rule actions

Answer: C

NEW QUESTION 283

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to create a data loss prevention (DLP) policy that will be applied to all available locations.
Which conditions can you use in the DLP rules of the policy?

A. sensitive info types

B. content search queries
C. keywords

D. sensitivity labels
Answer: C

Explanation:

Apply retention labels to content automatically if it matches specific conditions, that includes cloud attachments that are shared in email or Teams, or when the
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content contains:

Specific types of sensitive information.

Specific keywords that match a query you create.

Pattern matches for a trainable classifier.

Note: Retention policies can be applied to the following locations: Exchange mailboxes
SharePoint classic and communication sites OneDrive accounts

Microsoft 365 Group mailboxes & sites Skype for Business

Exchange public folders

Teams channel messages (standard channels and shared channels) Teams chats
Teams private channel messages Yammer community messages Yammer user messages
Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-exchange-conditions-and-

actions

NEW QUESTION 288
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Groupl is configured as shown in the following exhibit.

Group1

®

General Members  Settings Microsoft Teams

General settings Privacy
Allow external senders to @) Private
email this grou _

e O Public

Send copies of group
conversations and events
to group members

Hide from my
organization's global
address list

Private group e 1owner ¢ 1 member

An external user named Userl has an email address of userl@outlook.com. You need to add Userl to Groupl.

What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Action:

Add Userl to the subscription as ali active user.

[ For Group1, change the Privacy setting to Public.

For Groupl, select Allow external senders to email this group.

Invite Userl to collaborate with your organization as a guest.

Portal: |

The Microsoft Entra admin center

The Exchange admin center

The Microsoft 365 admin center

The Microsoft Purview compliance portal

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Box 1: Invite Userl to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps.

Navigate with your Web browser to https://admin.microsoft.com. On the left pane, click on “Users”, then click “Guest Users”.

On the “Guest Users” page, to create a new guest user, click on either the “Add a guest user” link on the top of the page or click on “Go to Azure Active Directory
to add guest users” link at the bottom of the page. Both of these links will take you to the Azure Active Directory portal, which is located at
https://aad.portal.azure.com.

On the “New user” page in the Microsoft Azure portal, you must choose to either “Create user” or “Invite user”. If you choose the “Create user” option, this will
create a new user in your organization, which will have a login address with format username@tenantdomain,dot,com. If you choose the “Invite user” option, this
will invite a new guest user to collaborate with your organization. The user will be emailed an email invitation which they can accept in order to begin collaborating.
For the purpose of creating a guest user, you must choose the “Invite user” option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products

Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and everything in multicloud and multiplatform environments. The
entire Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft Entra Permissions
Management, formerly known as CloudKnox.

Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Azure AD admin center
(aad.portal.azure.com).

NEW QUESTION 293

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From the Synchronization Rules Editor, you create a new outbound
synchronization rule.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the synchronization rule is configured correctly. It is likely that
the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 296

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
The subscription has the following two anti-spam policies:

* Name: AntiSpam1

* Priority: O

* Induce these users, groups and domains o Users: User3

0 Groups: Group!

* Exclude these users, groups and domains o Groups: Group2

» Message limits

0 Set a daily message limit 100

* Name: AntiSpam?2

* Priority: 1

« Include these users, groups and domains o Users: User! o Groups: Group2

* Exclude these users, groups and domains o Users: User3

* Message limits

0 Set a daily message limit 50

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo
Userl can send a maximum of 150 email messages per day
User2 can send a maximum of 50 email messages per day

User3 can send a maximum of 100 email mes*20€s P& day

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Answer Area

Statements Yes Mo

User1 can send a maximum of 150 email messages per day I L

User2 can send a maximum of 50 email messages per day. 100

User3 can send & maximum of 100 email mes539€s per day [

NEW QUESTION 299

HOTSPOT - (Topic 6)

Your network contains an Active Directory domain and an Azure AD tenant.

You implement directory synchronization for all 10.000 users in the organization. You automate the creation of 100 new user accounts.
You need to ensure that the new user accounts synchronize to Azure AD as quickly as possible.

Which command should you run? To answer, select the appropriate options in the answer area.

Answer Area
-paiich.TYFE @
| Set-ADSyncScheduler Initial
| Invoke-ADSyncRunProfile Full
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

= x - - 11 auTw
Start-ADSyncSynel rasacy e Delta -
Set-ADSyncScheduler initial
_!nwke-.ﬂf‘lf-:m-:ﬂ.l.lm'-‘rcfllf Full

NEW QUESTION 300

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements: Identify documents that are stored in Microsoft Teams and SharePoint that
contain

Personally Identifiable Information (PIl). Report on shared documents that contain PIl. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANs.

? From the Security & Compliance tab of your browser, click Home.

? Click Data loss prevention > Policy.

? Click + Create a policy.

? In Start with a template or create a custom policy, click Custom > Custom policy > Next.

? In Name your policy, provide the following details and then click Next: a. Name: EU Citizen Pl Policy b. Description: Protect the personally identifiable
information of European citizens

? Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-test-environment

NEW QUESTION 301
- (Topic 6)
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You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices,
You enable device clean-up rules

What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 302
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the security groups shown in the following table.

Name Membership type Membership rule
Group1 Assigned Not applicable
Group2 Dynamic (user.department -eq “"Finance")
Group3 Dynamic (user.department -eq "R&D")

The subscription contains the users shown in the following table.

Name Department |Assigned group membership
User1 Finance Group1
User2 Technical None
User3 R&D Group1

You have a Conditional Access policy that has the following settings:

» Assignments o Users

Include: Groupl

Exclude: Group2. Group3 o Target resources

Cloud apps Appl

Access controls Grant

Block access

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
Useri can sign in to App1
User2 can sign in to App1
User2 can sign in to App1
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes Mo

Userl can sign in to App1 i

Userd can sign in to App1 |

User2 can sign in to Appi |

NEW QUESTION 307

- (Topic 6)

Your company has three main offices and one branch office. The branch office is used for research.

The company plans to implement a Microsoft 365 tenant and to deploy multi-factor authentication.

You need to recommend a Microsoft 365 solution to ensure that multi-factor authentication is enforced only for users in the branch office.
What should you include in the recommendation?
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A. Azure AD password protection

B. a Microsoft Intune device configuration profile
C. a Microsoft Intune device compliance policy
D. Azure AD conditional access

Answer: D

NEW QUESTION 310

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to create a policy that will generate an email alert when a banned app is detected requesting permission to access user information or data in the
subscription.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Angwer Area
Policy type *
Actraty
> App ditoowery ' =
FELET TYPES | oisth app
Sesison
Hiner Type
AR
App state *
App tag il
PEr it SN e I
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Angwer Area
Policy type
Acteeity .
Fier typect| 2P discovery_ |
PR VP A hsth app
SELLEn

':‘ﬂr' siate *
- e .
| |Permission bevel

NEW QUESTION 313

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains a user named User1.

You plan to implement insider risk management.

You need to ensure that Userl can perform the following tasks:

? Review alerts.

? Manage cases.

? Create notice templates.

? Review user emails by using Content explorer.

The solution must use the principle of least privilege. To which role group should you add Userl1?

A. Insider Risk Management

B. Insider Risk Management Analysts

C. Insider Risk Management Investigators
D. Insider Risk Management Admin

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management-configure?view=0365-worldwide

NEW QUESTION 317

- (Topic 6)

You have a Microsoft 365 tenant that contains 1,000 Windows 10 devices. The devices are enrolled in Microsoft Intune.
Company policy requires that the devices have the following configurations:

? Require complex passwords.

? Require the encryption of removable data storage devices.

? Have Microsoft Defender Antivirus real-time protection enabled.
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You need to configure the devices to meet the requirements.
What should you use?

A. an app configuration policy
B. a compliance policyC a security baseline profile D a conditional access policy

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 320

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform
Devicel MacOS
Device2 Windows 10 Pro
Device3 Windows 10 Enterprise
Deviced Ubuntu 18.04 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#requirements

NEW QUESTION 325
- (Topic 6)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.

-
Domains
<4 Add domain = Buydomain () Refresh
Domain name | Status I Croote columns
O Subl.contoso221018.onmicrosoft.com (D... : A Posuble zenice issues
O contoso.com : @ incomplete setup
O contoso221018.onmicrosoft.com @ Hesnh,
] Sub2.contoso2 2101B.onmicrosoft.com © rcomplete sens

Which domain name suffixes can you use when you create users?

A. only Subl.contoso221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contoso221018.onmicrosoft.com

C. onlvcontoso221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contoso221018.onmicrosoft.com
D. all the domains in the subscription

Answer: B

NEW QUESTION 327

- (Topic 6)

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or
Windows 11. All the devices are managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and Windows 10 only

B. Windows 11, Windows 10-Windows8.1.andmacOS
C. Windows 11 and macQOS only
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D. Windows 11 only
E. Windows 11. Windows 10, and Windows8.1 only

Answer: C

NEW QUESTION 329

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the following user:

? Name: Userl

? UPN: userl@contoso.com

? Email address: userl@marketmg.contoso.com

? MFA enrollment status: Disabled

When Userl attempts to sign in to Outlook on the web by using the userl@marketing.contoso.com email address, the user cannot sign in.
You need to ensure that Userl can sign in to Outlook on the web by using userl@marketing.contoso.com.

What should you do?

A. Assign an MFA registration policy to User1.
B. Reset the password of Userl.

C. Add an alternate email address for User1.
D. Modify the UPN of Userl.

Answer: D

Explanation:

Microsoft’'s recommended best practices are to match UPN to primary SMTP address. This article addresses the small percentage of customers that cannot
remediate UPN’s to match.

Note: A UPN is an Internet-style login name for a user based on the Internet standard RFC 822. The UPN is shorter than a distinguished name and easier to
remember. By convention, this should map to the user's email name. The point of the UPN is to consolidate the email and logon hamespaces so that the user only
needs to remember a single name.

Configure the Azure AD multifactor authentication registration policy

Azure Active Directory (Azure AD) Identity Protection helps you manage the roll-out of Azure AD multifactor authentication (MFA) registration by configuring a
Conditional Access policy to require MFA registration no matter what modern authentication app you're signing in to.

Reference:

https://docs.microsoft.com/en-us/windows/win32/ad/naming-properties#userprincipalname

NEW QUESTION 333

HOTSPOT - (Topic 6)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft
Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device limit restrictions

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca

Statements Yes Mo

User! can enroll only Tve dewices in Infune
Inery Cam b nly free devices D Arure A

SETL AN 8 Ml the deaces im Infune

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area

NEW QUESTION 338
HOTSPOT - (Topic 6)
You have a Microsoft 365 ES tenant.

You have the alerts shown in the following exhibit.

View alerts

Seventy Alert name

SUatud Tags

Comgory

Statements

Liser] can enrodl only five devices in Intune

User? can jom only free devices o Azure AD

Userd can enccll all the devces in Intune

Actrvity count Last ocourmence

Yes

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Armwer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anzwer Arca

NEW QUESTION 341
HOTSPOT - (Topic 6)

For Alert1. you can change Stanus 1o _

Fior AeiS, yom Eal

For adert, you can change St 10

frart Dl i) o Pt ool
iveriinating of Deirmwasc) orly
st gating. Pusciheed, of Camased

change Tratus 1o Deimmiad onky

changje Status 1o Dvirnesed o Ad e onlly

change Ytatus 1o Dhmnied of rvestigatng ordy
change Cratus 1o Deirmsed Irves o at L] & T

_

s aling o REsnkeed onily
rrestipating of Deurussed oy
metstigating Resabved of Dnmiied

charpe Status io D
huadpe Status 16 Deirreiae oF Adlrde Orily

change Status 1o [suressed of iInseghigating ordy

i |-I"|Jl' Lratuit 00 [kt rl.ﬂ'.fu:.:l-ni o AT

prrmied Ofiy

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name

Mailbox size

Usert

5 MB

Userz2

15MB

User3

25 MB

Userd

55 MB

You have a Microsoft Office 365 retention label named Retentionl that is published to Exchange email.
You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retentionl and Retention2 to their emails? To answer, select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Users who can assign Retention1: | v

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

Users who can assign Retention2: A 4

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4d

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Users who can assign Retention1: | v
User4 only
User3and User4only =
|User2, User3, and User4 only |
User1, User2, User3, and Userd

Users who can assign Retention2: v

User4 only

AR B e e e T L

User2, User3, and User4 only,

User1, User2, User3, and User4

NEW QUESTION 343

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

? Customize the common attachments filter.

? Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Area

E -
Anti-malware Customize the common attachments filter: | |

Anti-phishing

Enable impersonation protection for sender domains: i' ]

r.&ntavspam

Safe Attachments

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Anti-Malware in the
Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2

* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:
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Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)
* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically

guarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.
* 6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365

The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:

Feature Anti-phishing policies Anti-phishing policies
in EOP in Defender for Office 365

Automatically created default policy W v

Create custom policies v v

Commaon policy settings o v

Spoof settings o o

First contact safety tip o v
Impersonation settings 7:]
Advanced phishing thresholds o

NEW QUESTION 346
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
User1 UserGroup1
User2 UserGroup?
User3 UserGroup3

The tenant contains the devices shown in the following table.

Name Owner | Installed apps Platform Microsoft Intune
Device1 User1 None Windows 10 | Enrolled
Device?2 User2 App2 Android Not enrolled
Device3 User3 None 10S Not enrolled

You have the apps shown in the following table.

Name Type
App1 10S store app
App2 Android store app
App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
App1 can be assigned as a required install for User3. O O
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O O
App3 can be installed automatically for UserGroup1. O O

A. Mastered
B. Not Mastered
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Answer: A
Explanation:

Statements Yes
App1 can be assigned as a required install for User3. O

App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O

App3 can be installed automatically for UserGroup1. Te)

NEW QUESTION 348
- (Topic 6)
You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.

P B
il

O

You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profil

B. Assign the profile to all the computer

C. Instruct users to restart their computer and perform a network restart.

D. Enroll the computers in Microsoft Intun

E. Create a configuration profile by using the Edition upgrade and mode switch templat

F. From the Microsoft Endpoint Manager admincenter, assign the profile to all the computers and instruct users to restart their computer.
G. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft

SharePoint Online sit
H. Instruct users to run the provisioning package from SharePoint Online.

I. From the Azure Active Directory admin center, create a security group that has dynamic device membershi

J. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B

NEW QUESTION 351

HOTSPOT - (Topic 6)

Your company has a Microsoft 365 E5 tenant.

Users at the company use the following versions of Microsoft Office:
 Microsoft 365 Apps for enterprise

« Office for the web

» Office 2016

* Office 2019

The company currently uses the following Office file types:

« .docx

o Xlsx

» .doc

* xls

You plan to use sensitivity labels. You need to identify the following:
» Which versions of Office require an add-in to support the sensitivity labels.
» Which file types support the sensitivity labels.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 354
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel. Sitel contains the files shown in the following table.

Name Number of IP addresses in the file
File1.docx 1
File2.txt 2
File3.xlsx 5

You create a sensitivity label named Sensitivityl and an auto-label policy that has the following configurations:
? Name: AutoLabell

? Label to auto-apply: Sensitivityl

? Rules for SharePoint Online sites: Rule1-SPO

? Choose locations where you want to apply the label: Sitel

Rule1-SPO is configured as shown in the following exhibit.

Edit rule

Name *

Rule1-SPO

Description
Rule1 description

~. Conditions
We'll apply this policy to content that matches these conditions.

-~ Content contains sensitive info types ®
Default All of these v| @
Sensitive info types
IP Address Accuracy | 85 [to| 100 |Instance cnun{ 2 toAny | @
Add -
Create group

-+ Add condition

Save Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements

Sensitivity1 is applied to File1.docx.

Sensitivity1 is applied to File2.txt.

Sensitivity1 is applied to File3.xlIsx.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Sensitivity1 is applied to File1.docx.

Sensitivity1 is applied to File2.txt.

Sensitivity1 is applied to File3.xlIsx.

NEW QUESTION 355
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