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NEW QUESTION 1
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.
You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and

OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 2
DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel.

You need to automatically label the documents on Sitel that contain credit card numbers. Which three actions should you perform in sequence? To answer, move

the appropriate
actions from the list of actions to the answer area and arrange them in the correct order.

Actions | Answer Area

Create a sensitivity label.

Create an auto-labeling policy.

Create a sensitive information type.

Wait 24 hours, and then turn on the policy.
Publish the label.

Create a retention label.

Wait eight hours, and then turn on the policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions | Answer Area
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NEW QUESTION 3

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

You need to implement identity protection. The solution must meet the following requirements:

? ldentify when a user's credentials are compromised and shared on the dark web.
? Provide users that have compromised credentials with the ability to self-remediate.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
To identify when users have compromised credentials, configure: — . 3 L4
s A registration policy E
| A sign-in nsk policy T
b - - - .i
| A user nisk policy |
| A multifactor authentication registration policy |
To enable self-remediation, select | -

EGeneral:e a temporary password
| Require multi-factor authentication
LReqmrE password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A user risk policy

Identify when a user's credentials are compromised and shared on the dark web.

User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has
risky sign-in behavior, or their credentials have been leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure
user risk-based Conditional Access policies to enforce access controls based on user risk, including requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators

NEW QUESTION 4

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 5

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enroliment option that meets the following requirements:

» Minimizes user interaction

* Minimizes administrative effort

» Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enroliment
C. Apple Configurator enrollment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 6

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.
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You need to verify which version of Windows 10 is installed.
Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808

NEW QUESTION 7

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to enable BitLocker Disk Encryption (BitLocker) automatically for all Windows 10 devices that enroll in Microsoft Intune.
What should you use?

A. an attack surface reduction (ASR) policy
B. an app configuration policy

C. a device compliance policy

D. a device configuration profile

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

NEW QUESTION 8

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 9

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others

might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You copy the Group Policy Administrative Templates from a
Windows 10

computer to Serverl. Does this meet the goal?

A.yes
B. No

Answer: A

NEW QUESTION 10
- (Topic 6)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.
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Name Configuration
Group1 Global securnty group

User1 Enabled user account
User2 Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD.
Which objects will sync to Azure AD?

A. Groupl only

B. Userl and User2 only

C. Groupl and Userl only

D. Group1l, Userl, and User2

Answer: D

Explanation:

Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The
exception is users with a linked mailbox; as previously mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the
userPrincipalName and sourceAnchor found. In case another active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor
will be used.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connect-sync-user-and-contacts

NEW QUESTION 10
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role

User1 Global Administrator
User2 Service Support
Administrator

User3 Cloud Application
Administrator

Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates. You need to identify which Microsoft 365 setting must be configured,
and which user can

modify the setting. The solution must use the principle of least privilege.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting: | | ¥
Office installation options
Privileged access H

Release preferences {

User: v
Userl only
‘User2 nnE
User3 only
Userl and User2 only
Userl and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Microsoft 365 setting: | |V |
Office installation options

Privileged access
Release preferences

"
=

User: | | ¥ |
Userl only
User2 only

| User3 only _
Userl and User2 only

Userl and User3 only

NEW QUESTION 11

- (Topic 6)

You have a Microsoft 365 tenant that contains 500 Windows 10 devices and a Microsoft Endpoint Manager device compliance policy.
You need to ensure that only devices marked as compliant can access Microsoft Office 365 apps.

Which policy type should you configure?

A. conditional access

B. account protection

C. attack surface reduction (ASR)
D. Endpoint detection and response

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 15

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the Azure AD credentials.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the Azure AD credentials are configured correctly in Azure AD
Connect. It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 20

- (Topic 6)

You have a Microsoft 365 E5 subscription.

On Monday, you create a new user named User1.

On Tuesday, Userl signs in for the first time and perform the following actions:

* Signs in to Microsoft Exchange Online from an anonymous IP address

* Signs in to Microsoft SharePoint Online from a device in New York City.

« Establishes Remote Desktop connections to hosts in Berlin and Hong Kong, and then signs in to SharePoint Online from the Remote Desktop connections
Which types of sign-in risks will Azure AD Identity Protection detect for Userl1?

A. anonymous IP address only

B. anonymous IP address and atypical travel

C. anonymous IP address, atypical travel, and unfamiliar sign-in properties
D. unfamiliar sign-in properties and atypical travel only
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E. anonymous IP address and unfamiliar sign-in properties only

Answer: C

NEW QUESTION 21

- (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Distribution ;
Group?2 Mail-enabled security -
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 26
- (Topic 6)

SharePoint Content_Export

L  Restart report 4 Download report B Delete
Status:
The export has completed. You can start downloading the
results.

Items included from the search:
All items, excluding ones that have unrecognized format, are
encrypted, or weren't indexed for other reasons.

Exchange content format:
One PST file for each mailbox.

De-duplication for Exchange content:
Not enabled.

SharePoint document versions:
Included

Export files in a compressed (zipped) folder:
Yes

The export data was prepared within region:
Default region

Feedback

What will be excluded from the export?
A. a 10-MB XLSX file

B. a 5-MB MP3 file
C. a5-KB RTF file

Guaranteed success with Our exam guides
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D. an 80-MB PPTX file
Answer: B

Explanation:
Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don't contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint

don't perform full-text indexing on these types of files. These types of files are considered to be

unsupported file types.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/securitycompliance/export-a-content-search- report

NEW QUESTION 28

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to compare the current Safe Links configuration to the Microsoft recommended configurations.
What should you use?

A. Microsoft Purview

B. Azure AD Identity Protection
C. Microsoft Secure Score

D. the configuration analyzer

Answer: C

NEW QUESTION 32

- (Topic 6)

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
B. install the West feature update and the latest quality update only.

C. install all the feature updates released since version 2004 and the latest quality update only.

D. install the latest feature update and all the quality updates released since version 2004.

Answer: B

NEW QUESTION 34
- (Topic 6)

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 10.

You purchase a Microsoft 365 subscription.
You implement password hash synchronization and Azure AD Seamless Single Sign-On (Seamless SSO).
You need to ensure that users can use Seamless SSO from the Windows 10 computers. What should you do?

A. Join the computers to Azure AD.

B. Create a conditional access policy in Azure AD.

C. Modify the Intranet zone settings by using Group Policy.
D. Deploy an Azure AD Connect staging server.

Answer: A

NEW QUESTION 36

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to use Adoption Score and need to ensure that it can obtain device and software metrics.
What should you do?

A. Enable Endpoint analytics.

B. Run the Microsoft 365 network connectivity test on each device.
C. Enable privileged access.

D. Configure Support integration.

Answer: A
NEW QUESTION 40

- (Topic 6)
Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.

You need to ensure that the local administrators can manage only the devices in their respective office.
What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies
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Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 41
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the resources shown in the following table.

Name Type
Group1 | Microsoft 365 group
Group?2 | Distnibution group
Site1 Microsoft SharePoint site

You create a sensitivity label named Labell. To which resource can you apply Labell?

A. Groupl only

B. Group2 only

C. Sitel only

D. Groupl and Group2 only
E. Groupl, Group2, and Sitel

Answer: E

Explanation:

Assign sensitivity labels to Microsoft 365 groups in Azure Active Directory

Azure Active Directory (Azure AD), part of Microsoft Entra, supports applying sensitivity labels published by the Microsoft Purview compliance portal to Microsoft
365 groups.

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

When you configure a label policy, you can:

Choose which users and groups see the labels. Labels can be published to any specific user or email-enabled security group, distribution group, or Microsoft 365
group (which can have dynamic membership) in Azure AD.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams- groups-sites
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 43

- (Topic 6)

You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.
What should you implement?

A. Azure AD Privileged Identity Management (PIM)
B. a conditional access policy

C. a communication compliance policy)

D. Azure AD ldentity Protection

E. groups that have dynamic membership

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings

NEW QUESTION 45

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365 and contains a mailbox named Mailbox1.
You plan to use Mailbox1 to collect and analyze unfiltered email messages.

You need to ensure that Defender for Office 365 takes no action on any inbound emails delivered to Mailbox1.

What should you do?

A. Configure a retention policy for Mailbox1.
B. Create a mail flow rule.

C. Configure Mailbox! as a SecOps mailbox.
D. Place a litigation hold on Mailbox1.

Answer: D

NEW QUESTION 50

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
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Solution: From the Microsoft 365 admin center, you assign Userl the Compliance admin role.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 55
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type Role

Group1 | Security Helpdesk
Administrator

Group2 | Security None

Group3 | Microsoft 365 User Administrator

The subscription contains the users shown in the following table.

Name | Member of
User1 | Group1

User2 | Group?2

User3 | Group3

In Azure AD, you configure the External collaboration settings as shown in the following exhibit.

Guest user access

GRSt BT BOORES restnctions

L™ Mone
O Guest users have the same access 35 members (mest inchusive)

':i“,, Gt users have bmnted acoris 1o propertaes and memberships of directory obpects

O Guest user acoess is restricted 1o properties and memberships of their own directory objects (most restrictive)

Guest invite settings

-

Guest mote nestnchons (1)
LEMT mong

(O Anyone in the organization can invite guest users including guests and non-adming (Most inclusive)

C} Member uters and users astgned to specific admin roles can mmite guest users including guests with member permessions

i.:i:' Only uwsers msigned 10 specific admin roles can imate guest users

O Ko ong in the organzation can invite guest users inCluding admins (Mos! restnclive)

Enable guest seff-senace sign up via user flows L
BT MQne

o D

External user leave settings

Aliow external users 1o remove themselves from your organation (recommended) ©

Learn more

Collaboration restrictions

-

(@) Aliow imitations to be sent to any domain (most inclusive)

O Deny imvtations to the specfied domains

O Allow imvtations only 1o the specified domains (most restnictive]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can invite guest users.
User2 can invite guest users.
User3 can invite guest users.
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes Mo

User1 can invite guest users,

UserZ can invite guest users. I |

User3 can invite guest users. |

NEW QUESTION 59

- (Topic 6)

You have a Microsoft 365 E5 tenant that has sensitivity label support enabled for Microsoft and SharePoint Online.
You need to enable unified labeling for Microsoft 365 groups. Which cmdlet should you run?

A. set-unifiedGroup

B. Set-Labelpolicy

C. Execute-AzureAdLebelSync
D. Add-UnifiedGroupLinks

Answer: C
NEW QUESTION 64

DRAG DROP - (Topic 6)
Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level

of medium or lower to access Microsoft Exchange Online mailboxes.
You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used

once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Solutions Answer Area

An app configuration policy Company-owned devices: Solution

An app protection policy Personal devices: Solution

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Solutions Answer Area

I Company-owned devices: A compliance policy

| :
'M app prntectinn policy ' Personal devices: | An app protection policy |

NEW QUESTION 69

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains 1,000 Windows 10 devices.

You perform a proof of concept (PoC) deployment of Microsoft Defender for Endpoint for

10 test devices. During the onboarding process, you configure Microsoft Defender for Endpoint-related data to be stored in the United States.

You plan to onboard all the devices to Microsoft Defender for Endpoint. You need to store the Microsoft Defender for Endpoint data in Europe. What should you do
first?

A. Delete the workspace.

B. Create a workspace.

C. Onboard a new device.
D. Offboard the test devices.

Answer: B

Explanation:

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine information

- Stored in a Log Analytics workspace.

- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the workspace location.
Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-data- workspace

NEW QUESTION 71
HOTSPOT - (Topic 6)
You have a Mlcrosoft 365 E5 subscription that has auditing turned on. The subscrlptlon contains the users shown in the following table.

Al '" ._.- .._. _:. _. B . 3 t tnls [!—il

|
|

i
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You plan to create a new user named User1.
How long will the user creation audit event be available if Adminl or Admin2 creates Userl? To answer, select the appropriate options in the answer area.
Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 73

- (Topic 6)

You have a Microsoft 365 subscription.

You view the Service health Overview as shown in the following exhibit.
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Service health

Overview sue histon, Reparted

: Beport an issue Customize

Active issues

Microsoft service health (&)

Issues in your environment that require action (0)

Microsoft service health

Shows the current health status of your Microsoft services. and updates when we fix iIssues

Cervice

Exchange Online 0 -
Microsoft 365 suite 0 2 ad
Microsoft Teams O
OneDrive for Business 0
SharePaint Online o

You need to ensure that a user named Userl can view the advisories to investigate service health issues.
Which role should you assign to Userl?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator

Answer: B

Explanation:
Service Support admin

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:

- Open and manage service requests

- View and share message center posts

- Monitor service health

Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:
- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:

- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD

- View data returned by Microsoft Graph reporting API

Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide

NEW QUESTION 78

HOTSPOT - (Topic 6)

HOTSPOT

Your company has a Microsoft 365 E5 subscription. You need to perform the following tasks:
View the Adoption Score of the company. Create a new service request to Microsoft.
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Which two options should you use in the Microsoft 365 admin center? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

| &

Home

R

Users

I% Teams & groups v [
[ Sa Roles v ||
| B Resources =il
[l:'.l Billing v
[ @ suppon v |
— )
£ Setup !I
& Reports “]
@ Health v i
A Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: Reports
View the Adoption Score of the company.
How to enable Adoption Score To enable Adoption Score:

? Sign in to the Microsoft 365 admin center as a Global Administrator and go to Reports > Adoption Score

? Select enable Adoption Score. It can take up to 24 hours for insights to become

available.

Box 2: Support
Create a new service request to Microsoft.
Sign in to Microsoft 365 with your Microsoft 365 admin account, and select Support > New service request. If you're in the admin center, select Support > New
service request.

NEW QUESTION 79

- (Topic 6)

You have a Microsoft 365 subscription.

You need to create a data loss prevention (DLP) policy that is configured to use the Set headers action.

To which location can the policy be applied?

A. OneDrive accounts
B. Exchange email

C. Teams chat and channel messages
D. SharePoint sites

Answer: B

NEW QUESTION 82
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

MName Member of Passwordless capable | Multi-factor authentication (MFA) method rqlﬂ:eud
Userl | Group? Capable Microsoft Authenticator app (push nolification)

User2 | Group2 Capable Microsoft Authenticator app (push notification)

User3 | Group!, Group2 | Capable Mobile phone, Windows Hello for Business

Each user has a device with the Microsoft Authenticator app installed.
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From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit. (Click the Exhibit tab.)
Microsoft Authenticator settings X

lﬂ Number Matcheng will begim to be enabled for all wsers of the Microsoft Authentcator app startng 2Tth of February 2023, Learn mong

The Microsoft Authenticator app is a flagship suthentication method, usable in passwordiess or simple push notification approval modes
The app is free to download and use on Androvd/i05 mobile dewices. Learn more

Enable and Target Configure

Enable m

Include  Exclude

Target 'i_:' All users (#) Select groups

Add groups

Mame Type Registration Authentication mode

Group1 Group Passwordless b x

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can use number matching during sign-in
UserZ can use number matching during sign-in,
User3 can use number matching during sign-in.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes

User1 can use number matching duning sign-in
User2 can use number matching during sign-in, |

User3 can use number matching dunng sign-in. I I

NEW QUESTION 84

- (Topic 6)

You have a Microsoft 365 tenant that contains two groups named Groupl and Group2.

You need to prevent the members or Groupl from communicating with the members of Group2 by using Microsoft Teams. The solution must comply with
regulatory requirements and must not affect other user in the tenant.

What should you use?

A. information barriers

B. communication compliance policies

C. moderated distribution groups

D. administrator units in Azure Active Directory (Azure AD)

Answer: A

NEW QUESTION 85

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. From Microsoft Defender for Endpoint you turn on the Allow or block file
advanced feature. You need to block users from downloading a file named Filel.exe.

What should you use?

A. an indicator
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B. a suppression rule
C. a device configuration profile

Answer: A

NEW QUESTION 88
HOTSPOT - (Topic 6)
Your network contains an on-premises Active Directory domain that is synced to Azure AD as shown in the following exhibit.

& Microsoft Azure Active Directory Connect
Synchronized Directories
Adatum.com ADATUNMLCOMMSOL e TEScO8ab00
FEiat
H.H,i'- yOur SolLteon - " -
““_-':.‘ nonroniZaton >tings
'}
mS-DS-ContetencyGukd werEnr palt prmee
Aba FrProsaticn Degabdad
Cugabdad Decabded
T
Cusabled Drsabled
Cassbled Erabbed
Dasabled Casabded
Enadhed [egablea
Y r,
(caidn) WALy

An on-premises Active Directory user account named Allan You is synchronized to Azure AD. You view Allan's account from Microsoft 365 and notice that his
username is set to Allan @>ddatum.onmicrosoft.com.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE Each correct selection is worth one point.

Answer Arca
Statements Yes Mo
From the Azure portal you can reset the password of Allan Yoo
From the Arure portal, you can conhgure the job tithe of Allan Yoo
From the Arure portal, you can configure the usage locabon of Allan Yoo
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements Yes Mo

From the Azure portal you can reset the password of Allan Yoo |
From the Arure portal you can conhgure the job tithe of Allan Yoo |

From the Asure portal, you can configure the usage location of Allan Yoo

NEW QUESTION 93

- (Topic 6)

You have a Microsoft 365 E5 subscription.

From the Microsoft 365 Defender portal, you plan to export a detailed report of compromised users.
What is the longest time range that can be included in the report?

A. 1 day
B. 7 days
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C. 30 days
D. 90 days

Answer: C
Explanation:

View email security reports in the Microsoft 365 Defender portal

The aggregate view shows data for the last 90 days and the detail view shows data for the last 30 days
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-email- security

NEW QUESTION 98
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

| _Name I Role I
User1 | Reports Reader

User2 | Exchange Administrator

User3 | User Experience Success Manager

Which users can review the Adoption Score in the Microsoft 365 admin center?

A. User! only

B. User2onry

C. Userl and User2 only

D. User! and User3 only

E. Userl, User2. and User3

Answer: E

NEW QUESTION 103
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.

Name | Type | Member of
User1 User Group1

Devicel | Device | Group2

Userl is the owner of Devicel.

You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table.
On Thursday, you review the results of the app deployments.

Name Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation

App1 Yes Group1 - Word Monday
Required

App?2 Yes Group? - Excel Tuesday
Required

App3 Yes Group1 - PowerPoint Wednesday
Available

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Arnswer Area
Statements Yes
Word is instalied on Devicel. R
App3 is displayed in the Company Portal,
gxcel is insialled on Devicel
A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Answer Area

NEW QUESTION 107
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.

Statements Yes Ne
R— 7 d

Word is installed on Dewice 12

App3 is displayed in the Company Portal 8

Excel is installed on Devicel !
4

Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Device4 I0S 12
Device5 iI0S 14

All the devices have an app named Appl

installed.

You need to prevent users from copying data from Appl and pasting the data into other apps.
Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required policies? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

Policy to create in Microsoft Endpoint v

Manager:

Minimum number of required policies:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Policy to create in Microsoft Endpoint v
Manager:

An app configuration policy

. . _ e s

A conditional access policy
A device compliance policy

Minimum number of required policies: v

e

on G pD =

NEW QUESTION 109

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the forest functional level to Windows Server 2016.
You copy the Group

Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A. yes
B. No

Answer: B

NEW QUESTION 111

- (Topic 6)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy

B. a device compliance policy

C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 116

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.

All the devices in your organization are onboarded to Microsoft Defender for Endpoint.

You need to ensure that an alert is generated if malicious activity was detected on a device during the last 24 hours.
What should you do?

A. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.
B. From Alerts queue, create a suppression rule and assign an alert.

C. From Advanced hunting, create a query and a detection rule.

D. From the Microsoft Purview compliance portal, create an audit log search.

Answer: C

NEW QUESTION 120
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.
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Platform Count
Windows 10 50

Android 50
Linux 50

You need to configure an incident email notification rule that will be triggered when an alert
occurs only on a Windows 10 device. The solution must minimize administrative effort. What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=0365-worldwide

NEW QUESTION 122
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name | Member of Role
User Group1 User Administrator
User?2 Group1 None
User3 Group2 None
Userd None Global Administrator

You enable self-service password reset (SSPR) for Groupl. You configure security questions as the only authentication method for SSPR.
Which users can use SSPR, and which users must answer security questions to reset their password? To answer, select the appropriate options in the answer
area.
NOTE; Each correct selection is worth one point.
Answer Area

Users that can use SSPR. ser1, User2, and Userd only w ]
lLJseﬂ and User2 only
| User1, User2, and User3 only
User, User2, and Userd only
| User1, User2, User3, and User4

Users that must answer security questions to i Userl and User2 only '[!
reset their password: | User1 only
UserZ only
User] and User2 only
| Userl, UserZ and User3 only
| Userl, User2, and Userd only
EUSE‘IT User2. User3, and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Users that can use S5PR  User1. User2. and Userd only -
User1 and User2 only
User], UserZ, and User3 only

e R e L L R T e T L s

: User1, User2, and User4 only

UserT, OserZ User3, and Userd —

Users that must answer securty questions to [ User! and User2 only ol ]
reset thew password: | User! only
Userd only

| Userland Userzonly

[User], UserZ and User3 only
Userl, User2, and Userd only
User1, User2, User3, and Userd

NEW QUESTION 127

- (Topic 6)

You have a Microsoft 365 tenant and a LinkedIn company page.

You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector.
Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library
C. a Microsoft 365 mailbox

D. Azure Files

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin- data?view=0365-worldwide

NEW QUESTION 128

- (Topic 6)

You have a Microsoft 365 subscription.

You configure a data loss prevention (DLP) policy.

You discover that users are incorrectly marking content as false positive and bypassing the DLP policy.
You need to prevent the users from bypassing the DLP policy. What should you configure?

A. actions

B. incident reports
C. exceptions

D. user overrides

Answer: D

Explanation:
A DLP policy can be configured to allow users to override a policy tip and report a false positive.

You can educate your users about DLP policies and help them remain compliant without blocking their work. For example, if a user tries to share a document
containing sensitive information, a DLP policy can both send them an email notification and show them a policy tip in the context of the document library that allows
them to override the policy if they have a business justification. The same policy tips also appear in Outlook on the web, Outlook, Excel, PowerPoint, and Word.

If you find that users are incorrectly marking content as false positive and bypassing the DLP policy, you can configure the policy to not allow user overrides.

Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention- policies

NEW QUESTION 132

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com.

For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours.
You plan to sync contoso.com to an Azure AD tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Azure AD.

What should you include in the recommendation?
A. pass-through authentication

B. conditional access policies

C. password synchronization

D. Azure AD ldentity Protection policies

Answer: A

Explanation:

Reference:
https://nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/

NEW QUESTION 135
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HOTSPOT - (Topic 6)
From the Microsoft Purview compliance portal, you create a retention policy named Policy 1.

You need to prevent all users from disabling the policy or reducing the retention period. How should you configure the Azure PowerShell command? To answer

select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Set-RetentionCompliancePolicy w -Identity “Policyl®
Set-ComplianceTag

Set-HoldCompliancePolicy Forcs
Set-RetentionPolicy
Set-RetentionPolicyTag

-RestnictveRetention $true

-RetentionPolicyTagLinks
-SystemTag

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Set-RetentionCompliancePolicy b -Identity "Policyl®
Set-ComplianceTag

LSet-HoldCompliancePolicy _ _ _ _ -Eorce
RestrictiveRetention
Set-RetentionPolicy
Set-RetentionPolicyTag

HestnctveHatention $true

-RetentionPolicyTagLinks
-SystemTag

NEW QUESTION 138
- (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Department

Userl Human resources
UserZ Research
User3 Human resources

User4 Marketing

You need to configure group-based licensing to meet the following requirements:

? To all users, deploy an Office 365 E3 license without the Power Automate license option.
? To all users, deploy an Enterprise Mobility + Security E5 license.

? To the users in the research department only, deploy a Power Bl Pro license.

? To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?

moow®»
AN WNPF

Answer: C

Explanation:
One for all users, one for the research department, and one for the marketing department.
Note: What are Deployment Groups?

With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application
throughout. You can also deploy to servers on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions

down to the server level.
Reference:

https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-more

NEW QUESTION 142
HOTSPOT - (Topic 6)

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the device groups shown in the following table.
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Rank Device group Member

1 Group1 Name starts with Comp

2 Group2 Name starts with Comp And
OS In Windows 10

3 Group3 0OS In Windows Server 2016
Last | Ungrouped devices (default) Not applicable

You onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Name Operating system |
Computer1 | Windows 10
Computer2 | Windows Server 2016

Of which groups are Computer! and Computed members? To answer, select the appropriate options in The answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Computer?:

GroupZ only
Group1 and Group2
Ungrouped devices

Group3 only
| Group1 and Group3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Computer?:

GroupZonly ~—
Group1 and Group2 ‘
Ungrouped devices

Computer2: 1 Grcu? onlé va r

Group3 only —
| Group1 and Group3

NEW QUESTION 145

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only

D. Microsoft Teams and SharePoint Online only

E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
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Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access- management-solution-overview
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 146
- (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type
Policy1 | Anti-phishing
Policy2 | Anti-spam
Policy3 | Anti-malware
Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 148
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role
Admin1 | Global Administrator
Admin2 | Security Administrator
Admin3 | Security Operator
Admind | Security Reader
Admin5 | Application Administrator

You ate implementing Microsoft Defender for Endpoint
You need to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal.

Which users can enable RBAC, and winch users will no longer have access to the Microsoft 365 Defender portal after RBAC is enabled? To answer, select the
appropriate options in the answer area.

NOTE Each correct selection is worth one point.
Answer Area

Users that can enable RBAL | Admin1 and Adming only
Admin only

Adminl and Adming only
Admin1, Admind, and Admin5 only
Admini, Admind, Admind, and AdminS only

o

Users that will no longer hawve access to the
Microsoft 365 Defender portat: | Admin3, Admind, and Admin’ only ]
AdminS anly
Admini and Admind only
Admnd and Admind only

Admind, Admind, and Admin5 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Arca
I_ L&7s that can whlt R'S-\C I AdmmT and ;V.:”!'"'l.: r_',r'llJ- "_' J
Admin] only
Adminl and Admin2 only
ABnfin 1, Admie2, fd Bdifmin5 only
Admin1, Admin2, Admin3, and Admin5 only
Users that will no longer have acoess 10 the
Microsoft 365 Defender portak | Admin3, Admind, and Admin5 only o I

Admins only
Admin3 and Admind only

Admind and Admin5 only
Admin3, Admind, and Admin5 only

NEW QUESTION 149

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft Entra admin center, you assign SecAdminl the Security Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 154

- (Topic 6)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to User1.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 157

- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant includes a user named User1.

You enable Azure AD ldentity Protection.

You need to ensure that Userl can review the list in Azure AD Identity Protection of users flagged for risk. The solution must use the principle of least privilege.
To which role should you add User1?

A. Security Reader

B. Global Administrator
C. Owner

D. User Administrator

Answer: A

NEW QUESTION 162

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

Name | Member of Device
User Group1 Device
User2 Group1 Devicel, Device3

The devices are configured as shown in the following table.
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Platform Azure AD join type

Device2 | Windows 10
Device3 | Android iIstered

You have a Conditional Access policy named CAPolicyl that has the following settings: 1.Assignments
? Users or workload identities: Groupl

? Cloud apps or actions: Office 365 SharePoint Online

? Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device" 2.Access controls

? Grant

- Grant: Block access

? Session: 0 controls selected 3.Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can access Site1 from Devicel. i, O

User2 can access Site1 from Device2. ®)

User2 can access Site1 from Device3. ) )

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel.

Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.

Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3.

Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this
certificate before they can continue to use the browser.

NEW QUESTION 163
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. Site! contains the files shown in the following table.

Name | Number of IP addresses in the file
File1 2
File2 3

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP
rules shown in the following table.
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Name Content contains Policy tip | If there is a match, stop | Priority

processing
Rule1 | 3 or more IP addresses | Tip1 No 0
Rule2 | 1 or more IP addresses | Tip2 Yes 1
Rule3 | 2 or more IP addresses | Tip3 No 2

You apply DLP1 to Sitel.

Which policy tip is displayed for each file? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

File1: 1 T:EE cnli x ’

File2:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

File1: 1 TuEE unli ! ’
I

File2:

NEW QUESTION 164
HOTSPOT - (Topic 6)
HOTSPOT

Tip3 only
Tip2 and Tip3

Tipl, Tip2, and Tip3 |

Tipland Tip2only | ¥
Tip1 only
Tip3 only
Tip1 and Tip2 only

Tip3 only
Tip2 and Tip3

TiplandTip2only ¥
Tip1 only

Tip1 and Tip2 only
Tipl, Tip2, and Tip3 |

You have a Microsoft 365 E5 subscription that contains a user named Userl. Azure AD Password Protection is configured as shown in the following exhibit.

Custom smart lockout

Lockout threshold (O | 15

Lockout duration in seconds () | 600

Custom banned passwords

enforce custom st T E— No )
Custom banned password hst (D Jhundred
Eleven
Falcon
Project
Tadspmn
Password protection for Windows Server Active Directory
Enable password protection on Windows (R EED No
Server Actrve Dwwectory ()
Mode © [ ______Enforced Audit

Userl attempts to update their password to the following passwords:
? F@Icon
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? Project22
? T4il$pind5dg4

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area
[Answer choice] will be accepted as a password. i v
$ Only Talspinasdgd 5
[ Only F@lcon and T4il$pind4Sdg4 )
Only Project22 and T4il$pin4S5dg4d
Fi@lcon, Project22, and T4il§pind5dgd
If Userl enters the same wrong password 15 times, waits 11 minutes, and v
then enters the same wrong password again, the user [answer choice). [ i be locked out
will trigger a use risk
can attempt to sign in again immediately
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Only T4il$pin45dg4

Box 2: can attempt to sign in immediately Note: Manage Azure AD smart lockout values

Based on your organizational requirements, you can customize the Azure AD smart lockout values. Customization of the smart lockout settings, with values
specific to your organization, requires Azure AD Premium P1 or higher licenses for your users. Customization of the smart lockout settings is not available for
Azure China 21Vianet tenants.

To check or modify the smart lockout values for your organization, complete the following steps:

? Sign in to the Entra portal.

? Search for and select Azure Active Directory, then select Security > Authentication methods > Password protection.

? Set the Lockout threshold, based on how many failed sign-ins are allowed on an account before its first lockout.

? The default is 10 for Azure Public tenants and 3 for Azure US Government tenants.

? Set the Lockout duration in seconds, to the length in seconds of each lockout.

? The default is 60 seconds (one minute).

If the first sign-in after a lockout period has expired also fails, the account locks out again. If an account locks repeatedly, the lockout duration increases.

NEW QUESTION 167

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network.

You need to identify the name of the administrator by using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Activities to search for; v

Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities

Field to filter by: v

ltem

User
Detalil

|P address

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Activities to search for: v

Exchange mailbox activities
Site administration activities

e

Field to filter by: v
ltem
RE e o i i
|Detail ]
|P address

NEW QUESTION 172

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.

When users attempt to access the portal of a partner company, they receive the message shown in the following exhibit.

This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by www.contoso.com

Microsoft Defender SmariScreen

You need to enable user access to the partner company's portal. Which Microsoft Defender for Endpoint setting should you modify?
A. Alert notifications

B. Alert suppression

C. Custom detections

D. Advanced hunting

E. Indicators

Answer: E

Explanation:
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This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by twatter.con

This Website Is Blocked By Your Organization

Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.

Reference: https://jadexstrategic.com/web-protection/

NEW QUESTION 176

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Passwordless Multi-factor authentication (MFA) method
authentication registered

User1 | Not configured Microsoft Authenticator app (push notification)

Userd | Configured Microsoft Authenticator app (push notification)

User3 | Not configured Mobile phone

Userd | Not configured Email

You plan to create a Conditional Access policy that will use GPS-based named locations. Which users can the policy protect?

A. User2 and User4 only
B. Userl and User3 only

C. Userll only

D. Userl, User2. User3. and User4

Answer: C

NEW QUESTION 180
DRAG DROP - (Topic 6)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Operating system Microsoft Intune
Devicel | Windows 11 Enterprise | Enrolled

Device2 | 105 Enrolled

Device3 | Android Not enrolled

You install Microsoft Word on all the devices.

You plan to configure policies to meet the following requirements:

» Word files created by using Windows devices must be encrypted automatically.

« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.

« For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.

Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used

once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Policy Types Answer Arca

App confguration policy Denicet

App protection policy

Deniced
Compliance policy
) Denaced
Conditional Access policy
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Policy Types Answer Area
| App configuration policy | Devicel: i App profection policy |

L e e e i ) Device2: | Conditional Access policy
| Compliance policy [

-------------- ! Deviced: | Compiiance policy i
| Conditional Access policy

NEW QUESTION 185

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

* Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.

Solution: implement password hash synchronization and configure password protection in the Azure AD tenant.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 187
HOTSPOT - (Topic 6)
You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.

'.' bt Aolmirafiiats Wi L -—

Reacors Vpes
Operations

Userlds

RetentionDuration ThreaMonths

Retention2

1509

ypes {MicrosoftTeams}

Cperations {teamcreated)

UserIds {Userlgsk28962Bout look .ormicrosoft . oo

RetentionDuration SixMonths
gtention3
Operations

Userlds

RetentionDuration TwelveMonths

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE Each correct
selection is worth one point.
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Auieeet Alca

1 Ukt T (reaten & Teaen in Ao osoft Tearms the svend i [anower chokoe] _
g ity o F oy i)
retned for W0 iy
Frlaec] oF Al Pl

et for e pear

Tyl aods & channe 0 Micresof! Tesmd, the &t o [ansewer cholo] _

ok pelpamesd
retaned for 30 ainy
irigarnd for i monghn

T Ened N o ye

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer ATed

A Uker 1 cowaten & Teden in Ao osoft Tearw, the evend it [snower chokoe] _
[ il o F o ]
jetagrd i W dgs

et Sow P |

T bperl g & chanre in Microsof) Tesmd, the event o [answer choloe] _

ifresned for 3 dye

irlaed ol il monEhn

retaened for ore e

NEW QUESTION 189

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have the devices shown in the following table.

Enrolled in Microsoft Endpoint

Name Platform Owner
Manager
Devicel |Android User1 Yes
Device2 | Android User1l No
Device3 [i0S User1 No

Deviced | Windows 10 | User2 Yes
Device5 |Windows 10 |User2 No
Device6 |10S User2 Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Device6
B. Device2, Device3, and Deviceb5
C. Devicel, Device2, Device3, and Device6
D. Devicel, Device2, Device4, and Deviceb

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both i0OS/iPadOS or Android apps on devices that are and are not enrolled
in Microsoft Endpoint Manager.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 192

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
Admin Group1
Admin2 | Group?2
Admin3 | Group1, Group?2

You add the following assignment for the User Administrator role:
? Scope type: Directory

? Selected members: Groupl

? Assignment type: Active

? Assignment starts: Mar 15, 2023
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? Assignment ends: Aug 15, 2023

You add the following assignment for the Exchange Administrator role:

? Scope type: Directory

? Selected members: Group2

? Assignment type: Eligible

? Assignment starts: Jun 15, 2023

? Assignment ends: Oct 15, 2023

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

On July 15, 2023, Admin1 can reset the password of a user.

On June 20, 2023, Admin2 can manage Microsoft Exchange Online. _I _]
On May 1, 2023, Admin3 can reset the password of a user. | I T
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Adminl is member of Groupl.

The User Administrator role assignment has Groupl as a member. The assignment type: Active
July 15, 2023 is with the assignment period.

A User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins.

Box 2: No

Admin2 is member of Group2.

The Exchange Administrator role assignment has Group2 as a member. The assignment type: Eligible
June 20, 2023 is with the assignment period. The assignment must be approved.

Note: Eligible assignment requires member or owner to perform an activation to use the role. Activations may also require providing a multi-factor authentication

(MFA), providing a business justification, or requesting approval from designated approvers.
Box 3: Yes

Admin3 is member of Gropul and Group2.

The User Administrator role assignment has Groupl as a member. The assignment type: Active
May 1, 2023 is with the assignment period.

NEW QUESTION 194

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.

You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory.
What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)
C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A
NEW QUESTION 196

DRAG DRORP - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Type Number of devices Operating system Enroliment status
Corporate 150 Windows 11 Azure AD-joined
Microsoft Intune
managed
Bring your own 25 Windows 11 Unmanaged
device (BYOD)

You need to onboard the devices to Microsoft Defender for Endpoint. The solution must minimize administrative effort.

What should you use to onboard each type of device? To answer, drag the appropriate onboarding methods to the correct device types. Each onboarding method

may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Onboarding method Device Type
& local sonp! Corporate

Group Policy

m
=
o
L=

ntegration wath Macrosoft Defender for Ulopd
Microsoft Intune

Wirtual Desktop Infrastructure (VDH) scripts

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Onboarding method Device Type
Conporate e T ——

BYOD: 1 Integration with Microsoft Defender for Cloud I

NEW QUESTION 200

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: You run idfix.exe and export the 10 user accounts.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. If there were problems with the 10 accounts that needed fixing with
idfix.exe, there would have been synchronization errors in Azure AD Connect Health.

It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 202

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.
You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.

You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

v

Alertinfo
DeviceEvents
Devicelnfo

| W ActionType startswith ‘ASR’
lookup
project
render
where

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

v

Alertinfo

= == . == - =R

DeviceEvents ,

Devicelnfo

| |v ActionType startswith ‘ASR’

lookup
project
render

'where |

NEW QUESTION 206
- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Endpoint security.

You need to create a group and assign the Endpoint Security Manager role to the group. Which type of group can you use?

A. Microsoft 365 only
B. security only

C. mail-enabled security and security only
D. mail-enabled security, Microsoft 365, and security only
E. distribution, mail-enabled security, Microsoft 365, and security

Answer: D

NEW QUESTION 211
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.

Platform

Intune

Device1

10S

Enrolled

Device?2

macOS

Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.
What should you use to onboard each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct sele
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

ction is worth one point.
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Answer Area

Devicel: | Microsoft Endpoint Manager v
A local script
_ Group Palicy
S Microsoft Endpaint Manager
" “An app from the Google Play store
Integration with Microsoft Detender for Cloud
Device2: | A local script 2t

Group Policy

Microsoft Endpoint Manager

An app from the Google Play store
Integration with Microsoft Defender for Cloud

NEW QUESTION 212

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B
NEW QUESTION 217

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Al e i e e e e —

IS 1ol (5
» L

I |
VA5 R

- |
14

You have labels In Microsoft 365 as shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 221

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to identify the settings that are below the Standard protection profile settings in the preset security policies.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Portak  Microsoft 365 Defender portal -
Microsaft 365 admin center
Microsoft 365 Defender portal
Microsoft Purview comphiance portal
Feature: Configuration analyzer -
Configuration analyzer
Preset secunty policies
Threat tracker
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Portak  Microsoft 365 Defender portal -

Microsaft 365 admin center
Microsoft 365 Defender portal

Microsoft Purview comphance portal

Feature: Configuration analyzer o

rtfr.'-nru;ura: 10N anatyzer
Preset secunity policies
Threat tracker

NEW QUESTION 224

HOTSPOT - (Topic 6)

Your company uses Microsoft Defender for Endpoint.

The devices onboarded to Microsoft Defender for Endpoint are shown in the following table.

Name Device group
Devicel | ATP1
Device2 | ATP1
Device3 | ATP2

The alerts visible in the Microsoft Defender for Endpoint alerts queue are shown in the following table.

Name Device
Alert1 Devicel

Alert2 Device?2
Alert3 Device3

You create a suppression rule that has the following settings:

* Triggering 10C: Any IOC

* Action: Hide alert

 Suppression scope: Alerts on ATP1 device group

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point
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Answer Area
Statements Yes Mo
After you create the suppression rule, Alertl is visible in the aleris queue.
After you create the suppression rule, Alert3 is visible in the alerts queue,
After you create the suppression rule, & new alert triggered on Device2 is visible in the alerts
queue,
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements No

After you create the suppression rule, Alertl i visible in the alerts gueue.
After you create the suppression rule, Alert3 s visible in the aleris queue,

After you create the suppression rule, & new alert triggered on Device2 is visible in the alerts
Queue.

NEW QUESTION 229

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users access Microsoft 365 from both their laptop and a corporate Virtual Desktop Infrastructure (VDI) solution.

From Azure AD ldentity Protection, you enable a sign-in risk policy.

Users report that when they use the VDI solution, they are regularly blocked when they attempt to access Microsoft 365.
What should you configure?

A. the Tenant restrictions settings in Azure AD

B. a trusted location

C. a Conditional Access policy exclusion

D. the Microsoft 365 network connectivity settings

Answer: B

Explanation:

There are two types of risk policies in Azure Active Directory (Azure AD) Conditional Access you can set up to automate the response to risks and allow users to
self-remediate when risk is detected:

Sign-in risk policy User risk policy

Configured trusted network locations are used by Identity Protection in some risk detections to reduce false positives.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity- protection-configure-risk-policies
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/location- condition

NEW QUESTION 231

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to configure Microsoft Defender for Office 365 to meet the following requirements:

« A user's email sending patterns must be used to minimize false positives for spoof protection.

» Documents uploaded to Microsoft Teams, SharePoint Online, and OneDrive must be protected by using Defender for Office 365.

What should you configure for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Angwer Area

A user’s email sending pattéms must be used to minimize false positoves for spoof protection:  Domasns 1o protect 2l

Madlbox intelligence
Users to protect

Documents uploaded to Tearms, SharePoint Online, and OneDove mast be protected by wing | Global settings for safe attachments -
ol R e PR LA (Global settings for sale attachments
The Sate Amachments policy setnngs
The Safe Links podicy 4sttings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

WRTLHENS 10 protect -

A user's email sending pattemns must be used to minimize false positrees for spoof protection: Daemnaans 1o
| Domains 1o protect

Mailbos intellgence
Uisers o protect

Global settings for cafe attachments -
| Global settings for sale attachments
The Sale Antachments policy Semings
The Safe Links podicy settings

Documents uploaded to Tearms, SharePoint Onbine, and OneDnve must be protected by uiang
Defender fior Cffice 365

NEW QUESTION 232

ngoﬁ:vg)a hybrid deployment of Microsoft 365 that contains the users shown in the following table.
Name Source Last sign in
Userl | Azure AD Yesterday
User2 | Active Directory Domain Services Two days ago
(AD DS}
User3 | Active Directory Domain Services Never
(AD DS)

Azure AD Connect has the following settings:

? Password Hash Sync: Enabled

? Pass-through authentication: Enabled

You need to identify which users will be able to authenticate by using Azure AD if connectivity between on-premises Active Directory and the internet is lost.
Which users should you identify?

A. none

B. Used onlyl

C. Userl and User2 only

D. Userl. User2, and User3

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn”

NEW QUESTION 234

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 239

- (Topic 6)

You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web.

What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
B. Publish the sensitivity labels.

C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Answer: B

NEW QUESTION 244

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 tenant.

You need to implement compliance solutions that meet the following requirements:
* Use a file plan to manage retention labels.

« Identify, monitor, and automatically protect sensitive information.

 Capture employee communications for examination by designated reviewers.
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Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each solution may be used once,

more than once, or not at all. You may need to drag the split bat between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
sutions Answer Area

Data loss prevention identity, monitor, and automatcally protect

sensitree informaton

Inftmmatatn QGovSInande

Capture employee COMMUNCataons for [

Insader nisk management exdmination by defignaled reviewers

Use a fle plan to manage retention Llabels
Recornds management

A. Mastered
B. Not Mastered

Answer: A

Explanation:

¥ s

|| Qata fogs poevention_ __ | identity, monitor, and automatcally protect | Dlata loss prevention

senditnee informatsdn
Fintormation govemance | ¥ insider rigk management ]
—— e — —— ] Capture employee commurnications I'n:rl SHOer sk MAnag i j
enarmination by delighated reviewers
o —
T T e — 1 Use 2 file plan to manage retention labels:| IN'OrMaton govemande

NEW QUESTION 248

- (Topic 6)

You have a Microsoft 365 subscription.

You have a data loss prevention (DLP) policy that blocks sensitive data from being shared in email messages.

You need to modify the policy so that when an email message containing sensitive data is sent to both external and internal recipients, the message is only

prevented from being delivered to the external recipients.
What should you modify?

A. the policy rule exceptions
B. the DLP policy locations
C. the policy rule conditions
D. the policy rule actions

Answer: C

NEW QUESTION 252
HOTSPOT - (Topic 6)

Your company has a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role Office 365 role group
User1 None Compliance Data
Administrator
User2 Global Administrator | None

You create a retention label named Label 1 that has the following configurations:

* Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Labell by using a policy named Policyl. Policyl has the following configurations:
* Applies to content that contains the word Merger

* Specifies the OneDrive accounts and SharePoint sites locations You run the following command.
Set-RetentionConpliancePolicy Policyl -RestrictiveRetention Strue -Force

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can add Exchange email as a location to Policy1.
User2 can remove SharePoint sites from Policy 1
User2 can add the word Acquisition to Policy1
A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Answer Arca

User1 can add Exchange email as a location to Policy1

User2 can remove SharePoint sites from Policy1.

User2 can add the word Acquisition to Policy1.

NEW QUESTION 256
- (Topic 6)

Statements

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP).
You need to create a detection exclusion in Azure ATP. Which tool should you use?

A. the Security & Compliance admin center
B. Microsoft Defender Security Center
C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal

E. the Cloud App Security portal
Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 260
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl and the administrators shown in the following table.

Userl reports that after sending 1,000 email messages in the morning, the user is blocked from sending additional emails. You need to identify the following:

* Which administrators can unblock Userl

» What to configure to allow Userl to send at least 2,000 emails per day without being blocked
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Administrators: | Admin2 only v}
Admini onl

Admin1 and Admin2 only
Admind and Admin3 only
'Admin1, Admin, and Admin3

Settings: | Anti-spam v
I
T Anti- phishing
Anti-malware
Advanced delivery
Enh.an-:ed faltermg

NEW QUESTION 265
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the security groups shown in the following table.

Name Membership type Membership rule
Group1 Assigned ot applicable
Group2 Dynamic (user.department -eq “"Finance")
Group3 Dynamic (user.department -eq "R&D")

The subscription contains the users shown in the following table.

Name Department |Assigned group membership
User1 Finance Group1
User2 Technical None
User3 R&D Group1

You have a Conditional Access policy that has the following settings:

* Assignments o Users

Include: Groupl

Exclude: Group2. Group3 o Target resources

Cloud apps Appl

Access controls Grant

Block access

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
Userl can sign in to Appl.
User2 can sign in to App1.
User3 can sign in to App1.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes Mo

Usert can sign in to App1. sl
Userd can sign in to App1.

User3 can sign in to App1.
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NEW QUESTION 269
- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or MacOS.
You need to implement passwordless authentication. The solution must support all the devices.

Which authentication method should you use?

A. Windows Hello

B. FID02 compliant security keys
C. Microsoft Authenticator app

Answer: C

NEW QUESTION 272
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription. You need to meet the following requirements:

Automatically encrypt documents stored in Microsoft OneDrive and SharePaoint.
Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label. Which two settings should you use in the Microsoft Purview compliance

portal? To answer,

select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Information protection

E

Information protection

Information barriers

2|« ||| | a|w|=]a]o]=]=
:
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Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

How to integrate Microsoft Purview Information Protection with Defender for Cloud Apps Enable Microsoft Purview Information Protection

All you have to do to integrate Microsoft Purview Information Protection with Defender for Cloud Apps is select a single checkbox. By enabling automatic scan, you
enable searching for sensitivity labels from Microsoft Purview Information Protection on your Office 365 files

without the need to create a policy. After you enabile it, if you have files in your cloud environment that are labeled with sensitivity labels from Microsoft Purview
Information Protection, you'll see them in Defender for Cloud Apps.

To enable Defender for Cloud Apps to scan files with content inspection enabled for sensitivity labels:

In the Microsoft 365 Defender portal, select Settings. Then choose Cloud Apps. Then go to Information Protection -> Microsoft Information Protection.

Note: Encryption of data at rest

Encryption at rest includes two components: BitLocker disk-level encryption and per-file encryption of customer content.

BitLocker is deployed for OneDrive for Business and SharePoint Online across the service. Per-file encryption is also in OneDrive for Business and SharePoint
Online in Microsoft 365 multi-tenant and new dedicated environments that are built on multi-tenant technology. Box 2: Settings

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label.

* 1. Sign in to the Microsoft Purview compliance portal as a global admin for your tenant.

* 2. From the navigation pane, select Settings > Co-authoring for files with sensitivity files.

* 3. On the Co-authoring for files with sensitivity labels page, read the summary description, prerequisites, and what to expect.

* 4, Then select Turn on co-authoring for files with sensitivity labels, and Apply.

* 5. Wait 24 hours for this setting to replicate across your environment before you use this new feature for co-authoring.

NEW QUESTION 275

HOTSPOT - (Topic 6)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure AD by using the Azure AD Connect Express Settings.
Password write back is disabled.

You create a user named Userl and enter Pass in the Password field as shown in the following exhibit.

MNew Object - User i
2} Create n  Adabum com/
F'as swond wene
Corbem pas twond (111}

| User must change patsword o nesd logon
[ ] User cannot change password
[} Password nerver espures

[ ] Account i cheabled

Bachk Naw > Cancel

The Azure AD password policy is configured as shown in the following exhibit. Password policy
Set the password policy for all users in your organization. Days before passwords expire 90
Days before a user is notified about 14 expiration

You confirm that Userl is synced to Azure AD.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can sign in to Azure AD
Userl can change the password immediately by using the My Apps portal
From Azure AD, User! must change the password every 90 days
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
Statements Yes No
Uiser1 can sign in to Azure AD
User1 can change the password immediately by using the My Apps portal !
From Azure AD, User! must change the password every 90 days ' !

NEW QUESTION 276

- (Topic 6)

You have a Microsoft 365 subscription.

You configure a new Azure AD enterprise application named Appl. Appl requires that a user be assigned the Reports Reader role.
Which type of group should you use to assign the Reports Reader role and to access Appl?

A. a Microsoft 365 group that has assigned membership

B. a Microsoft 365 group that has dynamic user membership
C. a security group that has assigned membership

D. a security group that has dynamic user membership

Answer: C

Explanation:

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Azure AD and open in the Roles and
Administrators list for

that app. Select the new custom role and complete the user or group assignment. The assignees can manage users and group access only for the specific app.
Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Azure AD Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.
Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only
administer the group rather than adding users to each resource individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management services, such as Intune.
Security groups can be configured for dynamic membership in Azure Active Directory, allowing group members or devices to be added or removed automatically
based on user attributes such as department, location, or title; or device attributes such as operating system version.

Security groups can be added to a team.

Microsoft 365 Groups can't be members of security groups. Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group
email and shared workspace for conversations, files, and calendar events, Stream, and a Planner.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps https://learn.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups? https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

NEW QUESTION 278

- (Topic 6)

You purchase a new computer that has Windows 10, version 21H1 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 21H1 and the latest quality update only.

B. Install the latest feature update and all the quality updates released since version 21H1.

C. Install the latest feature update and the latest quality update only.

D. Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Answer: C

NEW QUESTION 281

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.
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| Policy nasme
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Arca

Microsofl SharePoint files that are affected by the policy wall g L

be [answer chaice]. § recoverable for up to seven years :

:._. - - — e —

| deleted seven years after they werne created

r

| retained for anly seven years from when they wene created

Once the policy is created, [answer choloe] | some data may be deleted immediately
data will be retamed for a minamum of seven years

| users wall be preventad from permanently deleting email messages for Seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.

Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5

years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at the item level, use retention
labels.

NEW QUESTION 283

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
é Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Hanaqe provisioning (Preview)

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled
USER SIGN-IN
Federation Disabled 0 domains
9 Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you assign User2 the Allow logon locally user right. You instruct User2 to sign in as

user2@fabrikam.com.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

This is not a permissions issue.
The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 284
- (Topic 6)

You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Platform
Devicel MacOs
Device?2 Windows 10 Pro
Device3 Windows 10 Enterprise
Deviced Ubuntu 18.04 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only
D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#requirements

NEW QUESTION 289
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following

table.
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Name Platform

Device1 Windows 10
Device?2 Windows 8.1

Device3 10S
Device4 Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing
corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Devices that can onboarded to v
Microsoft Defender for Endpoint: [Device T only

Device 1 and Device 2 only

Device 1 and Device 3 only

Device 1 and Device 4 only

Device 1, Device 2, and Device 4 only
Device 1, Device 2, Device 3, and Device 4

Endpoint securty policies v
that must be configured: A conditional access policy only

A device compliance policy only

A device configuration profile only

A device configuration profile and a conditional access policy only

Device configuration profile, device compliance policy, and conditional access policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, table Description automatically generated with medium confidence

NEW QUESTION 292

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform Azure Active Directory (Azure AD)
Device1 Windows 10 Joined
Device2 Windows 10 Registered
Device3 Windows 10 Not joined or registered
Deviced4 Android Registered

You plan to review device startup performance issues by using Endpoint analytics. Which devices can you monitor by using Endpoint analytics?

A. Devicel only

B. Devicel and Device2 only

C. Devicel, Device2, and Device3 only

D. Devicel, Device2, and Device4 only

E. Devicel, Device2, Device3, and Device4

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/analytics/overview

NEW QUESTION 293

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

? Customize the common attachments filter.

? Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Policy Types Answer Area

» . = Y
Anti-malware Customize the common attachments filter: [ |

Anti-phishing

Enable impersonation protection for sender domains: | ]

P Anti-spam

Safe Attachments

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Anti-Malware in the
Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2

* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:
Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)

* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically
guarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.

* 6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365

The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:

Feature Anti-phishing policies Anti-phishing policies
in EOP in Defender for Office 365

Automatically created default policy W v

Create custom policies v v

Commaon policy settings o v

Spoof settings o o

First contact safety tip o v
Impersonation settings 7:]
Advanced phishing thresholds o

NEW QUESTION 298
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of

User1 UserGroup1
User2 UserGroup?
User3 UserGroup3

The tenant contains the devices shown in the following table.

Name Owner | Installed apps Platform Microsoft Intune
Device1 User1 None Windows 10 | Enrolled
Device?2 User2 App2 Android Not enrolled
Device3 User3 None 10S Not enrolled

You have the apps shown in the following table.
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Name Type
App1 10S store app
App2 Android store app
App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

App1 can be assigned as a required install for User3. O
AppZ2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O

App3 can be installed automatically for UserGroup1. @]

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements Yes
App1 can be assigned as a required install for User3. O

App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. ©

App3 can be installed automatically for UserGroup1. [{jj

NEW QUESTION 302
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 tenant.

You create a retention label as shown in the Retention Label exhibit. (Click the Retention Label tab.)

Create retention label

Review and finish

E Mame
I Name
& Retention settings MName
| BMonthi
Echt
@ Finish

Retention settings

Retention period Retention action

& maonths Ethm arad [alage
Eidit Exhit
Based on

Baed on when f was cres

Eciit

W CPEAlS
v

You create a label policy as shown in the Label Policy exhibit. (Click the Label Policy tab.)
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Auto-labehng Create auto-labeling policy

© Name Apply label to content matching
® info to label this query

# Create content query <~ Conditions

- ProjectX

O Label

O Finish

=

Back

The label policy is configured as shown in the following table.

Configuration

Value

Label to auto-apply

6Months

Locations

Exchange email

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements
Any sent email message that contains the word ProjectX will be deleted immediately.

Any sent email message that contains the word ProjectX will be retained for six months.

Users are required to manually apply a label to email messages that contain the word

ProjectX.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No
Box 2: Yes
Box 3: No

NEW QUESTION 303
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant.

You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the

Sensitivity label tab.)
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Review your settings and finish

Name
Sensitivity 1

Display name
Sensitivity 1

Description for users
Sensitivity 1

Scope
File Email

Encryption

Content marking

Watermark: Watermark

Header: Header

Auto-labeling

Group settings

Site settings

Auto-labeling for database columns

MNone

You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)

Auto-labeling policy

Policy name
Auto-labeling policy

Description

Label in simulation
Sensitivity 1

Info to label
IP Address

Apply to content in these locations
Exchange email All

Rules for auto-applying this label

Exchange email 1 rule
Mode

On

Comment

A user sends an email that contains the components shown in the following table.

Type File Includes IP address
Mail body Not No
applicable

Attachment File1l docx | Yes
Attachment FileZ xml Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header Is added to File2.xml.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header Is added to File2.xml.

NEW QUESTION 307
DRAG DROP - (Topic 6)

DRAG DROP

Yes

Yes

Il
1 O

No

O

1=
1O

Your network contains an on-premises Active Directory domain that syncs to Azure Active
Directory (Azure AD). The domain contains the servers shown in the following table.

Name Operating system Configuration
_ File Server Resource
Server1 Windows Server 2016
Manager (FSRM)
Server2 Windows Server 2016 None

You use Azure Information Protection.
You need to ensure that you can apply Azure Information Protection labels to the file stores on Serverl.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions
Authonze Serverl.

Answer Area

Install the Microsoft Rights Management connector on

Serverd,

Install a certificate on Senverd.

Install a certificate on Serverl.

Register a service principal name for Server.

Run GenConnectorConfig.psl on Serverl,

Run GenConnectorConfig.psl on Serverd.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions Answer Area
CARIRNERSAEL. T | e e e e '
1 ﬂ Install the Microsoft Rights Management connector on
= = y | Serverd,
|Inmllthe Microsoft Rights Management connector on R e
Install a certificate on Server2. Authorize Server?.
Install a certificate on Server1. = Sin e sitetr legs SR sl Sl iR e
| Register a service principal name for Serverl.
L e = S e = o = - = '--l--—----l-l-l---—--t ------ n--—-u--n--_--_---..-.--—--‘
i Run GenConnectorConfig. psl on Serverl, |
I [
Run GenConnectorConfig. ps1 on Server2. :

NEW QUESTION 309

HOTSPOT - (Topic 6)

Your company has a Microsoft 365 E5 tenant.

Users at the company use the following versions of Microsoft Office:

* Microsoft 365 Apps for enterprise

» Office for the web

» Office 2016

» Office 2019

The company currently uses the following Office file types:

» .docx

o XlIsx

» .doc

e xls

You plan to use sensitivity labels. You need to identify the following:

» Which versions of Office require an add-in to support the sensitivity labels.
» Which file types support the sensitivity labels.

What should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 310
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the administrative units shown in the following table.

Name Members
AU Group1, User2
AU2 Group2, User3, User4

The groups contain the members shown in the following table.
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Name Members
Group1 | User1
Group?2 | User2, User4

The users are assigned the roles shown in the following table.

Name Role Scope
User1 None Not applicable
User2 Password Administrator AU
User3 License Administrator Organization
User4 None Not applicable

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area
Statements Yes No
User2 can reset the password of User1.
User2 can reset the password of Userd.
User3 can assign licenses to User1.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements No
User2 can reset the password of User1,

UserZ can reset the password of Userd. - | I

User3 can assign licenses to User1. |

NEW QUESTION 315

HOTSPOT - (Topic 5)

You need to configure the Office 365 service status notifications and limit access to the service and feature updates. The solution must meet the technical
requirements.

What should you configure in the Microsoft 365 admin center? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
To configure the notifications: aneﬁnﬂ email g

Help desk information
Organization information ]

To limit access: Release preferences o 20
Pnvileged Access

Helease preferences

Office installation options

A. Mastered
B. Not Mastered

Answer: A
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NEW QUESTION 320

HOTSPOT - (Topic 5)

You are evaluating the use of multi-factor authentication (MFA).

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Users will have 14 days to register for MFA after they sign in for the first time.

Users must use the Microsoft Authenticator app to complete MFA.

After registening, users must use MFA for every sign-in.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No
Users will have 14 days to register for MFA after they sign in for the first time. !

Users must use the Microsoft Authenticator app to complete MFA. 1 I

After registering, users must use MFA for every sign-in. 1O

NEW QUESTION 322

HOTSPOT - (Topic 5)

You need to ensure that Admin4 can use SSPR.

Which tool should you use. and which action should you perform? To answer, select the appropriate options m the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Action: ' Enahle password writehack. =

Enable app registrations.

Enable password writeback
Enable password hash synchronization.
__[}Eabie password hash synchronization.

Tool Azure AD Connect v

Synchronization Rules Editor
| Microsoft Entra admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Action: Frnahle password wnteback |
$abltaupieglﬂ ahons. _ _ _
o mnﬁm

Enable password hash S}HE]“IIGHIE& on
Disable password hash synchronization.

Tool: _ Azyre AD Conpect _ _ _ v
Azure AD Connect
1.—Syn;hr~emzanm Rules-Editbr
Microsoft Entra admin center

NEW QUESTION 324
- (Topic 5)
You need to configure just in time access to meet the technical requirements. What should you use?

A. entittlement management

B. Azure AD Privileged Identity Management (PIM)
C. access reviews

D. Azure AD ldentity Protection

Answer: B

NEW QUESTION 328

- (Topic 5)

You need to configure Azure AD Connect to support the planned changes for the Montreal Users and Seattle Users OUs.
What should you do?

A. From the Microsoft Azure AD Connect wizard, select Customize synchronization options.
B. From PowerShell, run the Add-ADSyncConnectorAttnbuteinclusion cmdlet.

C. From PowerShell, run the start-ADSyncSyncCycle cmdlet.

D. From the Microsoft Azure AD Connect wizard, select Manage federation.

Answer: A

NEW QUESTION 329

- (Topic 4)

You are evaluating the required processes for Projectl.

You need to recommend which DNS record must be created while adding a domain name
for the project.

Which DNS record should you recommend?

A. host (A)

B. host information
C. text (TXT)

D. alias (CNAME)

Answer: D

Explanation:

When you add a custom domain to Office 365, you need to verify that you own the domain. You can do this by adding either an MX record or a TXT record to the
DNS for that domain.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:

Text (TXT)

Mail exchanger (MX)

incorrect answer options you may see on the exam include the following: alias (CNAME)

Host (A) host (AAA)

Pointer (PTR) Name Server (NS)

host information (HINFO) pointer (PTR)

Reference:

https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns- records-at-any-dns-hosting-provider

NEW QUESTION 333

HOTSPOT - (Topic 3)

You need to configure the information governance settings to meet the technical

requirements.

Which type of policy should you configure, and how many policies should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Policy type: | Retention -
Label

Auto-labeling

Number of required policies: 2
1

3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Policy type: | Retention ]
Label

Retention
Auto-labeling

Number of required policies: 2 *
1

wi

NEW QUESTION 335

HOTSPOT - (Topic 3)

You need to ensure that User2 can review the audit logs. The solutions must meet the technical requirements.

To which role group should you add User2, and what should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Role group: v
Reviewer

Global reader

Data Investigator
Compliance Management

Tool: v
Exchange admin center
SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Role group: v
Reviewer

Global reader

Data Investigator

 |Exchange admin center
SharePoint admin center
Microsoft 365 admin center

Microsoft 365 security center

NEW QUESTION 338
- (Topic 3)
You need to configure Office on the web to meet the technical requirements. What should you do?

A. Assign the Global reader role to Userl.

B. Enable sensitivity labels for Office files in SharePoint Online and OneDrive.
C. Configure an auto-labeling policy to apply the sensitivity labels.

D. Assign the Office apps admin role to Userl.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files?view=0365-worldwide

NEW QUESTION 340

HOTSPOT - (Topic 3)

You need to configure automatic enrollment in Intune. The solution must meet the technical requirements.

What should you configure, and to which group should you assign the configurations? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Configure: v
Device configuration profiles Enrollment restrictions
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: ‘ v
UserGroup1
UserGroup2
DeviceGroup1
DeviceGroup?2
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Configure: v
Device configuration profiles Enroliment restrictions _
,The mobile device management (MDM) user scope |
The mobile application management (MAM) user scope
Group: v
UserGroup1_
\UserGroup2 '
DeviceGroup1
DeviceGroup?2
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NEW QUESTION 344
- (Topic 3)
You need to create the DLP policy to meet the technical requirements. What should you configure first?

A. sensitive info types

B. the Insider risk management settings
C. the event types

D. the sensitivity labels

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy ?view=0365-worldwide

NEW QUESTION 348
- (Topic 3)
You need to configure the compliance settings to meet the technical requirements. What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.

B. From Locations, create a new location for noncompliant devices.

C. From Retire Noncompliant Devices, select Clear All Devices Retire State.
D. Modify the Compliance policy settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 351
- (Topic 1)
You need to create the Microsoft Store for Business. Which user can create the store?

A. User2
B. User3
C. User4
D. User5

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for- business

NEW QUESTION 356
- (Topic 1)
On which server should you use the Defender for identity sensor?

A. Serverl
B. Server2
C. Server3
D. Server4d
E. Serversb5

Answer: A

Explanation:
However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 359
- (Topic 2)
You need to protect the U.S. PII data to meet the technical requirements. What should you create?

A. a data loss prevention (DLP) policy that contains a domain exception

B. a Security & Compliance retention policy that detects content containing sensitive data
C. a Security & Compliance alert policy that contains an activity

D. a data loss prevention (DLP) policy that contains a user override

Answer: A

NEW QUESTION 360
- (Topic 1)
You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?
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A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per user setting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enrollment restrictions.

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 365
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.

You plan to implement identity protection by configuring a sign-in risk policy and a user risk policy. Which type of risk is detected by each policy? To answer, select
the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

Sigrvin fisk pOKCY. [ Teaked credentials. b2 |
Atypical travel
Leaked credentals

Possible attempt 10 access Pnimary Refresh Token (PRT)

Liser risk policy: | Malicious IP address xS
| Leaked credentials
Mahowous [P address
| Suspicious browser

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Signein fisk ORY. [T eakad credentiol o

Atypacal travel
| Leaked credentals

| - e -

Possible attempt 1o access Pnmary Refresh Token (PRT)

User risk policy. ~ Malicious IP address el
[Leaked credentials
Malicious IP address

NEW QUESTION 367
- (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | Microsoft 365 admin | Microsoft Exchange Online
role admin role
User1 | Global Administrator None
User2 | Exchange Administrator | None
User3 | Service Support None
Administrator
User4 | None Organization Management

You plan to use Exchange Online to manage email for a DNS domain. An administrator adds the DNS domain to the subscription.
The DNS domain has a status of Incomplete setup.

You need to identify which user can complete the setup of the DNS domain. The solution must use the principle of least privilege.
Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: A

NEW QUESTION 371
DRAG DROP - (Topic 6)
You have a Microsoft 365 E5 tenant that contains 500 Android devices enrolled in Microsoft Intune.
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You need to use Microsoft Endpoint Manager to deploy a managed Google Play app to the devices.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create an app configuration policy
Link the account to Intune

Create a Microsoft account

[ Cuﬁﬁgure a mobile device management '
' (MDM) push certificate

O
Q0

Add the app

Create a Google account

Assign the app

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area

NEW QUESTION 372

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You configure a new alert policy as shown in the following exhibit.
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How do you want the alert to be triggered?

O Every time an activity matches the rule

O When the volume of matched activities reaches a threshold

More than or equalto 15 activities
During the last 60 minutes
On Allusers v

(@ When the volume of matched activities becomes unusual

On All users N

You need to identify the following:
? How many days it will take to establish a baseline for unusual activity.
? Whether alerts will be triggered during the establishment of the baseline.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline: v

=] N -

Whether the alerts will be triggered during the
establishment of the baseline: v

Alerts will be triggered.
Alerts will not be triggered.

Alerts will be triggered only after the process to
establish the baseline has been running for one day.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
How many days it will take to establish the baseline: -
1
|—5'|
i T
10

Whether the alerts will be triggered during the
establishment of the baseline: -

I e 5 R WA Rl

Alerts will be triggered only after the process to
establish the baseline has been running for one day.

NEW QUESTION 376
- (Topic 6)
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You have a Microsoft 365 E5 subscription.

You create a Conditional Access policy that blocks access to an app named Appl when users trigger a high-risk sign-in event.
You need to reduce false positives for impossible travel when the users sign in from the corporate network.

What should you configure?

A. exclusion groups
B. multi-factor authentication (MFA)
C. named locations
D. user risk policies

Answer: C

NEW QUESTION 381
- (Topic 6)
You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center. Which Microsoft service source will appear on the Incidents page of the
Microsoft 365
security center?

A. Microsoft Defender for CloudUse the
B. Microsoft Purview

C. Azure Arc

D. Microsoft Defender for Identity

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- alerts?view=0365-worldwide

NEW QUESTION 383
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following exhibit.

2 Grnups | All.grm_lps

A filtes

MNamae Group Type Secumity enabled Bole assignments allowed

GR

To which groups can you assign Microsoft 365 E5 licenses?

A. Group! and Group2 only
B. Group2 and Group3 only
C. Group3 and Group4 only
D. Group 1, Group2. and Group3 only
E. Group2, Group3, and Group4 only

Answer: C

NEW QUESTION 386

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

A. CSV
B. XLSX
C. JSON
D. XML

Answer: B

Explanation:
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldwide#export-a-template

NEW QUESTION 387

- (Topic 6)

Your company has digitally signed applications.

You need to ensure that Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed applications safe and never
analyzes them.

What should you create in the Microsoft Defender Security Center?

A. a custom detection rule

B. an allowed/blocked list rule
C. an alert suppression rule
D. an indicator

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 389
- (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table

Name Role
Admin1 User Administrator
Admin2 Password Administrator
Admin3 | Exchange Administrator

You need to compare the permissions of each role. The solution must minimize administrative effort.
Which portal should you use?

A. the Microsoft Purview compliance portal
B. the Microsoft 365 admin center

C. the Microsoft 365 Defender porttl

D. the Microsoft Entra admin center

Answer: A

NEW QUESTION 390

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to evaluate compliance with European Union privacy regulations for customer data.
What should you do in the Microsoft 365 compliance center?

A. Create a Data Subject Request (DSR)

B. Create a data loss prevention (DLP) policy for General Data Protection Regulation (GDPR) data
C. Create an assessment based on the EU GDPR assessment template

D. Create an assessment based on the Data Protection Baseline assessment template

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/compliance/regulatory/gdpr-action-plan

NEW QUESTION 391
- (Topic 6)
Your company has an Azure AD tenant named contoso.com that includes the users shown in the following table.

Name Usage location | Membership
User1 United States Group1, Group2

User2 Not set Group?2
User3 Not set Group1
User4 Canada Group1

Group2isa member of Groupl.
You assign an Office 365 Enterprise E3 license to Groupl. How many Office 365 E3 licenses are assigned?

Al
B.2
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C.
D

W

Answer: C

NEW QUESTION 394

HOTSPOT - (Topic 6)

HOTSPOT

You have an Azure AD tenant that contains the administrative units shown in the following table.

Name Members
AU User1, User2
A2 User3

You have the following users:

? A user named Userl that is assigned the Password Administrator for AU1 and AU2.

? A user named User2 that is assigned the User Administrator for AUL.

? A user named User3 that is assigned the User Administrator for the tenant.

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can reset the password of User3. ). O
User2 can update the display name of User1. O O
User1 can reset the password of User2. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

Userl is assigned the Password Administrator for AU1 and AU2. User3 is in AU2. User3 is User Adminstrator.

Password administrators cannot reset User Administrators passwords.
Note: Password Administrator

Users with this role have limited ability to manage passwords. This role does not grant the ability to manage service requests or monitor service health. Whether a

Password Administrator can reset a user's password depends on the role the user is assigned.

Role that password can be reset Password Helpdesk Auth User Privileged Auth Global
Admin Admin Admin Admin Admin Admin
User Admin D 4 v L4
Usage Summary Reports Reader 4 Y 4 v 4 v
Box 2: Yes
Box 3: No

Userl is assigned the Password Administrator for AU1 and AU2. User2 is in AUL. User2 is User Adminstrator.

Password administrators cannot reset User Administrators passwords.
Note: User Administrator

Can manage all aspects of users and groups, including resetting passwords for limited admins.

NEW QUESTION 397
HOTSPOT - (Topic 6)
You have a hybrid deployment of Azure AD that contains the users shown in the following table.
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Name Description

User1 | Azure AD Connect sync account
User2 | Contributor for Azure AD Connect
Health

User3 | Application administrator in Azure
AD

You need to identify which users can perform the following tasks:

* View sync errors in Azure AD Connect Health.

* Configure Azure AD Connect Health settings.

Which user should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
View sync efmors In Azure AD Connect Health: | User2 v
Userl
[ User3 |
Configure Azure AD Connect Health settings: | User! ol
Userd
Userd
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Arca
View sync errors in Azure AD Connect Health: | Liser2 »
User]
User3
Configure Azure AD Connect Health settings: | Liser] -
User2
User3

NEW QUESTION 399
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