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NEW QUESTION 1
Refer to the exhibit.

L= = e’

Company XYZ must design a DMVPN tunnel between the three sites Chicago is going to act as the NHS and the company wants DMVPN to detect peer endpoint
failures Which technology should be used m the design?

A. VPLS
B. IP SLA
C. GRE
D. L2TPv3

Answer: B

NEW QUESTION 2
According to the CIA triad principles for network security design, which principle should be priority for a Zero Trust network?

A. requirement for data-in-motion encryption and 2FA authentication

B. requirement for data-at-rest encryption foe user identification within the VPN termination hardware

C. categorization of systems, data, and enterprise BYOD assets that are connected to network zones based on individual privacy needs
D. ensuring that authorized users have high-availability system access from defined zones to defined systems or zones

Answer: A

NEW QUESTION 3
As a network designer you need to support an enterprise with hundreds of remote sites connected over a single WAN network that carries different types of traffic,
including VolP, video, and data applications which of following design considerations will not impact design decision?

A. Focus on the solution instead of the problem, which helps to reduce downtime duration
B. The location of the data collection

C. What direction the data or flows should be metered

D. Identify traffic types and top talkers over this link

Answer: A

NEW QUESTION 4

A customer migrates from a traditional Layer 2 data center network into a new SDN-based spine-and-leaf VXLAN EVPN data center within the same location The
networks are joined to enable host migration at Layer 2 What is the final migration step after hosts have physically migrated to have traffic flowing through the new
network without changing any host configuration?

A. Shut down legacy Layer 3 SVI

B. clear ARP caches on all hosts being migrated and then configure the legacy VRRP address onto new VXLAN core switches
C. Increase VRRP priorities on new infrastructure over legacy VRRP values, then shut down legacy SVIs

D. Shut down legacy infrastructure to allow VXLAN gateways to become active

E. Shut down legacy Layer 3 SVIs and activate new preconfigured Layer 3 SVIs on VXLAN

Answer: D

NEW QUESTION 5

Which three elements help network designers to construct secure systems that protect information and resources (such as devices, communication, and data)
from unauthorized access, modification, inspection, or destruction? (Choose three.)

A. confidential

B. serviceability
C. reliability
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D. availability
E. integrity
F. scalability

Answer: ADE

NEW QUESTION 6
Enterprise XYZ wants to implement fast convergence on their network and optimize timers for OSPF However they also want to prevent excess flooding of LSAs if
there is a constantly flapping link on the network Which timers can help prevent excess flooding of LSAs for OSPF?

A. OSPF propagation timers
B. OSPF throttling timers

C. OSPF delay timers

D. OSPF flooding timers

Answer: B

NEW QUESTION 7
Which two characteristics are associated with 802 1s? (Choose two)

A. 802.1s supports up to 1024 instances of 802.1

B. 802.1 s is a Cisco enhancement to 802.1w.

C. 802.1s provides for faster convergence over 802 1D and PVST+.

D. CPU and memory requirements are the highest of all spanning-tree STP implementations.
E. 802.1s maps multiple VLANS to the same spanning-tree instance

Answer: CE

NEW QUESTION 8

You have been asked to design a remote access VPN solution to support up to 2000 devices. You must ensure that only corporate assets are allowed to connect
to the VPN, and users must authenticate to gain access of their based on their user role. Users must use a password that they are already using to access existing
applications . A user may not always use the same device to access the VPN. Which two options combined meet the requirements? (Choose two)

A. Use local usernames and passwords on the VPN device

B. Deploy a central authentication directory that users can be authenticated and authorized against
C. Deploy certificates that are unique to each user

D. Deploy an IPsec VPN solution

E. Deploy certificates that are unique to each device

F. Deploy a SSL VPN solution

Answer: BF

NEW QUESTION 9
Company XYZ network runs IPv4 and IPv6 and they want to Introduce a multidomain, multicast-based network. The new design should use a flavor of PIM that
forwards traffic using SPT. Which technology meets this requirement?

A. PIM-DM
B. PIM-SM
C. PIM-SSM
D. BIDIR-PIM

Answer: C

NEW QUESTION 10

Company XYZ uses an office model where the employees can use any open desk and plug their laptops in. They want to authenticate the end users using their
domain username and password before allowing them access to the network. The design must also accommodate the ability of controlling traffic within the same
group or subnet if a macro (or micro) segmentation-based model is adopted in the future. Which protocol can be recommended for this design to authenticate end
users?

A. LDAP

B. EAP

C. TACACS+
D. RADIUS

Answer: D

Explanation:
https://www.networkstraining.com/what-is-cisco-ise/

NEW QUESTION 10
An architect receives a business requirement from a CTO that states the RTO and RPO for a new system should be as close as possible to zero. Which replication
method and data center technology should be used?

A. asynchronous replication over dual data centers via DWDM

B. synchronous replication over geographically dispersed dual data centers via MPLS
C. synchronous replication over dual data centers via Metro Ethernet

D. asynchronous replication over geographically dispersed dual data centers via CWDM
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Answer: B

Explanation:

RTO and RPO are measures of how quickly and accurately a system can be recovered after a disaster or

failure. RTO refers to the amount of time it takes to restore a system to its normal operation after a failure, while RPO refers to the amount of data that can be lost
as a result of a failure. In synchronous replication, data is written to both the primary and secondary systems at the same time. This ensures that the data on the
secondary system is always up-to-date and ready for use in the event of a disaster or failure. Geographically dispersed dual data centers refer to two data centers
that are located in different geographical locations, which can help to reduce the risk of a disaster or failure impacting both data centers at the same time.

NEW QUESTION 15
Which two benefits can software-defined networks provide to businesses? (Choose two.)

. provides additional redundancy
. reduction of OpEx/CapEx

. reduced latency

. decentralized management

. enables innovation

. meets high traffic demands

TmoOm>

Answer: BE

NEW QUESTION 16
Which Interconnectivity method offers the fastest convergence in the event of a unidirectional issue between three Layer 3 switches connected together with
routed links in the same rack in a data center?

A. Copper Ethernet connectivity with BFD enabled
B. Copper Ethernet connectivity with UDLD enabled
C. Fiber Ethernet connectivity with BFD enabled

D. Fiber Ethernet connectivity with UDLD enabled

Answer: C

NEW QUESTION 20
Company ABC wants to minimize the risk of users plugging unauthorized switches and hubs into the network Which two features can be used on the LAN access
ports to support this design requirement? (Choose two.)

A. Loop Guard
B. PortFast
C.DTF

D. Root Guard
E. BPDU Guard

Answer: BE

NEW QUESTION 25
You are designing the routing design for two merging companies that have overlapping IP address space. Which of these must you consider when developing the
routing and NAT design?

A. Local to global NAT translation is done after routing

B. Global to local NAT translation is done before routing.

C. Local to global NAT translation is done before policy-based routing
D. Global to local NAT translation is done after policy-based routing.

Answer: B

NEW QUESTION 28
Which two conditions must be met for EIGRP to maintain an alternate loop-free path to a remote network? (Choose two.)

A. The Reported Distance from a successor is lower than the local Feasible Distance.
B. The Reported Distance from a successor is higher than the local Feasible Distance.
C. The feasibility condition does not need to be met.

D. The Feasible Distance from a successor is lower than the local Reported Distance.
E. A feasible successor must be present.

Answer: AE

NEW QUESTION 31
Company XYZ needs advice in redesigning their legacy Layer 2 infrastructure. Which technology should be included in the design to minimize or avoid
convergence delays due to STP or FHRP and provide a loop-free topology?

A. Use switch clustering in the access layer.

B. Use switch clustering in the core/distribution layer.
C. Use spanning-tree PortFast.

D. Use BFD.

Answer: B
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NEW QUESTION 34
Refer to the exhibit.

BGP Topology
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An engineer has been asked to redesign the traffic flow toward AS 111 coming from AS 500.Traffic destined to AS 111 network 91 7 0.0/16 should come in via AS
100. while traffic destined to all other networks in AS 111 should continue to use the existing path Which BGP attributes are best suited to control this inbound
traffic coming from BGP AS 500 Into the 91.7.0.0/16 network?

A. Prepend AS path for the 91.7.0.0/16 network and set it for neighbor in AS 200.

B. Use extended community for the 91.7.0.0/16 network, not advertising it to the bi-lateral peer.

C. Use local preference on R1 for the networks that AS 500 advertises to AS 111.

D. Set higher MED for neighbor in AS 100 to influence incoming traffic for the 91. 7.0.0/16 network.

Answer: A

NEW QUESTION 39
A financial company requires that a custom TCP-based stock-trading application be prioritized over all other traffic for the business due to the associated revenue.
The company also requires that VolP be prioritized for manual trades. Which directive should be followed when a QoS strategy is developed for the business?

A. Allow VolIP and the custom application to share the same priority queue,

B. The custom application and VolP must be assigned their own separate priority queue.
C. Interleave the custom application with other TCP applications in the same CBWR

D. Avoid placing the custom application in a CBWFQ queue that contains other

Answer: C

NEW QUESTION 40

You are designing the QoS policy for a company that is running many TCP-based applications. The company is experiencing tail drops for these applications. The
company wants to use a congestion avoidance technique for these applications. Which QoS strategy can be used to fulfill the requirement?

A. weighted fair queuing

B. weighted random early detection

C. low-latency queuing

D. first-in first-out

Answer: B

NEW QUESTION 45
Refer to the exhibit.
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ACME Mining has four data centers in Santiago. Cape Town. Mumbai, and Beijing, full-mesh connected via a 400 Mb/s EVP-LAN They want to deploy a new
mission-critical application with these
requirements:

> cluster heartbeat 2 Mb/s continuous (250 KB/s)

> cluster heartbeat one-way maximum latency 100 ms
These are the current ping tests results between the four data centers:

Santiago ?::: Mumbai | Beijing
Santiago |- 280ms |378ms |[409 ms
Cape Town | 280 ms - 185 ms 445 ms
Mumbai 383 ms 176 ms - 443 ms
Beijing 430ms |448ms |(442ms |-

Which hosting data center pair can host the new application?

A. Mumbai and Beijing

B. Santiago and Cape Town
C. Santiago and Mumbai

D. Cape Town and Mumbai
E. Cape Town and Beijing
F. Santiago and Beijing

Answer: D

NEW QUESTION 50
In search of a system capable of hosting, monitoring compiling. and testing code in an automated way, what can be recommended to the organization?

A. Jenkins
B. Ansible
C. Perl

D. Chef

Answer: A

NEW QUESTION 54
Which two protocols are used bv SDN controllers to communicate with switches and routers? (Choose two )

A. OpenFlash

B. OpenFlow

C. NetFlash

D. Open vSwitch Database
E. NetFlow

Answer: BD

NEW QUESTION 56
Drag and drop the FCAPS network management reference models from the left onto the correct definitions on the right.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 400-007 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/400-007-exam-dumps.html (267 New Questions)

Fault Management ensures that nebwork transit quality remains at acceptable levels
Configuration Management gathers usage statistics for users and business units
Accounting Management gathers and stores configuration code from network devices

recognizes, isolates, corrects, and logs events that occur in the

Performance Management natwork

Security Management controls access to assets In the network

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Fault Management = Recognize, isolates, corrects, and logs events that occur in the network

Configuration Management = Gathers and stores configration code from network devices
Performance Management= ensures that network transit quality remains at acceptable laevels
Security Management= Controls access to assets in the network

Accounting Management= gathers usage statistics for users and business untts|

NEW QUESTION 61

Company XYZ wants to redesign the Layer 2 part of their network and wants to use all available uplinks for increased performance. They also want to have end
host reachability supporting conversational learning. However, due to design constraints, they cannot implement port-channel on the uplinks. Which other
technigue can be used to make sure the uplinks are in active/active state?

A. TRILL

B. LISP

C. MSTP

D. switch stack

Answer: B

NEW QUESTION 63
What is the most important operational driver when building a resilient and secure modular network design?

A. Reduce the frequency of failures requiring human intervention
B. Minimize app downtime

C. Increase time spent on developing new features

D. Dependencies on hardware or software that is difficult to scale

Answer: A

NEW QUESTION 67

Company XYZ wants to deploy OSPF. The design plan requires that two OSPF networks be mutually redistributed at multiple locations and ensure end-to-end
connectivity to all of the company's networks Which technology can be used to fulfill the requirements while avoiding the creation of routing loops?

A. Create a virtual link between ASBRs.

B. Change the router ID for both ASBRs.

C. Redistribute routes as external type 2 routes.

D. Use route maps on ASBRs to filter routes with tags so they are not redistributed.

Answer: D

Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/4170-ospfprocesses.htmi

NEW QUESTION 68
What are two examples of business goals to be considered when a network design is built? (Choose two.)
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A. standardize resiliency

B. minimize operational costs
C. integrate endpoint posture
D. ensure faster obsolescence
E. reduce complexity

Answer: BE

NEW QUESTION 73
Company XYZ is revisiting the security design for their data center because they now have a requirement to control traffic within a subnet and implement deep
packet inspection Which technology meets the updated requirements and can be incorporated into the design?

A. routed firewall

B. VLAN ACLs on the switch

C. transparent firewall

D. zone-based firewall on the Layer 3 device

Answer: C

NEW QUESTION 78
What is the most important operational driver in building a resilient and secure modular network design?

A. Dependencies on hardware or software that is difficult to scale
B. Minimize app downtime

C. Reduce the frequency of failures requiring human intervention
D. Increase time spent on developing new features

Answer: B

NEW QUESTION 82
Which two actions ensure voice quality in a branch location with a low-speed, high-latency WAN connection? (Choose two.)

A. Increase WAN bandwidth

B. Increase memory branch switch.

C. Fragment data packets.

D. Replace any electrical links with optical links
E. Prioritize voice packets

Answer: CE

NEW QUESTION 85
Company XYZ wants to prevent switch loops caused by unidirectional point-point-link condition on Rapid FVST + and MST. Which technology can be used in the
design to meet this requirement?

A. STPBPDU guard

B. STP bridge assurance
C. MSTP

D. TRILL

Answer: B

NEW QUESTION 88
Company XYZ is running SNMPVL1 in their network and understands that it has some flaws. They want to change the security design to implement SNMPv3 in the
network Which network threat is SNMPv3 effective against?

A. man-in-the-middle attack

B. masquerade threats

C. DDoS attack

D. brute force dictionary attack

Answer: D

NEW QUESTION 92

A network design includes a long signaling delay in notifying the Layer 3 control plane that an interface has failed Which two of these actions would reduce that
delay? (Choose two.)

A. Increase network stability.

B. Reduce the time for the network to reconverge.

C. Increase the notification of interface flaps.

D. Enable lower data link layer recovery systems to have an opportunity to restore the interface

Answer: BD

NEW QUESTION 95
Refer to the exhibit.
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| EquipmentCost | ISP Cost Licenses Cost |
SD-WANoverLVPN | 8§ | ss | sss
SO-WANoverL2vPN | S5 | S | %
Managed SD-WAN ! $ S$S !

DMVPN over L3VPN | $3 53 ; S

The WAN network of the General Bank of Greece has experienced several outages It takes too long to activate a new branch site The networking department of
the bank plans to upgrade the legacy end-of-life WAN network with a new flexible manageable, and scalable in-house solution The number of branches will
increase exponentially in the next fiscal year The CTO states that the bank’s mam goal is OPEX reduction The network engineering team prepares a table to
evaluate the available options Which WAN technology can be used for the solution?

A. DMVPN over L3VPN
B. Managed SD-WAN
C. SD-WAN over L3VPN
D. SD-WAN over L2VPN

Answer: B

NEW QUESTION 98
A service provider recently migrated to an SD-WAN solution for delivering WAN connections to its customers. One of the main challenges with the SD-WAN
deployment is that branch site volume increases every year, which causes management complexity. Which action resolves the issue?

A. Implement a scalable network management system to manage all sites.
B. Adopt a well-structured SD-WAN service management lifecycle model
C. Build a service orchestration platform on top of the network controller
D. Set up a dedicated team to monitor and provision new customers

Answer: C

NEW QUESTION 100
Which two data plane hardening techniques are true? (Choose two)

A. warning banners

B. redundant AAA servers

C. Control Plane Policing

D. SNMPv3

E. infrastructure ACLs

F. disable unused services

G. routing protocol authentication

Answer: EF

NEW QUESTION 101
Refer to the exhibit.

10.1.4.0/24 10.1.12.0/24
10.1.5.0/24 10.1.13.0/24
10.1.6.0/24 10.1.14.0/24
10.1.7.0/24 192.1.1.0/24 10.1.15.0/24

P Lomaon

10.1.8.0/24
10.1.9.0/24
10.1 10:‘12" * BEacelera
10.1.11.0724

This network is running EIGRP as the routing protocol and the internal networks are being advertised in EIGRP. Based on the link speeds, all traffic between
London and Rome is getting propagated via Barcelona and the direct link between London and Rome is not being utilized under normal working circumstances.
The EIGRP design should allow for efficiency in the routing table by minimizing the routes being exchanged. The link between London and Rome should be
utilized for specific routes. Which two steps accomplish this task? (Choose two.)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 400-007 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://www.surepassexam.com/400-007-exam-dumps.html (267 New Questions)

A. Configure EIGRP route summarization on all the interfaces to summarize the internal LAN routes
B. Filter the routes on the link between London and Barcelona

C. Filter the routes on the link between London and Rome

D. Configure route leaking of summary routes on the link between London and Rome

Answer: AD

NEW QUESTION 104
Refer to the table.

CONNECTIVITY |CAPEX [OPEX INSTALLATION |TERM
ANNUAL  [FEE

DWDM over dark  [$250,000[5100,000  [530,000 12 months
fiber

CWDM over dark  [5150,000 [§100.000  [525,000 18 months
NDer

MPLS wires only _ [550.000 [$80.000 55,000 24 months
letro Ethemnet st oo Binnoor  Reonn BAR methe
VIEITO ELnermel 242, U000 R 10U UJU o9, VUL S0 Monins

A customer investigates connectivity options for a DCI between two production data centers to aid a

large-scale migration project. The solution must provide a single 10G connection between locations and be able to run its own varying QoS profiles without service
provider interaction based on the migration stages. All connectivity methods are at 10 Gbps. Which transport technology costs the least if the connectivity is

required for just one year?
A. MPLS wires only

B. CWDM over dark fiber
C. DWDM over dark fiber
D. Metro Ethernet

Answer: A

NEW QUESTION 109

Company XYZ has a hub-and-spoke topology over an SP-managed infrastructure. To measure traffic performance metrics, they implemented IP SLA senders on
all spoke CE routers and an IP SLA responder on the hub CE router. What must they monitor to have visibility on the potential performance impact due to the

constantly increasing number of spoke sites?

A. CPU and memory usage on the spoke routers
B. memory usage on the hub router

C. CPU usage on the hub router

D. interface buffers on the hub and spoke routers

Answer: C

NEW QUESTION 113
Which actions are performed at the distribution layer of the three-layer hierarchical network design model? (Choose two)

A. Fast transport

B. Reliability

C. QoS classification and marking boundary
D. Fault isolation

E. Redundancy and load balancing

Answer: DE

NEW QUESTION 118
Which design benefit of bridge assurance is true?

A. It supposes a spanning-tee topology change upon connecting and disconnecting a station on a port

B. It prevents switched traffic from traversing suboptimal paths on the network.

C. It allows small, unmanaged switches to be plugged into ports of access switches without the risk of switch loops.
D. It prevents switch loops caused by unidirectional point-to-point link condition on Rapid PVST + and MST

Answer: D

NEW QUESTION 120
Which two pain points are the most common for container technology adoption? (Choose two)

A. Performance

B. Security

C. Cost

D. Container deployment
E. Skilled staff

F. Compliance

Answer: DE
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NEW QUESTION 123
A business invests in SDN and develops its own SDN controller that, due to budget constraints, runs on a single controller. The controller actively places an
exclusive lock on the configuration of the devices to ensure it is the only source of changes to the environment. What is the result if the controller fails?

A. All device configurations are in read-only mode until the controller is restored.
B. The control plane is unavailable until the controller is restored.

C. If a device fails, the configuration backup is unavailable

D. Manual changes are only possible until the controller is restored

Answer: B

NEW QUESTION 126
Which two features describe controller-based networking solutions compared to traditional networking solutions? (Choose two.)

A. inflate licensing costs

B. reduce network configuration complexity

C. provide centralization of primary IT functions
D. allow for fewer network failures

E. increase network bandwidth usage

Answer: BC

NEW QUESTION 127
Which design solution reduces the amount of IGMP state in the network?

A. IGMP filtering

B. IGMPv3 with PIM-SSM

C. multiple multicast domains

D. one multicast group address thorough network regardless of IGMP version

Answer: A

NEW QUESTION 132

A product manufacturing organization is integrating cloud services into their IT solution The IT team is working on the preparation phase of the implementation
approach, which includes the Define Strategy step. This step defines the scope of IT, the application, and the service What is one topic that should be considered
in the Define Strategy step?

A. financial and governance models

B. innovate and align with business according to volume
C. due diligence and financial scenarios

D. contingency exit strategy steps

Answer: D

NEW QUESTION 137
A company plans to use BFD between its routers to detect a connectivity problem inside the switched network. An IPS is transparently installed between the
switches. Which packets shold the IPS forward for BFD to work under all circumstances?

A. Fragmented packet with the do-not-fragment bit set

B. IP packets with broadcast IP source addresses

C. IP packets with the multicast IP source address

D. IP packet with the multicast IP destination address

E. IP packets with identical source and destination IP addresses
F. IP packets with the destination IP address 0.0.0.0.

Answer: E

NEW QUESTION 142
What are two top cloud-native security challenges faced by today's cloud-oriented organizations? (Choose two.)

A. establishing user roles

B. polymorphism

C. lack of visibility and tracking
D. increased attack surface

E. user credential validation

Answer: CD

NEW QUESTION 146
Which two statements explain the operation of BFD asynchronous mode? (Choose two )

A. BFD asynchronous mode with echo packets combines the control packets and echo packets into a single packet.

B. BFD asynchronous mode without echo packets uses control packets, and BFD asynchronous mode with echo packets does not.

C. BFD asynchronous mode with and without echo packets use control packets.

D. BFD asynchronous without echo packets has control packets sent back to the originating router, which echoes the control packet to detect failures.
E. BFD asynchronous mode with echo packets uses separate control packets and echo packets.
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Answer: CE

NEW QUESTION 151

Company XYZ branch offices connect to the headquarter sites using two links, MPLS and Internet. The company wants to design the traffic flow so that voice
traffic goes through the MPLS link and all other traffic uses either the MPLS link or the Internet link. Which technique can the company use in their design to
ensure that the traffic is not process switched?

A. policy-based routing
B. virtual links

C. visualization

D. floating static route

Answer: A

NEW QUESTION 156
IPFIX data collection via standalone IPFIX probes is an alternative to flow collection from routers and switches. Which use case is suitable for using IPFIX probes?\

A. performance monitoring
B. security

C. observation of critical links
D. capacity planning

Answer: A

NEW QUESTION 160
What are two design constraints in a standard spine and leaf architecture? (Choose two.)

A. Spine switches can connect to each other.

B. Each spine switch must connect to every leaf switch.
C. Leaf switches must connect to each other.

D. Endpoints connect only to the spine switches.

E. Each leaf switch must connect to every spine switch.

Answer: BE

NEW QUESTION 165
Company XYZ wants to improve the security design of their network to include protection from reconnaissance and DoS attacks on their sub interfaces destined
toward next hop routers. Which technology can be used to prevent these types of attacks?

A. MPP
B. CPPr
C. CoPP
D. DPP

Answer: B

Explanation:
https://learningnetwork.cisco.com/s/question/0D53i00000KsuyvCAB/copp-vs-cppr

NEW QUESTION 168
What are two examples of components that are part of an SDN architecture? (Choose two.)

A. software plane

B. control plane

C. application plane
D. management plane
E. network plane

Answer: BD

NEW QUESTION 169

Which two characteristics apply to firewall transparent mode operations in a firewall solution design? (Choose two.)
A. Changes in the existing IP addressing and subnets are required

B. The firewall can participate actively on spanning tree.

C. Multicast traffic can traverse the firewall.

D. OSPF adjacencies can be established through the firewall

E. The firewall acts like a router hop in the network.

Answer: CD

NEW QUESTION 172

As network designer, which option is your main concern with regards to virtualizing multiple network zones into a single hardware device?

A. Fate sharing
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B. CPU resource allocation
C. Congestion control

D. Security

E. Bandwidth allocation

Answer: A

NEW QUESTION 173
Which main loT migration aspect should be reviewed for a manufacturing plant?

A. Sensors

B. Security

C. Applications

D. Wi-Fi Infrastructure
E. Ethernet Switches

Answer: A

NEW QUESTION 176
Which two application requirements are mandatory tor traffic to receive proper treatment when placed in the priority queue? (Choose two.)

A. small transactions (HTTP-like behavior)
B. WRED drop treatment

C. tolerance to packet loss

D. intolerance to jitter

E. TCP-based application

Answer: AD

NEW QUESTION 180

The Agile Manifesto is a document that defines the key values and principles behind the Agile philosophy and helps development teams work more efficiently and
sustainably Each of the four key values is split into two sections a left-hand side and a right-hand side In other words, though there is value in the items on the right
we value the items on the left more What is one of the key values of the Agile Manifesto?

A. comprehensive documentation over working software
B. contract negotiation over customer collaboration

C. individuals and interactions over processes and tools
D. following a plan over responding to change

Answer: C

NEW QUESTION 181
A green data center is being deployed and a design requirement is to be able to readily scale server virtualization Which IETF standard technology can provide this
requirement?

A. data center bridging

B. unified fabric

C. Transparent Interconnection of Lots of Links
D. fabric path

Answer: C

NEW QUESTION 185
Which two features are advantages of SD-WAN compared to MPLS-based connectivity? (Choose two.)

. uses FEC constructs for traffic forwarding, thereby improving efficiency
. separates infrastructure and policy

. uses policy-based forwarding of real-time traffic with less complexity

. unifies the WAN backbone

. manages failures through backup links

mooO P

Answer: CD

NEW QUESTION 190

The SD-WAN architecture is composed of separate orchestration management, control, and data planes Which activity happens at the orchestration plane?
A. automatic onboarding of the SD-WAN routers into the SD-WAN overlay

B. decision-making process on where traffic flows

C. packet forwarding

D. central configuration and monitoring

Answer: D

NEW QUESTION 194
A company requires an RPO of less than 10 seconds to ensure business continuity. Which technology should be deployed?
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A. geographically dispersed data centers with asynchronous replication

B. a single data center with duplicated infrastructure, dual PSUs, and a UPS
C. geographically dispersed data centers with synchronous replication

D. a single data center with duplicated infrastructure and dual PSUs

Answer: C

NEW QUESTION 198
The Layer 3 control plane is the intelligence over the network that steers traffic toward its intended destination. Which two techniques can be used in service
provider-style networks to offer a more dynamic, flexible, controlled, and secure control plane design? (Choose two.)

A. access control lists

B. firewalls

C. QoS policy propagation with BGP
D. remote black-holing trigger

E. prefix lists

Answer: DE

NEW QUESTION 202
Refer to the exhibit.

Traffic was equally balanced between Layer 3 links on core switches SW1 and SW2 before an introduction of the new video server in the network. This video
server uses multicast to send video streams to hosts and now one of the links between core switches is over utilized Which design solution solves this issue?

A. Add more links between core switches.

B. Aggregate links Layer 2 link aggregation.

C. Apply a more granular load- balancing method on SW1.
D. Apply a more granular load-balancing method on SW2.
E. Filter IGMP joins on an over -utilized link.

Answer: B

NEW QUESTION 205

A network security team observes phishing attacks on a user machine from a remote location. The organization has a policy of saving confidential data on two
different systems using different types of authentication. What is the next step to control such events after the security team verifies all users in Zero Trust
modeling?

A. Enforce risk-based and adaptive access policies.

B. Assess real-time security health of devices.

C. Apply a context-based network access control policy for users.
D. Ensure trustworthiness of devices.

Answer: B

NEW QUESTION 210
Which aspect of BGP-LS makes it scalable in large network when multiarea topology information must be gathered?

A. transmit flow control

B. open-loop flow control
C. hardware flow control
D. TCP-based flow control

Answer: A

NEW QUESTION 215

Which two factors must be considered for high availability in campus LAN designs to mitigate concerns about unavailability of network resources? (Choose two.)
A. device resiliency

B. device type

C. network type
D. network resiliency
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E. network size

Answer: AD

NEW QUESTION 216

The major business applications of an enterprise are largely monolithic and hard-coded As part of a major modernization and overhaul of the applications the goal
is to move to a modular and containerized application architecture mode At the same time decoupling from the hardware is desired to move to an on-demand
provisioning However the CyberOps team mandated that the final architecture must provide the same security levels as an air-gapped data center. Which cloud
architecture meets these requirements?

A. laaS

B. private cloud
C. PaaS

D. hybrid cloud
E. public cloud

Answer: B

NEW QUESTION 219

A business requirement stating that failure of WAN access for dual circuits into an MPLS provider for a Data Centre cannot happen due to related service credits
that would need to be paid has led to diversely routed circuits to different points of presence on the providers network? What should a network designer also
consider as part of the requirement?

A. Provision of an additional MPLS provider

B. Out of band access to the MPLS routers

C. Ensuring all related remote branches are dual homed to the MPLS network
D. Dual PSUs & Supervisors on each MPLS router

Answer: A

NEW QUESTION 220
Company XYZ must design a strategy to protect their routers from DoS attacks, such as traffic destined to the router's own route processor, using separate control
plane categories. Which two capabilities can be used to achieve this requirement? (Choose two.)

A. Control Plane Protection using queue thresholding on the transit subinterface
B. Control Plane Protection using port filtering on the transit subinterface

C. Control Plane Protection using port filtering on the main interface

D. Control Plane Protection using queue thresholding on the host subinterface
E. Control Plane Protection using port filtering on the host subinterface

Answer: DE

NEW QUESTION 224
Which DCI technology utilizes a “flood and learn” technique to populate the Layer2 forwarding table?

A. LISP
B.OTV
C. VPLS
D. EVPN

Answer: C

NEW QUESTION 227
Which best practice ensures data security in the private cloud?

A. Use IPsec for communication between unsecured network connection
B. Encrypt data at rest and in transition.

C. Use the same vendor for consistent encryption.

D. Anonymize data ownership to comply with privacy rules.

Answer: B

NEW QUESTION 229

While reviewing an existing network design, you are discussing the characteristics of different STP versions. Which protocol minimizes unicast flooding during a
Topology Change Notification in a Layer 2 switched network with many VLANS?

A. PVRSTP

B. MST

C.STP

D. PVSTP+

Answer: A

NEW QUESTION 232
Which mechanism provides Layer 2 fault isolation between data centers?
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A. fabric path

B. OTL

C. advanced VPLS
D. LISP

E. TRILL

Answer: D

NEW QUESTION 237

An engineer is designing the QoS strategy for Company XYZ. Based on initial analysis, a lot of scavenger type of traffic is traversing the network's 20Mb Internet
link toward the service provider. The new design must use a QoS technique that limits scavenger traffic to 2 Mbps, which helps avoid oversubscription of the link
during times of congestion. Which QoS technique can be used to facilitate this requirement?

A. class-based traffic policing
B.LLQ

C. CBWFQ

D. class-based traffic shaping

Answer: D

NEW QUESTION 240
What are two primary design constraints when a robust infrastructure solution is created? (Choose two.)

A. monitoring capabilities
B. project time frame

C. staff experience

D. component availability
E. total cost

Answer: BE

NEW QUESTION 244
When designing a WAN that will be carrying real-time traffic, what are two important reasons to consider serialization delay? (Choose two )

A. Serialization delays are invariable because they depend only on the line rate of the interface

B. Serialization delays are variable because they depend on the line rate of the interface and on the type of the packet being serialized.
C. Serialization delay is the time required to transmit the packet on the physical media.

D. Serialization delays are variable because they depend only on the size of the packet being serialized

E. Serialization delay depends not only on the line rate of the interface but also on the size of the packet

Answer: BD

NEW QUESTION 248
Retef to the exhibit.

T

" EIGRP 111
1000 Routes

EXORP 222
100 Routes

An engineer is designing a multiarea OSPF network for a client who also has a large EIGRP domain EIGRP routes are getting redistributed into OSPF ,OSPF area
20 has routers with limited memory and CPU resources The engineer wants to block routes from EIGRP 111 from propagating into area 20 and allow EIGRP 222
routes to How in Which OSPF area type fulfills this design requirement?

A. area 20 as a stub area

B. type 5 LSA filtering on the ASBR between EIGRP 111 and area a
C. area 20 as a NSSA area

D. type 3 LSA filtering on the ABR between area 0 area 20

Answer: C
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NEW QUESTION 249
What are two common approaches to analyzing and designing networks? (Choose two.)

A. bottom-up approach

B. high-low security approach
C. top-down approach

D. left-right approach

E. three-tier approach

Answer: AC

NEW QUESTION 250
Which two advantages of using DWDM over traditional optical networks are true? (Choose two.)

A. inherent topology flexibility and service protection provided without penalty through intelligent oversubscription of bandwidth reservation
B. ability to expand bandwidth over existing optical Infrastructure

C. inherent topology flexibility with built-in service protection

D. inherent topology flexibility with intelligent chromatic dispersion

E. inherent topology flexibility with a service protection provided through a direct integration with an upper layer protocol

Answer: BC

NEW QUESTION 251
Which tool automates network implementation activities and shortens the implementation lifecycle?

A. LISP

B. Java

C. Conclusion
D. Python

Answer: D

NEW QUESTION 252
Refer to the exhibit.

An engineer is designing the network for a multihomed customer running in AS 111 does not have any other Ass connected to it. Which technology is more
comprehensive to use in the design to make sure that the AS is not being used as a transit AS?

A. Configure the AS-set attribute to allow only routes from AS 111 to be propagated to the neighbor ASs.

B. Use the local preference attribute to configure your AS as a non-transit" AS.

C. include an AS path access list to send routes to the neighboring ASs that only have AS 111 in the AS path field.
D. Include a prefix list to only receive routes from neighboring ASs.

Answer: C

NEW QUESTION 257
Company XYZ asks for design recommendations for Layer 2 redundancy. The company wants to prioritize fast convergence and resiliency elements. In the
design. Which two technologies are recommended? (Choose two.)

A. Design MLAG/MC-LAG into the network wherever possible.
B. Configure DHCP snooping on the switches.

C. Use root guard.

D. Use BPDU guard.

E. Use UniDirectional Link Detection.

Answer: AE

NEW QUESTION 259
Company XYZ was not satisfied with the reconvergence time OSPF is taking. BFD was implemented to try to reduce the reconvergence time, but the network is
still experiencing delays when having to reconverge. Which technology will improve the design?

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



0% Exam  Recommend!! Get the Full 400-007 dumps in VCE and PDF From SurePassExam
L' Sure https://www.surepassexam.com/400-007-exam-dumps.html (267 New Questions)

A. OSPF fast hellos

B. BFD echo

C. Change the protocol to BGP

D. Change the OSPF hello and dead intervals

Answer: B

NEW QUESTION 264
Which three tools are used for ongoing monitoring and maintenance of a voice and video environment? (Choose three.)

A. flow-based analysis to measure bandwidth mix of applications and their flows
B. call management analysis to identify network convergence-related failures

C. call management analysis to identify CAC failures and call quality issues

D. active monitoring via synthetic probes to measure loss, latency, and jitter

E. passive monitoring via synthetic probes to measure loss, latency, and jitter

F. flow-based analysis with PTP time-stamping to measure loss, latency, and jitter

Answer: ACD

NEW QUESTION 266
Company XYZ is designing their network using the three-layer hierarchical model. At which layer must the QoS design classify or mark the traffic?

A. access

B. core

C. collapsed core
D. distribution

Answer: A

NEW QUESTION 268
Which three components are part of the foundational information security principles of the CIA triad? (Choose three.)

. cryptography
. confidentiality
. authorization
. identification
. integrity

. availability

TmooOm>

Answer: BEF

NEW QUESTION 270
Which extensions to GRE tunneling provide session tracking and in-order packet delivery in exchange for additional state stored in tunnel endpoints?

A. GRE Protocol Type and Checksum extension fields.

B. GRE Version and Reserved0 extension fields.

C. No extension fields are available in the GRE header to track session data and packet sequences.
D. GRE Key and Sequence number extensions.

Answer: D

NEW QUESTION 272
Which optimal use of interface dampening on a fast convergence network design is true?

A. When occasional flaps of long duration occur

B. when numerous adjacent flaps of very short duration occur

C. when the router hardware it slower than the carrier delay down detection

D. when the switch hardware is faster than the debounce timer down detection

Answer: B

NEW QUESTION 275

A business wants to refresh its legacy Frame Relay WAN. It currently has product specialists in each of its 200 branches but plans to reduce and consolidate
resources. The goal is to have product specialists available via video link when customers visit the nationwide branch offices. Which technology should be used to
meet this objective?

A. DMVPN phase 1 network over the Internet
B. Layer 3 MPLS VPN hub and spoke

C. Layer2VPLS

D. Layer 3 MPLS VPN full mesh

Answer: D

NEW QUESTION 278
Which technology is an open-source infrastructure automation tool that automates repetitive tasks for users who work in networks such as cloud provisioning and
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intraservice orchestration?

A. Ansible
B. Contrail
C. Java
D. Jinja2

Answer: A

NEW QUESTION 280
Refer to the exhibit.

|
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172.18.1.0:24 ,' 72.19.1.0/24

For Company XYZ Bangkok is using ECMP to reach the 172 20 2 0/24 network The company wants a design that would allow them to forward traffic from 172 16
2 0/24 toward 172 20 2 0/24 via the Singapore router as the preferred route The rest of the traffic should continue to use ECMP Which technology fulfills this
design requirement?

A. policy-based routing

B. route summarization

C. unequal-cost load balancing using variance
D. LFA

Answer: A

NEW QUESTION 284
Router R1 is a BGP speaker with one peering neighbor over link "A". When the R1 link/interface "A" fails, routing announcements are terminated, which results in
the tearing down of the state for all BGP routes at each end of the link. What is this a good example of?

A. fault isolation
B. resiliency

C. redundancy
D. fate sharing

Answer: D

NEW QUESTION 286

Which two aspects are considered when designing a dual hub dual DMVPN cloud topology? (Choose two )
A. will only work with single-tier headend architecture

B. hub sites must connect to both DMVPN clouds

C. recommended for high availability

D. spoke-to-spoke traffic will transit the hub unless spokes exchange dynamic routing directly

E. requires all sites to have dual Internet connections

Answer: AC
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NEW QUESTION 290
Refer to the table.

CONNECTIVITY |CAPEX [OPEX INSTALLATION [TERM
NNUAL |FEE

DWDM over dark ($200 000[$100,000 $30 000 12 months

nber

CWDM over dark [$150.000{$100,000 [525,000 18 months

noer

MPLS wires only  [$50,000 [$180,000 [$5,00C

Metro Ethernet  [$65.000 [$100,000 [85.00C 36 months |

A customer investigates connectivity options for a DCI between two production data centers to aid a
large-scale migration project. The migration is estimated to take 20 months to complete but might extend an additional 10 months if issues arise. All connectivity
options meet the requirements to migrate workloads. Which transport technology provides the best ROI based on cost and flexibility?

A. CWDM over dark fiber
B. MPLS

C. DWDM over dark fiber
D. Metro Ethernet

Answer: D

NEW QUESTION 291
When an SDN-based model is used to transmit multimedia traffic, which aspect should an architect consider while designing the network?

A. QoE estimation
B. security

C. traffic patterns

D. flow forwarding

Answer: A

NEW QUESTION 296
Your company wants to deploy a new data center infrastructure Based on the requirements you have chosen VXLAN as encapsulation technology The customer is
concerned about miss-configuration of Layer 2 devices and DC wide outages caused by Layer 2 loops What do you answer?

A. VXLAN offers native loop avoidance mechanism

B. Storm Control should be enabled on all ports

C. VPC+ could prevent L2 loop on access ports

D. BPDU Guard should be enabled on all VTEP access ports

Answer: D

NEW QUESTION 301
You are designing a network running both IPv4 and IPv6 to deploy QoS Which consideration is correct about the QoS for IPv4 and IPv6?

A. IPv4 and IPv6 traffic types can use use queuing mechanisms such as LLQ, PQ and CQ.

B. IPv6 packet classification is only available with process switching, whereas IPv4 packet classification is available with both process switching and CEF.
C. IPv6 and IB/4 traffic types can use a single QoS policy to match both protocols

D. Different congestion management mechanisms need to be used for IPv4 and IPv6 traffic types

Answer: C

NEW QUESTION 302
Which two actions must merchants do to be compliant with the Payment Card Industry Data Security Standard? (Choose two.)

. conduct risk analyses

. install firewalls

. use antivirus software

. establish monitoring policies

. establish risk management policies

mooOw>»

Answer: BC

NEW QUESTION 305
An enterprise campus is adopting a network virtualization design solution with these requirements

> It must include the ability to virtualize the data plane and control plane by using VLANs and VRFs
> It must maintain end-to-end logical path transport separation across the network

> resources available grouped at the access edge
Which two primary models can this network virtualization design be categorized? (Choose two)

A. Path isolation

B. Session isolation

C. Group virtualization
D. Services virtualization
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E. Edge isolation

Answer: AD

NEW QUESTION 306
Which solution component helps to achieve rapid migration to the cloud for SaaS and public cloud leveraging SD-WAN capabilities?

A. service-oriented cloud architecture
B. Cloud onramp

C. cloud registry

D. microservices in the cloud

Answer: B
NEW QUESTION 308

How many fully established neighbour relationships exist on an Ethernet with five routers running OSPF as network type broadcast?

0
0

moow2
N B~ O O

Answer: C

Explanation:

Assuming routers R1-R5, R1 is elected DR, R2 BDR. Fully established neighborships only occur to DR and BDR, all other neighbors are in 2Way DR other state.
DR|BDRFull relationships:

R2-R1 R3-R1 R3-R2 R4-R1 R4-R2 R5-R1 R5-R2

NEW QUESTION 309
Refer to the exhibit.

1652 1 101 o724 1921 102 024

An engineer is designing the traffic flow for AS 111. Traffic from AS 111 should be preferred via AS 100 for all external routes. A method must be used that only
affects AS 111. Which BGP attributes are best suited to control outbound traffic?

A. community

B. MED

C. local preference
D. As path

Answer: C

NEW QUESTION 311

An external edge router provides connectivity from a service provider to an enterprise Which two Internet edge best practices meet compliance regulations'?
(Choose two )

A. Implement filtenng to control traffic that is sourced from the infrastructure IP space.

B. Enable and use only secure protocols.

C. Send logs to a centralized logging collection server.

D. Implement EBGP to advertise all owned IP blocks.

E. Use login banners and interface access lists to restrict administrative access to the system

Answer: BE
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NEW QUESTION 314
What is a description of a control plane action?

A. de-encapsulating and re-encapsulating a packet in a data-link frame

B. matching the destination MAC address of an Ethernet frame to the MAC address table

C. matching the destination IP address of an IP packet to the IP routing table

D. hosts locating routers that reside on attached links using the IPv6 Neighbor Discover Protocol

Answer: D

NEW QUESTION 317

A Tier-3 Service Provider is evolving into a Tier-2 Service Provider due to the amount of Enterprise business it is receiving The network engineers are re-
evaluating their IPPAMPLS design considerations in order to support duplicate/overlapping IP addressing from their Enterprise customers within each Layer3 VPN.
Which concept would need to be reviewed to ensure stability in their network?

A. Assigning unique Route Distinguishers

B. Assigning unique Route Target ID'S

C. Assigning unique IP address space for the Enterprise NAT/Firewalls
D. Assigning unigue VRF ID's to each L3VPN

Answer: A

NEW QUESTION 319
An enterprise wants to provide low-cost delivery of network systems that can be scaled on business demand, followed by an initiative to reduce capital expenses
for new IT equipment. Which technology meets these goals'?

A. laaS within a private cloud

B. laaS within an on-premises location
C. PaaS within a public cloud

D. SaaS within an on-premises location

Answer: C

NEW QUESTION 323
Which service abstracts away the management of the operating system, middleware, and runtime?

A. laaS

B. PaaS
C. SaaS
D. BMaaS

Answer: B

Explanation:

laaS, PaaS, and SaaS each offer a progressive layer of abstraction after that. laaS abstracts away the physical compute, network, storage, and the technology
needed to virtualize those resources. PaaS goes a step further and abstracts away the management of the operating system, middleware, and runtime.
https://www.ibm.com/topics/iaas#:.~:text=laaS%20abstracts%20away%20the%20physical,system%2C%20midd

NEW QUESTION 328
SD-WAN can be used to provide secure connectivity to remote offices, branch offices, campus networks, data centers, and the cloud over any type of IP-based
underlay transport network. Which two statements describe SD WAN solutions? (Choose two.)

A. SD-WAN networks are inherently protected against slow performance.

B. Control and data forwarding planes are kept separate.

C. Improved operational efficiencies result In cost savings.

D. Solutions include centralized orchestration, control, and zero-touch provisioning.
E. Solutions allow for variations of commodity and specialized switching hardware.

Answer: BD

NEW QUESTION 329
Refer to the exhibit.
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OSPF is running as the IGP to provide reachability to all AS100 networks R3 and R4 are the current ABRs at the boundary of OSPF Area0O and Areal Now BGP
must be deployed within AS 100 because it will be receiving Internet routes from its eBGP peers (the service provider) connected to R1 and R2 What is an optimal
solution for this deployment to configure BGP relationships and redistribute BGP learned routes into OSPF?

A. R5 should be configured as a route reflector for R1, R2, R3 and R4. BGP routes must be redistributed at R1 and R2 into OSPF.
B. Configuration should be set up with R1 and R2, and R3 in one sub AS, with and R4 in another, and redistribution at R1 and R2.
C. A full mesh should be deployed between all the routers with mutual redistribution to take place at R1 and R2.

D. R1, R2, R3 and R4 must be set up with a neighbor relationship with R5 only must not be a route reflector.

Answer: C

NEW QUESTION 333

An MPLS service provider is offering a standard EOMPLS-based VPLS service to Customer A. providing Layer 2 connectivity between a central site and
approximately 100 remote sites. Customer A wants to use the VPLS network to carry its internal multicast video feeds which are sourced at the central site and
consist of 20 groups at Mbps each. Which service provider recommendation offers the most scalability?

A. EoMPLS-based VPLS can carry multicast traffic in a scalable manner

B. Use a mesh of GRE tunnels to carry the streams between sites

C. Enable snooping mechanisms on the provider PE routers.

D. Replace VPLS with a Layer 3 MVPN solution to carry the streams between sites

Answer: D

NEW QUESTION 334
If the desire is to connect virtual network functions together to accommodate different types of network service connectivity what must be deployed?

A. bridging

B. service chaining
C. linking

D. daisy chaining
E. switching

Answer: B

Explanation:

Service chaining is the technique of connecting virtual network functions together to provide different types of network service connectivity. Service chaining uses
software-defined networking (SDN) programmability to create a chain of connected network services, such as firewalls, load balancers, NAT, and intrusion
protection. Service chaining can automate the provisioning of network applications that have different characteristics and requirements, such as security, latency,
or quality of service (Qo0S). Service chaining can also optimize the use of network resources and improve application performance by using SDN analytics and
performance tools to select the best available network paths and avoid network congestion. Service chaining is being used in many SDN and network functions
virtualization (NFV) use cases and deployments, such as data centers, carrier networks, and virtual customer edgel123. References:

> 1: What is Network Service Chaining or Service Function Chaining - SDxCentral
> 2: On service chaining using Virtual Network Functions in Network-enabled Cloud systems | IEEE Conference Publication | IEEE Xplore
> 3: Service function chaining - Gini5

NEW QUESTION 339
How must the queue sizes be designed to ensure that an application functions correctly?

A. Each individual device queuing delay in the chain must be less than or equal to the application required delay.

B. The queuing delay on every device in the chain must be exactly the same to the application required delay.

C. The default queue sizes are good for any deployment as it compensates the serialization delay.

D. The sum of the queuing delay of all devices plus serialization delay in the chain must be less than or equal to the application required delay.

Answer: D

NEW QUESTION 340

Which two impacts of adding the IP event dampening feature to a network design are true? (Choose two.)
A. It protects against routing loops.

B. It switches traffic immediately after a link failure.
C. It speeds up link failure detection.
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D. It reduces the utilization of system processing resources.
E. It improves overall network stability.

Answer: DE

NEW QUESTION 342
How can EIGRP topologies be designed to converge as fast as possible in the event of a point-to-point link failure?

A. Limit the query domain by use of distribute lists.

B. Build neighbor adjacencies in a triangulated fashion.
C. Build neighbor adjacencies in squared fashion.

D. Limit the query domain by use of summarization.

E. Limit the query domain by use of default routes.

Answer: D

NEW QUESTION 344

Company XYZ is migrating their existing network to IPv6 and they must plan for Layer 2 and Layer 3 devices Some of the access layer switches do not support
IPv6, however, core and distribution switches fully support unicast and multicast routing. The company wants to minimize cost of the migration. Which migration
strategy should be used in the design?

A. The access layer switches must support IGMP snooping at a minimu

B. Any switches that do not support IGM snooping must be replaced.

C. Upgrade the nonsupporting switches Otherwise, it will cause an issue with the migration.

D. Layer 2 switches will not affect the implementation of IPv6. They can be included in the design in their current state.
E. The access layer switches must support DHCPv6. Any switches that do not support DHCPv6 must be replaced.

Answer: C

NEW QUESTION 349

Various teams in different organizations within an enterprise are preparing low-level design documents to capture network parameters using a Waterfall project
model:

« hardware sizing and power consumption

* Layer 2 and layer 3 services parameters

« configuration of all control plane protocols

Input from relevant stakeholders was captured at the start of the project, and the project scope has been defined based on the parameters above. What impact will
it have on documentation and project deliverables if the stakeholders ask to have changes carried out in the network before the information has been captured?

A. This provides more opportunity to think outside the box.
B. Rework is expected before the delivery.

C. Significant effort and time are required.

D. This provides a flexible approach to incorporate changes.

Answer: B

NEW QUESTION 352
Company XYZ has 30 sites running a legacy private WAN architecture that connects to the Internet via multiple high- speed connections The company is now
redesigning their network and must comply with these design requirements :

> Use a private WAN strategy that allows the sites to connect to each other directly and caters for future expansion.
> Use the Internet as the underlay for the private WAN.

> Securely transfer the corporate data over the private WAN.
Which two technologies should be Incorporated into the design of this network? (Choose two.)

A. S-VTI

B. IPsec

C. DMVPN
D. GET VPN
E. PPTP

Answer: BC

NEW QUESTION 357
SDN is still maturing Throughout the evolution of SDN which two things will play a key role in enabling a successful deployment and avoiding performance visibility
gaps in the infrastructure? (Choose two.)

A. rapid on-demand growth

B. dynamic real-time change

C. falling back to old behaviors

D. peer-to-peer controller infrastructure
E. integration of device context

Answer: BE

NEW QUESTION 360
Which two types of planning approaches are used to develop business-driven network designs and to facilitate the design decisions? (Choose two)
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A. cost optimization approach

B. strategic planning approach

C. modular approach

D. tactical planning approach

E. business optimization approach

Answer: BD

NEW QUESTION 361
You are tasked with the design of a high available network. Which two features provide fail closed environments? (Choose two.)

A. EIGRP
B. RPVST+
C. MST

D. L2MP

Answer: AB

NEW QUESTION 363
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