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NEW QUESTION 1

HOTSPOT - (Topic 1)

You plan to create a custom sensitive information type that will use Exact Data Match (EDM).

You need to identify what to upload to Microsoft 365, and which tool to use for the upload. What should you identify? To answer, select the appropriate options in
the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Upload: |pata hashes
Data on the XML format
Digiialy signed data

Lhoe Lazre Stodmdge Fxplone
EL3M1 upload agent
Thee MicTosoit 360 compliance conted

Thar Serl =Dl pKeswordDictionary cmdlet

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Upload: Jnata hashes

Data in the XML format |
Dhicgrtally sacpredd data

L ATure S1o6sges Fuegshones

NEW QUESTION 2

- (Topic 1)

You need to protect documents that contain credit card numbers from being opened by users outside your company. The solution must ensure that users at your
company can open the documents.

What should you use?

A. a retention policy

B. a sensitivity label policy

C. a sensitivity label

D. a data loss prevention (DLP) policy

Answer: D

NEW QUESTION 3

- (Topic 1)

You are implementing a data classification solution.

The research department at your company requires that documents containing programming code be labeled as Confidential. The department provides samples of
the code from its document library.

The solution must minimize administrative effort. What should you do?

A. Create a custom classifier.

B. Create a sensitive info type that uses Exact Data Match (EDM).
C. Use the source code classifier.

D. Create a sensitive info type that uses a regular expression.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-learn- about?view=0365-worldwide

NEW QUESTION 4

- (Topic 1)

You have a Microsoft 365 E5 subscription.

You need to export the details of a retention label. The export must include the following information;
* Is record

* Is regulatory

* Disposition type What should you do?

A. From the Microsoft Purview compliance portal, export Compliance Manager assessment actions.
B. From the Microsoft Purview compliance portal export a file plan.

C. From the Microsoft Purview compliance portal export a disposition review.

D. From PowerShell, run the Export-ActivityExplorerData cmdlet.

E. From PowerShell, run the Get-RetentionEvent cmdlet.

Answer: B

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



|-‘_'/|Sure Pa&s

Recommend!! Get the Full SC-400 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/SC-400-exam-dumps.html (154 New Questions)

NEW QUESTION 5

HOTSPOT - (Topic 1)
You have a Microsoft 365 tenant that uses a domain named canstoso.com.
A user named Userl leaves your company. The mailbox of Userl is placed on Litigation Hold, and then the account of User1 is deleted from Azure Active

Directory (Azure AD).

You need to copy the content of the Userl mailbox to a folder in the existing mailbox of another user named User2.
How should you complete the PowerShell command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arco

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Elnactivereilbow = Gl -Feb Lbow

Thawi L lveHallbowtinly - Tdesrity <ol stdngusishen neme s

PPl s

P Ml R e e e et
Rrslione—Reoo TETE
Sl R aalivom

T i ree ianlbeas BT b werita | Do . 0Lt Dol shedilame
-1 inpatsos-olg Enabbied

bk b e Targetfnet i liler “User) Ml lbox™
topmgre e daalbors

https://docs.microsoft.com/en-us/microsoft-365/compliance/restore-an-inactive-mailbox?view=0365-worldwide

NEW QUESTION 6
- (Topic 1)

You create a label that encrypts email data.
Users report that they cannot use the label in Outlook on the web to protect the email messages they send.
You need to ensure that the users can use the new label to protect their email. What should you do?

A. Wait six hours and ask the users to try again.

B. Create a label policy.
C. Create a new sensitive information type.
D. Modify the priority order of label policies

Answer: D

NEW QUESTION 7
- (Topic 1)

You have a Microsoft 365 E5 subscription that contains a data loss prevention (DLP) policy named DLP1. DLP1 contains the DLP rules shown in the table.

Name | Priority User Policy tip | If there's a match for this rule,
notifications stop processing additional DLP
policies and rules
Rulel | 0 On Tip 1 Enabled
Rule2 | 1 On Tip 2 Enabled
Rule3 | Z On Tip 3 Disabled
Ruled | 3 Oon Tip 4 tnabled

You need to ensure that when a document matches all the rules, users will see Tip 2. What

should you change?

A. the priority setting of Rule2 to 0
B. the priority setting of Rule2 to 2
C. the priority setting of Rule3 and Rule4 to 0

D. the If there's a match for this rule, stop processing additional DLP policies and rules setting for Rule3 to Enabled

Answer: A

NEW QUESTION 8
- (Topic 1)

You have a Microsoft 365 E5 subscription that contains a user named Userl.
You need to ensure that all email messages that contain attachments are encrypted automatically by using Microsoft Purview Message Encryption.
What should you create?

A. a sensitivity label
B. an information barr

ier segment

C. a data loss prevention (DLP) policy

D. a mail flow rule

Answer: D

NEW QUESTION 9
HOTSPOT - (Topic 1)

While creating a retention label, you discover that the Mark items as a regulatory record option is unavailable.

You need to ensure that the option is available when you create retention labels in the Microsoft Purview compliance portal.

How should you complete the PowerShell script? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Answer Area
fUserCredential = Get-Credential
Import-Module | ExchangeOnlineManagement - |
Az
ExchangeOnhneManagement
| Microsoft.Online.SharePoint. PowerShell
MicrosoftTeams
I f:ﬂﬂnﬁ‘tvlppﬂﬁtﬂﬁn "I -Credential SUserCredential
| Connect-AadrmSi_hice
Connect-AzureAD
Connect-AzAccount
| Set-RegulatoryComplianceUl w | -enabled Strue
Enable-ComplianceTagStorage
New-ComphanceTag
Set-RequlatoryComphancelll
| Set-RetentionCompliancePolicy
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

fuserCredential = Get-Credential

Import-Module l ExchaggeﬂnlmeMamgemt ot l

Az

ExchangeOnlineManagement

| Microsoft. Online SharePoint. PowerShell
MicrosoftTeams

| Connect-IPPSSess ¥ | .Credential SUserCredential

| Connect-AadrmSE_kice
Connect-AzureAD
Connect-AzAccount

f Connect-IPPSsession

| Set-RegulatoryComphancel| * | -ensbled Strue

Enable-ComplianceTagStorage

| New-ComphanceT
|m

| Set-RetentionCompliancePolicy

NEW QUESTION 10
- (Topic 1)

You need to recommend a solution that meets the compliance requirements for protecting the documents in the Data shared folder. What should you recommend?

A. From the Microsoft 365 compliance center, configure a DLP policy.

B. From the Microsoft 365 compliance center, configure a Content Search query.
C. From the Microsoft 365 compliance center, configure an auto-labeling policy.
D. From Azure Information Protection, configure a content scan job.

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/information-protection/deploy-aip-scanner

NEW QUESTION 10
- (Topic 1)

You have a Microsoft 365 E5 tenant that has data loss prevention (DLP) policies. You need to create a report that includes the following:

» Documents that have a matched DLP policy.
» Documents that have had a sensitivity label changed.
» Documents that have had a sensitivity label removed. What should you use?
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A. an eDiscovery case

B. communication compliance reports
C. a content search

D. Activity explorer

Answer: C

NEW QUESTION 14

HOTSPOT - (Topic 1)

You have a Microsoft 365 subscription. Auditing is enabled.

A user named Userl is a member of a dynamic security group hamed Groupl. You discover that Userl is no longer a member of Groupl.
You need to search the audit log to identify why Userl was removed from Groupl.

Which two activities should you use in the search? To answer, select the appropriate activities in the answer area.

Answer Area

Search Results

Activities
Dabe IP address Umer Activity Item

Show results for all activities |\/

® Clear all to show results for all at:h'-'itiesl

Search

User sdministration activities

I Added user | [ Dedeted user | | Set license properties ]

] Reset user password | | Changed user password ] | Changed user license ]

Set property that forces user

] Updated user | iy e

Azure AD group administraticn activities

I.qddud grotsp |de-ﬂﬂl greup ] Deleted group ]

]Mdul mamber 1 group | meod member from qroup]

Application adminkstration activities

l.ﬂ.dﬂd service principal | n[ """“'dl I.I service principal ] | Set delegation entry ]

rwad credentials from [mmd delegation entity | |Added credentials to a service principal |

service principal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Removed member from group:

=> shows the user that was removed (by modifying dynamic the query)
Updated group

=> shows what user 'updated' the group.

NEW QUESTION 18

- (Topic 1)

Your company has a Microsoft 365 tenant.

The company performs annual employee assessments. The assessment results are recorded in a document named Assessment | cmplatc.docx that is created by
using Microsoft Word template. Copies of the employee assessments are sent to employees and their managers. The assessment copies are stored in mailboxes,
Microsoft SharePoint Online sites, and OneDrive for Business folders. A copy of each assessment is also stored in a SharePoint Online folder named
Assessments.

You need to create a data loss prevention (DLP) policy that prevents the employee assessments from being emailed to external users. You will use a document
fingerprint to identify the assessment documents.

What should you include in the solution?

A. Create a fingerprint of AssessmentTemplate.docx.

B. Create a sensitive info type that uses Exact Data Match (EDM).

C. Create a fingerprint of TOO sample documents in the Assessments folder.
D. Import 100 sample documents from the Assessments folder to a seed folder.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/document-fingerprinting?view=0365-worldwide
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NEW QUESTION 23
HOTSPOT - (Topic 1)

You have a Microsoft SharePoint Online site named Sitel that contains the files shown in the following table.

Name | Number of IP addresses in the file

Filel.t | 2

File2.docx | ©

Fileddat | 4

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DIP rules shown in the following table.

Name | Content contains Policy tip | Priority

Rule1 | 1 or more IP addresses | Tip1 0

Rule2 | 2 or more IP addresses | Tip2 1

Rule3 | 6 or more IP addresses | Tip3 2

You apply DLP1 to Sitel.

For each of the following statements, select Yes if the statement is true. Otherwise, select No,

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements

Filel.txt has the Tip1 policy tip.

File2.docx has the Tip3 policy tip.

File3.dat has the Tip2 policy tip.

File1.txt has the Tip1 policy tip.

Statements

File2.doox has the Tip3 policy tip.

File3.dat has the Tip2 policy tip. |

NEW QUESTION 27

HOTSPOT - (Topic 1)

You have a Microsoft 365 subscription.
In Microsoft Exchange Online, you configure the mail flow rule shown in the following exhibit.
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Protect with OMEv2

[ Edit rule conaitions &) Edit rule settings

Status: Enabled

Enable or disable rule
@D rsvies
Rule settings

Rule name
Protect with OMEv2

Severity
Not Specfied

Senders address
Matching Header

Rule description
Apply this rule if

Mode
Enforce

Set date range
Speafic date range is not st

Priority
0

Is sent to Outside the organuation
ond Includes these words n the message subsect: [Encrypt]

Do the following

nghts protect message with RMS template: Encrypt

Rule comments

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Arca

NEW QUESTION 29
- (Topic 1)
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You have a Microsoft 365 E5 tenant that contains a user named Userl.
You need to identify the type and number of holds placed on the mailbox of Userl. What should you do first?

A. From the Microsoft 365 compliance center, create an eDiscovery case.
B. From Exchange Online PowerShel

C. run the Gee-Mailbox cmdlet.

D. From the Microsoft 365 compliance center, run a content search.

E. From Exchange Online PowerShel

F. run the Get-HoldCompliancePolicy cmdlet.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/identify-a-hold-on-an-exchange-online-mailbox?view=0365-worldwide

NEW QUESTION 33

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring a file policy in Microsoft Cloud App Security.

You need to configure the policy to apply to all files. Alerts must be sent to every file owner who is affected by the policy. The policy must scan for credit card
numbers, and alerts must be sent to the Microsoft Teams site of the affected department.

Solution: You use the Data Classification service inspection method and send alerts as email.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/dcs-inspection https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies

NEW QUESTION 38

- (Topic 1)

You receive an email that contains a list of words that will be used few a sensitive information type.

You need to create a file that can be used as the source of a keyword dictionary. In which format should you save the list?

A. an XLSX file that contains one word in each cell of the first row
B. a ISV file that contains words separated by tabs

C. a JSON file that that an element tor each word

D. a text file that has one word on each line

Answer: D

Explanation:

Keyword dictionaries can be created either from a text file or from csv file. Note:

There are several versions of this question in the exam. The question has two possible correct answers:
? a CSV file that contains words separated by commas

? a text file that has one word on each line

Other incorrect answer options you may see on the exam include the following:

? a TSV file that contains words separated by tabs

? a DOCX file that has one word on each line

? an XML file that contains a keyword tag for each word

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-a-keyword-dictionary?view=0365-worldwide

NEW QUESTION 43
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name Role

Userl | Global Administrator

User2 | Compliance admin

You have a retention policy that has the following configurations:

? Name: Policyl

? Retain items for a specific period: 5 years

? Locations to apply the policy: Exchange email, SharePoint sites

You place a Preservation Lock on Policyl.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

Userl can remove Exchange email from the locations

User2 can increase the retention period to seven years

O O] O
Ol O] 1O

Userl can decrease the retention period to three years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When a retention policy is locked:

? No one, including the global admin, can disable the policy or delete it
? Locations can be added but not removed

? You can extend the retention period but not decrease it

NEW QUESTION 44

- (Topic 1)

You have a Microsoft 365 tenant that uses records management.

You use a retention label to mark legal files stored in a Microsoft SharePoint Online document library as
regulatory records.

What can you do to the legal files?

A. Rename the files.

B. Edit the properties of the files.

C. Change the retention label of the files.
D. Copy the content of the files.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/records- management?view=0365-worldwide

NEW QUESTION 47

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You recently discovered that the developers at your company emailed Azure Storage keys in plain text to third parties.

You need to ensure that when Azure Storage keys are emailed, the emails are encrypted. Solution: You create a data loss prevention (DLP) policy that has only
the Exchange email

location selected.

Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 50

- (Topic 1)

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers are joined to Azure Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers. Solution: You onboard the computers to Microsoft Defender for Endpoint.
Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started ?view=0365-worldwide

NEW QUESTION 51
HOTSPOT - (Topic 1)
You need to implement an information compliance policy to meet the following requirements:
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? Documents that contain passport numbers from the United States, Germany, Australia, and Japan must be identified automatically.

? When a user attempts to send an email or an attachment that contains a passport

number, the user must receive a tooltip in Microsoft Outlook.

? Users must be blocked from using Microsoft SharePoint Online or OneDrive for Business to share a document that contains a passport number.

What is the minimum number of sensitivity labels and auto-labeling policies you should create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Sensitivity labels: v

SN e

Auto-labeling policies: v

SN

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Sensitivity labels: v
1
2
3
4
Auto-labeling policies: v

NEW QUESTION 56

- (Topic 1)

You have a Microsoft 365 E5 subscription.

You need to prevent users from uploading data loss prevention (DLP)-protected documents to the following third-party websites;
* webl.contoso.com

* web2.contoso.com

The solution must minimize administrative effort.

To what should you set the Service domains setting for Endpoint DLP?

A. contoso.com

B. web'.contoso.com

C. *.contoso.com

D. weblxontoso.com and web2.contoso.com

Answer: D

NEW QUESTION 61
- (Topic 1)
You need to recommend a solution that meets the compliance requirements for Dropbox. What should you recommend?
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A. Create a DLP policy that applies to Cloud App Security.

B. Edit an existing retention label that enforces the item deletion settings.
C. Create a retention label that enforces the item deletion settings.

D. Create a DLP policy that applies to devices.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dIp-use-policies-non-microsoft- cloud-apps?
view=0365-worldwide

NEW QUESTION 65

- (Topic 1)

You create a custom sensitive info type that uses Exact Data Match (EDM). You plan to periodically update and upload the data used for EDM.
What is the maximum frequency with which the data can be uploaded?

A. twice per hour

B. once every 48 hours
C. twice per day

D. twice per week

E. once every six hours

Answer: D

NEW QUESTION 66

- (Topic 1)

You need to be alerted when users share sensitive documents from Microsoft OneDrive to any users outside your company.
What should you do?

A. From the Microsoft 365 compliance center, create a data loss prevention (DLP) policy.

B. From the Azure portal, create an Azure Active Directory (Azure Al)) Identity Protection policy.
C. From the Microsoft 36h compliance? center, create an insider risk policy.

D. From the Microsoft 365 compliance center, start a data investigation.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 70
- (Topic 1)
You need to recommend a solution that meets the executive requirements. What should you recommend?

A. From the Microsoft 365 compliance center, create a retention policy.
B. From the Exchange admin center, enable archive mailboxes.

C. From the Microsoft 365 compliance center, create a retention label.
D. From the Microsoft 365 compliance center, create a DLP policy.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=0365-worldwide

NEW QUESTION 72

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of Userl. Some email messages sent to Userl appear to have been read and
deleted before the user viewed them.

When you search the audit log in the Microsoft Purview compliance portal to identify who signed in to the mailbox of Userl, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl. Solution: You run the Set-AuditConfig -Workload Exchange command.

Does that meet the goal?

A.Yes
B. No

Answer: A

NEW QUESTION 75

- (Topic 1)

You need to test Microsoft Office 365 Message Encryption (OME) capabilities for your company. The test must verify the following information:
The acquired default template names

The encryption and decryption verification status Which PowerShell cmdlet should you run?
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A. Test-ClientAccessRule
B. Test-Mailflow

C. Test-OAuthConnectivity
D. Test-IRMConfiguration

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/set-up-new-message- encryption-capabilities?

view=0365-worldwide

NEW QUESTION 76
- (Topic 1)

You have a Microsoft 365 E5 subscription that uses Yammer.
You need to create a Microsoft Purview communication compliance policy that will detect inappropriate images in Yammer conversations.

What should you do first?

A. Configure Hybrid Mode for Yammer.
B. Configure the Yammer network admin settings.
C. Assign each user a Yammer license.
D. Configure Native Mode for Yammer.

Answer: B
NEW QUESTION 80

- (Topic 1)
You have a Microsoft 365 tenant.

You have a database that stores customer details. Each customer has a unique 13-digit identifier that consists of a fixed pattern of numbers and letters.
You need to implement a data loss prevention (DLP) solution that meets the following requirements:
» Email messages that contain a single customer identifier can be sent outside your company,

» Email messages that contain two or more customer identifiers must be approved by the company s data privacy team.

Which two components should you include in the solution? Each correct answer presents part of the solution. NOTE Each correct selection is worth one point.

A. a sensitive information type
B. a DLP policy

C. a mail flow rule

D. a sensitivity label

E. a retention label

Answer: AC

NEW QUESTION 84
HOTSPOT - (Topic 1)

You have a Microsoft 365 subscription that contains the users shown in the following table.

| Name Email address Distribution group
Userl user 1 Econtoso.com Finance
User2 user @contoso.com Lales

You create the data loss prevention (DLP) policies shown in the following table.

[ Mame | Order | Applypolicyte | Conditicns | Actions Exceptions | User notificatiors | Additional opticns
| Pyt 0 | Emchance el o Conten! shshsd with peopke Enerypl the mesilage by st rabriamooom | Send a0 wodent repofl | IV there's 8 masch fof
the Findnce Dulsade iy Srpanclahin. wing the Efacrypd &l 50 the Acmani s od | Ehes Falé $56g
certrbtanm growg Lofibent CoRlam ok oF more el Ol s LG e teOrul
| mam
Ll Ll Ruimibers | D= pedlacut=g B
| Pk
= - - 8- - [ oo
| Py 1 | Al locatsong of Conteni shaned wikh pecphe Resinct aooess o W Seenad an incdent report | iy

F:.h.ll'l:_;-f il S R iy e BNLTAGCN.
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For each of the following statements, select Yes if the statement is true. Otherwise, select. No.

NOTE: Each correct selection is worth one point.
Angwer Afen

Statements

A. Mastered

B. Not Mastered

Answer: A

Explanation:

f User! sends an email message that contains five credit Card numbers 10
uierd @ fabrkamcom, the mesage will be encrypled

T LUiser] sends an email message that containg free credit card numbers 10
ordersEadstum.com, the message will be encrypled and deineeied

f Uiserd sends an email mesmage that containg five Credit card numbers 10
ordersiFadatum.com, the mettage will be encryplied and delrened
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Angwer Anea

Statements Yes

If Uisar! sends an email mescage that conlains frve credit Card numbers 10
uderd @ fabnkam.com, the mestage will be encrypled

If Uiser] sends an email message that containg frve credit card numbers 10 |

ordersSadatum.com, the massags will be ancryplad and delrered &=

If Userd sends an email mesmage that containg five credit card numbers to
ordersFadatum.com, the mestage will be encrypled and delrsened

NEW QUESTION 85
HOTSPOT - (Topic 1)
You have the retention label policy shown in the Policy exhibit. (Click the Policy tab.)

Define retention settings

When this label is applied to items, the content is retained and/or deleted
based on the settings you choose here.

(®) Retain items for a specific period

Labeled items will be retained for the pernod you choose. During the retention
penod, Users will be able to edit items and change or remove the label. If they
delete items, we'll keep copies in a secure location. Learmn more

Retention period

7 years

Start the retention period based on

Fiscal Year End

-+ Create new event lype
At the end of the retention period

(®) Delete items automatically
We'll delete items from where they're currently stored.

O Trigger a disposition review

Do nothing
This option isn't available for event-based labels

() Retain items forever

Labeled items will be retained forever, even if users delete them. Users will be able
to edit items and change or remove the label, if they delete items, we'll keep copies
in a secure location. Learn more

O Only delete items when they reach a certain age

Labeled items won't be retained, but whey they reach that age you choose,
we'll delete them from where they're stored.

Back [EN Cancel

® Need help?

Users apply the retention label policy to files and set the asset ID as shown in the following table.

File name Creation date Asset ID
Doc1.docx September 1, 2020 | FY20
Doc2 docx September 20, 2020 | FY20
Doc3.docx October 15, 2020 FY21

On December 1, 2020, you create the event shown in the Event exhibit. (Click the Event
tab.)
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Events - Mew Event

Review your Settings
& Name the Event

| Event Name

_ Mame Fy 2020
& Event Settings Description
| Edit

® Review your Settings Event Settings

Event type Fiscal Year End
Event Labels

s
Ecit

More Event Settings
Applies to Exchange
items with these

keywords

Applies to

SharePoint/OneDrive

items with these

asset|Ds

Event date Wed Sep 30 2020 00:00:00 GMT-0400 (Eastern-Daylight Time)

e
=it
et B

Back m Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

& Need help? Give feedback B

Statements Yes No

Doc1.docx will be retained until December 30, 2027. O

Doc2 docx will be retained until September 30, 2027. O

Doc3.docx will be retained until September 30, 2027. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
Doc1.docx will be retained until December 30, 2027. O |r ) :
Doc2 docx will be retained until September 30, 2027 O |
Doc3.docx will be retained until September 30, 2027. O !HC? :

NEW QUESTION 90

- (Topic 1)

You have a Microsoft 365 E5 subscription that uses Microsoft Teams and contains a user named Userl.
You configure Microsoft Purview Information Barriers.

You need to identify which information barrier policies apply to Userl. Which cmdlet should you use?

A. Get-OrganizationSegaent

B. Get-InformationBarrierPoliciesApplicationStatus
C. Get-InformtionBarrierPolicy

D. Get-InformtionBarrierRecipientStatus

Answer: D
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NEW QUESTION 91

- (Topic 1)

You have a Microsoft 365 E5 subscription that uses Microsoft Purview. The subscription contains two groups named Groupl and Group2.
You need to implement a policy to detect messages that present a conflict of interest between the users in Groupl and the users in Group2.
What should you use in the Microsoft Purview compliance portal?

A. Insider risk management

B. Privacy risk management
C. Information barriers

D. Communication compliance

Answer: C

NEW QUESTION 93

HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 tenant.

Data loss prevention (DLP) policies are applied to Exchange email, SharePoint sites, and OneDrive accounts locations.
You need to use PowerShell to retrieve a summary of the DLP rule matches from the last seven days.

Which PowerShell module and cmdlet should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Module: v

Azure Active Directory (Azure AD)
Exchange Online
SharePoint Online

Cmdlet: v

Get-DlpDetailReport
Get-DlpDetectionsReport
Get-DlpPolicy
Get-DIpSiDetectionsReport

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Module: v
_A'{u[e i&c_tige_Directory (Azure AD)
'Exchange Online |
SharePoint Online
Cmdlet: v

—_— e e e Mo e e == =y

Get-DlipDetectionsReport |

|
P S S S G S

Get-DlpPolicy
Get-DlpSiDetectionsReport

NEW QUESTION 97
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 subscription that contains a user named Userl and the groups shown in the following table.
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Name Type
Group1 | Microsoft 365
Group?2 | Distribution

Group3 | Mail-enabled security
Group4 | Security

You plan to create a communication compliance policy named Policyl.

You need to identify whose communications can be monitored by Policyl, and who can be assigned the Reviewer role for Policyl.
Who should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Policy! can monitor the communications of: | User1, Group1, Group2, and Group3 only ,ﬁ
[ User only
| User1, Group1, and Group2 only
User1, GroupZ, and Group3 only

User1, Group1, GroupZ, and Group3 only

|User1, Group1, Group2, Group3, and Groupd

The Reviewer role for Policy! can be assigned to: lr_u_s.e_-rL Group1, Group3, and Group4 only 'JE
| User? only
iUseﬂ and Groupd only
| User1, Group3 and Group4 only

User, Group1, Group3, and Groupd only

|User1, Group1, Group2, Group3, and Groupd

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Policy! can monitor the communications of. | User1, Group!, Group2, and Group3 only _ :E.:j
| User1 only

User1, Group1, and Group2 only
User1, Groupd, and Group3 only
User], Group1, Groupd, and Groupd onky

User1, Group1, Group2, Group3, and Group4

The Reviewer role for Policy1 can be assigned to: | Userl, Group1, Group3, and Groupd only "!’4!
' User1 only
User1 and Group4 only

NEW QUESTION 99
- (Topic 1)
You have a Microsoft SharePoint Online site named Site! that contains the files shown in the following table.

Name | Number of IP addresses in the file
File1 2
File2 3

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rules shown in the following table.

Name Content contains Policy tip | If match, stop | Priority
processing

Rulel | 1 or more IP addresses | Tip1l No 0

Rule2 | 3 or more IP addresses | Tip2 Yes 1

Rule3 | 2 or more IP addresses | Tip3 No 2

You apply DLP1 toSitel.
Which policy tips will appear for File2?

A. Tipl only
B. Tip2only
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C. Tip3 only
D. Tipl and Tip2 only

Answer: D

NEW QUESTION 103

- (Topic 1)

You have a Microsoft 365 E5 subscription.

You plan to implement retention policies for Microsoft Teams. Which item types can be retained?
A. voice memos from the Teams mobile client

B. embedded images

C. code snippets

Answer: A

NEW QUESTION 106

;(ELOE:V?a Microsoft 365 tenant that has devices onboarded to Microsoft Defender for Endpoint as shown in the following table.
Name Type
Device1 Windows 8.1
Device2 Windows 10
Deviced 10S
Deviced macOS
Deviceb CentOS Linux

You plan to start using Microsoft 365 Endpoint data loss protection (Endpoint DLP). Which devices support Endpoint DLP?

A. Device5 only

B. Device2 only

C. Device 1, Device2, Device3, Device4, and Device5
D. Device3 and Device4 only

E. Devicel and Device2 only

Answer: E

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-worldwide

NEW QUESTION 107

- (Topic 1)

You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Group 1 contains 100 users and has dynamic user membership.
All users have Windows 10 devices and use Microsoft SharePoint Online and Exchange Online.

You create a sensitivity label named Label! and publish Label! as the default label for Groupl.

You need to ensure that the users in Group! must apply Label! to their email and documents.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. From the Microsoft Purview compliance portal, modify the settings of the Label! policy.

B. From the Azure Active Directory admin center, set Membership type for Group! to Assigned.

C. Install the Azure Information Protection unified labeling client on the Windows 10 devices.

D. Install the Active Directory Rights Management Services (AD RMS) client on the Windows 10 devices.
E. From the Microsoft Purview compliance portal, create an auto-labeling policy.

Answer: AC

NEW QUESTION 112
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 subscription that contains a security group named Groupl and the users shown in the following table.

Name Role
User1 Comphiance Administrator
UserZ None
User3 None

You assign the Compliance Manager roles to the users as shown in the following table.
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User Role
User2 | Compliance Manager Contributors
User3 | Compliance Manager Administrators

You add two assessments to Compliance Manager as shown in the following exhibit.
Compliance Manager

Chyf ey Improvement ACtong Salutions AsiEiiments Assesument templates

Aasesaments help you implement data protecton confroll spenhied by complance. secunty, prevacy. and data probechon standarde. reguiat:ons snd liwi Assessments ncude actons thal hiave
bt taken by Mcrosof 1o protect your data and thiry're COmpleted when you taie aChon 1 implement the controls inchaded in the assesament. Laarm Row fo Mansgs aseibment

= Add avweiiment

Iiers O Search 7 Filier S Growp
Agrpisad filtadi
« Aisevirari | st Bppes et proaess ous rgameerment st Mool setiom [ Py et Epgulation
Group! (21
Asvesiment] -t i i - - A
Asversmentd i

e TR T— B of 159 complered o e~ T

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Ne

User1 can edit the title of Assessment].
To Group1, User2 can add an assessment that uses the HIPA/HITECH template.

To Group1, User3 can add an assessment that uses the HIPA/HITECH or Microsoft 365

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Statements Yes No

User1 can edit the title of Assessment].
To Group1, User2 can add an assessment that uses the HIPA/HITECH template. g o

To Group1, User3 can add an assessment that uses the HIPA/HITECH or Microsoft 365 [ [

NEW QUESTION 114

- (Topic 1)

You are configuring a data loss prevention (DLP) policy to report when credit card data is found on a Windows
10 device joined to Azure Active Directory (Azure AD).

You plan to use information from the policy to restrict the ability to copy the sensitive data to the clipboard.
What should you configure in the policy rule?

A. the incident report
B. an action

C. user notifications
D. user overrides

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-using?view=0365- worldwide

NEW QUESTION 117
HOTSPOT - (Topic 1)
You create a retention policy as shown in the following exhibit.
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Retention Policy 1

Status
Enabled (Pending)

Policy name
Retention Policy 1

Description
Retention Policy for SharePoint Sitel and Exchange

Applies to content in these locations
Exchange email
SharePoint sites

Settings
Retention period
Keep content, and delete it if it's older than 10 years

Preservation lock
No data available

A user named Userl deletes a file named Filel.docx from a Microsoft SharePoint Online site named Sitel.

A user named User2 deletes an email and empties the Deleted Items folder in Microsoft Outlook.

Where is the content retained one year after deletion? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

File.docx: v

Preservation Hold
Recoverable Items
SubstrateHolds

The first-stage Recycle Bin

Email: v

Preservation Hold
Recoverable Items
SubstrateHolds

The first-stage Recycle Bin

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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File.docx: v
Preservation Hold |
Recoverable Items
SubstrateHolds
The first-stage Recycle Bin
Email: v

Preservation Hold

SubstrateHolds
The first-stage Recycle Bin

NEW QUESTION 121
HOTSPOT - (Topic 1)

You have a data loss prevention (DLP) policy that has the advanced DLP rules shown in the following table.

Name Priority Actions

Rule1 0 * Notify useTs with email and policy tips

» User overrides: Off

* Notify users with email and policy tips
Rule2 1 « Restrict access to the content

« User overrides: Off

« Notify users with email and policy tips
Rule3 2 « Restrict access to the content

« User overrides: On

* Notify users with email and policy tips
Rule4 3 » Restrict access to the content

* User overrides: Off

You need to identify which rules will apply when content matches multiple advanced DLP

rules.

Which rules should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

If content matches Rulel, Rule2, and Rule3:

If content matches Rule2, Rule3, and Rule4:

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Graphical user interface, text Description automatically generated

NEW QUESTION 122
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

MName Platform Microsoft Intune
Devicel | Windows 11 Not enrolled
Device2 | macOS Enrolled
You need to onboard the devices to Microsoft Purview. The solution must ensure that you can apply Endpoint data loss prevention (Endpoint DLP) policies to the

devices. What can you use to onboard each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca
Dence 1 -
The Company Portal app anly
Microsoft Endpoint Manager only
A local script and Group Policy only
The Company Portal app and Microsolt Endpoint Manager only
A local seript, Group Policy, and Microsoft Endpoint Manage:
Dievicek bt
The Company Portal app ondy
A local script only
Microsoft Endpoint Manager ondy
A local soript and Microsoft Endpoint Manager onhy
The Company Portal app and Miorosoft Endpoint Manager only
The Company Portal app, a local script, and Microsoft Endpoint Manager
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Devical: v
The Company Portal app only
Microsaft Endpoint Manager only
A local script and Group Policy only
The Company Portal app and Micrasoft Endpoint Manager only _
A local script, Group Policy, and Microsaft Endpoint Manager

R e — L e e

The Company Portal app only
| A local senph only
Microsofl Endpomt Manager only
A local soript and Macrosoft Endpoint Manager only
The Companmy Portal app and Micresoft Endpoint Manager only
The Company Portal app. a local script, and Microsoft Endpaint Manager

NEW QUESTION 123
- (Topic 1)
You have a Microsoft 365 E5 subscription. You need to create a subject rights request What can be configured as a search location?

A. Microsoft Exchange Online and Teams only

B. Microsoft Exchange Online, SharePoint Online, and Teams
C. Microsoft Exchange Online only

D. Microsoft Exchange Online and SharePoint Online only

E. Microsoft SharePoint Online only

Answer: B

NEW QUESTION 125
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 subscription that uses Microsoft Purview.
You need to deploy a compliance solution that will detect the accidental oversharing of information outside of an organization. The solution must minimize
administrative effort.

What should you use? To answer, select the
appropriate options in the answer area. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Policy template: | Data leaks "
Data leaks

Risky browser usage
Security pohcy wolations

An alert policy
| An eDiscovery case

NEW QUESTION 130
- (Topic 1)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role group
Admin1 | eDiscovery Manager
Admin2 | eDiscovery Administrator
Admin3 | none

You need to ensure that Admin3 can create holds in owing table. To what should you add Admin3?
A. the Global Administrator role

B. the eDiscovery Manager role group

C. the Compliance Manager Contributors role group

D. the eDiscovery Administrator role group

Answer: D

NEW QUESTION 134

- (Topic 1)
You have a Microsoft 365 E5 subscription that contains the adaptive scopes shown in the following table.
Name Type Query
Scopel | Users FirstName starts with User
Scoped | SharePoint Online sites SiteTitle starts with Site

You create the retention policies shown in the following table.

Name Type Location
RPolicy1 | Adaptive | Scopel
RPolicy2 | Adaptive | Scope?
RPolicy3 | Static Microsoft 365 groups

Which retention policies support a preservation lock?

A. RPolicy2only

B. RPolicy3only

C. RPolicyll and RPolicy2 only

D. RPolicyl and RPolicy3 only

E. RPolicyl, RPolicy2, and RPolicy3

Answer: D

NEW QUESTION 135

- (Topic 1)

Your company manufactures parts that are each assigned a unique 12-character alphanumeric serial number. Emails between the company and its customers
refer in the serial number.

You need to ensure that ail Microsoft Exchange Online emails containing the serial numbers are retained for five years.

Which three objects should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a trainable classifier

B. a sensitive info type
C. a retention polity
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D. a data loss prevention (DLP) policy
E. an auto-labeling policy

F. a retention label

G. a sensitivity label

Answer: BEF

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitive-information-type-learn-about?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide

NEW QUESTION 140

HOTSPOT - (Topic 1)

You have a Microsoft 365 subscription that contains two groups named Groupl and Group2.
You have the compliance assessments shown in the following table.

Name Group
Cal Group1
Cal Group1
Ca3 Group?

You have the improvement actions shown in the following table.

Action Compliance Improvement action Points Action type
assessment

Action] Cal Create and publish a retention label 3 Technical
Action2 Ca2 _Create and publish a retention label 5 Technical
Action3 Ca3 Enable Windows 10 Secunty baseline 5 Technical
Actiond Cal Restrict access to privileged accounts 10 Operational &
Actions Ca2 Lpdate security awareness training 10 Operational
Actionf Ca3 Update security awareness training 10 Operational

You perform the following actions:

« Create and publish a retention label.

» Implement security awareness training for all users.

* For Action4, change Implementation status to Implemented

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Neo
The compliance score for Cal will increase by 15 paints
The compliance score for Ca2 wall increase by 15 points
The compliance score for Cad wall increase by 10 points
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes Neo

The comphance score for Cal will increase by 15 points I
The complance score for Ca2 will increase by 15 points

The compliance score for Ca3 will increase by 10 points |

NEW QUESTION 143

- (Topic 1)

You have a Microsoft 365 E5 tenant.

You need to add a new keyword dictionary. What should you create?

A. a trainable classifier
B. a sensitivity label E3
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C. a sensitive info type
D. a retention policy

Answer: C

NEW QUESTION 146

HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 tenant.

You create sensitivity labels as shown in the Sensitivity Labels exhibit.

-+ Create a label = Publish labels O Refresh

Name Order
Public 0 - lowest
General 1
Confidential 2

Internal 3

External 4 — highest

Scope

File, Email
File, Email
File, Email
File, Email

File, Email

The Confidential/External sensitivity label is configured to encrypt files and emails when applied to content.

The sensitivity labels are published as shown in the Published exhibit.

Sensitivity Policyl

Edit policy ] Delete policy

Name
Sensitivity Policyl

Description

Published labels
Public

General
External/External
Internal/Internal
Confidential

Published to
All

Policy settings

Users must provide justification to remove a label or lower its classification

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

The Internal sensitivity label inherits all the settings from the
Confidential label.

Users must provide justification if they change the label of
content from Confidential/Internal to Confidential/External.

Content that has the Confidential/External label applied will
retain the encryption settings if the sensitivity label is ®)
removed from the label policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

The Internal sensitivity label inherits all the settings from the -
Confidential label. O &
Users must provide justification if they change the label of S
content from Confidential/Internal to Confidential/External. =

Content that has the Confidential/External label applied will
retain the encryption settings if the sensitivity label is Tl O
removed from the label policy.

NEW QUESTION 147

Y(o-[JorF::v?a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role Role group
Admin1 | Global Administrator None
Admin2 | None Compliance Administrator
Admin3 | None Records Management

You create the retention label shown in the following exhibit.

Create retention label

Review and finish

@ Mo
NHame
Marme
ﬂ File plan descriptors
u LD Selhings
File plan descriptors
8 Peiod Retention settings
Rertertaon persod Retention action
@ Finish
Baved on Disposition stages and revicwens
“lacgs 1 name “tage!
SragE 1 revEvwen
Ackrran RLODSe, 0 h T * CFCe ! & EWF
Acder l'-'.-'. W52 TORMG Tt Coem
Admin IBLODSe? 0626 anmicrasoft.com
Finish

Use labwel to classif
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Which users can perform a disposition review of content that has Retention 1 applied?

A. Admin2 only

B. Admin3 only

C. Adminl and Admin2 only

D. Adminl and Admin3 only

E. Admin2 and Admin3 only

F. Adminl, Admin2, and Admin3

Answer: E

NEW QUESTION 150

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You need to identify resumes that are stored in the subscription by using a built-in trainable classifier.

Solution: You create an auto-labeling policy for a retention label. Does this meet the goal?

A.Yes
B. No

Answer: B
NEW QUESTION 154

- (Topic 1)
You have a Microsoft 365 tenant that contains the users shown in the following table.

Name Role
Userl Global administrator
User2 Security administrator
User3 Compliance administrator
User4 Search administrator

You configure a retention label to trigger a disposition review at the end of the retention period.
Which users can access the Disposition tab in the Microsoft 365 compliance center to review the content?

A. Userl only
B. User2 only
C. User3 only
D. Userl and User3
E. User3 and User4

Answer: C
Explanation:
Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-security-andcompliance-center?view=0365-worldwide

NEW QUESTION 155

HOTSPOT - (Topic 1)

You have a Microsoft 365 tenant that uses data loss prevention (DLP) to protect sensitive information.
You create a new custom sensitive info type that has the matching element shown in the following exhibit.

Matching element

A Detect content containing X

Regular expression Vv

The supporting elements are configured as shown in the following exhibit.
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Supporting elements

A Contains this keyword list X

Keyword list Minimum Count

r 3 -
Employee

The confidence level and character proximity are configured as shown in the following exhibit.

Confidence level 'i/

Default (60%)

Character proximity (i)

Default (300 characters) 100

For each of the following statements, select Yes if statement is true. Otherwise, select No
NOTE: Each correct selection is worth one point.

Statements Yes No

A document that contains the following text will match the sensitive info type: James has O O
an Employee 1D of 555-343-111-065.

O
O

A document that contains the following text will match the sensitive info type: The
Emplovee ID of the employee Ben Smith is 555343123444,

A document that contains the following text will match the sensitive info type: The id O O
badge for 555-123 has expired.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Note: The regular expression has a starts with (*) and ends with ($) metacharacter and will not match any of the sentences. Without the starts with (*)
metacharacter the first and second sentences would match and the supporting element (Employee ID) would be within 100 character proximity.

NEW QUESTION 158

- (Topic 1)

In Microsoft Exchange Online, you have a retention policy named Policyl that applies a retention tag named Tagl.
You plan to remove Tagl from Policyl.

What will occur when you remove the tag from Policy1?

A. The content will remain tagged and the Managed Folder Assistant will process Tagl.
B. Tagl will be removed if Policyl applied the tag to the content.
C. The content will remain tagged, but the Managed Folder Assistant will ignore Tagl.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records- management/
retention-tags-and-policies#removing-or-deleting-a-retention-tag-from-a-retention-policy

NEW QUESTION 160
- (Topic 1)

You need to recommend a solution to configuration the Microsoft 365 Records management settings by using the CSV file must meet the compliance

requirements.
What should you recommend?

A. From the Microsoft 365 compliance center, import the CSV file to a file plan.

B. Use EdmUploadAgent.exe to upload a hash of the CSV to a datastore.

C. Use a PowerShell command that pipes the import csv cmdlet to the New- RetentionPolicy cmdlet.
D. Use a PowerShell command that pipes the import-csv cmdlet to the New-Label cmdlet.

Answer: A

Explanation:

Reference:
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https://docs.microsoft.com/en-us/microsoft-365/compliance/file-plan-manager?view=0365-worldwide#import-retention-labels-into-your-file-plan

NEW QUESTION 162

- (Topic 1)

You have a Microsoft 365 tenant that uses Microsoft Exchange Online. You need to recover deleted email messages from a user’s mailbox.
Which two PowerShell cmdlets should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Restore-Recoverableltems
B. Get-MailboxRestoreRequest
C. Restore-Mailbox

D. Get-Recoverableltems

E. Set-MailboxRestoreRequest

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/exchange/recipients-in-exchange-online/manage-user-mailboxes/recover-deleted-messages

NEW QUESTION 165

HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 subscription.

You are evaluating Data Protection Baseline compliance by using Compliance Manager. You need to identify improvement actions that meet the following
requirements:

* Provide data loss prevention (DLP) policy recommendations.

* Provide Data Protection Baseline recommendations.

Which filter should you use for each requirement? To answer, select the appropriate options in the answer area.

Answer Area

DLP policy recommendations I Solutions H
Categories
Regulations

Testing Source

Data Protection Baseline recommendations: | Requlations
Lategones
Requlations
Solutions
Testing Source

&al

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

DLP policy recommendations: | Solutions
Categories
Regulations

Ce 'l

Testing Source

Data Protection Baseline recommendations: | Requlations I,j'
Lategones
Solutions

Testing Source

NEW QUESTION 169
HOTSPOT - (Topic 1)
You create a sensitivity label as shown in the Sensitivity Label exhibit.
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Review your settings and finish

Name
Sensitivityl

Display name
Sensitivityl

Description for users

Sensitivityl

Scope
File,Email

Encryption

Content marking
Watermark: Watermark
Header: Header

Auto-labeling
Group settings

Site settings

Auto-labeling for database columns

None

You create an auto-labeling policy as shown in the Auto Labeling Policy exhibit.

Auto-labeling policy

Edit policy Delete policy

Policy name
Auto-labeling policy

Description

Label in simulation

Sensitivityl

Info to label
IP Address

Apply to content in these locations

Exchange email All

Rules for auto-applying this label
Exchange email 1 rule

Mode
On

Comment

A user sends the following email:

From: userl@contoso.com To: user2@fabrikam.com Subject: Address List Message Body:
Here are the lists that you requested. Attachments:

<<Filel.docx>>
<<File2.xml>>

Both attachments contain lists of IP addresses.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

Sensitivityl is applied to the email.

A watermark i1s added to Filel.docx.

A header is added to File2.xml.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

Sensitivityl is applied to the email. 10 |

A watermark i1s added to Filel.docx.

A header is added to File2.xml. O

NEW QUESTION 172

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You recently discovered that the developers at your company emailed Azure Storage keys in plain text to third parties.

You need to ensure that when Azure Storage keys are emailed, the emails are encrypted. Solution: You create a data loss prevention (DLP) policy that has all
locations selected. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 173

- (Topic 1)

You need to recommend a solution that meets the Data Loss Prevention requirements for the HR department.
Which three actions should you perform? Each correct answer presents part of the solution. (Choose three.)
NOTE: Each correct selection is worth one point.

A. Schedule EdmUploadAgent.exe to hash and upload a data file that contains employee information.
B. Create a sensitive info type rule package that contains the EDM classification.

C. Define the sensitive information database schema in the XML format.

D. Create a sensitive info type rule package that contains regular expressions.

E. Define the sensitive information database schema in the CSV format.

Answer: ABC

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-custom-sensitive-information-types-withexact-data-match-based-
classification?view=0365-worldwide

NEW QUESTION 177

HOTSPOT - (Topic 1)

You plan to implement a sensitive information type based on a trainable classifier. The sensitive information type will identify employment contracts.
You need to copy the required files to Microsoft SharePoint Online folders to train the classifier.

What should you use to seed content and test the classifier? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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NEW QUESTION 179
- (Topic 1)

You have a Microsoft 365 tenant that has a retention label policy. You need to configure the policy to meet the following requirements:

* Prevent the disabling or deletion of the policy.
» Ensure that new labels can De added.

» Prevent the removal of labels.

What should you do?

A. Import a file plan.

B. Enable insider risk management.

C. Enable the regulatory record options.
D. Create a preservation lock.

Answer: D
NEW QUESTION 184

- (Topic 1)
You have a Microsoft 365 subscription.

You need to be notified by email whenever an administrator starts an eDiscovery search. What should you do from the Microsoft Purview compliance portal?

A. From eDiscovery, create an eDiscovery case.
B. From Policies, create an alert policy.

C. From Records management, create event type.
D. From Content search, create a new search.

Answer: B

NEW QUESTION 189
- (Topic 1)

You are creating a data loss prevention (DLP) policy that will apply to all available locations. You configure an advanced DLP rule in the policy. Which type of

condition can you use in the rule?

A. Keywords

B. Content search query
C. Sensitive info type

D. Sensitive label

Answer: A

NEW QUESTION 192
- (Topic 1)

You have a Microsoft 365 E5 tenant that contains the policies shown in the following table.
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Retention | Start the retention At the end of the
Name Type
period period based on retention period
Labell Label 5 years When items were Delete items
created automatically
Label2 Retention | 7 years When items were Delete items
created automatically
Label3 Retention | 10 years When items were Do nothing
created

A file named Filel has all the policies applied.
How long will Filel be retained?

A. Filel will be deleted automatically after seven years.
B. Filel will be deleted automatically after five years.

C. File1 will be retained until the file is deleted manually.
D. Filel will be deleted automatically after 10 years.

Answer: D

NEW QUESTION 195

HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 subscription.

You need to deploy a compliance solution that meets the following requirements:

* Prevents users from performing data transfers that breach local regulations

» Minimizes effort to respond to requests for a user's personal data

What should you use in the Microsoft Purview compliance portal? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Arswer Area

To prevent users from performing data transfers that breach local regulations: I Information barmers )
Communication compliance ot
Information Darmers
Insider risk management

Privacy nsk managemaent

To minemize eMort (o respond 1o réquests for 8§ user's personal data: [ Subsect nghts request '{L
Data loss prévention (DLP) J
eDiscovery

Records management

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Argwer Area

To prevent users from performing data transfers that breach local regulations: l Information barmiers

e 4

R Information bamers

Insider nsk management
Privacy nsk management

To minimize effort to respond to requests for a user's personal data: l Subject nghts reguest "’{L
Data loss prévention (DLP) /

eDiscovery

Records management
I mw

e Tt Fam e[ e " e i il il

NEW QUESTION 200

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You recently discovered that the developers at your company emailed Azure Storage keys in plain text to third parties.

You need to ensure that when Azure Storage keys are emailed, the emails are encrypted. Solution: You configure a mail flow rule that matches a sensitive info

type.
Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 205
- (Topic 1)

You have a Microsoft SharePoint Online site named Sitel that contains a document library. The library contains more than 1,000 documents. Some of the

documents are job applicant resumes. All the documents are in the English language.

You plan to apply a sensitivity label automatically to any document identified as a resume. Only documents that contain work experience, education, and

accomplishments must be labeled automatically.
You need to identify and categorize the resumes. The solution must minimize administrative effort.
What should you include in the solution?

A. a trainable classifier

B. a keyword dictionary OC.

C. a function

D. an exact data match (EDM) classifier

Answer: A

NEW QUESTION 209

- (Topic 1)

You have a Microsoft SharePoint Online site that contains employee contracts in a document library named
Contracts.

The contracts must be treated as records in accordance with your company's records management policy.

You need to implement a solution to automatically mark all the contracts as records when they are uploaded to Contracts.

Which two actions should you perform? Each correct answer presents part of the solution. (Choose two.)
NOTE: Each correct selection is worth one point.

A. Create a sensitivity label.

B. Create a retention label.

C. Configure a default label on the Contracts document library.
D. Create a retention policy.

E. Create a SharePoint Records Center.

F. Create a retention lock.

Answer: BC

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=0365-worldwide

NEW QUESTION 212

- (Topic 1)

You have a Microsoft 365 E5 subscription.

You are implementing insider risk management.

You need to maximize the amount of historical data that is collected when an event is triggered.
What is the maximum number of days that historical data can be collected?

Answer: D

NEW QUESTION 216
DRAG DROP - (Topic 1)

You have a Microsoft 365 tenant that uses data loss prevention (DLP). You have a custom employee information form named Template 1.docx.

You need to create a classification rule package based on the document fingerprint of Templatel.docx.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

Run the Sot-DlpSenaitivelnformationTypo
cmdlet

Create a vanable that contains the result of the
Now-DlpFingerprint cmdlet

Run the How pZan=ltivelnformat nTypo

cudlet @

Create a varable that contains the result of the
Got-Contont cmdiet

Create a vanable that contains the result of the
Mk =ContontFilterP hease cmdiet

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Actions Answer Area
| Bun the 2ok -Dinsensit lveInforastiontins | | e s e S P |
| Run the Set-DipSensitivelnformationType | )| Create a variable that contains the result of the :
femdlet. e T, . || Get-Content cmdlet |
sy SR e e e G R b
| Create a variable that contains the result of the || — = = — = o o o o o o o :
{ Now-DlpFingerprint cmdiet L Create a variable that contains the result of the y
e i e T jﬂ-w PlpFingerprint emdlet. ]
it Ron the How-DlpSensitiveinformationType /| @ Mg =~ =~~~ o oo EmEEEEEEEES
| emdlet. N N e e e e e e 1
e S ————————— I < Fun the How-DlpSensitivelnformationType !

| R B A S B N AR A i e P P cmadlet :
| Create a vanable that contains the result of the | |

| Gat-Contont cmdlet |

Create a variable that contains the result of the
Get-ContoentFiltorPhrase cmdlet ]

________________________

NEW QUESTION 219

- (Topic 1)

You need to implement a solution that meets the compliance requirements for the Windows 10 computers.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each coned selection is worth one point.

A. Deploy a Microsoft 36S Endpoint data loss prevention (Endpoint DLP) configuration package to the computers.
B. Configure hybrid Azure AD join for all the computers.

C. Configure the Microsoft Intune device enrollment settings.

D. Configure a compliance policy in Microsoft Intune.

E. Enroll the computers in Microsoft Defender for Endpoint protection.

Answer: BE

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-getting-started ?view=0365-worldwide

NEW QUESTION 221
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Microsoft 365 role Role group

Admin1 | Global Administrator None

Admin2 | Compliance Administrator | None

User3 User Compliance Manager Contributors
Userd [ User Compliance Manager Administrators
User5 User None

You create an assessment named Assesmentl as shown in the following exhibit.

Assessment1
Status Created
® In progress 1/15/2021

Overview Controls Your mprovement actions  Microsoft actions

Rewview details about this assessment and understand your progress toward completion.

49% Assessment progress

1083/2169
==

Your points achieved (0
0084

Microsoft managed points achieved ()
1083 wm

Which users can update the title of Assessmentl, and which users can add User5 to the Compliance Manager Readers role group? To answer, select the
appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 226
- (Topic 1)

Can update the Assessment] title t Admang and Userd only - I
Usoed snhy
Admin and Userd onby
Admind, Admind, and Userd only
Admind, Admind, Userd, and Lserd ondy

iCan add UserS to the Compliance Manager Readers role group

Admin and Userd onby w
Adman cnly

Admand and Adming only

Adman] and Userd ondy

Admin, Admind, and Userd only

Can updats the Assessment] title t Admmnd and Usesd only o I
fsaed ooty "
Adming and Userd onlby

Admind, Admind. and Userd only
Admind, Admind, User, and Userd ondy

Can add UserS to the Compliance Manager Readers role gruup’__] Adminl and Userd only i
Admand cnly
Admind and Adming only
Admand and Userd ondy
Adman, Admind, and Userd only

You have a Microsoft 365 ES tenant that uses Microsoft Teams and contains two users hamed Userl and User2.
You create a data loss prevention (DLP) policy that is applied to the Teams chat and channel messages location for userl and user2.
Which Teams entities will have DLP protection? Purview compliance portal?

A. 1:1/n chats and general channels only
B. 1:1/chats and private channels only
C. 1:1/ chats, general channels, and private channels

D. DLP policy matches

Answer: BD

NEW QUESTION 227
- (Topic 1)

You have a Microsoft 365 tenant that uses records management.
You use a retention label to mark legal files stored in a Microsoft SharePoint Online document library as

regulatory records.

What can you do to the legal files?

A. Remove the retention label of the files.

B. Edit the properties of the files.

C. Move the files to a different folder within the document library.
D. Delete the content from the files.

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/records- management?view=0365-

worldwide#records

NEW QUESTION 231
- (Topic 1)

You have a data loss prevention (DLP) policy that applies to the Devices location. The policy protects documents that contain States passport numbers.
Users reports that they cannot upload documents to a travel management website because of the policy.
You need to ensure that the users can upload the documents to the travel management website. The solution must prevent the protected content from being
uploaded to other locations.

Which Microsoft 365 Endpoint data loss prevention (Endpoint DLP) setting should you configure?

A. Unallowed apps
B. File path exclusions
C. Service domains
D. Unallowed browsers

Answer: C
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Explanation:

You can control whether sensitive files protected by your policies can be uploaded to specific service domains from Microsoft Edge.

? If the list mode is set to Block, then user will not be able to upload sensitive items to those domains. When an upload action is blocked because an item matches
a DLP policy, DLP will either generate a warning or block the upload of the sensitive item.

? If the list mode is set to Allow, then users will be able to upload sensitive items only to those domains, and upload access to all other domains is not allowed.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-using ?view=0365-worldwide

NEW QUESTION 233

- (Topic 1)

You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online document library named Library 1.
You need to declare a collection of files that are stored in Libraryl as regulatory records. What should you use?

A. a sensitivity label policy

B. data loss prevention (DLP) policy
C. aretention policy

D. a retention label policy

Answer: D

NEW QUESTION 236

- (Topic 1)

Each product group at your company must show a distinct product logo in encrypted emails instead of the
standard Microsoft Office 365 logo.

What should you do to create the branding templates?

A. Create a Transport rule.

B. Create an RMS template.

C. Run the Set-IRMConfiguration cmdlet.
D. Run the New-OMEConfiguration cmdlet.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/add-your-organization-brand-to-encryptedmessages?view=0365-worldwide

NEW QUESTION 241

- (Topic 1)

You need to recommend a solution that meets the compliance requirements for viewing DLP tooltip
justifications.

What should you recommend?

A. Instruct the compliance department users to review the False positive and override report.

B. Configure a Microsoft Power Automate workflow to route DLP notification emails to the compliancedepartment.
C. Instruct the compliance department users to review the DLP incidents report.

D. Configure an Azure logic app to route DLP notification emails to the compliance department.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/view-the-dlp- reports?view=0365-worldwide

NEW QUESTION 243

- (Topic 1)

You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel and a user named Userl. The tenant has auditing enabled You
need to ensure that User! can perform disposition reviews. The solution must use the principle of the least privilege What should you do?

A. Assign Userl the Compliance Data Administrator role.

B. Add Userl to the Records Management role group.

C. Assign Userl the Data Investigator role.

D. Add Userl to the Content Explorer Content Viewer role group.

Answer: B

NEW QUESTION 244

HOTSPOT - (Topic 1)

You have a Microsoft 365 tenant.

A retention hold is applied to all the mailboxes in Microsoft Exchange Online.

A user named Userl leaves your company, and the account of Userl is deleted from Azure Active Directory (Azure AD).
You need to create a new user named User2 and provide User2 with access to the mailbox of User1.

How should you complete the PowerShell command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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SInactiveMailbox = Get-Mailbox -InactiveMailboxOnly -Identity <distinguished name>

v w SInactiveMailbox.DistinguishedName

Hew-Mailbox -InactiveMailbox
Hew-MailboxRestoreRegquest -LitigationHoldEnabled
Restore-Recoverableltems -RetentionloldEnabled

Set-Mailbox -SourceMailbox

-Name User2 -DisplayName User2 -MicroscftOnlineServicesID useri@contoso.com
-Paaaword (ConvertTo-SecureS3tring =-String 'RdFGthjthffS"“T' -A=aPlainText =Force)
~-ResatPasawordOnNextLogon Strue

A. Mastered
B. Not Mastered

Answer: A

Explanation:
SInactiveMailbox = Get-Mailbox -InactiveMailboxOnly -Identity <distinguished name>
v v EInacti\rEMailbnx.Distinguiahedﬂume

- B o - i

Hew-Mailbox
| New-MailboxRestoreRequest || -LitigationHoldEnabled
Restore-Recoverableltems -RetentiondHoldEnabled

Set-Mailbox -SourceMailbox

=Name User2 -Displaylame User2 -MicroscftOnlineServicesID userifcontosoc.com
-Pasaword (ConvertTo-SecureString =-String 'RAFGFfhjjhgff5™"7' =-AaFlainText =-Force)
-ResetPasawordOnNextLogon Strue

NEW QUESTION 247
- (Topic 2)
You need to meet the technical requirements for the Site3 documents. What should you create?

A. a retention label policy and a retention label that uses an event

B. a sensitive info type that uses a dictionary and a sensitivity label

C. a sensitive info type that uses a regular expression and a sensitivity label

D. a retention policy that has Only delete items when they reach a certain age selected

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/event-driven- retention?view=0365-worldwide

NEW QUESTION 250
- (Topic 2)

You need to meet the technical requirements for the creation of the sensitivity labels. Which administrative users are currently missing the Sensitivity label

administrator role?

A. Adminl only

B. Admm1, Admin2, Admin4, and Admin5 only
C. Admin 1. Admin2, and Admin3 only

D. Admin 1 and Admin5 only

E. Admin 1 and Admin4 only

Answer: C

NEW QUESTION 251
HOTSPOT - (Topic 2)

How many files in Site2 will be visible to Userl and User2 after you turn on DLPpolicyl? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Number of files visible to Userl: v
1
2
3
4
Number of files visible to User2: v
1
2
3
4
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Number of files visible to Userl: v
1
2
3
4
Number of files visible to User2: v
T
1
2
3
4

NEW QUESTION 256
HOTSPOT - (Topic 2)
You are reviewing policies for the SharePoint Online environment.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Statements

If a user creates a file in Sited on January 1, 2021, users will be able to
access the file on January 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2026.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Statements
If a user creates a file in Site4 on January 1, 2021, users will be able to

access the file on January 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2026.

NEW QUESTION 258
HOTSPOT - (Topic 2)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth is worth one point.
Answer Arca
Statcments

It & user creates a file i Sited on January T, 2027, users will be able to access the: file on
January 15, 2023

It a user deletes a file from Sited that was oreated on lanuany 1, 2021, an admnistratie
weier wnll be able to recover the Gile on Apeil 15, 2023,

IT & user deletes 4 fle lrom Sited that was oeated on lanuary 1, 2021, an adimmstratne
wser will be able to recover the file on Apnl 15, 20006,

Passing Certification Exams Made Easy

Yes

Gﬂi

0

DGDE

No

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full SC-400 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/SC-400-exam-dumps.html (154 New Questions)

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Arnswer Arca
No
Statements H |
It & user creates a fike in Sited on January 1, 20027, users will be able to access the fileon. (O O
January 15, 2023 !
if @ user deletes a file from Sited that was created on lanuany 1, 2021, an administratve ___T o
wser wall be able 1o recover the file on April 15, 2023, =
if 3 user defetes a file from Sited that was created on lanuary 1, 2021, an sdimmistratve (O |P_1
user will be able to recover the file on April 15, 20060

NEW QUESTION 261
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