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NEW QUESTION 1
- (Topic 4)
Which access control feature does MAB provide?

A. user access based on IP address

B. allows devices to bypass authenticate*

C. network access based on the physical address of a device
D. simultaneous user and device authentication

Answer: C

NEW QUESTION 2
- (Topic 4)

Graphical user interface, text, application, email Description automatically generated
Refer to the Exhibit. Running the script causes the output in the exhibit. What should be the first line of the script?

A. from ncclient import manager
B. import manager

C. from ncclient import *

D. ncclient manager import

Answer: C

NEW QUESTION 3
- (Topic 4)
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Reler to the exhibit The EtherChannel between SW1 and SW2 is not operational. Which a coon will resolve the issue?

A. Configure channel-group 1 mode active on GVO and G1 1 of SW2.
B. Configure twitchport trunk encapsulation dotlg on SW1 and SW2.
C. Configure channel-group 1 mode active on GI'O and GM of SW1 .
D. Configure switchport mode dynamic desirable on SW1 and SW2

Answer: C

NEW QUESTION 4
- (Topic 4)

Which two results occur if Cisco DNA center loses connectivity to devices in the SD- ACCESS fabric? (Choose two)
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A. All devices reload after detecting loss of connection to Cisco DNA Center
B. Already connected users are unaffected, but new users cannot connect

C. User connectivity is unaffected

D. Cisco DNA Center is unable to collect monitoring data in Assurance

E. Users lose connectivity

Answer: CD

NEW QUESTION 5
- (Topic 4)

An engineer must implement a configuration to allow a network administrator to connect to the console port of a router and authenticate over the network. Which

command set should the engineer use?

A. aaa new-modelaaa authentication login default enable

B. aaa new-modelaaa authentication login console local

C. aaa new-model aaa authentication login console group radius
D. aaa new-modelaaa authentication enable default

Answer: B

NEW QUESTION 6
- (Topic 4)

Which activity requires access to Cisco DNA Center CLI?

A. provisioning a wireless LAN controller
B. creating a configuration template

C. upgrading the Cisco DNA Center software
D. graceful shutdown of Cisco DNA Center

Answer: D

NEW QUESTION 7
- (Topic 4)
Refer to the exhibit.

Allow AAA Cverrde
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Layer2 Ad
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Coverage Hole Detection £ grabled

(1800

7 Sesson Timeout (secs)
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| !n-lbhd

IPvd | Guest_Permat IPvE None

(erabled 150
Timeowut Value (secs)

An engineer configures a new WLAN that will be used for secure communications; however, wireless clients report that they are able to communicate with each

other. Which action resolves this issue?
A. Enable Client Exclusions.

B. Disable Aironet IE

C. Enable Wi-Fi Direct Client Policy

D. Enable P2P Blocking.

Answer: D

NEW QUESTION 8
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- (Topic 4)

By default, which virtual MAC address does HSRP group 30 use?

A. 00:05:0c:07:ac:30
B. 00:00:0c:07:ac:l1e
C. 05:0c:5e:ac:07:30
D. 00:42:18:14:05:1e

Answer: B

NEW QUESTION 9
- (Topic 4)

Which security measure mitigates a man-in-the-middle attack of a REST API?

A. SSL certificates
B. biometric authentication
C. password hash
D. non repudiotion feature

Answer: A
NEW QUESTION 10

- (Topic 4)
Relet lo Ibe exhibit.

Wide Area Network

Rl

interface GigabitEthernet 0/0
standdyy 100 ip 10.10.10.1
standby 100 priority 103
stancyy 100 preeapt

standby 100 track 26

R
interface GigabitEthernet0/0

standby 100 ip 10.10.10.1

track 26 interface Seriald/0.1 line-protocol

ip address 10.10.10.2 235.255.235.0

ip address 10.10.10.3 255.255.235.0

An ertgineer must modify the existing configuration so that R2 can take over as the primary router when serial interface 0/0.1 on R1 goes down. Whtch command

must the engineer apply"

A. R2W standby 100 track 26 decrement 10
B. R2# standby 100 preempt

C. R2# track 26 interface SerialWO.1 line-protocol

D. R2# standby 100 priority 100

Answer: A

NEW QUESTION 10
- (Topic 4)

An engineer must configure router R1 to validate user logins via RADIUS and fall back to the local user database if the RADIUS server is not available. Which

configuration must be applied?
A. aaa authorization exec default radius local

B. aaa authorization exec default radius
C. aaa authentication exec default radius local
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D. aaa authentication exec default radius

Answer: C

NEW QUESTION 13

- (Topic 4)

Which mechanism can be used to enforce network access authentication against an AAA server if the endpoint does not support the 802.1X supplicant
functionality?

A. private VLANSs

B. port security

C. MAC Authentication Bypass
D. MACsec

Answer: C

NEW QUESTION 14
- (Topic 4)
Refer to the exhibit.

FaTrt 1d |[FANTLLA®TTNe®T i-Us 1 1)
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Interface Fole Ste Cost Frio.¥or Type
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Fal-0D-11 Roox FWD 2 1Z0.12 Flp
Fals0-123 Altma BLE 2 128,14 Pip

DEWikak spanning-tres mst

#RNRN HWET] viane mapped: 10,20
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Aoot address 0008.7363.4300 priority A2TES (I27ER mywmid L)
port Fal-0-1:2 comt 2 ren hopw 19

I
ives OUEPpUL Oremltied

Which two commands ensure that DSW1 becomes the root bridge for VLAN 10 and 20? (Choose two.)

A. spanning-tree mst 1 priority 1

B. spanning-tree mstp vlan 10.20 root primary
C. spanning-tree mil 1 root primary

D. spanning-tree mst 1 priority 4096

E. spanning-tree mst vlan 10.20 priority root

Answer: DE

NEW QUESTION 19
- (Topic 4)

no aaa new-model

username admin privilege 15 secret cisco123
ip http secure-port 445

Refer to the exhibit Which command must be applied to complete the configuration and enable RESTCONF?

A. ip http secure-server

B. ip http server

C. ip http secure-port 443

D. ip http client username restconf

Answer: A

NEW QUESTION 20

- (Topic 4)

What is the function of the fabric control plane node in a Cisco SD-Access deployment?
A. It is responsible for policy application and network segmentation in the fabric

B. It performs traffic encapsulation and security profiles enforcement in the fabric

C. It holds a comprehensive database that tracks endpoints and networks in the fabric

D. It provides integration with legacy nonfabric-enabled environments

Answer: C
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NEW QUESTION 24

DRAG DROP - (Topic 4)

Drag and drop the characteristics from the left onto the switching architectures on the right.

IProcess Switchi
It optimizes the switching process to handle larger e
packet volumes.
It is referred to as “software switching." 7
The general-purpose CPL is in charge of packet
switching.
Cisca Express Farwarding

A. Mastered
B. Not Mastered

Answer: A

Explanation:

———————————————— . F s 3 I :
i It optimizes the switching process to handle larger i ng

' packet volumes, It optimizes the switching process to handle larger

It is referred to as "software switching.”

packet volumes.

The general-purpose CPU is in charge of packet
switching.

The general-purpose CPL is in charge of packet [
switching.

Il |Cisco Express Forwarding

1
| It bs referred to as "software switching.” E|
L

NEW QUESTION 27
- (Topic 4)
A customer requires their wireless network to be fully functional, even if the wireless controller fails. Which wireless design supports these requirements?

A. FlexConnect
B. mesh

C. centralized
D. embedded

Answer: A

Explanation:

This is because FlexConnect is a feature that allows wireless access points to operate in standalone mode when they lose connectivity to the wireless LAN
controller. FlexConnect enables the access points to switch the data traffic locally, without sending it to the controller, and to perform local authentication, without
relying on the central server. FlexConnect also allows the access points to maintain the wireless network functionality, such as SSIDs, security policies, and QoS,
even if the wireless controller fails. FlexConnect is suitable for branch locations or remote offices that have limited WAN bandwidth or reliability. The source of this
answer is the Cisco ENCOR v1.1 course, module 7, lesson 7.3: Implementing FlexConnect.

NEW QUESTION 29
- (Topic 4)
An engineer must protect the password for the VTY lines against over-the-shoulder attacks. Which configuration should be applied?

A. service password-encryption

B. username netadmin secret 9 $9$vFpMf8elb4RVV8$seZ/bDA
C. username netadmin secret 7$1$42J36k33008Pyh4QzwXyZ4
D. line vty 0 15 p3ssword XD822j

Answer: A

Explanation:

cisco(config)#username test privilege 15 password test777 cisco(config)#do s running-config | include user
username test privilege 15 password 0 test777

cisco(config)#service password-encryption cisco(config)#do s running-config | include user

username test privilege 15 password 7 044FOE151B761B19 cisco(config)#

cisco(config)#do wr

Building configuration... [OK]

cisco(config)#
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NEW QUESTION 31

- (Topic 4)
Which JSON script is properly formatted?
A)
-wﬂ:[
{
“type”:"A New Book",
"model™:"J Doe",
“year=:"1"
)|
B)
{
“host™:
{
“name”:"SwitchA,
“model”:"Catalyst”,
“serial™:"0438045649",
]
}
C)
{
"book™:[
{
“title":"A New Book,
“author™:"J P Doe",
“edition™:"2"
)|
}
D)
(
“class"™:(
“ttle":"Sclence”,
“grade™:" 117,
“location":"Room C",

)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 34
- (Topic 4)
Which IP SLA operation requires the IP SLA responder to be configured on the remote end?

A. TCP connect
B. ICMP echo
C. ICMP jitter
D. UDP jitter

Answer: D

NEW QUESTION 37
DRAG DROP - (Topic 4)
Drag and drop the characteristics from the left onto the deployment model on the right.
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[Coud
fves on Capital costs
prowvides full control of senstwve data
fast deployment of new seraces
[On-Premses

Conneltn ity oplions

improves senvice Jvailablity by supporting misitiple YWAN

A. Mastered
B. Not Mastered

Answer: A

Explanation:
CLOUD1 and 30ON-PREMISES? and 4

NEW QUESTION 39

- (Topic 4)
Refer to the exhibit.
line vty O 4
session-timsout 30
exec-timecut 120 0
session-limit 3
legin local
line vty 2 13
sespicn-timecut 30
axsc-cimacut 30 0
session-limit 30
login local

Only administrators from the subnet 10.10.10.0/24 are permitted to have access to the router. A secure protocol must be used for the remote access and

management of the router instead of clear-text protocols. Which configuration achieves this goal?
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access-list 23 permit 10.10.10.0 0.0.0.255

line vty 0 4
access-class 23 in

transport input ssh

access-list 23 permit 10.10.10.0 0.0.0.255

line vty 0 15
access-class 23 In

transport input ssh

access-list 23 permit 10.10.10.0 0.0.0.255

line vty 0 15
access-class 23 out

transport input all

access-list 23 permit 10.10.10.0 255.255.255.0

line vty 0 15
access-class 23 in

transport input ssh

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 43
DRAG DROP - (Topic 4)

Drag and drop the automation characteristics from the left onto the corresponding tools on the right. Not all options are used.

Puppet
basad on Python
propristary syntax in configuration files based on Ruby
high avadlability offered through a multi-primany architecture Chef
Ruby syntax in configuration files

A. Mastered
B. Not Mastered
Answer: A
Explanation:

! Puppet

i basad on Python

proprietary syntax in configuration files based on Ruby

proprietary syntax in configuration files based on Ruby

high availability offered throwgh a multi-primary architecture

|
| high availability offered through a multi-primary architecture

Ruby syntax in configuration files

— o e e e e e e e e e e e e e e e e e

Ruby syntax in configuration files

NEW QUESTION 46
- (Topic 4)
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What is a characteristic of para-virtualization?

A. Para-virtualization allows direct access between the guest OS and the hypervisor.

B. Para-virtualization allows the host hardware to be directly accessed.
C. Para-virtualization guest servers are unaware of one another.
D. Para-virtualization lacks support for containers.

Answer: A

NEW QUESTION 48
- (Topic 4)
What is the rose of the vSmart controller in a Cisco SD-WN environment?

A. it performs authentication and authorization

B. it manages the control plane.

C. it is the centralized network management system
D. it manages the data plane

Answer: B
NEW QUESTION 51

- (Topic 4)
What is the result of applying this access control list?

ip access-list extended STATEFUL
10 permit tcp any any established

20 deny ip any any

A. TCP traffic with the URG bit set is allowed
B. TCP traffic with the SYN bit set is allowed
C. TCP traffic with the ACK bit set is allowed
D. TCP traffic with the DF bit set is allowed

Answer: C

NEW QUESTION 55
- (Topic 4)

A wireless administrator must create a new web authentication corporate SSID that will be using ISE as the external RADIUS server. The guest VLAN must be
specified after the authentication completes. Which action must be performed to allow the ISE server to specify the guest VLAN?

A. Set AAA Policy name.
B. Enable AAA Override
C. Set RADIUS Profiling
D. Enable Network Access Control State.

Answer: C

NEW QUESTION 59
DRAG DROP - (Topic 4)

Drag and drop the characteristics from the left onto the orchestration tools that they describe on the right.

declarative ulﬁ
uses Ruby
uses Python altStack
procedural

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\O/ Exam Recommend!! Get the Full 350-401 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://lwww.surepassexam.com/350-401-exam-dumps.html (747 New Questions)

NEW QUESTION 63
- (Topic 4)

KChef
declarative
uses Ruby
s Ruy procedural
: uses Python BaltStack
: uses Pythan
procedural
declarative

When does a Cisco StackWise primary switch lose its role?

A. when a stack member fails
B. when the stack primary is reset

C. when a switch with a higher priority is added to the stack

D. when the priority value of a stack member is changed to a higher value

Answer: C

NEW QUESTION 65
- (Topic 4)

line con O
password cisco
stopbits 1

line aux 0
stopbits 1

line vty 0 4

!

end

router#sh run | | usernamejaaa
no aaa new-model

usermame user password 0 user
routers#

Refer to the exhibit Which configuration enables password checking on the console line, using only a password?

A)

router(config# line con 0
router(config-kne ® exec-timeout 0 0

B)

router(config# line con 0

router(config-ine & login
©)

router(config)® line con 0

router(config-kne ¥ login local

D)
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router(config)# line vty 0 4

router(config-ine ¥ login

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 69
- (Topic 4)

Which function does a Cisco SD-Access extended node perform?

A. provides fabric extension to nonfabric devices through remote registration and configuration

B. performs tunneling between fabric and nonfabric devices to route traffic over unknown networks
C. used to extend the fabric connecting to downstream nonfabric enabled Layer 2 switches

D. in charge of establishing Layer 3 adjacencies with nonfabric unmanaged node

Answer: C

Explanation:

https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/BRKCRS-2832.pdf

NEW QUESTION 73
- (Topic 4)

Which collection contains the resources to obtain a list of fabric nodes through the vManage API?

A. device management
B. administration

C. device inventory

D. monitoring

Answer: C

Explanation:

The collection that contains the resources to obtain a list of fabric nodes through the vManage API is the device inventory collection. This collection can be
accessed through the Cisco Encor Documents and provides resources such as the Fabric Visualization, Device List, and Fabric Node Inventory APls. These APIs

can be used to obtain information about the fabric nodes, such as the device inventory, status, and version.

NEW QUESTION 77
DRAG DROP - (Topic 4)

Drag the characteristics from the left onto the routing protocols they describe on the right.

uses virtual links o link an area that does not have a connection EIGRP
1o the backbone
hello packets are sent by default every 5 seconds on
high-bandwidth links
default cost is based on interface bandwidth only 0sPF

metnic 5 calculated using bandwidth and detay by default

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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.

high-bandwidth finks

i me e e et | hello packets ane sent by default every 5 seconds an

L

helio packets are sent by default every 5 seconds on : |
high-bandwidth finks |

1

metric is caloulated using bandwidth and delay by default

e — - — —

““““““““““““ to the backbone

wses virtupl finks to link an area Mdmnﬂhnwnmnnﬂbm:

I

metric is calculated using bandwidth and delay by default
|
e e e e e | default cost s based on interface bandwidth onby

NEW QUESTION 78
- (Topic 4)

Based on the router's API output in JSON format below, which Python code will display the value of the “hostname" key?

{

"response”: [{
“family™: "Switches",
"macAddress”: “00:42:50:62:99:00",
“hostname”: "SwitchiDF14",
"upTime"”: "352 days, 6:17:26:10",
“lastUpdated™: "2020-07-12 21:15:29"

|

json_data = json.loads(response.text)
print(json_data[response][0][hostname])

json_data = json.loads(response.text)
print(json_data[response’][family’][hostname’])

json_data = response.json()
print{json_data[response’][0][ hostname"))

json_data = response.json()
print(json_data[ response’][family][hostname’])

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 81
- (Topic 4)

An engineer must configure a new WLAN that allows a user to enter a passphrase and provides forward secrecy as a security measure. Which Layer 2 WLAN

configuration is required on the Cisco WLC?
A. WPA2 Personal

B. WPA3 Enterprise

C. WPA3 Personal

D. WPA2 Enterprise

Answer: C
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NEW QUESTION 84
DRAG DROP - (Topic 1)

{

“Cisco-10S-XE-native GigabitEthernet™ {

“name” “1°,
wir {

“Yorwarding™ "MANAGEMENT"

).

W
“address™ (
“primary™ {

“address™ "10.0.0.1571",
“mask™. "255.255255.0r

]

)

),

“mop™ {
“enabled” false
)

"Cisco-10S-XE-ethernel nppgotiation™: {

“aulo”: true

Refer to the exhibit Drag and drop the snippets into the RESTCONF request to form the request that returns this response Not all options are used

URL - heep://10.10.10.10/restcont/api/running/native/

HTITF Verb-

Body- N/A

Headers-

Aunthentication-privileged level 15 credentials

Cisco-105-XE

interface/GigabitEthernet/ 1/

A. Mastered
B. Not Mastered

Answer: A

Explanation:

-application/vnd.yang.data+json

URL - heep://10.10.10.10/restconf/api/running/native/ interface/GigabitEthernet/ 1/

HTTP Verb- GET
Body- N/A
Headers- Accept

Aunthentication-privileged level 15 credentials

T R Ay N N

PR A N

NEW QUESTION 87
- (Topic 2)

An engineer must export the contents of the devices object in JSON format. Which statement must be used?

P TR S
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A. json.repr(Devices)

B. json.dumps(Devices)
C. json.prints(Devices)
D. json.loads(Devices)

Answer: B
NEW QUESTION 90

- (Topic 2)
Refer to the exhibit.

configure terminal
ip flow-export destination 192.168.10.1 9991
ip flow-export version 9

What is required to configure a second export destination for IP address 192.168.10.1?

A. Specify a VRF.

B. Specify a different UDP port.

C. Specify a different flow ID

D. Configure a version 5 flow-export to the same destination.
E. Specify a different TCP port.

Answer: B

Explanation:

To configure multiple NetFlow export destinations to a router, use the following commands in global configuration mode:

Step 1: Router(config)# ip flow-export destination ip-address udp-port

Step 2: Router(config)# ip flow-export destination ip-address udp-port

The following example enables the exporting of information in NetFlow cache entries: ip flow-export destination 10.42.42.1 9991 ip flow-export destination
10.0.101.254 1999

Reference: https://www.cisco.com/c/en/us/td/docs/ios/12_Os/feature/guide/12s_mdnf.html

NEW QUESTION 92

- (Topic 2)

The login method is configured on the VTY lines of a router with these parameters.
? The first method for authentication is TACACS

? If TACACS is unavailable, login is allowed without any provided credentials
Which configuration accomplishes this task?

A. R1#sh run | include aaa aaa nhew-modelaaa authentication login VTY group tacacs+ none aaa session-id commonR1#sh run | section vty line vty 0 4password 7
0202039485748 R1#sh run | include username R1#

B. R1#sh run | include aaa aaa new-modelaaa authentication login telnet group tacacs+ none aaa session-id commonR1#sh run | section vty line vty 0 4R1#sh run
| include username R1#

C. R1#sh run | include aaa aaa hew-modelaaa authentication login default group tacacs+ none aaa session-id commonR1#sh run | section vty line vty 0
4password 7 0202039485748

D. R1#sh run | include aaa aaa new-modelaaa authentication login default group tacacs+ aaa session-id commonR1#sh run | section vty line vty 0 4transport input
none R1#

Answer: C
Explanation:

According to the requirements (first use TACACS+, then allow login with no authentication), we have to use “aaa authentication login ... group tacacs+ none” for
AAA command.

The next thing to check is the if the “aaa authentication login default” or “aaa authentication login list-name” is used. The ‘default’ keyword means we want to
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apply for all login connections (such as tty, vty, console and aux). If we use this keyword, we don’t need to configure anything else under tty, vty and aux lines. If
we don’t use this keyword then we have to specify which line(s) we want to apply the authentication feature.
From above information, we can find out answer 'R1#sh run | include aaa aaa new-model aaa authentication login default group tacacs+ none aaa session-id

common
R1#sh run | section vty line vty 0 4
password 7 0202039485748

If you want to learn more about AAA configuration, please read our AAA TACACS+ and RADIUS

Tutorial — Part 2.

For your information, answer 'R1#sh run | include aaa aaa new-model

aaa authentication login telnet group tacacs+ none

aaa session-id common R1#sh run | section vty line vty 0 4

R1#sh run | include username

R1#' would be correct if we add the following command under vty line (“line vty 0 4”): “login authentication telnet” (“telnet” is the name of the AAA list above)

NEW QUESTION 97
DRAG DROP - (Topic 2)

Drag and drop the characteristics from the left onto the routing protocols they describe on the right

FIGRF
cost-based metnc
Dual Diffusing Update algorithm
metrics are bandoidth, delay, relability, load, and MTU O%EF
Dijiktra algorithm
A. Mastered
B. Not Mastered
Answer: A
Explanation:
R T T B S FIGRP
cost-based metnc '
l metrics are bandwidth, delay, relability, load, and MTL
I : | — —  — | —  — | —  — — — — | — | — — -
Dual Diffusing Update algorithm J i Update algorthm

Dijiktra algorithm

NEW QUESTION 99
DRAG DROP - (Topic 2)

Drag and drop the snippets onto the blanks within the code to construct a script that shows all logging that occurred on the appliance from Sunday until 9:00 p.m

Thursday Not all options are used.

svant manager applat Logging

action 2.0 €li command "enable"

event timer cron name Logging cron-entzy “l

a{:tian[ Ir_-.'l..i. command “show logging | il
redirect
! e I | 3.0 I ftp://CiSco:CiScodp192. 168, 1.1 |
i 021~ 04 I [ 021~ ~1-5 [ [ fepif/cimdoicc o192, 168.1.1 I
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
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NEW QUESTION 103
- (Topic 2)
Why is an AP joining a different WLC than the one specified through option 43?

A. The WLC is running a different software version.

B. The APl is joining a primed WLC

C. The AP multicast traffic unable to reach the WLC through Layer 3.

D. The APs broadcast traffic is unable to reach the WLC through Layer 2.

Answer: B

NEW QUESTION 107
- (Topic 2)
Which NGFW mode block flows crossing the firewall?

A. Passive
B. Tap

C. Inline tap
D. Inline

Answer: D

Explanation:

Firepower Threat Defense (FTD) provides six interface modes which are: Routed, Switched, Inline Pair, Inline Pair with Tap, Passive, Passive (ERSPAN).When
Inline Pair Mode is in use, packets can be blocked since they are processed inline When you use Inline Pair mode, the packet goes mainly through the FTD Snort
engine When Tap Mode is enabled, a copy of the packet is inspected and dropped internally while the actual traffic goes through FTD unmodified

NEW QUESTION 112

- (Topic 2)

AN engineer is implementing a route map to support redistribution within BGP. The route map must configured to permit all unmatched routes. Which action must
the engineer perform to complete this task?

A. Include a permit statement as the first entry
B. Include at least one explicit deny statement
C. Remove the implicit deny entry

D. Include a permit statement as the last entry

Answer: D

NEW QUESTION 114
- (Topic 2)
How can an engineer prevent basic replay attacks from people who try to brute force a system via REST API?

A. Add a timestamp to the request In the API header.
B. Use a password hash

C. Add OAuth to the request in the API header.

D. UseHTTPS

Answer: B

NEW QUESTION 119
- (Topic 2)
Which access point mode allows a supported AP to function like a WLAN client would, associating and identifying client connectivity issues?

A. client mode

B. SE-connect mode
C. sensor mode

D. sniffer mode

Answer: C

Explanation:

As these wireless networks grow especially in remote facilities where IT professionals may not always be onsite, it becomes even more important to be able to
quickly identify and resolve potential connectivity issuesideally before the users complain or notice connectivity degradation. To address these issues we have
created Cisco’s Wireless Service Assurance and a new AP mode called “sensor’mode. Cisco’s Wireless Service Assurance platform has three components,
namely, Wireless PerformanceAnalytics, Real-time Client Troubleshooting, and Proactive Health Assessment. Using a supported AP ordedicated sensor the
device can actually function much like a WLAN client would associating andidentifying client connectivity issues within the network in real time without requiring an
IT or technician to beon site.

Reference:
https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/content/dam/en/us/td/docs/wireless/controller/technotes/8-5/b_Cisco_Aironet_Sensor_Deployment_
Guide.html.xml

NEW QUESTION 122
- (Topic 2)
Refer to the exhibit.
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vlian 222

remote-span

|
vlian 223

remote—-span

|

source interface FastEthernet0/1 tx
source interface FastEthernetd/2 rx
source interface port-channel 5
destination remote vlan 222

monitor session
monitor session
monitor session
monitor session
1

el el

What is the result when a technician adds the monitor session 1 destination remote vlan 223 command1?

A. The RSPAN VLAN is replaced by VLAN 223.
B. RSPAN traffic is sent to VLANs 222 and 223
C. An error is flagged for configuring two destinations.
D. RSPAN traffic is split between VLANs 222 and 223.

Answer: A

NEW QUESTION 127
- (Topic 2)
What does a northbound APl accomplish?

A. programmatic control of abstracted network resources through a centralized controller
B. access to controlled network resources from a centralized node

C. communication between SDN controllers and physical switches

D. controlled access to switches from automated security applications

Answer: A

NEW QUESTION 128
- (Topic 2)
How cloud deployments differ from on-prem deployments?

A. Cloud deployments require longer implementation times than on-premises deployments
B. Cloud deployments are more customizable than on-premises deployments.

C. Cloud deployments require less frequent upgrades than on-premises deployments.

D. Cloud deployments have lower upfront costs than on-premises deployments.

Answer: C

NEW QUESTION 130
- (Topic

Refer to the exhibit. An engineer attempts to configure a router on a stick to route packets between Clients, Servers, and Printers; however, initial tests show that
this configuration is not working. Which command set resolves this issue?
A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
Explanation:

We must reconfigure the IP address after assigning or removing an interface to a VRF. Otherwise that interface does not have an IP address.

NEW QUESTION 134
DRAG DROP - (Topic 2)
Drag and drop the tools from the left onto the agent types on the right.

SaltStack

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Puppct
SakStack
Apntiiss
Araibic

NEW QUESTION 137
- (Topic 2)
When are multicast RPs required?

A. RPs are required only when using protocol independent multicast dense mode.

B. By default, the RP is needed penodically to maintain sessions with sources and receivers.
C. RPs are required for protocol Independent multicast sparse mode and dense mode.

D. By default, the RP Is needed only start new sessions with sources and receivers.
Answer: D

NEW QUESTION 142

- (Topic 2)
Refer to the exhibit.

enable secret cisco

username cisco privilege 135 secret cisco

aaa new-modadel
aaa authentication login default group radius local
aaa authorization network default group radius

The network administrator must be able to perform configuration changes when all the RADIUS servers are unreachable. Which configuration allows all commands
to be authorized if the user has successfully authenticated?

A. aaa authorization exec default group radius none

B. aaa authentication login default group radius local none

C. aaa authorization exec default group radius if-authenticated
D. aaa authorization exec default group radius

Answer: C

NEW QUESTION 145
- (Topic 2)
When is the Design workflow used In Cisco DNA Center?

A. in a greenfield deployment, with no existing infrastructure

B. in a greenfield or brownfield deployment, to wipe out existing data

C. in a brownfield deployment, to modify configuration of existing devices in the network
D. in a brownfield deployment, to provision and onboard new network devices

Answer: A

Explanation:

The Design area is where you create the structure and framework of your network, including the physical topology, network settings, and device type profiles that
you can apply to devices throughout your network. Use the Design workflow if you do not already have an existing infrastructure. If you have an existing
infrastructure, use the Discovery feature.

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-
center/2-1-2/user_guide/b_cisco_dna_center_ug_2 1 2/b cisco_dna center ug 2 1 1 chapter_011 0.html

Reference: https://synoptek.com/insights/it-blogs/greenfield-vs-brownfield-software- development/“Greenfield development refers to developing a system for a
totally new environment and requires development from a clean slate — no legacy code around. It is an approach used when you’re starting fresh and with no
restrictions or dependencies.”

NEW QUESTION 147

- (Topic 2)

An engineer is implementing a Cisco MPLS TE tunnel to improve the streaming experience for the clients of a video-on-demand server. Which action must the
engineer perform to configure extended discovery to support the MPLS LDP session between the headend and tailend routers?
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A. Configure the interface bandwidth to handle TCP and UDP traffic between the LDP peers
B. Configure a Cisco MPLS TE tunnel on both ends of the session

C. Configure an access list on the interface to permit TCP and UDP traffic

D. Configure a targeted neighbor session.

Answer: B

NEW QUESTION 150
- (Topic 2)
Refer to the exhibit.

ASI00

1729600004

A18sh ip bgp
BGP table version is 2, local router ID is 13.13.13.1

Status codes: s suppressed, d dasped, h history, * walid, > best, 1 -
internal,

r RIB-failure, § Stale, m multipath, b backup-path, £ RT-
Filter,

x best-external, a additional-path, ¢ RIB-compressed,
rigin codes: | - IGP, e - EGP, ? - incomplete
KI validation codes: V valid, I invalid, N Not found

Network Next
op Metric LocPrf wWeight Path
* 172.16.1.0/24 13.13.13.3 0
200 300 &
"> 12.12.12.2 0
200 300 &

An engineers reaching network 172 16 10 0/24 via the R1-R2-R4 path. Which configuration forces the traffic to take a path of R1-R3-R4?
A)

R1(configi#route-map RM_AS_PATH_PREPEND

R1(config-route-map)#set as-path prepend 200 200

R1{config-route-map }Zexit

R1(configirouter bgp 100

R1({config-routerj=neighbor 12.12.12.2 route-map RM_AS_PATH_PREPEND in
R1({config-routerj&end

Ri#clear ip bgp 12.12.12.2 soft in

B)

R1(config)#router bgp 100

R1(config-router)#neighbor 13.13.13.3 weight 1
R1(config-router)#end

©)

R2(config#route-map RM_MED permit 10
R2(config-route-map)#set metric 1
R2(config-route-map )#exit

R2(config #router bgp 200

R2(config-routerj#neighbor 12.12.12.1 route-map RM_MED out
R2(config-router):end

R2#clear ip bgp 12.12.12.1 soft out

D)
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'R1(config)#route-map RM_LOCAL_PREF permit 10
R1(config-route-map)#set local-preference 101

R1(config-route-map )#exit

R1(config#router bgp 100

R1(config-router j#neighbor 13.13.13.3 route-map RM_LOCAL_PREF in
R1(config-router¥end

R1#clear ip bgp 13.13.13.3 soft in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 151
- (Topic 2)
What is required for a virtual machine to run?

A. a Type 1 hypervisor and a host operating system
B. a hypervisor and physical server hardware

C. only a Type 1 hypervisor

D. only a Type 2 hypervisor

Answer: B

NEW QUESTION 156
- (Topic 2)
What is the function of a control-plane node In a Cisco SD-Access solution?

A. to run a mapping system that manages endpoint to network device relationships
B. to implement policies and communicate with networks outside the fabric

C. to connect external Layer 3 networks to the SD-Access fabric

D. to connect APs and wireless endpoints to the SD-Access fabric

Answer: A

NEW QUESTION 161

- (Topic 2)

A customer wants to provide wireless access to contractors using a guest portal on Cisco ISE. The portal Is also used by employees A solution is implemented, but
contractors receive a certificate error when they attempt to access the portal Employees can access the portal without any errors. Which change must be
implemented to allow the contractors and employees to access the portal?

A. Install a trusted third-party certificate on the Cisco ISE.

B. Install an Internal CA signed certificate on the contractor devices
C. Install an internal CA signed certificate on the Cisco ISE

D. install a trusted third-party certificate on the contractor devices.

Answer: C

NEW QUESTION 162
- (Topic 2)
Which element enables communication between guest VMs within a virtualized environment?

A. hypervisor
B. vSwitch

C. virtual router
D. pNIC

Answer: B
NEW QUESTION 166

- (Topic 2)
Refer to the exhibit.

After running the code in the exhibit. Which step reduces the amount of data that NETCONF server returns to the NETCONF client, to only the interface’s
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configuration?

A. Create an XML filter as a string and pass it to get_config() method as an argument

B. Use the txml library to parse the data returned by the NETCONF server for the interface’s configuration
C. Create a JSON filter as a string and pass it to the get_config() method as an argument

D. Use the JSON library to parse the data returned by the NETCONF server for the interface’s configuration

Answer: D

NEW QUESTION 168
DRAG DROP - (Topic 2)

he left to the right.
R
Fapei b sselril |

A. Mastered
B. Not Mastered

Answer: A
Explanation:

PIM-DM supports only source trees — that is, (S,G) entries—and cannot be used to build a shared distribution tree.

NEW QUESTION 170
- (Topic 2)
Refer to the exhibit:
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R1#show running-config interface fa0/0
Building configuration...

Current configuration: 192 bytes

I

interface FastEthernet0/0

ip address 192.68.3.5 255.255.255.0
duplex full

virp 1 ip 192.168.3.1

vrrp 1 priority 110

vrrp 1 authentication text cisco

vrrp 1 track 20 decrement 20
end

R1#show running-config | include track 20
track 20 ip route 10.10.1.1 255.255.255.255 reachability

R2#show running-config interface fa0/0
Building configuration...

Current configuration: 141 bytes

|

interface FastEthernet0/0

ip address 192.68.3.2 255.255.255.0
duplex full

vrrp 1 ip 192.168.3.1

vrrp 1 authentication text cisco

end

An engineer configures VRRP and issues the show commands to verify operation. What does the engineer confirm about VRRP group 1 from the output?

A. There is no route to 10.10.1.1/32 in R2’s routing table

B. If R1 reboots, R2 becomes the master virtual router until R2 reboots
C. Communication between VRRP members is encrypted using MD5
D. R1is primary if 10.10.1.1/32 is in its routing table

Answer: D

NEW QUESTION 171
- (Topic 2)
Why would a log file contain a * next to the date?

A. The network device was receiving NTP time when the log messages were recorded.

B. The network device was unable to reach The NTP server when the log messages were recorded
C. The network device is not configured to use NTP.

D. The network device is nor configured to use NTP time stamps for logging

Answer: B
NEW QUESTION 175

DRAG DROP - (Topic 2)
Drag and drop the descriptions from the left onto the routing protocol they describe on the right.

ISPF
summares ¢an be created anywhere in the IGP topology
USSs areas to sagment a network
summanes can be created n specfic pars of the 1GP topology E1GRP

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

O5PF

sumimanes can be created amywhera in the [GP topology

|
USes areas to sagment 3 network |
LT | USES Arsas 1o sagment a network

" A ] T | T T (i ~ i~

summanss can be created n spacfic pants of the 1GP topology EIGRP

I summanes can be created in spacific parts of the [GP topology
I

NEW QUESTION 180
- (Topic 2)
How is a data modeling language used?

A. To enable data lo be easily structured, grouped, validated, and replicated

B. To represent finite and well-defined network elements that cannot be changed
C. To model the flows of unstructured data within the infrastructure

D. To provide human readability to scripting languages

Answer: A

NEW QUESTION 182

- (Topic 2)

Which feature does Cisco TrustSec use to provide scalable, secure communication throughout a network?
A. security group tag ACL assigned to each port on a switch

B. security group tag number assigned to each port on a network

C. security group tag number assigned to each user on a switch

D. security group tag ACL assigned to each router on a network

Answer: B

Explanation:

Cisco TrustSec uses tags to represent logical group privilege. This tag, called a Security Group Tag (SGT), is used in access policies. The SGT is understood and

is used to enforce traffic by Cisco

switches, routers and firewalls . Cisco TrustSec is defined in three phases: classification, propagation and enforcement.

When users and devices connect to a network, the network assigns a specific security group. This
process is called classification. Classification can be based on the results of the authentication

or by associating the SGT with an IP, VLAN, or port-profile (-> Answer 'security group tag ACL assigned to each port on a switch' and answer 'security group tag

number assigned to each

user on a switch' are not correct as they say “assigned ... on a switch” only. Answer 'security group
tag ACL assigned to each router on a network' is not correct either as it says “assigned to each
router”).

NEW QUESTION 183
- (Topic 2)
Refer to the exhibit.

Which command set changes the neighbor state from Idle (Admin) to Active?
A)

R1(config)#router bgp 65002

R1(config-router #neighbor 192.168.50.2 activate

B)

R1(config =router bgp 65001

R1(config-router #neighbor 192.168.50.2 activate

C)

R1(configy¥router bgp 65001

R1(config-router#no neighbor 192.168.50.2 shutdown

D)
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R1(config#router bgp 65001
R1(config-router #neighbor 192.168.50.2 remote-as 65001

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 185
- (Topic 2)
Refer to the exhibit.
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An engineer is troubleshooting an application running on Apple phones. The application Is receiving incorrect QoS markings. The systems administrator confirmed

that ail configuration profiles are correct on the Apple devices. Which change on the WLC optimizes QoS for these devices?

A. Enable Fastlane

B. Set WMM to required

C. Change the QoS level to Platinum
D. Configure AVC Profiles

Answer: C
NEW QUESTION 190

- (Topic 2)
Refer to the exhibit.

10.33.1.0/30

10.1.65.0/30

ISP#2#H

Jan 4 11:34:10.819; %TCP-6-BADAUTH: No MDS5 digest from 1-:) 1.65.2(179) to 10.1.85.1(59608) tableid - 0
Jan 4 11:34:10.847: %BGP-5-ADJCHANGE: neighbor 10.33.1.1 Up

Jan 4 11:34:12.831: % TCP-6-BADAUTH: No MDS5 digest from 10.1.65.2(178) to 10.1.65.1(59608) tableid - 0
Jan 4 11:34:12.830; %TCP-6-BADAUTH: Mo MDS digest from 10.1,65.2(179) to 10.1.65.1(58608) tableid - 0
Jan 4 11:34:22.271: %TCP-6-BADAUTH: No MDS5 digest from 10.1.65.2(61827) to 10.1.65.1(179) tableid - 0
Jan 4 11:34:24 250: %TCP-8-BADAUTH: No MDS digest from 10.1.65.2(61827) to 10.1.65.1(179) lableid - O
Jan 4 11:34:26 187: % TCP-8-BADAUTH: No MDS5 digest from 10.1.85.2(179) to 10.1.85.1(312686) tableid - 0

An engineer attempts to establish BGP peering between router CORP and two ISP routers. What is the root cause for the failure between CORP and ISP#2?

A. Router ISP#2 is configured to use SHA-1 authentication.

B. There is a password mismatch between router CORP and router ISP#2.
C. Router CORP is configured with an extended access control list.

D. MD5 authorization is configured incorrectly on router ISP#2.

Answer: B
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NEW QUESTION 191
- (Topic 2)
When firewall capabilities are considered, which feature is found only in Cisco next- generation firewalls?

A. malware protection

B. stateful inspection

C. traffic filtering

D. active/standby high availability

Answer: A

NEW QUESTION 196
- (Topic 2)

P

wirf definition hotel
address -family ipwd
exif-address-Tamily

vrf definition bank

Rl R2 T address -family ipd
iiEﬂ.’ﬂ Eﬂfoi-i LAN . exit-address-family
vrf bank E0/1 172.16.0.1 interface Lthernetl/D

vrf formarding bank
ip address 172.16.0.4 255.255.0.0

EQ/O
interface Cthermet(/L
R3 wrf forwmarding hotel
vif hoted ip address 172.1.0.5 255.295.0.0

router oapl 42 vl bark
router-id 1.1.1.1
metwork 172.16.0.0 0.0.255.255 area O

router capf 41 wf hotel
router-id 3.3.3.3
network 172.16.0.0 0.0, 255.255 area O

Rl:
vrl definition bhank

address -family ipwl
enit-address-Tamily

Refer to the exhibit. Which configuration must be applied to R1 to enable R1 to reach the server at 172.16.0.17?

interface Ethernet0
vrf forwarding hotel
ip address 172.16.0.7 266 25600

router ospf 44 vrf Hotel
network 172.16.0.0 0.0.255.255 area 0

interface EthernetO0
ip address 172.16.0.7 26626600

router ospf 44 vif hotel
network 172.16.0.0 26§ 26§ 0.0

interface EthernetO0
ip address 172.16.0.7 266256 0.0

router ospf 44 vif bank
network 172.16.0.0 26§ 255 0.0

interface EthernetO/0
vrf forwarding bank
ip address 172.16.0.7 25656 255600

router ospf 44 vrf bank
network 172.16.0.0 0.0.255.255 area 0

A. Option A
B. Option B
C. Option C
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D. Option D

Answer: D

NEW QUESTION 198
- (Topic 2)

Which protocol infers that a YANG data model is being used?

A. SNMP

B. NX-API

C. REST

D. RESTCONF

Answer: D

Explanation:

YANG (Yet another Next Generation) is a data modeling language for the definition
of data sent over network management protocols such as the NETCONF and RESTCONF.

NEW QUESTION 200
- (Topic 2)

What is a characteristic of Cisco DNA Northbound APIs?

A. They simplify the management of network infrastructure devices.
B. They enable automation of network infrastructure based on intent.
C. They utilize RESTCONF.

D. They utilize multivendor support APIs.

Answer: C

NEW QUESTION 202
- (Topic 2)

Which protocol is used to encrypt control plane traffic between SD-WAN controllers and SD-WAN endpoints?

A. DTLS
B. IPsec
C. PGP
D. HTTPS

Answer: A

Explanation:

DTLS protocol is used to encrypt control plane traffic between vSmart (controllers) and other SD-WAN endpoints.

NEW QUESTION 206
- (Topic 2)

An engineer is configuring a new SSID to present users with a splash page for authentication. Which WLAN Layer 3 setting must be configured to provide this

functionally?

A. CCKM

B. WPA2 Policy
C. Local Policy
D. Web Policy

Answer: D

NEW QUESTION 207
- (Topic 2)
Refer to the exhibit.
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R1#2 sh run | begin ine con
line con o
exec-timeout 0 O
privilege level 15
logging synchronous
stopbits 1
line aux o
axac-timaout 0 0
privilege level 15
logging synchronous
slopbils 1
ine vty O 4
password 7 045802150C2E
login
hne vty 5 15
password 7 045802150C2E

login
I
cnd

R1# sh run | include aaa | enable

no aaa new-model
R1#

Which privilege level is assigned to VTY users?

OO w>»

N N e

3
5

Answer: A

Explanation:
Lines (CON, AUX, VTY) default to level 1 privileges.

NEW QUESTION 211
- (Topic 2)

How are map-register messages sent in a LISP deployment?

A. egress tunnel routers to map resolvers to determine the appropriate egress tunnel router
B. ingress tunnel routers to map servers to determine the appropriate egress tunnel router
C. egress tunnel routers to map servers to determine the appropriate egress tunnel router
D. ingress tunnel routers to map resolvers to determine the appropnate egress tunnel router

Answer: C

Explanation:

During operation, an Egress Tunnel Router (ETR) sends periodic Map- Register messages to all its configured map servers.

NEW QUESTION 212
- (Topic 2)

Cisco ISE to achieve this requirement?

A. Fast Transition

B. Central Web Authentication

C. Cisco Centralized Key Management
D. Identity PSK

Answer: D

NEW QUESTION 217
- (Topic 2)
Refer to the exhibit.
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After an engineer configures an EtherChannel between switch SW1 and switch SW2, this error message is logged on switch SW2.

SV
e A% 0 SR8 F O[S
CHF % G S FR DSARLE chusrwet sresconfi emod detected on

bl arwsconig ooy deteciod on Gel'0, puotting CelV0 an e 7 -cisabie: stato
Gl 1, puttengg Gl err-chsable stale

Based on the output from SW1 and the log message received on Switch SW2, what action should the engineer take to resolve this issue?

A. Configure the same protocol on the EtherChannel on switch SW1 and SW2.
B. Connect the configuration error on interface Gi0O/1 on switch SW1.

C. Define the correct port members on the EtherChannel on switch SW1.

D. Correct the configuration error on interface Gi0/0 switch SW1.

Answer: A

Explanation:

In this case, we are using your EtherChannel without a negotiation protocol. As a result, if the opposite switch is not also configured for EtherChannel operation on
the respective ports, there is a danger of a switching loop. The EtherChannel Misconfiguration Guard tries to prevent that loop from occuring by disabling all the
ports bundled in the EtherChannel.

NEW QUESTION 222
- (Topic 2)
What do Cisco DNA southbound APIs provide?

A. Interface between the controller and the network devices
B. NETCONF API interface for orchestration communication
C. RESful API interface for orchestrator communication

D. Interface between the controller and the consumer

Answer: A

Explanation:
The Southbound API is used to communicate with network devices.

SDN Applications

1 Northbound API

Controllers

i Southbound API

Network Elements

NEW QUESTION 223

- (Topic 2)

What Is a Type 2 hypervisor?

A. installed as an application on an already installed operating system

B. runs directly on a physical server and includes its own operating system

C. supports over-allocation of physical resources

D. also referred to as a "bare metal hypervisor" because it sits directly on the physical server

Answer: A
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NEW QUESTION 225
DRAG DRORP - (Topic 2)

An engineer creates the configuration below. Drag and drop the authentication methods from the left into the order of priority on the right. Not all options are used.

Ri1#shrun|iaaa

aaa new-model

aaa authentication login default group ACE group AAA_RADIUS local-case
aaa session-id common

Ri#
AAA servers of ALA RADIUS group
local configured username in non-Case-sensitrve format
lacal configured username in Case-sensatve format

ALK servers of ACE group

tacacs servirs of group ACE
If no method works, then deny logn

A. Mastered

B. Not Mastered
Answer: A

Explanation:

priority 1: AAA servers of ACE group

priority 2: AAA servers of AAA_RADIUS group

priority 3: local configured username in case-sensitive format priority 4: If no method works, then deny login

NEW QUESTION 228
- (Topic 2)
Refer to the exhibit.

Switchl#show lacp internal
Flags & - Davice 1s reguesting Slow LACFDUs

F - Device 15 requesting Fast LACPDUs

A - Device 18 1in Active modse F = Davice 1s 1n Fassive mods
Channel group 1

LACF porc Admin Op&E FOEL FOEL

Fort lags State Friority Fey Fey Number State
Gi SF hot-sby 2 xl Oxl xl x5
Gr0/1 SR bndl 15 Oxl Oxl Ox2 x3C

An engineer attempts to bundle interface GiO/0 into the port channel, but it does not function as expected. Which action resolves the issue?

A. Configure channel-group 1 mode active on interface GiO/O0.
B. Configure no shutdown on interface Gi0O/0

C. Enable fast LACP PDUs on interface Gi0/0.

D. Set LACP max-bundle to 2 on interface Port-channeM

Answer: D

NEW QUESTION 233
- (Topic 2)
Refer the exhibit.
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Which router is the designated router on the segment 192.168.0.0/24?

A. This segment has no designated router because it is a nonbroadcast network type.
B. This segment has no designated router because it is a p2p network type.

C. Router Chicago because it has a lower router ID

D. Router NewYork because it has a higher router ID

Answer: B
NEW QUESTION 237

- (Topic 2)
Refer to the exhibit.

Bie rordges e
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A network architect has partially configured static NAT. which commands should be asked to complete the configuration?

A. R1(config)#interface GigabitEthernet0/0 R1(config)#ip pat outside R1(config)#interface GigabitEthernet0/1 R1(config)#ip pat inside
B. R1(config)#interface GigabitEthernet0/0 R1(config)#ip nat outside R1(config)#interface GigabitEthernet0/1 R1(config)#ip nat inside
C. R1(config)#interface GigabitEthernet0/0 R1(config)#ip nat inside R1(config)#interface GigabitEthernet0/1 R1(config)#ip nat outside
D. R1(config)#interface GigabitEthernet0/0 R1(config)#ip pat inside R1(config)#interface GigabitEthernet0/1 R1(config)#ip pat outside

Answer: B

NEW QUESTION 238

- (Topic 2)

Which antenna type should be used for a site-to-site wireless connection?
A. Omnidirectional

B. dipole

C. patch

D. Yagi

Answer: D

Explanation:
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Yagi Antenna

* Used to communicate in one direction (unidirectional)

¢ They have a longer range in comparison to Omni Antennas

e Typically only communicate with one other radio, however can talk to multiple
* More common to see used in remote locations

Graphical user interface, text Description automatically generated

NEW QUESTION 241
- (Topic 2)

A network monitoring system uses SNMP polling to record the statistics of router interfaces The SNMP queries work as expected until an engineer installs a new

interface and reloads the router After this action, all SNMP queries for the router fail What is the cause of this issue?

A. The SNMP community is configured incorrectly

B. The SNMP interface index changed after reboot.

C. The SNMP server traps are disabled for the interface index
D. The SNMP server traps are disabled for the link state.

Answer: B

NEW QUESTION 246
- (Topic 2)

An engineer must create an EEM script to enable OSPF debugging in the event the OSPF neighborship goes down. Which script must the engineer apply?

event manager applet ENABLE_OSPF_DEBUG

event syslog pattem "% OSPF-5-ADJCHG: Process 5, Nbr 1.1.1.1 on Senal(/0 from LOADING to FULL"
action 1.0 cli command "enable”

action 2.0 ch command "debug ip ospf event”

action 3.0 ch command "debug ip ospf ad|”

action 4.0 syslog pnonty informational msg "ENABLE_OSPF_DEBUG"

) event manager applet ENABLE_OSPF_DEBUG
event syslog pattern "%0OSPF-5-ADJCHG: Process 5, Nbr 1.1.1.1 on Senal0/0 from LOADING to FULL"
action 1.0 ch command "debug ip ospf event”
action 2.0 ch command "debug ip ospf adj”
action 3.0 syslog prionity informational msg "ENABLE_OSPF_DEBUG"

 event manager applet ENABLE_OSPF_DEBUG

event syslog pattemn "%0OSPF-5-ADJCHG: Process 6, Nbr 1.1.1.1 on Serial0/0 from FULL to DOWN"
action 1.0 cli command "enable”

action 2.0 ch command "debug ip ospf event”

action 3.0 cli command "debug ip ospf adj”

action 4.0 syslog prionty informational msg "ENABLE_OSPF_DEBUG"

event manager applet ENABLE_OSPF_DEBUG

event syslog pattem "%0OSPF-1-ADJCHG: Process 5, Nbr 1.1.1.1 on Senal0/0 from FULL to DOWN"
action 1.0 cli command "debug ip ospf event”

action 2.0 chi command "debug ip ospf adj”

action 3.0 syslog pnionty informational msg "ENABLE_OSPF_DEBUG

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 251
- (Topic 2)
Refer to the exhibit.
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Ballas#show lp route sspf
L LAARSET i sebnelted, 1 subnets
X o 3.0.0.0 [Hleseneel] via 192.168.4.3, M:12:18, FastEtherncti/e
' 0 IA 190, 188,007 [118/145555 ) vin 192.168.4.3, B:dd: M, FpstEtherneti/i
LoD [A 192168, 1034 (110760008] vis 190.168.4.3, WA D9, FastEvmernetdse
s 0 IA 19216870724 [110/B0000) wia 192.168.4.3, B:84:29, FastEtmernstisd
t 0 IA 19018000004 [LD0/84008) wia 190.188.4.0, M:dd: 19, FastEthernetBd

————

e
-

‘4. Lnd | &4 488752

-
L T

Which command when applied to the Atlanta router reduces type 3 LSA flooding into the backbone area and summarizes the inter-area routes on the Dallas

router?

A. Atlanta(config-route)#area 0 range 192.168.0.0 255.255.248.0
B. Atlanta(config-route)#area 0 range 192.168.0.0 255.255.252.0
C. Atlanta(config-route)#area 1 range 192.168.0.0 255.255.252.0
D. Atlanta(config-route)#area 1 range 192.168.0.0 255.255.248.0

Answer: C
NEW QUESTION 256

- (Topic 2)
Refer to the exhibit.

172.27.206.0/24 10.165.231.0/24 10.250.176.0/24

- .. & . |
— T oo D .., <.
SW2

sSWi

i sw3
1 m
| = O5PF area 0 g
b= PID 1
‘__—_'1?‘_'_:'.{' 2 B ——
172 .24 206.0/24 172 30.110.0/24
i0f0

.- e
sw3 E.
i

CR2 and CR3 ate configured with OSPF. Which configuration, when applied to CR1. allows CR1 to exchange OSPF Information with CR2 and CR3 but not with

other network devices or on new Interfaces that are added to CR1?
A)

router ospf 1
network 0.0.0.0 255.255.255.255 area O
passive-interface GigabitEthernet0/2

B)
router ospf 1
network 10.165.231.0 0.0.0.255 area 0
network 172.27.206.0 0.0.0.255 area O
network 172.24.206.0 0.0.0.255 area O

C)

interface GiO/2
ipospflareaO

router ospf 1
passive-interface GigabitEthernet0/2

D)
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router ospf 1

network 10.0.0.0 0.255.255.255 area O
network 172.16.0.0 0.15.255.255 area O
passive-interface GigabitEthernet0/2

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: D

NEW QUESTION 257
DRAG DROP - (Topic 2)

Drag and drop the snippets onto the blanks within the code to construct a script that configures BGP according to the topology. Not all options are used, and some
options may be used twice.

coonfig mmline: we="urn:istf paress el onesetoond base:l. 0% mmlnss urn: ietl parsss: mml ns - netcont base:l. 0%
cnative mmlass“hetp://cinco. con/ne/yang/Cisco=108-XE-native” mulns: ios-bgpe http: //oisco . oom/ne/yang/Cieco-108-XE-bqp~»
crouters
<hos-bgp  bgp>
Chon=hgp L& fron-bgp: td»

<L - | BELY
Lo - bep i Ld> | E o/ bon-Tagp: Ld»

Cioe-bgp: resote- s> [ !:.r:.-q..-b'p-_:-q:.-ln-
«f pon-bgp neighbor»

<ioe-byp  address = fami ly> ﬂ' “
Clon-bapna-vel> Chant (1]
<iom ~bgp: ipvd> P fey 18812 IP: 192168 1.1
308 -bgp: af-namsFeni cant</ Lo8 by af-nams> A5 B0 BGP AS B5000
cicd-bgp ipvd -uflcadts
<ion-bgp nei >
Closbap: lm o Lo - B - LD
cion-bgp: polTs tienrinboundc) Lo -bap: soft-recont igurationy

</ Lon-bgp  neighbors
i fen-bgp: Lpvi runlcasts
</ ion-bgp:ipeds
</ ban-bgp: ne-vel>
o/ dd =B addewin - Lami Ly»
o o= g bgpe
freutery
</natives
< feonfige

[ts216811 | [10216812| | es000 | | es001 | | Cuem | | isP

A. Mastered
B. Not Mastered

Answer: A

Explanation:

<oonfiy ERLRS ! Ro="urs:ietf parans  Eml ne setoond base:l. 0" Emlns="urs! leLf: paress =slne - netoonf basscl . 0%>
<Rative Emlass"http: S cilico. con/nn/yang Cloco-[08-XE-pative” mmlas: lei-bgps*hutp://elsco. con/he/yasg / Clics - 108-XE-kqp~>
arouters
<ios-byp bap> &P
Chon=hgp 1 id: s { bonbap: ids
o L=y | gl o=
c:vl-w-u-rl 182 16811 | </ hoa-bgp: Lds
108~ bap reEnste - L BE001 £/ bos-bgp  remote-an
<f bei-byp neighbary
<iot-byp  address - fami ly> ﬂ' '“

cion-bgp:no-vr > Chant 17
<iom-bap: iped> B 152 08812 B 192 168 1.1
<108 ~bgp: af-name unican </ Los ~byp | af-nane> AS BS001 BGP AS &5000

o igp=lagp: Lpd rus i ST
<ion-bgp: neighbor>
“had-bgp L 65001 < Lom-bapp Lo

<hen-Egp ma Elahriabsund< Lo ~bgp aol L-reddnl Ljurations
£ bon-bgp  neighbors
f Laa-bagp: ipvd-unicast»
</ios=bgp:ipwis»
o/ Lan=hap : na-vel>
o pon by address - famiLy»

o/ Lan-bgp: bap>
i ety
</natives
< /eonlig>
Thozreatt| [is2me1z2] [ esom J [ es001 | | chem 1T oF |

NEW QUESTION 261
- (Topic 2)
Refer to the exhibit.
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Cisco DNA Center has obtained the username of the client and the multiple devices that the client is using on the network. How is Cisco DNA Center getting these

context details?

A. The administrator had to assign the username to the IP address manually in the user database tool on Cisco DNA Center.

B. Those details are provided to Cisco DNA Center by the Identity Services Engine

C. Cisco DNA Center pulled those details directly from the edge node where the user connected.
D. User entered those details in the Assurance app available on iOS and Android devices
Answer: A

Explanation:

Features of the Cisco DNA Assurance solution includes Device 360 and client 360, which provides a detailed view of the performance of any device or client over

time and from any application context. Provides very granular troubleshooting in seconds.

NEW QUESTION 264
- (Topic 2)
Refer to the exhibit.

209.165 202 128/30 1.

20‘9 165.202.132/30
Internet
134

&

What is the effect of these commands on the BR and HQ tunnel interfaces?

BR(config)#interface tunnel1
BR(config-if)#keepalive 5 3

HQ(config)#interface tunnel1
HQ(config-ifjtkeepalive 5 3

A. The tunnel line protocol goes down when the keepalive counter reaches 6
B. The keepalives are sent every 5 seconds and 3 retries
C. The keepalives are sent every 3 seconds and 5 retries
D. The tunnel line protocol goes down when the keepalive counter reaches 5

Answer: B

NEW QUESTION 266
- (Topic 2)
What is the process for moving a virtual machine from one host machine to another with no downtime?

A. high availability

B. disaster recovery
C. live migration

D. multisite replication

Answer: C

NEW QUESTION 270

- (Topic 2)

What is the responsibility of a secondary WLC?

A. It shares the traffic load of the LAPs with the primary controller.

B. It avoids congestion on the primary controller by sharing the registration load on the LAPSs.
C. It registers the LAPs if the primary controller fails.
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D. It enables Layer 2 and Layer 3 roaming between Itself and the primary controller.

Answer: C

NEW QUESTION 272
- (Topic 2)
Which DHCP option provides the CAPWAP APs with the address of the wireless controller(s)?

A. 43
B. 66
C.69
D. 150

Answer: A

Explanation:
DHCP Option 43

DHCP option 43 is an option used for providing Wireless LAN Controller IP addresses to the AP. The DHCP
option 43 1s used to notify the AP to convert mnto CAPWAP AP

NEW QUESTION 275
- (Topic 2)
How does a fabric AP fit in the network?

A. Itis in local mode and must be connected directly to the fabric border node
B. Itis in FlexConnect mode and must be connected directly to the fabric edge switch.
C. Itis in FlexConnect mode and must be connected directly to the fabric border node
D. Itis in local mode and must be connected directly to the fabric edge switch.

Answer: D

NEW QUESTION 279
- (Topic 2)
Refer to the exhibit.
MU 1armauen 1 uut=un £

exit
|

ip cef
|

interface GigabitEthernet 0/0/0
ip address 172.16.6.2 255.255.255.0

Which command set must be added to the configuration to analyze 50 packets out of every 100?
A)

interface GigabitEthernet 0/0/0
ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

B)

sampler SAMPLER-1
no mode random 1-out-of 2
mode percent 50

interface GigabitEthernet 0/0/0
ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

C)

flow monitor FLOW-MONITOR-1
record vd_r1
sampler SAMPLER-1

interface GigabitEthernet 0/0/0
ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input
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D)

sampler SAMPLER-1
mode random 1-out-of 2
flow FLOW-MONITOR-1

interface GigabitEthernet 0/0/0

ip flow monitor SAMPLER-1 input

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
NEW QUESTION 280

- (Topic 2)
Refer to the exhibit.

Antenna 3D Radiation Pattern

Which type of antenna does the radiation pattern represent?

A. Yagi

B. multidirectional
C. directional patch
D. omnidirectional

Answer: A

NEW QUESTION 284
- (Topic 2)
Refer to the exhibit.

Router R1

router bgp 5500

no synchronization

bgp router-i1d 10.10.10.10

bgp log-neighbor-changes

natwork 192.168.100.0

redistribute connected

neighbor 172.16.10.2 remote—as 5500

neighbor 192.168.100.11 remote—-as 5500
no auto-summary

1

address-family vpnv4d

nelghbor 172.16.10.2 activate

exit-address-family

neighbor 172.16.10.2 soft-reconfiguration inbound

neighbor 172,16.10.2 send-community both

router bgp 6500
no synchroniza
bgp router=id

tion
20.20.20.20

bgp log-neighbor-changes

neighbor 172.1
no auto-summar
1
|
address-family
neighbor 172.

neighbor 172.16.10.1 send-community both

exit-address-£f
address-family
redistribuce
redistribute
neighbor 172.
neighbor 172.
no synchroniz
exit-address-£f

§.10.1 remcte-as S500
Y

vpnvid
16.10.1 activate
amily

ipvd vrf WAN
connectad

static
16.10.1 remorte-as 5500
16.10.1 activate

ation
amily

An engineer configures the BGP adjacency between R1 and R2, however, it fails to establish Which action resolves the issue?

A. Change the network statement on R1 to 172.16 10.0
B. Change the remote-as number for 192 168.100.11.

C. Enable synchronization on R1 and R2
D. Change the remote-as number on R1 to 6500.
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Answer: D

NEW QUESTION 286
- (Topic 2)
Which technology uses network traffic telemetry, contextual information, and file reputation to provide insight into cyber threats?

A. threat defense

B. security services

C. security intelligence
D. segmentation

Answer: C

NEW QUESTION 288
- (Topic 2)
How does CEF switching differ from process switching on Cisco devices?

A. CEF switching saves memory by sorting adjacency tables in dedicate memory on the line cards, and process switching stores all tables in the main memory
B. CEF switching uses adjacency tables built by the CDP protocol, and process switching uses the routing table

C. CEF switching uses dedicated hardware processors, and process switching uses the main processor

D. CEF switching uses proprietary protocol based on IS-IS for MAC address lookup, and process switching uses in MAC address table

Answer: B

Explanation:

Cisco Express Forwarding (CEF) switching is a proprietary form of scalable switching intended to tackle the problems associated with demand caching. With CEF
switching, the information which is conventionally stored in a route cache is split up over several data structures. The CEF code is able to maintain these data
structures in the Gigabit Route Processor (GRP), and also in slave processors such as the line cards in the 12000 routers. The data structures that provide
optimized lookup for efficient packet forwarding include:

? The Forwarding Information Base (FIB) table - CEF uses a FIB to make IP destination prefix-based switching decisions. The FIB is conceptually similar to a
routing table or information base. It maintains a mirror image of the forwarding information contained in the IP routing table. When routing or topology changes
occur in the network, the IP routing table is updated, and these changes are reflected in the FIB. The FIB maintains next-hop address information based on the
information in the IP routing table.

Because there is a one-to-one correlation between FIB entries and routing table entries, the FIB contains all known routes and eliminates the need for route cache
maintenance that is associated with switching paths such as fast switching and optimum switching.

? Adjacency table - Nodes in the network are said to be adjacent if they can reach each other with a single hop across a link layer. In addition to the FIB, CEF uses
adjacency tables to prepend Layer 2 addressing information. The adjacency table maintains Layer 2 next-hop addresses for all FIB entries.

CEF can be enabled in one of two modes:

? Central CEF mode - When CEF mode is enabled, the CEF FIB and adjacency tables reside on the route processor, and the route processor performs the
express forwarding. You can use CEF mode when line cards are not available for CEF switching, or when you need to use features not compatible with distributed
CEF switching.

? Distributed CEF (dCEF) mode - When dCEF is enabled, line cards maintain identical copies of the FIB and adjacency tables. The line cards can perform the
express forwarding by themselves, relieving the main processor - Gigabit Route Processor (GRP) - of involvement in the switching operation. This is the only
switching method available on the Cisco 12000 Series Router.

dCEF uses an Inter-Process Communication (IPC) mechanism to ensure synchronization of FIBs and adjacency tables on the route processor and line cards.

For more information about CEF switching, see Cisco Express Forwarding (CEF) White Paper.

NEW QUESTION 293
- (Topic 1)
Refer to the exhibit.

WLANs > Edit 'Guest_Wireless'

General Security | QoS Policy-Mapping = Advanced

Layer 2 | Laver3 | AAA Servers

Select afn servers below to override use of default servers on this WLAN

Radius Servers

Radmis Sarvar Ovarwrbe interfsoe v Enablad

Interface Priority | siLaN -
Authentication Servers Accounting Servers
¥ Ensbled W Enablad

serverl |Mane o] [nene =]

Server 2 | Mane j | None ﬁ

Seorver 3 | HNareg ;l | MNene _-"

Serverd | Nana j | Hama L!

Server 5 [None =] | None =]

SECVEF b |I.I-:me ;] [rm—:e ﬂ

Assuming the WLC's interfaces are not in the same subnet as the RADIUS server, which interface would the WLC use as the source for all RADIUS-related traffic?
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A. the interface specified on the WLAN configuration
B. any interface configured on the WLC

C. the controller management interface

D. the controller virtual interface

Answer: A

NEW QUESTION 297
- (Topic 1)
What is the function of a fabric border node in a Cisco SD-Access environment?

A. To collect traffic flow information toward external networks

B. To connect the Cisco SD-Access fabric to another fabric or external Layer 3 networks
C. To attach and register clients to the fabric

D. To handle an ordered list of IP addresses and locations for endpoints in the fabric.

Answer: B

NEW QUESTION 300

- (Topic 1)

A customer has several small branches and wants to deploy a WI-FI solution with local management using CAPWAP. Which deployment model meets this
requirement?

A. Autonomous

B. Mobility Express

C. SD-Access wireless
D. Local mode

Answer: B

NEW QUESTION 302

- (Topic 1)
Lomdon HeswYork
NewTorklshoe etherchanne]l sommsry
ﬂ-,..—,———a—-ﬂ—--;_--'g Flags D ot P 1A port -channe ]
I - stand-alone & SulSended
M - Hot-stasdby (LACP only)
London{configisinledace range fal 1.2 R - Layer) 3 - Layerd
L onsdon{contig-f-range swilchp trunk encapsulation dol1g U= in une f failed to allocate agpregator
L endon{config-f-range iswiichp maode tank w = vmultsble for bundling
| ondonicontig.f-range ichanned-group 1 mode active - ;:::1:‘ :1_" Sggregated
tar'tm'rnrﬂgnt riragpe e maber of chasnal-grovps in waes i
ongoens MNusbsr of aggregators 1
Group Port-ghanne]l Protocol Forts
1 Pol (3D} PagP Fa@fL(1) Fal/2{D)
HoewTorad

NewYorkfshow stherchanne]l port.channel
Channel-group 11sting:
Group: 1
Port-channels In the group:

Port.-channel: Pol

Age of the Port-chasnel = el Ll 2R

Logical slot/port = 2l Nusber of ports = B

G = PO HotStandlly port = mull
Port state = Pgrt-ghanne] |

Protogol =  PAGP

Port Security Disabled

Refer to the exhibit. Communication between London and New York is down. Which command set must be applied to the NewYork switch to resolve the issue?
A)

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2

NewYork(config-if)j#channel-group 1 mode negotiate
NewYork(config-ifj#end
NewYork#

B)
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NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifyj¥channel-group 1 mode on
NewYork(config-if)j#end

NewYork#

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifj¥channel-group 1 mode auto
NewYork(config-if)j#end

NewYork#

D)

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifj¥channel-group 1 mode passive
NewYork(config-ifj#end

NewYork#

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 306

- (Topic 1)

Which technology provides a secure communication channel for all traffic at Layer 2 of the
OSI model?

A. MACsec

B. IPsec

C. SSL

D. Cisco Trustsec

Answer: A

Explanation:
MACsec, defined in 802.1AE, provides MAC-layer encryption over wired networks by using out-ofband
methods for encryption keying. The MACsec Key Agreement (MKA) Protocol provides the

NEW QUESTION 307
- (Topic 1)
What is the recommended MTU size for a Cisco SD-Access Fabric?

A. 1500
B. 9100
C. 4464
D. 17914

Answer: B

NEW QUESTION 311

- (Topic 1)

Which two operational models enable an AP to scan one or more wireless channels for rouge access points and at the same time provide wireless services to

clients? (Choose two.)

A. Rouge detector
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B. Sniffer

C. FlexConnect
D. Local

E. Monitor

Answer: DE

NEW QUESTION 314
- (Topic 1)
In cisco SD_WAN, which protocol is used to measure link quality?

A. OMP
B. BFD
C. RSVP
D. IPsec

Answer: B

Explanation:

The BFD (Bidirectional Forwarding Detection) is a protocol that detects link failures as part of the Cisco SD-WAN (Viptela) high availability solution, is enabled by
default on all vEdge routers, and you cannot disable it.

NEW QUESTION 319
- (Topic 1)
Which two mechanisms are available to secure NTP? (Choose two.)

A. IP prefix list-based

B. IPsec

C. TACACS-based authentication
D. IP access list-based

E. Encrypted authentication

Answer: DE
NEW QUESTION 320

- (Topic 1)
Refer to the exhibit.

Router# traceroute 10.10.10.1

Type escape sequence to abort.
Tracing the route to 10.10.10.1

1 10.0.0.1 5 msec 5 msec 5 msec
2 10.5.0.1 15 msec 17 msec 17 msec
3 10.10.10.1 = ¥ .

An engineer is troubleshooting a connectivity issue and executes a traceoute. What does the result confirm?

A. The destination server reported it is too busy
B. The protocol is unreachable

C. The destination port is unreachable

D. The probe timed out

Answer: D

Explanation:

In Cisco routers, the codes for a traceroute command reply are:

I — success* — time outN — network unreachableH — host unreachableP — protocol unreachableA — admin deniedQ — source quench received (congestion)? —
unknown (any other ICMP message)In Cisco routers, the codes for a traceroute command reply are:

I — success* — time outN — network unreachableH — host unreachableP — protocol unreachableA — admin deniedQ — source quench received (congestion)? —
unknown (any other ICMP message)

NEW QUESTION 321
- (Topic 1)
An engineer runs the code against an API of Cisco DMA Center, and the platform returns this output What does the response indicate?

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 350-401 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://lwww.surepassexam.com/350-401-exam-dumps.html (747 New Questions)

import requests
import sys
import urllib3

urllib3.disable_warnings(urilib3.exceptions.InsecureRequestWarning)

def main():
device_uri = “hups://192.168.1. 1/dna/system/aplivifauthitoken™
http_result = requests.get(device_url, auth=("root", "test398586070!"))
print(http_result)
if http_result status_code = requests.codes.ok:
print{"Call failed! Review get_token() . ")
sys.exit()
print(http_result|son{)["Token"])

if _name_=="_main
sys.exit(main())

£ python get_token.py
<Response [405)>
Call failed! Review get_token ().

A. The authentication credentials are incorrect
B. The URI string is incorrect.

C. The Cisco DNA Center API port is incorrect
D. The HTTP method is incorrect

Answer: D

Explanation:
https://developer.mozilla.org/en-US/docs/Web/HTTP/Status

NEW QUESTION 322
- (Topic 1)
What is a consideration when designing a Cisco SD-Access underlay network?

A. End user subnets and endpoints are part of the underlay network.

B. The underlay switches provide endpoint physical connectivity for users.
C. Static routing is a requirement,

D. It must support IPv4 and IPv6 underlay networks

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html#Underlay

NEW QUESTION 326

- (Topic 1)

In a wireless Cisco SD-Access deployment, which roaming method is used when a user moves from one access point to another on a different access switch
using a single WLC?

A. Layer 3

B. inter-xTR
C. auto anchor
D. fast roam

Answer: B

Explanation:

A fabric edge node provides onboarding and mobility services for wired users and devices (including fabric-enabled WLCs and APs) connected to the fabric. It is a
LISP tunnel router (xTR) that also provides the anycast gateway, endpoint authentication, and assignment to overlay host pools (static or DHCP), as well as group-
based policy enforcement (for traffic to fabric endpoints).

From Cisco's guide, under SDA roaming - When a client on a fabric enabled WLAN, roams from an access point to another access point on a different access-
switch, it is called Inter- xTR, like a highway. Intra is within intra is between. Like interstate highways. That's how |

remember. https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config- guide/b_wl_16 10 _cg/mobility.html

NEW QUESTION 329
- (Topic 1)
Which features does Cisco EDR use to provide threat detection and response protection?

A. containment, threat intelligence, and machine learning
B. firewalling and intrusion prevention

C. container-based agents

D. cloud analysis and endpoint firewall controls
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Answer: B

NEW QUESTION 330
- (Topic 1)
Which measurement is used from a post wireless survey to depict the cell edge of the access points?

A. SNR
B. Noise
C. RSSI
D. CClI

Answer: A

Explanation:

Coverage defines the ability of wireless clients to connect to a wireless AP with a signal strength and quality high enough to overcome the effects of RF
interference. The edge of the coverage for an AP is based on the signal strength and SNR measured as the client device moves away from the AP.

The signal strength required for good coverage varies dependent on the specific type of client devices and applications on the network.

To accommodate the requirement to support wireless Voice over IP (VolP), refer to the RF guidelines specified in the Cisco 7925G Wireless IP Phone Deployment
Guide. The minimum recommended wireless signal strength for voice applications is -67 dBm and the minimum SNR is 25 dB.

The first step in the analysis of a post site survey is to verify the ‘Signal Coverage’. The signal coverage is measured in dBm. You can adjust the color-coded
signal gauge to your minimum-allowed signal level to view areas where there are sufficient and insufficient coverage. The example in Figure 8 shows blue, green,
and yellow areas in the map have signal coverage at -67 dBm or better. The areas in grey on the coverage maps have deficient coverage. Source from Cisco
https://www.cisco.com/c/en/us/td/docs/wireless/technology/vowlan/troubleshooting/vowlan_troubleshoot/8_Site_Survey RF_Design_Valid.html

NEW QUESTION 332
- (Topic 1)
What does Call Admission Control require the client to send in order to reserve the bandwidth?

A. SIP flow information

B. Wi-Fi multimedia

C. traffic specification

D. VoIP media session awareness

Answer: C

NEW QUESTION 334
- (Topic 1)

R18show crypto isakmp sa

IPvd4 Crypto ISAKMP SA

dst src state conn-id status
209.165.201.6 209.165.201.1 QM IDLE 1001 ACTIVE

Refer to the exhibit. After configurating an IPsec VPN, an engineer enters the show command to verify the ISAKMP SA status. What does the status show?

A. ISAKMP SA is authenticated and can be used for Quick Mode.

B. Peers have exchanged keys, but ISAKMP SA remains unauthenticated.
C. VPN peers agreed on parameters for the ISAKMP SA

D. ISAKMP SA has been created, but it has not continued to form.

Answer: B
Explanation:

The ISAKMP SA has been authenticated. If the router initiated this exchange, this state transitions immediately to QM_IDLE, and a Quick Mode exchange begins.
https://www.ciscopress.com/articles/article.asp?p=606584

NEW QUESTION 335
- (Topic 1)
Refer to the exhibit.
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After implementing the configuration 172.20.20.2 stops replaying to ICMP echoes, but the default route fails to be removed. What is the reason for this behavior?

A. The source-interface is configured incorrectly.

B. The destination must be 172.30.30.2 for icmp-echo
C. The default route is missing the track feature

D. The threshold value is wrong.

Answer: C
Explanation:

The last command should be “R1(config)#ip route 0.0.0.0 0.0.0.0 172.20.20.2 track 10"

NEW QUESTION 336
DRAG DROP - (Topic 1)
Drag and drop the characteristics from the left onto the routing protocols they describe on the right.

supports urequal path load balancng

Ik state routng protocol

dstance vecton routng protoccl

metn: & based on delay and bandwdth by defaut

makes & easy to segment the network logcaly

corstnucts tres tables as part of it operasion: neghbor table,
bopkogy table, and routng tabls

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Ik state routng profoodl

supports unsqual path load balanong l

makes & aasy O segmeant the network ioocaly l

constrnucts three tablkes as part of iS5 operanon: nesghbor table,
topciogy table, and rousng tabls

L meme 5 based on delay and bandwadth by defau FiGep

[ supports unegual path load balancing
i makes £ easy o stgment the network Docaly [

‘ detance vector routng protocol

constructs thres tables a5 part of it opsraton: neghbor table,
topclogy b, and rounng tabls

meme 5 basad on delsy and bandwedth by defaur

NEW QUESTION 338
- (Topic 1)
What is the centralized control policy in a Cisco SD-WAN deployment?

A. list of ordered statements that define user access policies

B. set of statements that defines how routing is performed

C. set of rules that governs nodes authentication within the cloud
D. list of enabled services for all nodes within the cloud

Answer: B

NEW QUESTION 343
- (Topic 1)
Refer to the exhibit.

interface Vian10

ip vrf forwarding Customert

ip address 192.168.1.1 255.255.255.0
!
interface Vianz0

ip vrf forwarding Customer2

Ip address 172.16.1.1 255.255.255.0
|

Enten‘ace Vian30
ip vrf forwarding Customer3
ip address 10.1.1.1 255.255.255.0

Which configuration allows Customer2 hosts to access the FTP server of Customerl that has the IP address of 192.168.1.2007?

A. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 globalip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 globalip route 192.168.1.0
255.255.255.0 VlIanlOip route 172.16.1.0 255.255.255.0 VIan20

B. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customer2ip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 Customerl

C. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customerlip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 Customer2

D. ip route vrf Customerl 172.16.1.1 255.255.255.255 172.16.1.1 globalip route vrf Customer 192.168.1.200 255.255.255.0 192.168.1.1 globalip route 192.168.1.0
255.255.255.0 VlanlOip route 172.16.1.0 255.255.255.0 Vlan20

Answer: A

NEW QUESTION 346

- (Topic 1)

When a wireless client roams between two different wireless controllers, a network connectivity outage is experience for a period of time. Which configuration issue
would cause this problem?

A. Not all of the controllers in the mobility group are using the same mobility group name.

B. Not all of the controllers within the mobility group are using the same virtual interface IP address.
C. All of the controllers within the mobility group are using the same virtual interface IP address.
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D. All of the controllers in the mobility group are using the same mobility group name.

Answer: B

NEW QUESTION 347
- (Topic 1)

An engineer configures HSRP group 37. The configuration does not modify the default virtual MAC address. Which virtual MAC address does the group use?

A. C0:00:00:25:00:00
B. 00:00:0c:07:ac:37
C. C0:39:83:25:258:5
D. 00:00:0c:07:ac:25

Answer: D

NEW QUESTION 348
- (Topic 1)
How does EIGRP differ from OSPF?

A. EIGRP is more prone to routing loops than OSPF

B. EIGRP supports equal or unequal path cost, and OSPF supports only equal path cost.

C. EIGRP has a full map of the topology, and OSPF only knows directly connected neighbors
D. EIGRP uses more CPU and memory than OSPF

Answer: B
NEW QUESTION 351

- (Topic 1)
Refer to the exhibit.
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Security policy requires all idle-exec sessions to be terminated in 600 seconds. Which configuration achieves this goal?

A. line vty 0 15absolute-timeout 600
B. line vty 0 15 exec-timeout

C. line vty 01 5exec-timeout 10 0

D. line vty 0 4exec-timeout 600

Answer: C

NEW QUESTION 354
- (Topic 1)
Which action is the vSmart controller responsible for in an SD-WAN deployment?

A. handle, maintain, and gather configuration and status for nodes within the SD-WAN fabric
B. distribute policies that govern data forwarding performed within the SD-WAN fabric

C. gather telemetry data from vEdge routers

D. onboard vEdge nodes into the SD-WAN fabric

Answer: B

NEW QUESTION 357
DRAG DROP - (Topic 1)
Drag and drop the characteristics from the left onto the orchestration tools they describe on the right.
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utikzes 3 pull model

multimaster architecture

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 359
DRAG DROP - (Topic 1)
Drag and drop the Qos mechanisms from the left to the correct descriptions on the right

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 360
- (Topic 1)
Which two components are supported by LISP? (Choose two.)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 350-401 dumps in VCE and PDF From SurePassExam
L' Sure PaSS https://lwww.surepassexam.com/350-401-exam-dumps.html (747 New Questions)

A. Proxy ETR

B. egress tunnel router
C. route reflector

D. HMAC algorithm

E. spoke

Answer: AB

NEW QUESTION 362
- (Topic 1)
When configuration WPA2 Enterprise on a WLAN, which additional security component configuration is required?

A. NTP server
B. PKI server
C. RADIUS server
D. TACACS server

Answer: C

NEW QUESTION 363
- (Topic 1)
Which statement about TLS is accurate when using RESTCONF to write configurations on network devices?

A. It requires certificates for authentication

B. It is provided using NGINX acting as a proxy web server
C. ltis used for HTTP and HTTPS requests

D. It is not supported on Cisco devices

Answer: B

NEW QUESTION 366
- (Topic 1)
Which two network problems Indicate a need to implement QoS in a campus network? (Choose two.)

A. port flapping

B. excess jitter

C. misrouted network packets

D. duplicate IP addresses

E. bandwidth-related packet loss

Answer: BE

NEW QUESTION 369
- (Topic 1)

aaa new-model

aaa authentication login authorizationlist tacacs+
tacacs-server host 192 1€8.0.202

tacacs-server key ciscotesthkey

line vty 04

login authantication authorizationlist

Refer to the exhibit. What is the effect of this configuration?

A. When users attempt to connect to vty lines 0 through 4, the device will authenticate them against TACACS+ if local authentication fails
B. The device will authenticate all users connecting to vty lines 0 through 4 against TACACS+

C. The device will allow users at 192.168.0.202 to connect to vty lines 0 through 4 using the password ciscotestkey

D. The device will allow only users at 192.166.0.202 to connect to vty lines 0 through 4

Answer: B

NEW QUESTION 370
- (Topic 1)
Which algorithms are used to secure REST API from brute attacks and minimize the impact?

A. SHA-512 and SHA-384

B. MD5 algorithm-128 and SHA-384
C. SHA-1, SHA-256, and SHA-512
D. PBKDF2, BCrypt, and SCrypt

Answer: D
Explanation:

One of the best practices to secure REST APIs is using password hash.
Passwords must always be hashed to protect the system (or minimize the damage) even if it is compromised in some hacking attempts. There are many such
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hashing algorithms which can prove really effective for password security e.g. PBKDF2, bcrypt and scrypt algorithms.

Other ways to secure REST APIs are: Always use HTTPS, Never expose information on URLs

(Usernames, passwords, session tokens, and API keys should not appear in the URL), Adding Timestamp in Request, Using OAuth, Input Parameter Validation.

Reference: https://restfulapi.net/security-essentials/

NEW QUESTION 373
- (Topic 1)
Which protocol does REST API rely on to secure the communication channel?

A.TCP

B. HTTPS
C. SSH
D. HTTP

Answer: B

Explanation:

The REST API accepts and returns HTTP (not enabled by default) or HTTPS messages that contain JavaScript Object Notation (JSON) or Extensible Markup

Language (XML) documents. You

can use any programming language to generate the messages and the JSON or XML documents that
contain the APl methods or Managed Object (MO) descriptions.

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/swi/2-

x/rest_cfg/2_1 x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST_ API_Config
uration_Guide_chapter_01.html

NEW QUESTION 374
- (Topic 1)
A network administrator applies the following configuration to an IOS device.

222 new-mode!
aaa authentication login cefault local group tacacs+

What is the process of password checks when a login attempt is made to the device?

A. A TACACS+server is checked firs

B. If that check fail, a database is checked?

C. ATACACS+server is checked firs

D. If that check fail, a RADIUS server is checke

E. If that check fai

F. a local database is checked.

G. A local database is checked firs

H. If that fails, a TACACS+server is checked, if that check fails, a RADUIS server is checked.
I. A local database is checked firs

J. If that check fails, a TACACS+server is checked.

Answer: D

NEW QUESTION 379
- (Topic 1)
Refer to the exhibit.
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FWif show etherchanne]l summaATy

Which action resolves the EtherChannel issue between SW2 and SW3?

A. Configure switchport mode trunk on SW2.

B. Configure switchport nonegotiate on SW3

C. Configure channel-group 1 mode desirable on both interfaces.
D. Configure channel-group 1 mode active on both interfaces.

Answer: D

NEW QUESTION 382

- (Topic 1)

An engineer must provide wireless converge in a square office. The engineer has only one AP and believes that it should be placed it in the middle of the room.
Which antenna type should the engineer use?

A. directional

B. polarized

C. Yagi

D. omnidirectional

Answer: D

NEW QUESTION 383
- (Topic 1)
What is the purpose of the LISP routing and addressing architecture?

A. It creates two entries for each network node, one for Its identity and another for its location on the network.
B. It allows LISP to be applied as a network visualization overlay though encapsulation.

C. It allows multiple Instances of a routing table to co-exist within the same router.

D. It creates head-end replication used to deliver broadcast and multicast frames to the entire network.

Answer: A

NEW QUESTION 386
- (Topic 1)
Which devices does Cisco DNA Center configure when deploying an IP-based access control policy?

A. All devices integrating with ISE
B. selected individual devices

C. all devices in selected sites

D. all wired devices

Answer: C
Explanation:

When you click Deploy, Cisco DNA Center requests the Cisco Identity Services Engine (Cisco ISE) to send notifications about the policy changes to the network
devices.
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NEW QUESTION 387
DRAG DROP - (Topic 1)

Drag and drop the DHCP messages that are exchanged between a client and an AP into the order they are exchanged on the right.

DHCP request Step 1
DHCP offer Step 2
DHCP discover Step 3
DHCP ack Step 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

There are four messages sent between the DHCP Client and DHCP Server: DHCPD ISCOVER, DHCPOFFER, DHCPREQUEST and

DHCPACKNOWLEDGEMENT.

This process is often abbreviated as DORA (for Discover, Offer, Request, Acknowledgement).

NEW QUESTION 388
- (Topic 1)
What are two differences between the RIB and the FIB? (Choose two.)

A. The FIB is derived from the data plane, and the RIB is derived from the FIB.

B. The RIB is a database of routing prefixes, and the FIB is the Information used to choose the egress interface for each packet.

C. FIB is a database of routing prefixes, and the RIB is the information used to choose the egress interface for each packet.

D. The FIB is derived from the control plane, and the RIB is derived from the FIB.
E. The RIB is derived from the control plane, and the FIB is derived from the RIB.

Answer: BE

NEW QUESTION 391

- (Topic 1)

In a Cisco SD-Access solution, what is the role of the Identity Services Engine?
A. Itis leveraged for dynamic endpoint to group mapping and policy definition.
B. It provides GUI management and abstraction via apps that share context.

C. itis used to analyze endpoint to app flows and monitor fabric status.

D. It manages the LISP EID database.

Answer: A

NEW QUESTION 393
- (Topic 1)
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 exceeded 5 packels, 50?01?3'1“ acﬂonj
\‘ioiatﬂd ﬂ packets, 0 bytes; action: dI‘OP
formed 0 bps. exceed 0 bps, violate 0
c:lass-maap‘cias;delault {match-any) -
10532?5 MGKB(S 1 14151 51 D?IBS

Refer to the exhibit. An engineer configures CoPP and enters the show command to verify the implementation. What is the result of the configuration?

A. All traffic will be policed based on access-list 120.

B. If traffic exceeds the specified rate, it will be transmitted and remarked.
C. Class-default traffic will be dropped.

D. ICMP will be denied based on this configuration.

Answer: A

NEW QUESTION 397
- (Topic 1)
What is the function of the LISP map resolver?

A. to send traffic to non-LISP sites when connected to a service provider that does not accept nonroutable EIDs as packet sources

B. to connect a site to the LISP-capable part of a core network publish the EID-to-RLOC mappings for the site, and respond to map-request messages
C. to decapsulate map-request messages from ITRs and forward the messages to the MS.

D. to advertise routable non-LISP traffic from one address family to LISP sites in a different address family

Answer: C

Explanation:
Map resolver (MR): The MR performs the following functions: Receives MAP requests, which are encapsulated by ITRs. Provides a service interface to the ALT
router, de-encapsulates MAP requests, and forwards on the ALT topology.

NEW QUESTION 402
- (Topic 1)
Which controller is capable of acting as a STUN server during the onboarding process of Edge devices?

A. vBond

B. vSmart

C. vManage
D. PNP server

Answer: A

NEW QUESTION 406
- (Topic 1)
What are two benefits of virtual switching when compared to hardware switching? (Choose two.)

A. increased MTU size

B. hardware independence

C. VM-level isolation

D. increased flexibility

E. extended 802.1Q VLAN range

Answer: CD
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NEW QUESTION 411
- (Topic 1)
Refer to the exhibit.

Router R1

router ospf 1
router-id 1.1.1.1
network 1.1.1.1 0.9.9.8 area 8
network 16.8.0.0 €.0.8.255 area 8

i ok st
A network engineer is configuring OSPF between router R1 and router R2. The engineer must ensure that a DR/BDR election does not occur on the Gigabit
Ethernet interfaces in area 0. Which configuration set accomplishes this goal?

nterface Gi0/0
%}?.’,‘,Eﬂp ospf database-filter all out

D)

. R1({config-finterface Gi0/0
" Ri(config-fip ospf priority 1

WGM
Foconta ip ospf priority 1_

S s i

A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

Explanation:
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Broadcast and Non-Broadcast networks elect DR/BDR while Point-topoint/ multipoint do not elect DR/BDR. Therefore we have to set the two Gi0/0 interfaces to
point-to-point or point-to-multipoint network to ensure that a DR/BDR election does not occur.

NEW QUESTION 412
- (Topic 1)
Refer to the exhibit.

with manager connect(host=192 168 0.1, port=22,
username="admin’, password="password1’, hostkey verify=True,
device_params={name’ 'nexus’}) as m

What does the snippet of code achieve?

A. It creates a temporary connection to a Cisco Nexus device and retrieves a token to be used for API calls.
B. It opens a tunnel and encapsulates the login information, if the host key is correct.

C. It opens an ncclient connection to a Cisco Nexus device and maintains it for the duration of the context.
D. It creates an SSH connection using the SSH key that is stored, and the password is ignored.

Answer: C
Explanation:

ncclient is a Python library that facilitates client-side scripting and application development around the NETCONF protocol.
The above Python snippet uses the ncclient to connect and establish a NETCONF session to a Nexus device (which is also a NETCONF server).

NEW QUESTION 416

- (Topic 1)
-— -
25 B
] i ’ \
I
I 1 '
' +&) \@o)- ,
3 . \ > ALY
I | <208 185202 1130 \ P
I 1 -~ -
- -
I |
J00. 165,201 027
I Aswo [
] ] » -
b
I I s .
(e00) P AS300 f
V722408 70 I ’ \
I I \
' NED, L) '
1 L :mmnm.‘:l.m‘\ (¥ I
F
- - - -
BR1 PE"
router bop 100 router bgo JOO
namghbor 172 24 108 1 renote-as 100 bor oQ-resgiDo -Charges
nesgitor 172 24 105 1 nel-hop-ted neghibor 200 145 202 11) remale-at 104
nasghoor 209 165 202 ' M remote-a3 200
BR2 FE2
ronter Dge 100 ronlied Dop 30O
nasghtor 172 24 108 2 remote-as 100 B ‘Og-resghbor -Charges
rapghor 172 24 109 2 rext-hop-solf ninghtor 208 184 200 220 remaie-a 100
raeghtod 200 145 200 230 remole-aa JOC
BR2®sh ip route | | 209 165 2010 N

209 165 201 0727 s sudbnetied. 1 subnels
B 209 165 201 0 [20/0] va 200 165 200 230 00 00 17

Refer to the exhibit. Which configuration change will force BR2 to reach 209 165 201 0/27 via BR1?
A. Set the weight attribute to 65.535 on BR1 toward PEL.

B. Set the local preference to 150 on PE1 toward BR1 outbound

C. Set the MED to 1 on PE2 toward BR2 outbound.

D. Set the origin to igp on BR2 toward PE2 inbound.

Answer: C

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 350-401 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/350-401-exam-dumps.html (747 New Questions)

Explanation:

" Hi R4! My MED is 100! j

"R2's MED is lower

| Hi R4! My MED is 200! W

T _.--"‘I

Diagrama Descripcién generada automaticamenteMED Attribute:+ Optional nontransitive attribute
(nontransitive means that we can only advertise MED to routers that are one AS away)+ Sent through ASes to external BGP neighbors+ Lower value is preferred
(it can be considered the external metric of a route)+ Default value is 0

NEW QUESTION 421
- (Topic 1)

Gesersl | Secwrlty = QoS  Pelicy-Mapping  Advanced

Lbsa AL Demrrety ] enabind fwit P

Covernge mok D 2er = Fraties CRCF Larewr

frabde Tewmor Toreosd ||

Aot It Manbiad D=V Ml bapgreet |
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g e ko
Cleeta I

a2 im0 - 399
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Refer to the exhibit. An engineer has configured Cisco ISE to assign VLANS to clients based on their method of authentication, but this is not working as expected.
Which action will resolve this issue?

A. require a DHCP address assignment
B. utilize RADIUS profiling

C. set a NAC state

D. enable AAA override

Answer: B

NEW QUESTION 425
- (Topic 1)
If the noise floor is -90 dBm and wireless client is receiving a signal of -75 dBm, what is the SNR?

A. 15
B.1.2
C.-165
D. .83

Answer: A

NEW QUESTION 428

- (Topic 1)

What is one fact about Cisco SD-Access wireless network deployments?
A. The access point is part of the fabric underlay

B. The WLC is part of the fabric underlay
C. The access point is part the fabric overlay
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D. The wireless client is part of the fabric overlay

Answer: C

NEW QUESTION 431

- (Topic 1)

Which command set configures RSPAN to capture outgoing traffic from VLAN 3 on interface GigabitEthernet 0/3 while ignoring other VLAN traffic on the same
interface?

A)

Iirlm-u T A b Py d
: -:_gl;_:";'.:_.'.r#(ﬂ'ri&;. ,.’,4,:1-'.1*:'

T ey TV e 2 e

- t;ﬁ;"#il‘ -y

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 433
- (Topic 1)

2 dshow atandby
FastItharnetl/0 - Group 50
State is Active
41 state changes, last state change 00:04:02
Virtual IF address is 10.10.1.1
Active virtual MAC address i 0000.0c07.ac32 (MAC In Use)
Local virtual MAC addzess is 0000,0c07.acd? (vl defasult)
Helle time J sec, hold time 10 sec
¥ext hellc sent in 1.504 secs
Pree=ption enabled, delay reload 90 secs
Active router is local
Standady router is unknown
Priority 100 (configured 200)
Track interface FascEchernet(/0 state Up decrement 20
Group nane 19 "harp-Fal/0-50" (defasulc)
R
IP-4-DUFADDR: Duplicate address 10.10.1.1 on FastEthernetl/0, socurzced by 0000.0c07.acl®
R2#

Refer to the exhibit. An engineer configures a new HSRP group. While reviewing the HSRP status, the engineer sees the logging message generated on R2.
Which is the cause of the message?

A. The same virtual IP address has been configured for two HSRP groups
B. The HSRP configuration has caused a spanning-tree loop

C. The HSRP configuration has caused a routing loop

D. A PC is on the network using the IP address 10.10.1.1

Answer: A
NEW QUESTION 434

- (Topic 1)
Refer to the exhibit.

Extended IP access sl EGRESS
10 permit ip 10.1.100.0 0.0.0.255 10.1.2.0 0.0.0.255
20 deny ip any any

An engineer must modify the access control list EGRESS to allow all IP traffic from subnet 10.1.10.0/24 to 10.1.2.0/24. The access control list is applied in the
outbound direction on router interface GigabitEthemet 0/1. Which configuration commands can the engineer use to allow this traffic without disrupting existing
traffic flows?

A)
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config t
ip access-list extended EGRESS
permit ip 10.1.10.0 255.255.255.0 10.1.2.0 255.25885.2585.0

B)
config t
ip access-list extended EGRESS
S5 permitip 10.1.10.0 0.0.0.255 10.1.2.0 0.0.0.266
C)
config t
ip access-list extended EGRESS2
permitip 10.1.10.0 0.0.0.255 10.1.2.0 0.0.0.28S
permit ip 10.1.100.0 0.0.0.2585 10.1.2.0 0.0.0.28§
deny ip any any
!
interface g0/1
Nno ip access-group EGRESS out
ip access-group EGRESS2Z out
D)
config t
ip access-list extended EGRESS
permit ip 10.1.10.0 0.0.0.255 10.1.2.0 0.0.0.255
A. Option A
B. Option B
C. Option C
D. Option D
Answer:. B

NEW QUESTION 435
- (Topic 1)
What is a benefit of a virtual machine when compared with a physical server?

A. Multiple virtual servers can be deployed on the same physical server without having to buy additional hardware.
B. Virtual machines increase server processing performance.

C. The CPU and RAM resources on a virtual machine cannot be affected by other virtual machines.

D. Deploying a virtual machine is technically less complex than deploying a physical server.

Answer: A

NEW QUESTION 440

- (Topic 1)

An engineer must configure HSRP group 300 on a Cisco 10S router. When the router is functional, it must be the must be the active HSRP router. The peer router
has been configured using the default priority value. Which command set is required?

standby 300 priority 110
standby 300 timers 1 110

standby version 2
standby 300 priority 110
standby 300 preempt

standby 300 priority 90
standby 300 preempt
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D)

standby version 2
standby 300 priority 90
standby 300 preempt

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 445

- (Topic 1)

A network administrator has designed a network with two multilayer switches on the distribution layer, which act as default gateways for the end hosts. Which two
technologies allow every end host in a VLAN to use both gateways? (Choose two)

A. GLBP
B. HSRP
C. MHSRP
D. VSS

E. VRRP

Answer: AC

NEW QUESTION 448
- (Topic 1)
Which TCP setting is tuned to minimize the risk of fragmentation on a GRE/IP tunnel?

A. MTU
B. Window size
C. MRU
D. MSS

Answer: D

Explanation:

The TCP Maximum Segment Size (TCP MSS) defines the maximum amount of data that a host is willing to accept in a single TCP/IP datagram. This TCP/IP
datagram might be fragmented at the

IP layer. The MSS value is sent as a TCP header option only in TCP SYN segments. Each side of a

TCP connection reports its MSS value to the other side. Contrary to popular belief, the MSS value

is not negotiated between hosts. The sending host is required to limit the size of data in a single

TCP segment to a value less than or equal to the MSS reported by the receiving host. TCP MSS takes care of fragmentation at the two endpoints of a TCP
connection, but it does not handle the case where there is a smaller MTU link in the middle between these two endpoints.

PMTUD was developed in order to avoid fragmentation in the path between the endpoints. It is

NEW QUESTION 450
- (Topic 1)
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Switch2#

01:25:08: %PHM-4-ERR_DISABLE: channel-misconfig error detected on
Fa0/23, putting Fa0/23 in err-disable

state

01:25:08: “PM-4-ERR_DISABLE: channel-misconfig error detected on
Fa0/24, putting Fa0/24 in err-disable

state

Switch2h

Sswitchldshow etherchannel summary

‘output omitted

Group Port-chamnmel Protocol Ports
—_————— B - o= = - =
1 Po2(SD) LACP Fal/0/23(D)

SwitchZ#show etherchannel summary

'output omitted

1 Pol(SD) - Fa0/23(D) Fa0/24(D)

Refer to the exhibit. An engineer is configuring an EtherChannel between Switchl and Switch2 and notices the console message on switch2. Based on the output,
which action resolves this issue?

A. Configure less member ports on Switch2.

B. Configure the same port channel interface number on both switches
C. Configure the same EtherChannel protocol on both switches

D. Configure more member ports on Switchl.

Answer: C

Explanation:

In this case, we are using your EtherChannel without a negotiation protocol on Switch2. As a result, if the opposite switch is not also configured for EtherChannel
operation on the respective ports, there is a danger of a switching loop. The EtherChannel Misconfiguration Guard tries to prevent that loop from occuring by
disabling all the ports bundled in the EtherChannel.

NEW QUESTION 455
- (Topic 1)
Refer to the exhibit.

) ESIEE] EEREE RSN 125015

A network engineer configures a GRE tunnel and enters the show Interface tunnel command. What does the output confirm about the configuration?

A. The keepalive value is modified from the default value.
B. Interface tracking is configured.

C. The tunnel mode is set to the default.

D. The physical interface MTU is 1476 bytes.

Answer: C
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NEW QUESTION 457
- (Topic 1)
What is the output of this code?

def get_credentials():

creds={"username’: ‘cisco’, ‘password". '¢c3577dcBaed e36c0bfb6fe53986142457)
return (creds.get('username”))

print{get_credentials()

A. username Cisco
B. get_credentials
C. username

D. CISCO

Answer: D

NEW QUESTION 458
- (Topic 1)

P

wrf definition hotel
address -family 1pwl
enit-address-fami by

wrf definition bank
address -family ipd

= EQ/O EOQ/O 2 LAMN : . enit-address- Fami by
ﬁwf bank ﬁ

EO/1 172.16.0.1 *:‘:;f;::‘:;mﬁn:u

ip address 172.16.0.4 255.235.0.0

EQ/O
ﬁ interfade Cthernet/]1
H..a wirf flzrul.rdinq hate ]
..,rf hotel fp address 172.1.0.5 255.295.0.0

router odpl 42 wi bark
router-1d 1.1.1.1
network 172.16.0.0 0.0.25%.25%5 area 0

router ospf 41 wrf hotel
router-id 3.3.3.3
network 172.16.0.0 0.0.255.2%5 area O

Rl:
vrf definition bank

address -family ipwd
enit-address-Tamily

Refer to the exhibit. Which configuration must be applied to R to enable R to reach the server at 172.16.0.17?
A)

interface EthernetOl0
vrf forwarding hotel
ip address 172.16.0.7 26625600

router ospf 44 vrf Hotel
network 172.16.0.0 0,0.2565.265 area 0

B)
interface EthernetO0
ip address 172,16.0.7 2656.266.0.0

router ospf 44 vif hotel
network 172.16,0.0 25§ 255.0.0

C)

interface EthernetO0
ip address 172.16.0.7 266§ .266.0.0

router ospf 44 vif bank
network 172.16.0.0 266§ 266§ 0.0

D)
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interface EthernetOl0
vrf forwarding bank
Ip address 172.16.0.7 265255600

router ospf 44 vif bank
network 172.16.0.0 0.0.255.255 area 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
NEW QUESTION 460

- (Topic 1)
An engineer measures the Wi-Fi coverage at a customer site. The RSSI values are recorded as follows:

Which two statements does the engineer use to explain these values to the customer? (Choose two)

A. The signal strength at location C is too weak to support web surfing

B. Location D has the strongest RF signal strength

C. The RF signal strength at location B is 50% weaker than location A

D. The signal strength at location B is 10 dB better than location C

E. The RF signal strength at location C is 10 times stronger than location B

Answer: CE

NEW QUESTION 462
- (Topic 1)
A customer requests a network design that supports these requirements:

* FHRP redundancy
* multivendor router environment
* |Pv4 and IPv6 hosts

Which protocol does the design include?

A. HSRP version 2
B. VRRP version 2
C. GLBP

D. VRRP version 3

Answer: D

NEW QUESTION 463

- (Topic 4)

A network administrator is designing a new network for a company that has frequent power spikes. The company wants to ensure that employees can the best
solution for the administrator to recommend?

A. Generator

B. Cold site

C. Redundant power supplies
D. Uninterruptible power supply

Answer: D

Explanation:
This is because an uninterruptible power supply (UPS) is a device that provides backup power to a network device or a computer in case of a power outage or a
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power spike. A UPS can prevent data loss, corruption, or damage to the device by providing a smooth and continuous power supply. A UPS can also protect the

device from power surges, brownouts, or voltage fluctuations. The source of this answer is the Cisco ENCOR v1.1 course, module 2, lesson 2.1: Implementing
Device Hardening.

NEW QUESTION 464
- (Topic 4)

Refer to the exhibit. Which configuration must be applied to ensure that the preferred path for traffic from AS 65010 toward AS 65020 uses the R2 to R4 path?
A)

R2(config# router bgp 65010

R2(config-router ¥ bgp default local-preference 200
R1(config# router bgp 65010

R1(config-router # bgp default local-preference 300
B)

R4(config ¥ router bgp 65020

R4(config-router # bgp default local-preference 200
R5(config ¥ router bgp 65020

RS(config-router# bgp default local-preference 300

C)

R2(config# router bgp 65010

R2(config-router)# bgp default local-preference 300
R1(config# router bgp 65010

R1(config-router @ bgp default local-preference 200
D)

R4(config # router bgp 65020
Rd(config-router ¥ bgp default local-preference 300
R5(config# router bgp 65020
RS5(config-router # bgp default local-preference 200

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 466

- (Topic 4)

What is one role of the VTEP in a VXLAN environment?
A. to forward packets to non-LISP sites

B. to encapsulate the tunnel

C. to maintain VLAN configuration consistency

D. to provide EID-to-RLOC mapping

Answer: B
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NEW QUESTION 467
- (Topic 4)

Which of the following security methods uses physical characteristics of a person to authorize access to a location?

A. Access control vestibule
B. Palm scanner

C. PIN pad

D. Digital card reader

E. Photo ID

Answer: B

Explanation:

This is because a palm scanner is a type of biometric security method that uses the physical characteristics of a person’s palm, such as the shape, size, and vein
patterns, to authorize access to a location. A palm scanner is more reliable and secure than other methods, such as a PIN pad or a digital card reader, which can
be easily stolen, lost, or shared. A palm scanner is also more hygienic and convenient than other biometric methods, such as a fingerprint scanner or a facial
recognition system, which can be affected by dirt, oil, or lighting conditions. The source of this answer is the Cisco ENCOR v1.1 course, module 2, lesson 2.2:

Implementing Device Access Control.

NEW QUESTION 468
- (Topic 4)
Which two features are available only in next-generation firewalls? (Choose two.)

A. virtual private network

B. deep packet inspection
C. stateful inspection

D. application awareness
E. packet filtering

Answer: CD

NEW QUESTION 470
- (Topic 4)
Which there application has the ability to make REST calls against Cisco DNA Center?

A. API Explorer
B. REST Explorer
C. Postman

D. Mozilla

Answer: C

NEW QUESTION 471
DRAG DROP - (Topic 4)
Drag the drop the description from the left onto the routing protocol they describe on the

right.

=77 JITLTIES

Wﬂlﬂlm
_[Il““

LB

xxxxx‘\\ :W! J

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 473
- (Topic 4)

Which device, in a LISP routing architecture, receives and de-encapsulates LISP traffic for endpoints within a LISP-capable site?

A. MR
B. ETR
C. OMS
D.ITR

Answer: B

NEW QUESTION 474
- (Topic 4)
Which action limits the total amount of memory and CPU that is used by a collection of VMs?

A. Place the collection of VMs in a resource pool.

B. Place the collection of VMs in a vApp.

C. Limit the amount of memory and CPU that is available to the cluster.

D. Limit the amount of memory and CPU that is available to the individual VMs.

Answer: A

NEW QUESTION 477
- (Topic 4)
In a Cisco SD-Access wireless environment, which device is responsible for hosting the anycast gateway?

A. fusion router

B. control plane node
C. fabric border node
D. fabric edge node

Answer: D

NEW QUESTION 482
- (Topic 4)
Which two methods are used by an AP that is typing to discover a wireless LAN controller? (Choose two.)

A. Cisco Discovery Protocol neighbour

B. broadcasting on the local subnet

C. DNS lookup cisco-DNA-PRIMARY .localdomain
D. DHCP Option 43

E. querying other APs

Answer: BD

NEW QUESTION 485
- (Topic 4)
What is stateful switchover?

A. mechanism used to prevent routing protocol loops during an RP switchover
B. mechanism to take control from a failed RP while maintaining connectivity
C. First Hop Redundancy Protocol for host gateway connectivity

D. cluster protocol used to facilitate switch faitover
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Answer: D

NEW QUESTION 487
DRAG DROP - (Topic 4)

Drag and drop the characteristics from the left onto the routing protocol they describe on the right

supports unequal path load balancing

[OSPF

link state routing protocol

distance vector routing protocol

metric is based on delay and bandwidth by default

makes it easy to segment the network logically

| eonstructs three tables as part of its operation: neighbor table,
topology table, and routing table

A. Mastered
B. Not Mastered

Answer: A

Explanation:

.

supports unequal path load balancing |

link state routing protocol

makes it easy to segment the network logically

wnmﬂmhﬂﬁﬁpartdtsowﬂm neighbor tabie,
topology table, and routing table

r---\-l- e e e e e e e e e e o e m— e ui

{ makes it easy to segment the network logically I

NEW QUESTION 491
- (Topic 4)

Based on the router's API output In JSON format below, which Python code will display the value of the 'role’ key?

{
“response”: [{
"family": "Routers”,

supports unegual path load balancing

distance vector routing protocol

metric is based on delay and bandwidth by default

“"macAddress": "00:¢8:8b:80:bb:00",

"hostname": "BorderA",

‘role": "BORDER ROUTER",
"lastUpdateTime": 1577420167054,
"serialNumber": "FXS8799Q1SE",

"softwareVersion":

"16.3.2",

“"upTime": "5 days, 9:22:32:17",
“"lastUpdated™: “2021-03-05 23:30:37"

)
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json_data = json.loads(response.text)
print{json_data[ response’]['family‘]['role"])

json_data = response.json()
print(json_data[' response’][family]['role’])

json_data = json.loads(response.text)
print(json_data[response][0][role])

json_data = response.json()
print(json_data['response’][0]['role’])

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 494
- (Topic 4)
Which of the following protocols has a default administrative distance value of 90?

A.RIP

B. EIGRP
C. OSPF
D. BGP

Answer: B

Explanation:

This is because EIGRP is an advanced distance vector routing protocol that uses a composite metric to calculate the best path to a destination. EIGRP has a
default administrative distance value of 90, which means that it is more trustworthy than RIP (120) or OSPF (110), but less trustworthy than BGP (20). The source
of this answer is the Cisco ENCOR v1.1 course, module 4, lesson 4.1: Implementing EIGRP.

NEW QUESTION 495
- (Topic 4)
What do Chef and Ansible have in common?

A. They rely on a declarative approach.

B. They rely on a procedural approach.

C. They use YAML as their primary configuration syntax.
D. They are clientless architectures.

Answer: B

NEW QUESTION 496
- (Topic 4)
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209 185 202 129/27

Ouvnide

J09 165 201 1/17

L+

intarface Ethearnetd/0

Ap addreas 10.1.1.10 295.2588 .355.0
ip nat inaside

interface Serlall/o0
ip address N9.065.010.1 FM4.595.059%.14
ip nat outside

ip nat pool Busi 9.184.091.1 9. 18%.091.7 netmash 2355.255.7558.2%2
ip nat inaide source list 1 poel Busi

access=1list 1 parmit 10.1.1.0 0.90.0.2493

ELE ahow ip nat statistics

Total active translations: 1 (0 static, | dnanic: 0 axtendsd)
Outsides intesrfaces

seriald/0

Inside interfaces

Etharnatd/ 0O

Hite: 119 Missaw: 1

Expired translations O

Dynamic mappings

== lneids Source

access-1ist 1 pool Busi refcount 1

poel fred: netmash 2535 255 2353 252

BLAFT DO 1A JE] ] end O LAY N G

trype genaric,. total addresses I, allocated 1 (504), misses 0

Refer to the exhibit. A network engineer configures NAT on R1 and enters me show command to verity me configuration What toes the output confirm?

A. The first pocket triggered NAT to add an entry to the NAT table
B. R1 is configured with NAT overload parameters.

C. A Telnet session from 160.1.1.1 to 10.1.1.10 has been initiated.
D. R1 a configured win PAT overload parameters

Answer: A

NEW QUESTION 498
- (Topic 4)
When a branch location loses connectivity, which Cisco FlexConnect state rejects new users but allows existing users to function normally?

A. Authentication-Down / Switch-Local

B. Authentication-Down / Switching-Down
C. Authentication-Local / Switch-Local

D. Authentication-Central f Switch-Local

Answer: A

Explanation:

This is because Cisco FlexConnect is a feature that allows wireless access points to operate in standalone mode when they lose connectivity to the wireless LAN
controller. Cisco FlexConnect has different states depending on the status of the authentication and switching functions. Authentication-Down means that the
access point cannot authenticate new users with the central server, such as a RADIUS server. Switch- Local means that the access point can switch the traffic
locally without sending it to the wireless LAN controller. Therefore, Authentication-Down / Switch-Local is the state that rejects new users but allows existing users
to function normally. The source of this answer is the Cisco ENCOR v1.1 course, module 7, lesson 7.3: Implementing FlexConnect.

NEW QUESTION 501
- (Topic 4)
What is a characteristics of traffic shaping?

A. can be applied in both traffic direction

B. queues out-of-profile packets until the buffer is full
C. drops out-of-profile packets

D. causes TCP retransmits when packet are dropped

Answer: B

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\07 Exam Recommend!! Get the Full 350-401 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/350-401-exam-dumps.html (747 New Questions)

NEW QUESTION 502
- (Topic 4)
When a DNS host record is configured for a new Cisco AireOS WLC, which hostname must be added to allow APs to successfully discover the WLC?

A. CONTROLLER-CAPWAP-CISCO
B. CISCO-CONTROLLER-CAPWAP
C. CAPWAP-CISCO-CONTROLLER
D. CISCO-CAPWAP-CONTROLLER

Answer: D

NEW QUESTION 504
- (Topic 4)
What are two characteristics of vManage APIs? (Choose two.)

A. Southbound API is based on OMP and DTLS.

B. Northbound APl is RESTful, using JSON.

C. Northbound API is based on RESTCONF and JSON.
D. Southbound API is based on NETCONF and XML.

E. Southbound API is based on RESTCONF and JSON.

Answer: BD

NEW QUESTION 507

- (Topic 4)

Refer to the exhibit.

v= json.loads(requests.get("http://18.66.77.88;:30088/version™).text)[0][ "ver"]

¢= json.loads(requests.get("http://10.66.77.88:3000/version™).text)[1][ ‘cnt’]

bp= []

for i in range (int(c)):
bp.append(json.loads(requests.get("http://10.66.77.88:3000/badip™).text)[1i]['ip' ]

What is achieved by this Python script?

A. It counts JSON data from a website.

B. It loads JSON data into an HTTP request.

C. It reads JSON data into a formatted list.

D. It converts JSON data to an HTML document.

Answer: B

NEW QUESTION 511
- (Topic 4)
Which authorization framework gives third-party applications limited access to HTTP services?

A. iPsec
B. Basic Auth
C.GRE
D. OAuth 2.0

Answer: D

NEW QUESTION 512

- (Topic 4)

An engineer receives a report that an application exhibits poor performance. On the switch where the server is connected, this syslog message is visible:
SW_MATM4-MACFLAP_NOHF: Host 0054.3831.8253 in vlan 14 is flapping between port GUAM and port Gil1/0/2.

What is causing the problem?

A. wrong SFP+ and cable connected between the server and the switch
B. undesirable load-balancing configuration on the switch

C. failed NIC on the server

D. invalid port channel configuration on the switch

Answer: B

NEW QUESTION 513

- (Topic 4)

What is difference between TCAM and the MAC address table?

A. TCAM is used to make Lalyer 2 forwarding decisions CAM is used to build routing tables.
B. The MAC address table supports partial matches .TCAM requires an exact match.

C. The MAC address table is contained in CAM.ACL and QoS information is stored in TCAM.
D. Router prefix lookups happens in CAM.MAC address table lookups happen in TCAM.

Answer: D
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NEW QUESTION 516
- (Topic 4)

Which Cisco WLC feature allows a wireless device to perform a Layer 3 roam between two separate controllers without changing the client IP address?

A. mobile IP

B. mobility tunnel
C. LWAPP tunnel
D. GRE tunnel

Answer: B

NEW QUESTION 519
- (Topic 4)

E T ee—{  Intemet

1

Admmnistrator 100 | |
| — F

Radwus
PC1 PC
Server C ¢
1001024

Refer to the exhibit. Which command set enables router R2 to be configured via NETCONF?
A)

R1(config)# username Netconf privilege 15 password example_password
R1(config)# netconf-yang
R1(config)# netconf-yang feature candidate-datastore

B)

R1(config)# snmp-server manager
R1(config)# snmp-server community ENCOR ro

C)

R1(config)# snmp-server manager
R1(config)# snmp-server community ENCOR rw

D)

R1(config)# netconf
R1(config)# ip http secure-server

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 520

- (Topic 4)

Which QoS queuing method transmits packets out of the interface in the order the packets arrive?
A. custom

B. weighted- fair

C. FIFO

D. priority

Answer: C
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NEW QUESTION 524
- (Topic 4)
Which two functions is an edge node responsible for? (Choose two.)

A. provides multiple entry and exit points for fabric traffic

B. provides the default exit point for fabric traffic

C. provides the default entry point for fabric traffic

D. provides a host database that maps endpoint IDs to a current location
E. authenticates endpoints

Answer: AD

NEW QUESTION 529

- (Topic 4)

A customer deploys a new wireless network to perform location-based services using Cisco DNA Spaces The customer has a single WLC located on-premises in a
secure data center. The security team does not want to expose the WLC to the public Internet. Which solution allows the customer to securely send RSSI updates
to Cisco DNA Spaces?

A. Implement Cisco Mobility Services Engine

B. Replace the WLC with a cloud-based controller.
C. Perform tethering with Cisco DNA Center.

D. Deploy a Cisco DNA Spaces connector as a VM.

Answer: D

NEW QUESTION 534

- (Topic 4)

Why does the vBond orchestrator have a public IP?

to enable vBond to team the public IP of WAN Edge devices that are behind NAT gateways or in private address space

A. to facilitate downloading and distribution of operational and security patches
B. to allow for global reachability from all WAN Edges in the Cisco SD-WAN and
C. to facilitate NAT traversal to provide access

D. to Cisco Smart Licensing servers for license enablement

Answer: C

NEW QUESTION 538
- (Topic 4)
Which solution simplifies management ot secure access to network resources?

A. RFC 3580-based solution to enable authenticated access leveraging RADIUS and AV pairs
B. TrustSec to logically group internal user environments and assign policies

C. 802.1AE to secure communication in the network domain

D. ISE to automate network access control leveraging RADIUS AV pairs

Answer: B

NEW QUESTION 541

- (Topic 4)

A network engineer wants to configure console access to a router without using AAA so that the privileged exec mode is entered directly after a user provides the
correct login credentials. Which action achieves this goal?

A. Configure login authentication privileged on line con 0.

B. Configure a local username with privilege level 15.

C. Configure privilege level 15 on line con 0.

D. Configure a RADIUS or TACACS+ server and use it to send the privilege level.

Answer: C

NEW QUESTION 546
- (Topic 4)
Refer to the exhibit.
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aaa new-model

aaa authentication login default group tacacs+ local
|

iat:acs server prod
address ipv4 10.10.10.23

key cisco123
|

Ip tacacs source-interface Gig 0/0

Which configuration must be applied for the TACACS+ server to grant access-level rights to remote users?
A. R1(config)# aaa authentication login enable

B. R1(config)# aaa authorization exec default local if-authenticated

C. R1(config)# aaa authorization exec default group tacacs+

D. R1(config)# aaa accounting commands 15 default start-stop group tacacs+

Answer: C

Explanation:

The aaa authorization exec default group tacacs+ command enables TACACS+ exec authorization, which allows the TACACS+ server to grant access-level rights
to remote users. Exec authorization determines whether the user can access the privileged EXEC mode or remain in user EXEC mode after authentication. The
TACACS+ server can also assign a privilege level to the user based on the configuration of the server. The default keyword specifies that this is the default method
list for exec authorization. The group tacacs+ keyword specifies that the TACACS+ server group defined by the tacacs server command is used for authorization.

Reference: TACACS+ Configuration Guide - Configuring TACACS [Cisco Cloud Services Router 1000V Series] - Cisco

NEW QUESTION 547

- (Topic 4)
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Refer to the exhibit. Link 1 uses a copper connection and link 2 uses a fiber connection. The fiber port must be the primary port for all forwarding. The output of the
show spanning- tree command on SW2 shows that the fiber port is blocked by Spanning Tree. After entering the spanning-tree port-priority 32 command on G0/1

on SW2, the port remains blocked. Which command should be entered on the ports connected to Link 2 is resolve the issue?

A. Enter spanning-tree port-priority 64 on SW2
B. Enter spanning-tree port-priority 224 on SW1.
C. Enter spanning-tree port-priority 4 on SW2.
D. Enter spanning-tree port-priority 32 on SW1.

Answer: D

NEW QUESTION 549
- (Topic 4)

A customer wants to connect a device to an autonomous Cisco AP configured as a WGB. The WGB is configured properly: however, it fails to associate to a

CAPWAP- enabled AP. Which change must be applied in the advanced WLAN settings to resolve this issue?

A. Enable Aironet IE.

B. Enable passive client.

C. Disable AAA override.

D. Disable FlexConnect local switching.
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Answer: A

NEW QUESTION 552
- (Topic 4)

Router#sh access-list
Extended IP access list 100

10 permit tcp any any egq telnet
Extended IP access list 101

10 permit tcp any any eq 22

Refer to the exhibit. Which configuration set implements Control plane Policing for SSH and Telnet?

Router(config)#class-map match-all class-control
Router(config-cmap)#match access-group 100

Router(config-cap)#match access-group 101
Rowter(config)#policy-map CoPP

Router(config-pmap)#class class-control
Router(config-pmap-c)#police 1000000 conform-action transmit
Router(config)#control-plane

Router(config-cp)#service-policy output CoPP

Router(config)#class-map type inspect match-all
Router(config-cmap)#match access-group 100
Router(config-cmap)#match access-group 101

Router(config)#class-map class-telnet
Router(config-cmap)#match access-group 100
Router(config#class-map class-ssh

Router(config-cmap)#match access-group 101
Router(config)#policy-map CoPP

Router(config-pmap)#class class-telnet-ssh
Router(config-pmap-c)#police 1000000 conform-action transmit
Router(config)#control-plane

Router(config-cp)#service-policy input CoPP

‘s Router(config)#class-map match-any class-control
Router(config-cmap)#match access-group 100
Router(config-cmap)#match access-group 101
Router(config)#policy-map CoPP

Router(config-pmap)#class class-control
Router(config-pmap-c)#police 1000000 conform-action transmit
Router(config)#control-plane  *
Router(config-cp)#service-policy Inﬁlt CoPP

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 556
- (Topic 4)
Which two methods are used to interconnect two Cisco SD-Access Fabric sites? (Choose two.)

A. SD-Access transit
B. fabric interconnect
C. wireless transit

D. IP-based transit

E. SAN transit

Answer: AD

NEW QUESTION 560
- (Topic 4)

Request URL' https //www cisco com/libs/granite/csriioken json
Request Method. GET

Status Code: 403

Remote Address: 23 207 65 173 443

Referrer Polcy: stnct-ongn-when-cross-ongin

Refer to the exhibit. Why was the response code generated?
A. The resource was unreachable

B. Access was denied based on the user permissions.

C. The resource 15 no longer available on the server.

D. There Is a conflict in the current stale of the resource.

Answer: B

NEW QUESTION 562

- (Topic 4)
Refer to the exhibit.
- _.}—'._ = { RECOT O
: i 5 Tracing the route to 172.16.1.2
172.16.250.4./30 i
1172.16.250.1 2 msac
172.16.250.5 5 msec
172.16.25%0.1 2 msec
2 172.16.250.1 2 meac
FTP Web 172.16.250.5 5 msec
PC P SV 172.16.250.1 2 msec
172 16,400 124 17216.1.0.24 3 172.16.1.2 6 msec 5 msec 5 msec

R2# show ip routs
Codas: C - connected, 8 - static, I - IGRP, R - RIP, M - mobila, B - BGP
D - EICRP, EX - EICRP extornal, © - OSPF, IA - OSPF inter areoa
N1l = OSPF NSSA external type 1, NZ - OSPF NSSA axtarnal type 2
El - OSPF axtarnal type 1, E2 - OSPF extarnal typa 2, E - EGP
i - I5-1I8, L1 - 1I5-I8 level-l, 12 - IS-1I5 level-2, * - candidate dafault
U = par-usar static route, o - ODR
Gateway of last resort is not set
4 172.16.0.0/16 is directly connected, Loopback®
172.16.0.0/16 iz variably subnetted, 2 subnets, 2 masks
€ 172.16.40.0/24 is directly connectod, Gigabit Ethernat 0/1
o 172.16.1.0/24 [110/7445) wvia 172.16.250.1, 00:39:08, Gigabit Ethernat 0/0
[110/7445] wia 172.16.250.5, 00:39:08, Gigabit Etharnat 0/4

Clients are reporting an issue with the voice traffic from the branch site to the central site. What is the cause of this issue?

A. The voice traffic is using the link with less available bandwidth.

B. There is a routing loop on the network.

C. Traffic is load-balancing over both links, causing packets to arrive out of order.
D. There is a high delay on the WAN links.

Answer: C

Explanation:

Traffic is load-balancing over both links, causing packets to arrive out of order. This can cause voice quality issues, such as jitter and delay. To avoid this problem,
voice traffic should be sent over a single path, using a routing protocol that supports unequal-cost load balancing, such as EIGRP. The source of this answer is the

Cisco ENCOR v1.1 course, module 4, lesson 4.3: Implementing EIGRP.

NEW QUESTION 564
- (Topic 4)
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Refer to the exhibit.

Add a new network
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D Connect @ven If this network B not broadcasting

Canced

A company has an internal wireless network with a hidden SSID and RADIUS-based client authentication for increased security. An employee attempts to
manually add the company network to a laptop, but the laptop does not attempt to connect to the network. The regulatory domains of the access points and the
laptop are identical. Which action resolves this issue?

A. Ensure that the "Connect even if this network is not broadcasting” option is selected.
B. Limit the enabled wireless channels on the laptop to the maximum channel range that is supported by the access points.

C. Change the security type to WPA2-Personal AES.
D. Use the empty string as the hidden SSID network name.

Answer: A

NEW QUESTION 569
- (Topic 4)

In a wireless network environment, what is calculated using the numerical values of the transmitter power level, cable loss, and antenna gain?

A. RSSI
B. dBI

C. SNR
D. EIRP

Answer: B

NEW QUESTION 573
- (Topic 4)

In Cisco DNA Center, what is the integration API?

. IPAM and reporting

TmooOmP

Answer: B

NEW QUESTION 574
- (Topic 4)

. southbound consumer-facing RESTful AP
. which enables network discovery and configuration management
. westbound interface, which allows the exchange of data to be used by ITS

Which unit of measure is used to measure wireless RF SNR?

A. mW
B. bBm
C.dB
D. dBi
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Answer: C

NEW QUESTION 577
- (Topic 4)
Refer to the exhibit.

o=

=get-Config amins="um ielf params xmins nelconf base 1.0™>
«GOUrCe=
<IUNNINGg>
=/source>
<fiter=
<native xmins="http fasco comnsyang/Cisco-10S-XE -native™>
<jp>
<access-hsts
<gxiended mins="hlp iasco cominsiyang/ CiscodOS-XE-acr=
<pame>Mip</name>
<lgadended
</aCcess-hst>
<p>
</natree >
=filler=
«/get-config>

for moc in pll
1= mdispaichi{el fromstnngirpc)
d1= xmitockct parse(r 1 xmi){ipc-replydata ) natve pTaccess-kst[exdended [ access-ist-seq-rue’

with manager connect(host=10.1.1.1, port=830, usemame=cisco, password=cisco. imeout=20, hostkey_venfy=False)as m

What is achieved by the XML code?

A. It reads the access list sequence numbers from the output of the show ip access-list extended flp command into a dictionary list.

B. It displays the output of the show ip access-list extended flp command on the terminal screen

C. It displays the access list sequence numbers from the output of the show Ip access-list extended flp command on the terminal screen

D. It reads the output of the show ip access-list extended flp command into a dictionary list.

Answer: A

NEW QUESTION 580

- (Topic 4)

Which JSON script is properly formatted?
A)

"Session":{

"title":"Writing 201",
"grade":"11",
"location":"Maine",

{
"river": [
{
"name":"Mississippi”,
"state":"Louisiana",
"ranking":"13"

}

]
}

C)
"paint":[
{
"typE" : I1induurll"
"color":"white",
"sheen":"satin"
H
D)
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“file™:
[

"name":"File_4616,
"location":"User_files",
"bytes":"13070",

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

Option A is the properly formatted JSON script. JSON (JavaScript Object Notation) is a standard text-based format for representing structured data based on
JavaScript object syntax. It is commonly used for transmitting data in web applications (e.g., sending some data from the server to the client, so it can be displayed
on a web page, or vice versa). The JSON syntax rules are as follows12:

? Data is in name/value pairs, separated by commas. A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a value:
"name": "value".

? Curly braces hold objects. An object can contain multiple name/value pairs: {"name": "value", "name": "value", ...}.

? Square brackets hold arrays. An array can contain multiple values, separated by commas: ["value", "value", ...].

? Values can be strings (in double quotes), numbers, booleans (true or false), null, objects, or arrays.

Option A follows these rules and is a valid JSON script. It defines an object with four name/value pairs: "name"”, "age", "hobbies", and "address". The value of
"name" is a string, the value of "age" is a number, the value of "hobbies" is an array of strings, and the value of "address" is another object with two name/value
pairs: "city" and "country”. The object is enclosed in curly braces and the name/value pairs are separated by commas.

Option B is not a valid JSON script because it uses single quotes instead of double quotes for the field names and string values. JSON requires double quotes for
strings12.

Option C is not a valid JSON script because it does not use commas to separate the name/value pairs. JSON requires commas to separate the data elements
within an object or an array12.

Option D is not a valid JSON script because it uses a semicolon instead of a colon to separate the field name and the value. JSON requires a colon to separate the
name and the value in a name/value pairl2. References: 1. JSON Introduction, 2: JSON Syntax

NEW QUESTION 582
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