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NEW QUESTION 1
Which of these describes SOC metrics in relation to security incidents?

A. time it takes to detect the incident

B. time it takes to assess the risks of the incident

C. probability of outage caused by the incident

D. probability of compromise and impact caused by the incident

Answer: A

NEW QUESTION 2
Which tool gives the ability to see session data in real time?

A. tcpdstat
B. trafdump
C. tcptrace
D. trafshow

Answer: C

NEW QUESTION 3
When communicating via TLS, the client initiates the handshake to the server and the server responds back with its certificate for identification.
Which information is available on the server certificate?

A. server name, trusted subordinate CA, and private key
B. trusted subordinate CA, public key, and cipher suites
C. trusted CA name, cipher suites, and private key

D. server name, trusted CA, and public key

Answer: D

NEW QUESTION 4
What is the difference between the ACK flag and the RST flag in the NetFlow log session?

A. The RST flag confirms the beginning of the TCP connection, and the ACK flag responds when the datafor the payload is complete
B. The ACK flag confirms the beginning of the TCP connection, and the RST flag responds when the data for the payload is complete
C. The RST flag confirms the receipt of the prior segment, and the ACK flag allows for the spontaneous termination of a connection
D. The ACK flag confirms the receipt of the prior segment, and the RST flag allows for the spontaneous termination of a connection

Answer: D

NEW QUESTION 5
Which regex matches only on all lowercase letters?

A. [az]+
B. ["az]+
C.az+
D. a*z+

Answer: A

NEW QUESTION 6

An analyst received a ticket regarding a degraded processing capability for one of the HR department's servers. On the same day, an engineer noticed a disabled
antivirus software and was not able to determine when or why it occurred. According to the NIST Incident Handling Guide, what is the next phase of this
investigation?

A. Recovery

B. Detection

C. Eradication

D. Analysis

Answer: B

NEW QUESTION 7

Which incidence response step includes identifying all hosts affected by an attack?
A. detection and analysis

B. post-incident activity

C. preparation

D. containment, eradication, and recovery

Answer: D

Explanation:
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* 3.3.3 Identifying the Attacking Hosts During incident handling, system owners and others sometimes want to or need to identify the attacking host or hosts.
Although this information can be important, incident handlers should generally stay focused on containment, eradication, and recovery.

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

The response phase, or containment, of incident response, is the point at which the incident response team begins interacting with affected systems and attempts

to keep further damage from occurring as a result of the incident.

NEW QUESTION 8
Refer to the exhibit.

$ cuckoo submit --machine cuckool /path/to/binary

Which event is occurring?

A. A binary named "submit" is running on VM cuckool.

B. A binary is being submitted to run on VM cuckool

C. A binary on VM cuckool is being submitted for evaluation
D. A URL is being evaluated to see if it has a malicious binary

Answer: B
Explanation:

https://cuckoo.readthedocs.io/en/latest/usage/submit/

NEW QUESTION 9
Refer to the exhibit.

No. Time Source Destination Protocol Length Info

© 17 0.011641 10.0.2,15  192.124.249.9 TCP 76 50586-443

. 180.011918 10.0.2.15 19 43.9 TCP 76 5058¢
20 0.022702 10.0.2.15 192,.124.249.9 TCP 56 50588-443 [ACK)

. 21 0,022988 192.124.249.9 10.0.2.15  TCP = 62 443-50586 [SYN, A Seq=(
22 0.022996 10.0.2.15 192.124.249.5 TCP 56 50586-443 [ACK] Seg=1 Ack=
24 0.023373 10.0.2.15 192.124.249.9 TLSv1.2 261 Client Hello
25 0.023445 192.124.249.9 10.0.2.15 TCE 62 443-50588 [RACK] Sﬁqﬂl Ack=
26 0.023617 192.124.249.9 10.0.2.15 TCP 62 443-50586 [ACK] Seg=1 Ack=
37 0.037413 192.124.249.9 10.0.2.15 TLSV1.2 2792 Server Hello
28 0.037426 10.0.2.15 1972.124.7249.9 TCP 5h_R058n=443 [ACK] Sea=20f Ac

Frame 23: 261 bytes on wire (2088 bits), 261 bytes captured (2088 bits)

Linux cooked capture

Internet Protocol Version 4, Srec: 10.0.2.15 (10.0.2.15), Dst: 192.124.249.% (192.124.249.9)
Transmission Control Protocol, Src Port: 50588 (50588), Dst Port: 443 (443), Seqg: 1, Ack:1,
Secure Sockets Layer
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Drag and drop the element name from the left onto the correct piece of the PCAP file on the right.
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| source address 10.0.2.15
destination address 50588
source port 443
destination port 192.124.249.9
Network Protocol Transmission Control Protocol
Transport Protocol Internet Protocol v4
Application Protocol Transport Layer Security v1.2

A. Mastered
B. Not Mastered

Answer: A

Explanation:

| source address | source address

i destination addr;ss | : source port _
source port | | destination port

| destination port " , destination address

i Network Protocol | | Transport Protocol

i Transport Protocol | Network Protocol N

[ ;.p_plicaticnn Pro;ucol | Application Protocol

NEW QUESTION 10
A network engineer discovers that a foreign government hacked one of the defense contractors in their home country and stole intellectual property. What is the
threat agent in this situation?

A. the intellectual property that was stolen

B. the defense contractor who stored the intellectual property
C. the method used to conduct the attack

D. the foreign government that conducted the attack

Answer: D

NEW QUESTION 10
A user received an email attachment named "Hr405-report2609-empl094.exe" but did not run it. Which category of the cyber kill chain should be assigned to this
type of event?

A. installation

B. reconnaissance
C. weaponization
D. delivery

Answer: D

NEW QUESTION 13
What are two denial of service attacks? (Choose two.)

A. MITM

B. TCP connections
C. ping of death

D. UDP flooding

E. code red
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Answer: CD

NEW QUESTION 18
What describes a buffer overflow attack?

A. injecting new commands into existing buffers
B. fetching data from memory buffer registers
C. overloading a predefined amount of memory
D. suppressing the buffers in a process

Answer: C

NEW QUESTION 22

What is the difference between discretionary access control (DAC) and role-based access control (RBAC)?

A. DAC requires explicit authorization for a given user on a given object, and RBAC requires specific conditions.

B. RBAC access is granted when a user meets specific conditions, and in DAC, permissions are applied on user and group levels.
C. RBAC is an extended version of DAC where you can add an extra level of authorization based on time.

D. DAC administrators pass privileges to users and groups, and in RBAC, permissions are applied to specific groups

Answer: A

NEW QUESTION 27
Refer to the exhibit.
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What is the potential threat identified in this Stealthwatch dashboard?

A. Host 10.201.3.149 is sending data to 152.46.6.91 using TCP/443.

B. Host 152.46.6.91 is being identified as a watchlist country for data transfer.

C. Traffic to 152.46.6.149 is being denied by an Advanced Network Control policy.

D. Host 10.201.3.149 is receiving almost 19 times more data than is being sent to host 152.46.6.91.

Answer: D

NEW QUESTION 29

What is the difference between deep packet inspection and stateful inspection?

A. Deep packet inspection gives insights up to Layer 7, and stateful inspection gives insights only up to Layer 4.

B. Deep packet inspection is more secure due to its complex signatures, and stateful inspection requires less human intervention.
C. Stateful inspection is more secure due to its complex signatures, and deep packet inspection requires less human intervention.
D. Stateful inspection verifies data at the transport layer and deep packet inspection verifies data at the application layer

Answer: B

NEW QUESTION 31

What is a benefit of using asymmetric cryptography?

A. decrypts data with one key
B. fast data transfer
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C. secure data transfer
D. encrypts data with one key

Answer: C

NEW QUESTION 35

An automotive company provides new types of engines and special brakes for rally sports cars. The company has a database of inventions and patents for their
engines and technical information Customers can access the database through the company's website after they register and identify themselves. Which type of

protected data is accessed by customers?

A. IP data
B. Pll data
C. PSl data
D. PHI data

Answer: B

NEW QUESTION 38

Which piece of information is needed for attribution in an investigation?
A. proxy logs showing the source RFC 1918 IP addresses

B. RDP allowed from the Internet

C. known threat actor behavior

D. 802.1x RADIUS authentication pass arid fail logs

Answer: C

Explanation:

Actually this is the most important thing: know who, what, how, why, etc.. attack the network.

NEW QUESTION 40
Refer to the exhibit.

ti t'll

Which field contains DNS header information if the payload is a query or a response?

oowp
— 5 N
200

Answer: B

NEW QUESTION 42
Refer to the exhibit.
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An analyst was given a PCAP file, which is associated with a recent intrusion event in the company FTP server Which display filters should the analyst use to filter
the FTP traffic?

A. dstport == FTP
B. tcp.port==21
C. tcpport = FTP
D. dstport = 21

Answer: B

NEW QUESTION 44
An engineer discovered a breach, identified the threat’s entry point, and removed access. The engineer was able to identify the host, the IP address of the threat
actor, and the application the threat actor targeted. What is the next step the engineer should take according to the NIST SP 800-61 Incident handling guide?

A. Recover from the threat.

B. Analyze the threat.

C. Identify lessons learned from the threat.
D. Reduce the probability of similar threats.

Answer: A

Explanation:
Per: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

NEW QUESTION 47
What are two differences in how tampered and untampered disk images affect a security incident? (Choose two.)

A. Untampered images are used in the security investigation process

B. Tampered images are used in the security investigation process

C. The image is tampered if the stored hash and the computed hash match
D. Tampered images are used in the incident recovery process

E. The image is untampered if the stored hash and the computed hash match

Answer: AE

Explanation:
Cert Guide by Omar Santos, Chapter 9 - Introduction to digital Forensics. "When you collect evidence, you must protect its integrity. This involves making sure that
nothing is added to the evidence and that nothing is deleted or destroyed (this is known as evidence preservation)."

NEW QUESTION 52
Which artifact is used to uniquely identify a detected file?

A. file timestamp
B. file extension
C. file size
D. file hash

Answer: D

NEW QUESTION 55

A company encountered a breach on its web servers using IIS 7 5 Dunng the investigation, an engineer discovered that an attacker read and altered the data on a
secure communication using TLS 1 2 and intercepted sensitive information by downgrading a connection to export-grade cryptography. The engineer must
mitigate similar incidents in the future and ensure that clients and servers always negotiate with the most secure protocol versions and cryptographic parameters.
Which action does the engineer recommend?

A. Upgrade to TLS v1 3.

B. Install the latest IIS version.

C. Downgrade to TLS 1.1.

D. Deploy an intrusion detection system
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Answer: B

NEW QUESTION 60
A user received a targeted spear-phishing email and identified it as suspicious before opening the content. To which category of the Cyber Kill Chain model does
to this type of event belong?

A. weaponization
B. delivery

C. exploitation

D. reconnaissance

Answer: B

NEW QUESTION 64
Which two components reduce the attack surface on an endpoint? (Choose two.)

A. secure boot

B. load balancing

C. increased audit log levels

D. restricting USB ports

E. full packet captures at the endpoint

Answer: AD

NEW QUESTION 65
Which event is user interaction?

A. gaining root access

B. executing remote code

C. reading and writing file permission
D. opening a malicious file

Answer: D

NEW QUESTION 67

Which information must an organization use to understand the threats currently targeting the organization?
A. threat intelligence

B. risk scores

C. vendor suggestions

D. vulnerability exposure

Answer: A

NEW QUESTION 71
A malicious file has been identified in a sandbox analysis tool.

Eile Detadls

SHA S

AL

Sedeep

Which piece of information is needed to search for additional downloads of this file by other hosts?
A. file header type

B. file size

C. file name

D. file hash value

Answer: D
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NEW QUESTION 76
What describes the concept of data consistently and readily being accessible for legitimate users?

A. integrity

B. availability

C. accessibility
D. confidentiality

Answer: B

NEW QUESTION 79
Which type of data consists of connection level, application-specific records generated from network traffic?

A. transaction data
B. location data

C. statistical data
D. alert data

Answer: A

NEW QUESTION 84
What is a benefit of agent-based protection when compared to agentless protection?

A. It lowers maintenance costs

B. It provides a centralized platform

C. It collects and detects all traffic locally

D. It manages numerous devices simultaneously

Answer: C

Explanation:

Host-based antivirus protection is also known as agent-based. Agent-based antivirus runs on every protected machine. Agentless antivirus protection performs
scans on hosts from a centralized system. Agentless systems have become popular for virtualized environments in which multiple OS instances are running on a
host simultaneously. Agent-based antivirus running in each virtualized system can be a serious drain on system resources. Agentless antivirus for virtual hosts
involves the use of a special security virtual appliance that performs optimized scanning tasks on the virtual hosts. An example of this is VMware’s vShield.

NEW QUESTION 85

According to the September 2020 threat intelligence feeds a new malware called Egregor was introduced and used in many attacks. Distnbution of Egregor is
pnmanly through a Cobalt Strike that has been installed on victim's workstations using RDP exploits Malware exfiltrates the victim's data to a command and control
server. The data is used to force victims pay or lose it by publicly releasing it. Which type of attack is described?

A. malware attack

B. ransomware attack
C. whale-phishing

D. insider threat

Answer: B

NEW QUESTION 87
During which phase of the forensic process are tools and techniques used to extract information from the collected data?

A. investigation
B. examination
C. reporting
D. collection

Answer: D

NEW QUESTION 88
The security team has detected an ongoing spam campaign targeting the organization. The team's approach is to push back the cyber kill chain and mitigate
ongoing incidents. At which phase of the cyber kill chain should the security team mitigate this type of attack?

A. actions

B. delivery

C. reconnaissance
D. installation

Answer: B

NEW QUESTION 89

One of the objectives of information security is to protect the CIA of information and systems. What does CIA mean in this context?
A. confidentiality, identity, and authorization

B. confidentiality, integrity, and authorization

C. confidentiality, identity, and availability
D. confidentiality, integrity, and availability
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Answer: D

NEW QUESTION 94

Which evasion technique is a function of ransomware?
A. extended sleep calls

B. encryption

C. resource exhaustion

D. encoding

Answer: B

NEW QUESTION 95

Which process is used when IPS events are removed to improve data integrity?

A. data availability

B. data normalization
C. data signature

D. data protection

Answer: B

NEW QUESTION 99
What describes the defense-m-depth principle?

A. defining precise guidelines for new workstation installations
B. categorizing critical assets within the organization

C. isolating guest Wi-Fi from the focal network

D. implementing alerts for unexpected asset malfunctions

Answer: B

NEW QUESTION 102

Which technology prevents end-device to end-device IP traceability?
A. encryption

B. load balancing

C. NAT/PAT

D. tunneling

Answer: C

NEW QUESTION 106

Which event artifact is used to identify HTTP GET requests for a specific file?
A. destination IP address

B. TCP ACK

C. HTTP status code

D. URI

Answer: D

NEW QUESTION 109

An engineer is working with the compliance teams to identify the data passing through the network. During analysis, the engineer informs the compliance team that
external penmeter data flows contain records, writings, and artwork Internal segregated network flows contain the customer choices by gender, addresses, and
product preferences by age. The engineer must identify protected data. Which two types of data must be identified'? (Choose two.)

A. SOX

B. Pl

C. PHI

D. PCI

E. copyright

Answer: BC

NEW QUESTION 110
Refer to the exhibit.
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A security analyst is investigating unusual activity from an unknown IP address Which type of evidence is this file1?

A. indirect evidence

B. best evidence

C. corroborative evidence
D. direct evidence

Answer: A

NEW QUESTION 113

Which type of access control depends on the job function of the user?

A. discretionary access control

B. nondiscretionary access control
C. role-based access control

D. rule-based access control

Answer: C

NEW QUESTION 116

An analyst received an alert on their desktop computer showing that an attack was successful on the host. After investigating, the analyst discovered that no

mitigation action occurred during the attack. What is the reason for this discrepancy?

A. The computer has a HIPS installed on it.
B. The computer has a NIPS installed on it.
C. The computer has a HIDS installed on it.
D. The computer has a NIDS installed on it.

Answer: C

NEW QUESTION 120

Which principle is being followed when an analyst gathers information relevant to a security incident to determine the appropriate course of action?

A. decision making
B. rapid response
C. data mining

D. due diligence

Answer: D

NEW QUESTION 121
What is the function of a command and control server?

A. It enumerates open ports on a network device

B. It drops secondary payload into malware

C. Itis used to regain control of the network after a compromise
D. It sends instruction to a compromised system

Answer: D

NEW QUESTION 125

Which event is a vishing attack?

A. obtaining disposed documents from an organization
B. using a vulnerability scanner on a corporate network

C. setting up a rogue access point near a public hotspot
D. impersonating a tech support agent during a phone call
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Answer: D

NEW QUESTION 130
An analyst is investigating an incident in a SOC environment. Which method is used to identify a session from a group of logs?

A. sequence numbers
B. IP identifier

C. 5-tuple

D. timestamps

Answer: C

NEW QUESTION 133
A security analyst notices a sudden surge of incoming traffic and detects unknown packets from unknown senders After further investigation, the analyst learns
that customers claim that they cannot access company servers According to NIST SP800-61, in which phase of the incident response process is the analyst?

A. post-incident activity

B. detection and analysis

C. preparation

D. containment, eradication, and recovery

Answer: B

NEW QUESTION 135
Refer to the exhibit.

Interface: 192 166.1.29 — 0x11
Internet Address Physical Address  Type

192.166.1.10 dg-ar-56-d7-19-ea dynamic
192 168.1.67 dg-ar-56-d7-19-ea dynamic
192.168.1.1 01-00-5e-00-00-16 static

What is occurring in this network?

A. ARP cache poisoning

B. DNS cache poisoning

C. MAC address table overflow
D. MAC flooding attack

Answer: A

NEW QUESTION 138
Refer to the exhibit.

pETIna Aan 'ar kb
-l.i:. Uring on et

3 0.000080556 192.1668.88.12 ? 192.168.88.149 TCP 74 49098 ? 80 [SYN] Seqa0
Win=64240 Len=0 MS8=1460 SACK PERM=1 TSval=65609529 TSecrs=0 W5=128

What must be interpreted from this packet capture?

A. IP address 192.168.88 12 is communicating with 192 168 88 149 with a source port 74 to destination port 49098 using TCP protocol
B. IP address 192.168.88.12 is communicating with 192 168 88 149 with a source port 49098 to destination port 80 using TCP protocol.
C. IP address 192.168.88.149 is communicating with 192.168 88.12 with a source port 80 to destination port 49098 using TCP protocol.
D. IP address 192.168.88.149 is communicating with 192.168.88.12 with a source port 49098 to destination port 80 using TCP protocol.

Answer: B

NEW QUESTION 143
Which system monitors local system operation and local network access for violations of a security policy?

A. host-based intrusion detection
B. systems-based sandboxing
C. host-based firewall

D. antivirus

Answer: A
Explanation:

HIDS is capable of monitoring the internals of a computing system as well as the network packets on its network interfaces. Host-based firewall is a piece of
software running on a single Host that can restrict incoming and outgoing Network activity for that host only.
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NEW QUESTION 146

Which two elements of the incident response process are stated in NIST SP 800-61 r2? (Choose two.)

A. detection and analysis

B. post-incident activity

C. vulnerability scoring

D. vulnerability management
E. risk assessment

Answer: AB

NEW QUESTION 147
What ate two categories of DDoS attacks? (Choose two.)

A. split brain
B. scanning
C. phishing

D. reflected

E. direct

Answer: DE

NEW QUESTION 148

A company receptionist received a threatening call referencing stealing assets and did not take any action assuming it was a social engineering attempt. Within 48

hours, multiple assets were breached, affecting the confidentiality of sensitive information. What is the threat actor in this incident?

A. company assets that are threatened
B. customer assets that are threatened
C. perpetrators of the attack

D. victims of the attack

Answer: C

NEW QUESTION 151

How does an attacker observe network traffic exchanged between two users?
A. port scanning

B. man-in-the-middle

C. command injection

D. denial of service

Answer: B

NEW QUESTION 152
Refer to the exhibit.

SELECT * FROM people WHERE username="0R '1'=1;

Which type of attack is being executed?

A. SQL injection

B. cross-site scripting

C. cross-site request forgery
D. command injection

Answer: A

NEW QUESTION 153
What is the principle of defense-in-depth?

A. Agentless and agent-based protection for security are used.

B. Several distinct protective layers are involved.

C. Access control models are involved.

D. Authentication, authorization, and accounting mechanisms are used.

Answer: B

NEW QUESTION 155
Which are two denial-of-service attacks? (Choose two.)

A. TCP connections
B. ping of death

C. man-in-the-middle
D. code-red

E. UDP flooding
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Answer: BE

NEW QUESTION 157
Refer to the exhibit.

Top 10 Src IP Addr ordered by flows:

Date first seen Duration SrcIP Addr  Flows Packets Bytes pps bps bpp
2019-11-30 06:45:50.990 1147.332 192.168.12.234 109183 202523 13.1M 176 96116 68
2019-11-3006:45:02.928 1192.834 10.10.151.203 62794 219715 259M 184 182294 123
2019-11-30 06:59:24.563 330.110 192.168.28.173 27864 47943 22M 145 55769 48

What information is depicted?

A. lIS data

B. NetFlow data

C. network discovery event
D. IPS event data

Answer: B

NEW QUESTION 159

An engineer receives a security alert that traffic with a known TOR exit node has occurred on the network. What is the impact of this traffic?
A. ransomware communicating after infection

B. users downloading copyrighted content

C. data exfiltration

D. user circumvention of the firewall

Answer: D

NEW QUESTION 162
Refer to the exhibit.

192.168.10.10 - - [01/Dec/2020:11:12:22 -0200] “GET /icons/powered by rh.png HTT
P/1.17 200 1213 “http://192.168.0.1027" “Moalla/5.0 (X11; U; Linux x86 64; en-U

S: v:1.9.0.12) Gecko/2009070812 Ubuntw8.04 (hardy) Firefox/3.0.12"

192.168.10.10 — = [01/Dec/2020:11:13:15 -0200] “GET /favicon.ico HTTP/1.1" 404 2

88 - “Mozilla/5.0 (X11; U; Linux x86 64; en-US; rv:1.9.0.12) Gecko/2009070812
Ubuntw8.04 (hardy) Firefox/3.0.12"

192.168.10.10 [01/Dec/2020:11:14:22 -0200] “GET /%27%27,!-%22%3CXSS%3E=& {()
YHTTP/1.17 404 310 “-" *Monlla/5.0 (X11; U; Linux x8 64; en-US; rv:1.9.0.12)

Gecko/ 2009070812 Ubuntw8.04 (hacdy) Firefox/3.0.12"

What is occurring?

A. Cross-Site Scripting attack
B. XML External Entitles attack
C. Insecure Deserialization

D. Regular GET requests

Answer: A

NEW QUESTION 164
What is the difference between inline traffic interrogation (TAPS) and traffic mirroring (SPAN)?

A. TAPS interrogation is more complex because traffic mirroring applies additional tags to data and SPAN does not alter integrity and provides full duplex network.
B. SPAN results in more efficient traffic analysis, and TAPS is considerably slower due to latency caused by mirroring.

C. TAPS replicates the traffic to preserve integrity, and SPAN modifies packets before sending them to other analysis tools

D. SPAN ports filter out physical layer errors, making some types of analyses more difficult, and TAPS receives all packets, including physical errors.

Answer: D

NEW QUESTION 169
What are two social engineering techniques? (Choose two.)

A. privilege escalation
B. DDoS attack

C. phishing

D. man-in-the-middle
E. pharming

Answer: CE

NEW QUESTION 172

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy 200-201 dumps

@ 2 P QsseaqQs LJ https://www.2passeasy.com/dumps/200-201/ (263 New Questions)

Which attack is the network vulnerable to when a stream cipher like RC4 is used twice with the same key?

A. forgery attack

B. plaintext-only attack

C. ciphertext-only attack

D. meet-in-the-middle attack

Answer: C

NEW QUESTION 174

An intruder attempted malicious activity and exchanged emails with a user and received corporate information, including email distribution lists. The intruder asked
the user to engage with a link in an email. When the fink launched, it infected machines and the intruder was able to access the corporate network.

Which testing method did the intruder use?

A. social engineering
B. eavesdropping

C. piggybacking

D. tailgating

Answer: A

NEW QUESTION 178
What is the difference between vulnerability and risk?

A. A vulnerability is a sum of possible malicious entry points, and a risk represents the possibility of the unauthorized entry itself.
B. Arisk is a potential threat that an exploit applies to, and a vulnerability represents the threat itself

C. A vulnerability represents a flaw in a security that can be exploited, and the risk is the potential damage it might cause.

D. Arisk is potential threat that adversaries use to infiltrate the network, and a vulnerability is an exploit

Answer: C

NEW QUESTION 180

Which data format is the most efficient to build a baseline of traffic seen over an extended period of time?
A. syslog messages

B. full packet capture

C. NetFlow

D. firewall event logs

Answer: C

NEW QUESTION 183
Refer to the exhibit.
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An engineer is reviewing a Cuckoo report of a file. What must the engineer interpret from the report?

A. The file will appear legitimate by evading signature-based detection.

B. The file will not execute its behavior in a sandbox environment to avoid detection.
C. The file will insert itself into an application and execute when the application is run.
D. The file will monitor user activity and send the information to an outside source.

Answer: B

NEW QUESTION 188

What should an engineer use to aid the trusted exchange of public keys between user tom0411976943 and dan1968754032?
A. central key management server

B. web of trust

C. trusted certificate authorities

D. registration authority data

Answer: C
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NEW QUESTION 191
How does TOR alter data content during transit?

A. It spoofs the destination and source information protecting both sides.

B. It encrypts content and destination information over multiple layers.

C. It redirects destination traffic through multiple sources avoiding traceability.

D. It traverses source traffic through multiple destinations before reaching the receiver

Answer: B

NEW QUESTION 195

What is the practice of giving an employee access to only the resources needed to accomplish their job?
A. principle of least privilege

B. organizational separation

C. separation of duties

D. need to know principle

Answer: A

NEW QUESTION 196
Refer to the exhibit.

Mar 6 10:35:34 user sshd[12900]: pam_unix(sshd:auth);authentication failure;
logname= uid=0 euid=0 tty=ssh ruser= rhost=127.0.0.1

Mar 6 10:35:36 user sshd[12900]: Failed password for invalid user not_bill from
127.0.0.1 port 38346 ssh2

In which Linux log file is this output found?

A. Ivar/log/authorization.log
B. /var/log/dmesg

C. var/log/var.log

D. /var/log/auth.log

Answer: D

NEW QUESTION 197

Which metric is used to capture the level of access needed to launch a successful attack?
A. privileges required

B. user interaction

C. attack complexity

D. attack vector

Answer: D

Explanation:

Attack Vector ( AV) represents the level of access an attacker needs to have to exploit a vulnerability. It can assume four values: Network, Adjacent, Local and
Physical. Source: Official cert Guide Cisco CyberOps Associate CBROPS 200-201 Chapter7: Introduction to Security Operations Management.

NEW QUESTION 202
What is the difference between a threat and a risk?

A. Threat represents a potential danger that could take advantage of a weakness in a system

B. Risk represents the known and identified loss or danger in the system

C. Risk represents the nonintentional interaction with uncertainty in the system

D. Threat represents a state of being exposed to an attack or a compromise, either physically or logically.

Answer: A

Explanation:

A threat is any potential danger to an asset. If a vulnerability exists but has not yet been exploited—or, more importantly, it is not yet publicly known—the threat is

latent and not yet realized.

NEW QUESTION 206
Which utility blocks a host portscan?

A. HIDS

B. sandboxing

C. host-based firewall
D. antimalware

Answer: C
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NEW QUESTION 207
Refer to the exhibit.

Error Message *

During the analysis of a suspicious scanning activity incident, an analyst discovered multiple local TCP connection events Which technology provided these logs?

A. antivirus
B. proxy

C. IDS/IPS
D. firewall

Answer: D

NEW QUESTION 210

When trying to evade IDS/IPS devices, which mechanism allows the user to make the data incomprehensible without a specific key, certificate, or password?

A. fragmentation
B. pivoting

C. encryption

D. stenography

Answer: C

Explanation:

https://techdifferences.com/difference-between-steganography-and-cryptography.html#:~:text=The%?20steganog

NEW QUESTION 213
What are the two characteristics of the full packet captures? (Choose two.)

A. Identifying network loops and collision domains.

B. Troubleshooting the cause of security and performance issues.
C. Reassembling fragmented traffic from raw data.

D. Detecting common hardware faults and identify faulty assets.
E. Providing a historical record of a network transaction.

Answer: CE

NEW QUESTION 214

Which metric in CVSS indicates an attack that takes a destination bank account number and replaces it with a different bank account number?

A. integrity

B. confidentiality
C. availability

D. scope

Answer: A

NEW QUESTION 216

Drag and drop the definition from the left onto the phase on the right to classify intrusion events according to the Cyber Kill Chain model.

The threat actor engages in identification
and s=lection of targets.

réConnanssancd

An exploit is coupled with a remote access trojan

Weapomzaton

The weapon is transferred to the target environment, |

delivery

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Delivery: This step involves transmitting the weapon to the target.
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Weaponization: In this step, the intruder creates a malware weapon like a virus, worm or such in order to exploit the vulnerabilities of the target. Depending on the
target and the purpose of the attacker, this malware can exploit new, undetected vulnerabilities (also known as the zero-day exploits) or it can focus on a
combination of different vulnerabilities.

Reconnaissance: In this step, the attacker / intruder chooses their target. Then they conduct an in-depth research on this target to identify its vulnerabilities that
can be exploited.

NEW QUESTION 218
What are the two differences between stateful and deep packet inspection? (Choose two )

A. Stateful inspection is capable of TCP state tracking, and deep packet filtering checks only TCP source and destination ports
B. Deep packet inspection is capable of malware blocking, and stateful inspection is not

C. Deep packet inspection operates on Layer 3 and 4. and stateful inspection operates on Layer 3 of the OSI model

D. Deep packet inspection is capable of TCP state monitoring only, and stateful inspection can inspect TCP and UDP.

E. Stateful inspection is capable of packet data inspections, and deep packet inspection is not

Answer: AB

NEW QUESTION 222

How is NetFlow different from traffic mirroring?

A. NetFlow collects metadata and traffic mirroring clones data.

B. Traffic mirroring impacts switch performance and NetFlow does not.
C. Traffic mirroring costs less to operate than NetFlow.

D. NetFlow generates more data than traffic mirroring.

Answer: A

NEW QUESTION 223
Refer to the exhibit.

Aug 24 2020 09:02:37: %A5A-4-106023: Deny tcp src outside:209.165.200.228/51585 dst
inside:192.168.150.77/22 by access-group "OUTSIDE" [0x5063b82f, Ox0]

An analyst received this alert from the Cisco ASA device, and numerous activity logs were produced. How should this type of evidence be categorized?

A. indirect

B. circumstantial
C. corroborative
D. best

Answer: C

Explanation:

Indirect=circumstantail so there is no posibility to match A or B (only one answer is needed in this question). For suer it's not a BEST evidence - this FW data
inform only of DROPPED traffic. If smth happend inside network, presented evidence could be used to support other evidences or make our narreation stronger
but alone it's mean nothing.

NEW QUESTION 228
Refer to the exhibit.
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An engineer is analyzing a PCAP file after a recent breach An engineer identified that the attacker used an aggressive ARP scan to scan the hosts and found web
and SSH servers. Further analysis showed several SSH Server Banner and Key Exchange Initiations. The engineer cannot see the exact data being transmitted
over an encrypted channel and cannot identify how the attacker gained access How did the attacker gain access?

A. by using the buffer overflow in the URL catcher feature for SSH

B. by using an SSH Tectia Server vulnerability to enable host-based authentication
C. by using an SSH vulnerability to silently redirect connections to the local host

D. by using brute force on the SSH service to gain access

Answer: C

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy 200-201 dumps

@ 2 P QasseaqQs LJ https://www.2passeasy.com/dumps/200-201/ (263 New Questions)

NEW QUESTION 231
Which two pieces of information are collected from the IPv4 protocol header? (Choose two.)

A. UDP port to which the traffic is destined

B. TCP port from which the traffic was sourced
C. source IP address of the packet

D. destination IP address of the packet

E. UDP port from which the traffic is sourced

Answer: CD

NEW QUESTION 234
At a company party a guest asks questions about the company’s user account format and password complexity. How is this type of conversation classified?

A. Phishing attack

B. Password Revelation Strategy
C. Piggybacking

D. Social Engineering

Answer: D

NEW QUESTION 238
Which type of evidence supports a theory or an assumption that results from initial evidence?

A. probabilistic
B. indirect

C. best

D. corroborative

Answer: D

Explanation:
Corroborating evidence (or corroboration) is evidence that tends to support a theory or an assumption deduced by some initial evidence. This corroborating
evidence confirms the proposition. Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

NEW QUESTION 242
An offline audit log contains the source IP address of a session suspected to have exploited a vulnerability resulting in system compromise.
Which kind of evidence is this IP address?

A. best evidence

B. corroborative evidence
C. indirect evidence

D. forensic evidence

Answer: B

NEW QUESTION 246
Which technology should be used to implement a solution that makes routing decisions based on HTTP header, uniform resource identifier, and SSL session 1D
attributes?

A. AWS

B. lIS

C. Load balancer
D. Proxy server

Answer: C

Explanation:

Load Balancing: HTTP(S) load balancing is one of the oldest forms of load balancing. This form of load balancing relies on layer 7, which means it operates in the
application layer. This allows routing decisions based on attributes like HTTP header, uniform resource identifier, SSL session 1D, and HTML form data.

Load balancing applies to layers 4-7 in the seven-layer Open System Interconnection (OSI) model. Its capabilities are: L4. Directing traffic based on network data

and transport layer protocols, e.g., IP address and TCP port. L7. Adds content switching to load balancing, allowing routing decisions depending on characteristics
such as HTTP header, uniform resource identifier, SSL session ID, and HTML form data. GSLB. Global Server Load Balancing expands L4 and L7 capabilities to

servers in different sites

NEW QUESTION 250
Which filter allows an engineer to filter traffic in Wireshark to further analyze the PCAP file by only showing the traffic for LAN 10.11.x.x, between workstations and
servers without the Internet?

A. src=10.11.0.0/16 and dst=10.11.0.0/16

B. ip.src==10.11.0.0/16 and ip.dst==10.11.0.0/16
C. ip.src=10.11.0.0/16 and ip.dst=10.11.0.0/16
D. src==10.11.0.0/16 and dst==10.11.0.0/16

Answer: B
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NEW QUESTION 251
An engineer is addressing a connectivity issue between two servers where the remote server is unable to establish a successful session. Initial checks show that
the remote server is not receiving an SYN-ACK while establishing a session by sending the first SYN. What is causing this issue?

A. incorrect TCP handshake

B. incorrect UDP handshake

C. incorrect OSI configuration

D. incorrect snaplen configuration

Answer: A

NEW QUESTION 254
What is an incident response plan?

A. an organizational approach to events that could lead to asset loss or disruption of operations

B. an organizational approach to security management to ensure a service lifecycle and continuous improvements
C. an organizational approach to disaster recovery and timely restoration of operational services

D. an organizational approach to system backup and data archiving aligned to regulations

Answer: C

NEW QUESTION 257
What is the difference between the ACK flag and the RST flag?

A. The RST flag approves the connection, and the ACK flag terminates spontaneous connections.

B. The ACK flag confirms the received segment, and the RST flag terminates the connection.

C. The RST flag approves the connection, and the ACK flag indicates that a packet needs to be resent

D. The ACK flag marks the connection as reliable, and the RST flag indicates the failure within TCP Handshake

Answer: B

NEW QUESTION 259

What is the relationship between a vulnerability and a threat?

A. A threat exploits a vulnerability

B. A vulnerability is a calculation of the potential loss caused by a threat

C. A vulnerability exploits a threat

D. A threat is a calculation of the potential loss caused by a vulnerability

Answer: A

NEW QUESTION 264

What is a description of a social engineering attack?

A. fake offer for free music download to trick the user into providing sensitive data

B. package deliberately sent to the wrong receiver to advertise a new product

C. mistakenly received valuable order destined for another person and hidden on purpose
D. email offering last-minute deals on various vacations around the world with a due date and a counter
Answer: D

NEW QUESTION 268
Refer to the exhibit.
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What is shown in this PCAP file?

A. Timestamps are indicated with error.
B. The protocol is TCP.

C. The User-Agent is Mozilla/5.0.

D. The HTTP GET is encoded.

Answer: D

NEW QUESTION 270
How does statistical detection differ from rule-based detection?

A. Statistical detection involves the evaluation of events, and rule-based detection requires an evaluated set of events to function.

B. Statistical detection defines legitimate data over time, and rule-based detection works on a predefined set of rules

C. Rule-based detection involves the evaluation of events, and statistical detection requires an evaluated set of events to function Rule-based detection defines
D. legitimate data over a period of time, and statistical detection works on a predefined set of rules

Answer: B

NEW QUESTION 275
Which action prevents buffer overflow attacks?

A. variable randomization

B. using web based applications
C. input sanitization

D. using a Linux operating system

Answer: C

NEW QUESTION 278
Which type of data collection requires the largest amount of storage space?

A. alert data

B. transaction data
C. session data

D. full packet capture

Answer: D

NEW QUESTION 279

While viewing packet capture data, an analyst sees that one IP is sending and receiving traffic for multiple devices by modifying the IP header.
Which technology makes this behavior possible?

A. encapsulation

B. TOR

C. tunneling

D. NAT

Answer: D
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Explanation:
Network address translation (NAT) is a method of mapping an IP address space into another by modifying network address information in the IP header of packets
while they are in transit across a traffic routing device.

NEW QUESTION 280
Which regular expression is needed to capture the IP address 192.168.20.2327?

A. " (2:0-9]{1,3).){3}[0-9]{1,3}
B. A (?:[0-9]f1,3}\.){1,4}

C. " (2:[0-9){1,3\.)

D. ~ ([0-9]-{3})

Answer: A

NEW QUESTION 281

What is a purpose of a vulnerability management framework?
A. identifies, removes, and mitigates system vulnerabilities

B. detects and removes vulnerabilities in source code

C. conducts vulnerability scans on the network

D. manages a list of reported vulnerabilities

Answer: A

NEW QUESTION 282
Drag and drop the event term from the left onto the description on the right.

true negative malicious traffic is identified and an alert is generated
i

false negative bemign traffic incorectly generates an alert

true positive berign traffic does not generate an alert

false positive mahcious traffic does not generate an alert
A. Mastered
B. Not Mastered
Answer: A
Explanation:
I true negative | [ false negative
I s L el R
' — - - -

I

false negative | true positive |

|
|

[ true positive true negative
- T — T — T — T — R —
| false positive | talse positive

NEW QUESTION 286
A threat actor penetrated an organization's network. Using the 5-tuple approach, which data points should the analyst use to isolate the compromised host in a
grouped set of logs?

A. event name, log source, time, source IP, and host name

B. protocol, source IP, source port, destination IP, and destination port
C. event name, log source, time, source IP, and username

D. protocol, log source, source IP, destination IP, and host name

Answer: B
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NEW QUESTION 291

Which security model assumes an attacker within and outside of the network and enforces strict verification

before connecting to any system or resource within the organization?
A. Biba

B. Object-capability

C. Take-Grant

D. Zero Trust

Answer: D

Explanation:

Zero Trust security is an IT security model that requires strict identity verification for every person and device trying to access resources on a private network,
regardless of whether they are sitting within or outside of the network perimeter.

NEW QUESTION 292
Refer to the exhibit.
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Which frame numbers contain a file that is extractable via TCP stream within Wireshark?

A. 7,14, and 21

B. 7 and 21

C. 14,16,18, and 19
D.7to21

Answer: B

NEW QUESTION 297

What is the difference between indicator of attack (IloA) and indicators of compromise (IoC)?

A. loA is the evidence that a security breach has occurred, and loC allows organizations to act before the vulnerability can be exploited.
B. IoA refers to the individual responsible for the security breach, and loC refers to the resulting loss.
C. loC is the evidence that a security breach has occurred, and loA allows organizations to act before the vulnerability can be exploited.
D. loC refers to the individual responsible for the security breach, and oA refers to the resulting loss.

Answer: C

NEW QUESTION 302
Refer to the exhibit.

Mar 07 2020 leé:16:48:

by access-group "outside" [0x0, 0x0)

%ASA~-4-10€023: Deny tcp src
outside:10.22.219.221/54602 dst outside:10.

22.250.212/504

Which technology generates this log?

A. NetFlow
B. IDS

C. web proxy
D. firewall
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Answer: D

NEW QUESTION 305
What are two denial-of-service (DoS) attacks? (Choose two)

A. port scan

B. SYN flood

C. man-in-the-middle
D. phishing

E. teardrop

Answer: BC

NEW QUESTION 310
Refer to the exhibit.

I
L
=

=
[
I
[

What does the output indicate about the server with the IP address 172.18.104.139?
A. open ports of a web server

B. open port of an FTP server

C. open ports of an email server

D. running processes of the server

Answer: C

NEW QUESTION 311

What is a difference between SIEM and SOAR?

A. SOAR predicts and prevents security alerts, while SIEM checks attack patterns and applies the mitigation.

B. SIEM's primary function is to collect and detect anomalies, while SOAR is more focused on security operations automation and response.

C. SIEM predicts and prevents security alerts, while SOAR checks attack patterns and applies the mitigation.

D. SOAR's primary function is to collect and detect anomalies, while SIEM is more focused on security operations automation and response.

Answer: B

NEW QUESTION 313
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