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NEW QUESTION 1
If Internet Service is already selected as Destination in a firewall policy, which other configuration object can be selected for the Destination field of a firewall
policy?

A. IP address

B. No other object can be added
C. FQDN address

D. User or User Group

Answer: B

Explanation:

FortiGate Security 7.2 Study Guide (p.59): "When configuring your firewall policy, you can use Internet Service as the destination in a firewall policy, which
contains all the IP addresses, ports, and protocols used by that service. For the same reason, you cannot mix regular address objects with ISDB objects, and you
cannot select services on a firewall policy. The ISDB objects already have services information, which is hardcoded."

This is true because Internet Service is a special type of destination object that can only be used alone in a firewall policy. Internet Service is a feature that allows
FortiGate to identify and filter traffic based on the internet service or application that it belongs to, such as Facebook, YouTube, Skype, etc. Internet Service uses a
database of IP addresses and ports that are associated with each internet service or application, and updates it regularly from FortiGuard. When Internet Service is
selected as the destination in a firewall policy, FortiGate will match the traffic to the corresponding internet service or application, and apply the appropriate action
and security profiles to it. However, Internet Service cannot be combined with any other destination object, such as IP address, FQDN address, user or user group,
etc., as this would create a conflict or ambiguity in the firewall policy. Therefore, no other object can be added if Internet Service is already selected as the
destination in a firewall policy

NEW QUESTION 2

A network administrator has enabled full SSL inspection and web filtering on FortiGate. When visiting any HTTPS websites, the browser reports certificate warning
errors. When visiting HTTP websites, the browser does not report errors.

What is the reason for the certificate warning errors?

A. The matching firewall policy is set to proxy inspection mode.

B. The certificate used by FortiGate for SSL inspection does not contain the required certificate extensions.
C. The full SSL inspection feature does not have a valid license.

D. The browser does not trust the certificate used by FortiGate for SSL inspection.

Answer: D

Explanation:

FortiGate Security 7.2 Study Guide (p.235): "If FortiGate receives a trusted SSL certificate, then it generates a temporary certificate signed by the built-in
Fortinet CA_SSL certificate and sends it to the browser. If the browser trusts the Fortinet_ CA_SSL certificate, the browser completes the SSL handshake.
Otherwise, the browser also presents a warning message informing the user that the site is untrusted. In other words, for this function to work as intended, you
must import the Fortinet_ CA_SSL certificate into the trusted root CA certificate store of your browser."

NEW QUESTION 3
Which two statements explain antivirus scanning modes? (Choose two.)

A. In proxy-based inspection mode, files bigger than the buffer size are scanned.

B. In flow-based inspection mode, FortiGate buffers the file, but also simultaneously transmits it to the client.

C. In proxy-based inspection mode, antivirus scanning buffers the whole file for scanning, before sending it to the client.
D. In flow-based inspection mode, files bigger than the buffer size are scanned.

Answer: BC

Explanation:

An antivirus profile in full scan mode buffers up to your specified file size limit. The default is 10 MB. That is large enough for most files, except video files. If your
FortiGate model has more RAM, you may be able to increase this threshold. Without a limit, very large files could exhaust the scan memory. So, this threshold
balances risk and performance. Is this tradeoff unique to FortiGate, or to a specific model? No. Regardless of vendor or model, you must make a choice. This is
because of the difference between scans in theory, that have no limits, and scans on real-world devices, that have finite RAM. In order to detect 100% of malware
regardless of file size, a firewall would need infinitely large RAM--something that no device has in the real world. Most viruses are very small. This table shows a
typical tradeoff. You can see that with the default 10 MB threshold, only 0.01% of viruses pass through.

FortiGate Security 7.2 Study Guide (p.350 & 352): "In flow-based inspection mode, the IPS engine reads the payload of each packet, caches a local copy, and
forwards the packet to the receiver at the same time. Because the file is ransmitted simultaneously, flow-based mode consumes more CPU cycles than proxy-
based.” "Each protocol’'s proxy picks up a connection and buffers the entire file first (or waits until the oversize limit is reached) before scanning. The client must
wait for the scanning to finish."

NEW QUESTION 4

Refer to the exhibit.

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 status is up, but phase
2 fails to come up.
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Based on the phase 2 configuration shown in the exhibit, which configuration change will bring phase 2 up?

A. On Remote-FortiGate, set Seconds to 43200.

B. On HQ-FortiGate, set Encryption to AES256.

C. On HQ-FortiGate, enable Diffie-Hellman Group 2.
D. On HQ-FortiGate, enable Auto-negotiate.

Answer: B

NEW QUESTION 5
Refer to the FortiGuard connection debug output.

debug rating

Num. of serv
Frotocol
Port

Wel ght
10

Based on the output shown in the exhibit, which two statements are correct? (Choose two.)

A. A local FortiManager is one of the servers FortiGate communicates with.

B. One server was contacted to retrieve the contract information.

C. There is at least one server that lost packets consecutively.

D. FortiGate is using default FortiGuard communication settings.

Answer: BD

Explanation:

FortiGate Security 7.2 Study Guide (p.287-288): "Flags: D (IP returned from DNS), | (Contract server contacted), T (being timed), F (failed)" "By default, FortiGate
is configured to enforce the use of HTTPS port 443 to perform live filtering with FortiGuard or FortiManager. Other ports and protocols are available by disabling

the FortiGuard anycast setting on the CLI."

NEW QUESTION 6

Which statement about the policy ID number of a firewall policy is true?

A. Itis required to modify a firewall policy using the CLI.

B. It represents the number of objects used in the firewall policy.

C. It changes when firewall policies are reordered.
D. It defines the order in which rules are processed.

Answer: A

NEW QUESTION 7
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Which engine handles application control traffic on the next-generation firewall (NGFW) FortiGate?

A. Antivirus engine

B. Intrusion prevention system engine
C. Flow engine

D. Detection engine

Answer: B

Explanation:
http://docs.fortinet.com/document/fortigate/6.0.0/handbook/240599/application-control

NEW QUESTION 8
Which two statements describe how the RPF check is used? (Choose two.)

A. The RPF check is a mechanism that protects FortiGate and the network from IP spoofing attacks.
B. The RPF check is run on the first sent and reply packet of any new session.

C. The RPF check is run on the first sent packet of any new session.

D. The RPF check is run on the first reply packet of any new session.

Answer: AC

Explanation:

FortiGate Infrastructure 7.2 Study Guide (p.41): "The RPF check is a mechanism that protects FortiGate and your network from IP spoofing attacks by checking for
a return path to the source in the routing table." "FortiGate performs an RPF check only on the first packet of a new session. That is, after the first packet passes
the RPF check and FortiGate accepts the session, FortiGate doesn’t perform any additional RPF checks on that session."

* A. The RPF check is a mechanism that protects FortiGate and the network from IP spoofing attacks.

This is true because the RPF check verifies that the source IP address of an incoming packet matches the reverse route for that address, meaning that the packet
came from a legitimate source and not from an attacker who is trying to impersonate another host. This prevents IP spoofing attacks, where an attacker sends
packets with a forged source IP address to bypass security policies or launch denial-of-service attacksl

* C. The RPF check is run on the first sent packet of any new session.

This is true because the RPF check is performed only once per session, on the first packet sent by either the client or the server, depending on the direction of the
session initiation. This reduces the processing overhead and improves performance2

NEW QUESTION 9

Refer to the exhibit.

The exhibit shows the FortiGuard Category Based Filter section of a corporate web filter profile.

An administrator must block access to download.com, which belongs to the Freeware and Software Downloads category. The administrator must also allow other
websites in the same category.

Edit Web Filter Profile

MName Lorporate

Comments

Feature set Proxy-based

' 0255

i FortiGuard Category Based Filter

Mame Action

[E Bandwidth Consuming €

Freeware and Software Downloads & Allow
File Sharing and Storage 2 Allow
Streaming Media and Download & Allew
Peer-to-peer File Sharing & Allow
Internet Radio and TV & Allow
Internet Telephony S Allow

] Security Risk @

Malicious Websites & Block

35% €D

What are two solutions for satisfying the requirement? (Choose two.)

A. Configure a separate firewall policy with action Deny and an FQDN address object for *.download.com as destination address.
B. Configure a web override rating for download.com and select Malicious Websites as the subcategory.

C. Set the Freeware and Software Downloads category Action to Warning.

D. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.

Answer: BD

Explanation:

FortiGate Security 7.2 Study Guide (p.268-269): "If you want to make an exception, for example, rather than unblock access to a potentially unwanted category,
change the website to an allowed category. You can also do the reverse. You can block a website that belongs to an allowed category." "Static URL filtering is
another web filter feature. Configured URLs in the URL filter are checked against the visited websites. If a match is found, the configured action is taken. URL
filtering has the same patterns as static domain filtering: simple, regular expressions, and wildcard."
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* B. Configure a web override rating for download.com and select Malicious Websites as the subcategory. This is true because a web override rating is a feature
that allows the administrator to change the FortiGuard category of a specific website or domain, and apply a different action to it based on the web filter profile. By
configuring a web override rating for download.com and selecting Malicious Websites as the subcategory, the administrator can block access to download.com,
which belongs to the Freeware and Software Downloads category by default, without affecting other websites in the same category. The Malicious Websites
category has the action Block in the web filter profile shown in the exhibit.

* D. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.

This is true because a static URL filter entry is a feature that allows the administrator to define custom rules for filtering specific URLs or domains, and apply an
action to them based on the web filter profile. By configuring a static URL filter entry for download.com with Type and Action set to Wildcard and Block,
respectively, the administrator can block access to download.com and any subdomains or paths under it, without affecting other websites in the Freeware and
Software Downloads category. The static URL filter entries have higher priority than the FortiGuard category based filter entries in the web filter profile.

NEW QUESTION 10
What are two functions of the ZTNA rule? (Choose two.)

A. It redirects the client request to the access proxy.
B. It applies security profiles to protect traffic.

C. It defines the access proxy.

D. It enforces access control.

Answer: BD

Explanation:
A ZTNA rule is a policy that enforces access control and applies security profiles to protect traffic between the client and the access proxyl. A ZTNA rule defines
the following parameters1:

> Incoming interface: The interface that receives the client request.

> Source: The address and user group of the client.

> ZTNA tag: The tag that identifies the domain that the client belongs to.

> ZTNA server: The server that hosts the access proxy.

> Destination: The address of the application that the client wants to access.

> Action: The action to take for the traffic that matches the rule. It can be accept, deny, or redirect.

> Security profiles: The security features to apply to the traffic, such as antivirus, web filter, application control, and so on.

A ZTNA rule does not redirect the client request to the access proxy. That is the function of a policy route that matches the ZTNA tag and sends the traffic to the
ZTNA server2.

A ZTNA rule does not define the access proxy. That is done by creating a ZTNA server object that specifies the IP address, port, and certificate of the access
proxy3.

FortiGate Infrastructure 7.2 Study Guide (p.177): "A ZTNA rule is a proxy policy used to enforce access control. You can define ZTNA tags or tag groups to enforce
zero-trust role-based access. To create a rule, type a rule name, and add IP addresses and ZTNA tags or tag groups that are allowed or blocked access. You also
select the ZTNA server as the destination. You can also apply security profiles to protect this traffic.”

NEW QUESTION 10
Refer to the exhibit.

Fortigate # diagnose sniffer packet any “icmp® 5
interfaces=[any]
filters=[icmp]
29.378482 port? in 19.8.1.2 ->» B.8.8.8B: icmp: echo request
4590 @83c 2f8f 0008 BOO1 fOZe Dadd 9162
2808 OBDPE 0BDD AdSa OO0l POOL1l 6162 6364
6566 6768 696a 6bBc Gdbe &f7@ 7172 7374 efghijklmnopgrst
7576 7761 6263 6465 6667 GB69 uvwabcdefghi

128.370805 portl out 19.56.240.228 -» B.8.8.8: icmp: &cho request

Ox0000 4500 093c 2f8f 0008 7fOl 0106 Ga38 foed

axealo 0808 9828 BBED@ 6159 ecOl DEO1l 6162 6364

axe02d 6566 6768 696a 6b6c G6d6e 6F7@ 7172 7374 efghijklmnopqrst

8xe03e 7576 7761 6263 6465 6667 GBI uvwabcdefghi

29.372138 portl in B.E.B.B -> 10.56.240.228: icmp: echo reply
450@ 993c 0008 008 7501 Ja95 9808 0808 Bacdis
28a3g foed 0OOD 6959 ecdl OOl 6162 6364 «Beseed¥Y....abcd
6566 6768 696a 6bbc bdee &F70 7172 7374 efghijklmnopqrst
7576 7761 6263 6465 6667 GB69 uvwabcdefghi

20.372163 port? out 8.8.8.8 -> 10.90.1.2: icmp: echo reply

Bxe000 4500 003c 0000 0ODO 74901 2bbo OEOB OBO8 E..

Bxeale 2abe 8182 8228 555a 201 2201l 6162 6364

Bxea20 6566 6768 696a G6b6c Gdbe &6F70 7172 7374 efghijklmnopqrst
2xea30 7576 7761 6263 6465 6667 GB69 uvwabcdefghi

An administrator is running a sniffer command as shown in the exhibit.
Which three pieces of information are included in the sniffer output? (Choose three.)

A. Interface name

B. Ethernet header
C. IP header

D. Application header
E. Packet payload

Answer: ACE

NEW QUESTION 11
An administrator is running the following sniffer command:
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Which three pieces of Information will be Included in me sniffer output? {Choose three.)

A. Interface name

B. Packet payload

C. Ethernet header
D. IP header

E. Application header

Answer: ABD

NEW QUESTION 13
Which two protocols are used to enable administrator access of a FortiGate device? (Choose two.)

A. SSH

B. HTTPS
C.FTM

D. FortiTelemetry

Answer: AB

NEW QUESTION 17
Examine this PAC file configuration.
Which of the following statements are true? (Choose two.)

A. Browsers can be configured to retrieve this PAC file from the FortiGate.

B. Any web request to the 172.25. 120.0/24 subnet is allowed to bypass the proxy.

C. All requests not made to Fortinet.com or the 172.25. 120.0/24 subnet, have to go through altproxy.corp.com: 8060.
D. Any web request fortinet.com is allowed to bypass the proxy.

Answer: AD

NEW QUESTION 22
Which three CLI commands can you use to troubleshoot Layer 3 issues if the issue is in neither the physical layer nor the link layer? (Choose three.)

A. diagnose sys top

B. execute ping

C. execute traceroute

D. diagnose sniffer packet any
E. get system arp

Answer: BCD

NEW QUESTION 26
Which two actions can you perform only from the root FortiGate in a Security Fabric? (Choose two.)

A. Shut down/reboot a downstream FortiGate device.

B. Disable FortiAnalyzer logging for a downstream FortiGate device.
C. Log in to a downstream FortiSwitch device.

D. Ban or unban compromised hosts.

Answer: AB

NEW QUESTION 31
An organization requires remote users to send external application data running on their PCs and access FTP resources through an SSL/TLS connection.
Which FortiGate configuration can achieve this goal?

A. SSL VPN bookmark

B. SSL VPN tunnel

C. Zero trust network access
D. SSL VPN quick connection

Answer: B

Explanation:

FortiGate Infrastructure 7.2 Study Guide (p.198): "Tunnel mode requires FortiClient to connect to FortiGate. FortiClient adds a virtual network adapter identified as
fortissl to the user’'s PC. This virtual adapter dynamically receives an IP address from FortiGate each time FortiGate establishes a new VPN connection. Inside the
tunnel, all traffic is SSL/TLS encapsulated. The main advantage of tunnel mode over web mode is that after the VPN is established, any IP network application
running on the client can send traffic through the tunnel.”

An SSL VPN tunnel allows remote users to establish a secure and encrypted Virtual Private Network (VPN) connection to the private network using the SSL/TLS
protocoll. An SSL VPN tunnel can provide access to network resources such as FTP servers, as well as external applications running on the user’'s PC1.

An SSL VPN bookmark is a web link that provides access to network resources through the SSL VPN web portall. It does not support external applications
running on the user’'s PC.

Zero trust network access (ZTNA) is a security model that provides role-based application access to remote users without exposing the private network to the
internet2. It does not use SSL/TLS protocol, but rather a proprietary ZTNA protocol.

SSL VPN quick connection is a feature that allows users to connect to an SSL VPN tunnel without installing FortiClient or any other software on their PC3. It
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requires a web browser that supports Java or ActiveX. It does not support external applications running on the user’s PC.

NEW QUESTION 34
Refer to the exhibit.

HQ-FortiGate

Remote-FortiGate

w

Phase ¥ Selectons Phase I Seleciors =
| NEY S Lol Address Remate Address Marme Lot al Addreds Remate Addreid
ToRemote QODOV0.000 Q00000000 ToRemaole QDD 0DD 0.0U0LODDIDLD
Edit Phase 2 Edit Phase 2
M ToRemote Marms: Tolermete
Comments Comiments
Lotal Address Subret » Q0000000 Low 3l Address Sulbniet v  D00000.00
Remate Address Subnet - 00000000 Remote Addrets Subret 00000000
B Advanced. .. B Advanced...
Phase 3 Proposal € Add Phase 2 Proposal  © Add
E moryplicn AES128 w Authenticathon SHAT - Encryption AES 254 =  Authentication SHA1
Enable Replay Detection & Enabile Replay Detecthon &
Enable Perfect Forward Secrecy (PF5) @3 Enable Perfect Forward Secrecy (PR3 G

a2 31 30 e 8 7 iz 31 ) Fa 8 27
Difte- He lleruan G oug 21 20 19 18 17 14 Dithe- Helman Group 21 20 1% 18 17 1

15 1485 2 1 15 4 a5 &2 1
Loca Port AR = Loc sl Port All @
Remote Port AN 3 Remate Port Al 3@
Protocol ANl 3 Protocol All &
Auto-negotiate Auto-negotiale
Autckey Keep Al At ooy Keep Albwe
My Litetirme Ceconds - Ky Lifetime Seconds
Seconds 4 3200 Seconds 18800

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 status is up. but phase
2 fails to come up.
Based on the phase 2 configuration shown in the exhibit, what configuration change will bring phase 2 up?

A. On HQ-FortiGate, enable Auto-negotiate.

B. On Remote-FortiGate, set Seconds to 43200.

C. On HQ-FortiGate, enable Diffie-Hellman Group 2.
D. On HQ-FortiGate, set Encryption to AES256.

Answer: D
NEW QUESTION 37

Refer to the exhibit, which contains a static route configuration. An administrator created a static route for Amazon Web Services.
Edit Static Route

Destination € Subnet
B Amazon-AWS -
Gateway Address  10.200.1.254
Interface ™ portl x
+
Comments Write a nt 4 01255
Status [+ JEGIENE © Disabled

Which CLI command must the administrator use to view the route?

A. get router info routing-table database
B. diagnose firewall route list

C. get internet-service route list

D. get router info routing-table all

Answer: B

Explanation:

ISDB static route will not create entry directly in routing-table. Reference: https://community.fortinet.com/t5/FortiGate/Technical-Tip-Creating-a-static-route-for-
Predefined-Internet/ta-p/1

and here

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Verify-the-matching-policy-route/ta-p/190640

FortiGate Infrastructure 7.2 Study Guide (p.16 and p.59): "Even though they are configured as static routes, ISDB routes are actually policy routes and take
precedence over any other routes in the routing table. As such, ISDB routes are added to the policy routing table." "FortiOS maintains a policy route table that you
can view by running the diagnose firewall proute list command."

NEW QUESTION 41
A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 fails to come up. The
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administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they match.

HQ-FortiGate 10 40.10.200
-] Remote-FortiGate
X
Mtk Hatwork
Wieer b :r".-'- B tign I
Resnale Gatevw Sabc IP Address - Aemrecite GatEey Stabc IP Address -
B Aok 10,10 200 10 P Addreds 10010100 10
Irde T g & portl - Uil f s = portt
Liscal Gatewiry » Ll oty »
Mhodle Config Whasde Corifig
SAT Traversal m Dtabile  Foroed AT Traweres m Chsabls  Foroed
Heepalive hrequency 10 wepalive Freguency 10
Dred Peer Defection Dizsakle m on Demand Dl Pt DebecTion [ 3 e m
Forweed Erar Coarection F.; L 3 —d ZR Y Forward Erroe Coerection Eaze Iy e
B Advanced... B Advanced...
ALtPeieibi 50 ke ALt el ation
btethod Pre-shared Key = ‘et bt Pre-shared Key =
Pregbur ed Ky EEESEEEE i Pre-uhared Ky FEEEEEEE L
IKE IKE
Wersion n 2 —— H:
v PO - oo e
Mode
- Phase 1 Proposal O Acd
Main (1D protection) ;
Encryption AES2AR w  Authenthcati SHAZHG udl L.
Peer Options
1 30 2 28 27
Aocept Types 32 3
Diffie-Hellman Group 21 20 i 18 i7 16
Any peer ID - 15 14 h W 2 1
Prase | Proposal @ Add Ky Lifetime (seconds) | 88400
Encryplian AESI2E = Aulhenilcstion SHA1 - M Local 1D
Ercryplion AESZSE w jAothentication | SHAZSE - M
32 n 30 28 28 [0 2T
Diffie- Heliman Group 2 20 19 18 17 16
15 14 5 & 2 1
Ky Lifetime (saconds) 86400
Local 1D

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes will bring phase 1 up? (Choose two.)

A. On HQ-FortiGate, set IKE mode to Main (ID protection).
B. On both FortiGate devices, set Dead Peer Detection to On Demand.

C. On HQ-FortiGate, disable Diffie-Helman group 2.

D. On Remote-FortiGate, set port2 as Interface.
Answer: AD

Explanation:

"In IKEv1, there are two possible modes in which the IKE SA negotiation can take place: main, and aggressive mode. Settings on both ends must agree;

otherwise, phase 1 negotiation fails and both IPsec peers are not able to establish a secure channel."

NEW QUESTION 43

Which two types of traffic are managed only by the management VDOM? (Choose two.)

A. FortiGuard web filter queries
B. PKI

C. Traffic shaping

D. DNS

Answer: AD

NEW QUESTION 47

Which two features of IPsec IKEv1 authentication are supported by FortiGate? (Choose two.)

A. Extended authentication (XAuth) for faster authentication because fewer packets are exchanged

B. Extended authentication (XAuth) to request the remote peer to provide a username and password

C. No certificate is required on the remote peer when you set the certificate signature as the authentication method

D. Pre-shared key and certificate signature as authentication methods

Answer: BD

Explanation:

* B. Extended authentication (XAuth) to request the remote peer to provide a username and password

This is true because extended authentication (XAuth) is a feature that allows FortiGate to request the remote peer to provide a username and password during the
IPsec IKEv1 authentication process. XAuth is an extension of the IKEv1 protocol that adds an additional authentication step after the main mode or aggressive
mode exchange. XAuth can be used with either pre-shared key or certificate signature as the primary authentication method, and it can provide stronger security
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and granular access control for IPsec VPNs12
* D. Pre-shared key and certificate signature as authentication methods

This is true because pre-shared key and certificate signature are two authentication methods that are supported by FortiGate for IPsec IKEv1l VPNs. Pre-shared
key is a method where both peers share a secret key that is used to authenticate each other during the IKEv1 exchange. Certificate signature is a method where
both peers have digital certificates that are used to verify each other’s identity and public key during the IKEv1 exchange. Both methods can be combined with

XAuth for additional authentication

NEW QUESTION 50
Which three statements explain a flow-based antivirus profile? (Choose three.)

A. Flow-based inspection uses a hybrid of the scanning modes available in proxy-based inspection.
B. If a virus is detected, the last packet is delivered to the client.

C. The IPS engine handles the process as a standalone.

D. FortiGate buffers the whole file but transmits to the client at the same time.

E. Flow-based inspection optimizes performance compared to proxy-based inspection.

Answer: ADE

NEW QUESTION 53
Which statements about the firmware upgrade process on an active-active HA cluster are true? (Choose two.)

A. The firmware image must be manually uploaded to each FortiGate.

B. Only secondary FortiGate devices are rebooted.

C. Uninterruptable upgrade is enabled by default.

D. Traffic load balancing is temporally disabled while upgrading the firmware.

Answer: CD
NEW QUESTION 56

Refer to the exhibits.
Exhibit A shows a network diagram. Exhibit B shows the firewall policy configuration and a VIP object configuration.

The WAN (portl) interface has the IP address 10.200.1.1/24. The LAN (port3) interface has the IP address 10.0.1.254/24.

Exhibit A || ExRIBIE B
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Exhibit A'| Exhibit B

Mame From To Source Destination Schedule Service Action MNAT
WebServer ™ WAN [portl) ™= LAM(port3) & all = vIP 8 always @ ALL « ACCEPT & Enabled
Edit Virtual IP

VIPtype  IPvé

Parme VIP

Comments L Qr255
Colos & Change

MNetwork |

Interface |
Type Static NAT
External IP address/range @  10.200.1.10 |
Mapto

IPwd address/range 10.0.1.10 |

O Optional Filters |

L) Port Forwarding |

Protocol L= UDP SCTP ICMP
Port Mapping Type Many te many
External service port 'ﬂ‘ 10443

Map to IPv4 port 443

If the host 10.200.3.1 sends a TCP SYN packet on port 10443 to 10.200.1.10, what will the source address, destination address, and destination port of the packet
be, after FortiGate forwards the packet to the destination?

A. 10.0.1.254, 10.0.1.10, and 443, respectively
B. 10.0.1.254, 10.200.1.10, and 443, respectively
C. 10.200.3.1, 10.0.1.10, and 443, respectively
D. 10.0.1.254, 10.0.1.10, and 10443, respectively

Answer: C

Explanation:

The host 10.200.3.1 sends a TCP SYN packet on port 10443 to 10.200.1.10, which is the external IP address of the VIP object named VIP in Exhibit B1. The VIP
object maps the external IP address and port to the internal IP address and port of the server 10.0.1.10 and 443, respectivelyl. The VIP object also enables NAT,
which means that the source address of the packet will be translated to the IP address of the outgoing interface2.

The firewall policy ID 1 in Exhibit B allows traffic from WAN (portl) to LAN (port3) with the destination address of VIP and the service of HTTPS1. The policy also
enables NAT, which means that the source address of the packet will be translated to the IP address of the outgoing interface2.

Therefore, after FortiGate forwards the packet to the destination, the source address, destination address, and destination port of the packet will be 10.200.3.1,
10.0.1.10, and 443, respectively.

You can find more information about VIP objects and firewall policies in the Fortinet Documentation

NEW QUESTION 58
Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based inspection mode? (Choose two.)

A. Warning
B. Exempt
C. Allow
D. Learn

Answer: AC

NEW QUESTION 62
Which statements best describe auto discovery VPN (ADVPN). (Choose two.)

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes.

B. ADVPN is only supported with IKEv2.

C. Tunnels are negotiated dynamically between spokes.

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are defined in advance.

Answer: AC

NEW QUESTION 63

Which of the following conditions must be met in order for a web browser to trust a web server certificate signed by a third-party CA?
A. The public key of the web server certificate must be installed on the browser.

B. The web-server certificate must be installed on the browser.

C. The CA certificate that signed the web-server certificate must be installed on the browser.
D. The private key of the CA certificate that signed the browser certificate must be installed on the browser.
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Answer: C

NEW QUESTION 65
Which two types of traffic are managed only by the management VDOM? (Choose two.)

A. FortiGuard web filter queries
B. PKI

C. Traffic shaping

D. DNS

Answer: AD

Explanation:

FortiGate Infrastructure 7.2 Study Guide (p.73): "What about traffic originating from FortiGate? Some system daemons, such as NTP and FortiGuard updates,
generate traffic coming from FortiGate. Traffic coming from FortiGate to those global services originates from the management VDOM. One, and only one, of the
VDOMs on a FortiGate device is assigned the role of the management VDOM. It is important to note that the management VDOM designation is solely for traffic
originated by FortiGate, such as FortiGuard updates, and has no effect on traffic passing through FortiGate."

NEW QUESTION 66
FortiGate is operating in NAT mode and is configured with two virtual LAN (VLAN) subinterfaces added to the same physical interface.
In this scenario, what are two requirements for the VLAN ID? (Choose two.)

A. The two VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in the same subnet.
B. The two VLAN subinterfaces can have the same VLAN ID, only if they belong to different VDOMs.

C. The two VLAN subinterfaces must have different VLAN IDs.

D. The two VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in different subnets.

Answer: BC

Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Note-How-to-use-emac-vlan-to-share-the-same-VLAN/t When FortiGate is operating in NAT mode, it means
that it uses network address translation (NAT) to modify the source or destination IP addresses of the traffic passing through itl. NAT mode allows FortiGate to
hide the IP addresses of the internal network from the external network, and to conserve IP addresses by using a single public IP address for multiple private 1P
addressesl.

A virtual LAN (VLAN) subinterface is a logical interface that allows traffic from different VLANSs to enter

and exit the FortiGate unit2. A VLAN subinterface is created by adding a VLAN ID to a physical interface or an aggregate interface2. A VLAN ID is a numerical
identifier that distinguishes one VLAN from another2.

In this scenario, there are two requirements for the VLAN ID of the VLAN subinterfaces added to the same physical interface:

> The two VLAN subinterfaces must have different VLAN IDs. This is because the VLAN ID is used to tag the traffic with the appropriate VLAN information, and
to separate the traffic into different VLANSs2. If the two VLAN subinterfaces have the same VLAN ID, they will not be able to distinguish the traffic from each other,
and they will not be able to forward the traffic to the correct destination.

> The two VLAN subinterfaces can have the same VLAN ID, only if they belong to different

VDOMSs. This is because VDOMs are virtual instances of FortiGate that can have their own interfaces, policies, and routing tables3. Each VDOM operates
independently from other VDOMs, and can have its own VLAN subinterfaces with different or identical VLAN IDs3. However, this requires inter-VDOM links to
allow traffic between different VDOMSs3.

NEW QUESTION 68

Refer to the exhibits.

The exhibits show a network diagram and firewall configurations.

An administrator created a Deny policy with default settings to deny Webserver access for Remote-User2. Remote-Userl must be able to access the Webserver.
Remote-User2 must not be able to access the Webserver.

Exhibit A [ExmbIt' B

Source IP address Remole-User2:

201.0.114.23
Firewall policy configured with Destination IP address: \\
virlual IP of webserver N"_*- .~':_. 113.22
Exiernal IPiAddress 203.0.113.22 Destination port: £0 Remote-User2

Ranige

Mapped IF Address) 10.0,1.1

|

WAN[pDIrT_‘I )

Source |P address Remul&—User1;\\\-
FortiGate 203.0.115.23 \\\

Destination IP address: Remote-User
203.0.113.22
Destination port: 80

LAN(port3)

.0.1.254

- Webserver
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ExhIDIEA | Exhibit B

Edit Address
Mame Deny_IP
Color & Change
Type -
IPMetmask 201.0.114.23/32
Iinterface = WARN (portl) -
Static route configuration O
Comments Deny web server access. 23/255
D Name Source Destination Schedule Service Action

[E ™ WAN (port1) —~ M LAN (port3) @
4 Deny = Deny IP & al [© always @ ALL @ DENY

3 Allow _access = all & Webserver (o always i) ALL v ACCEPT

In this scenario, which two changes can the administrator make to deny Webserver access for Remote-User2? (Choose two.)

A. Disable match-vip in the Deny policy.

B. Set the Destination address as Deny_IP in the Allow-access policy.
C. Enable match vip in the Deny policy.

D. Set the Destination address as Web_server in the Deny policy.

Answer: BC

Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Firewall-does-not-block-incoming-WAN-to-LAN/ta The exhibits show a network diagram and firewall
configurations for a FortiGate unit that has two policies:

Allow_access and Deny. The Allow_access policy allows traffic from the WAN (portl) interface to the LAN (port3) interface with the destination address of VIP and
the service of HTTPS. The VIP object maps the external IP address 10.200.1.10 and port 10443 to the internal IP address 10.0.1.10 and port 443 of the
Webserver. The Deny policy denies traffic from the WAN (portl) interface to the LAN (port3) interface with the source address of Deny_IP and the destination
address of All.

In this scenario, the administrator wants to deny Webserver access for Remote-User2, who has the IP address 10.200.3.2 , which is included in the Deny_IP
address object. Remote-Userl, who has the IP address 10.200.3.1, must be able to access the Webserver.

To achieve this goal, the administrator can make two changes to deny Webserver access for Remote-User2:

> Set the Destination address as Webserver in the Deny policy. This will make the Deny policy more specific and match only the traffic that is destined for the
Webserver’s internal IP address, instead of any destination address.

> Enable match-vip in the Deny policy. This will make the Deny policy apply to traffic that matches a VIP object, instead of ignoring itl. This way, the Deny policy
will block Remote-User2’s traffic that uses the VIP object’s external IP address and port.

NEW QUESTION 72
Why does FortiGate Keep TCP sessions in the session table for several seconds, even after both sides (client and server) have terminated the session?

A. To allow for out-of-order packets that could arrive after the FIN/ACK packets
B. To finish any inspection operations

C. To remove the NAT operation

D. To generate logs

Answer: A

Explanation:
TCP provides the ability for one end of a connection to terminate its output while still receiving data from the other end. This is called a half-close. FortiGate unit
implements a specific timer before removing an entry in the firewall session table.

NEW QUESTION 75
Which of the following SD-WAN load balancing method use interface weight value to distribute traffic? (Choose two.)

A. Source IP
B. Spillover
C. Volume
D. Session

Answer: CD
Explanation:

https://docs.fortinet.com/document/fortigate/6.0.0/handbook/49719/configuring-sd-wan-load-balancing

NEW QUESTION 78
Refer to the exhibits.
Exhibit A shows the application sensor configuration. Exhibit B shows the Excessive-Bandwidth and Apple
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filter details.

Exhibit A | Exhibit B

Edit Application Sensor

Categories

= All Categorics

© ~ Business (179, & 6)

@~ Game (124)

@&~ Web.Client (18)

Application and Filter Overrides

Create New #F

@ - Collaboration (293, &5 8)

an = Mobile (3) & = NetworkService (332)
@~ P2P(83) @~ Proxy (106)

@~ RemoteAccess (91) @ i Se-cial.h'[edin (150, £ 31)
& = Storage Backup (296, & 14) & - Update (48)

@~ Video/Audio (206, & 13) & - VolP (31)

B Metwork Protocol Enforcement

Priority Details Type Action
1 EZE Excessive-Bandwidth  Filter @ Block
9 = Apple Filter ® Monitor

& - CloudIT (31)
& - Email (87, &512)
& ~ Generalinterest (241, &5 9)

@ = Unknown Applications

" ExhibitA'| Exhibit B

Edit Override

Type  Application

Action 3 Block~

+

Filter EX Excessive-Bandwidth x

FaceTime

Mame =

2 FaceTime

[E Application Signature ETEE 7]

Category = Technology =

B ValP Client-Server

Edit Override

Type Application m

Action @& Monitor -
Filter  EIEZ Apple

FaceTime

MName =

Bl Application Signature €1ED)

3 FaceTime

Category = Technology =

W VolP Client-Server

Based on the configuration, what will happen to Apple FaceTime if there are only a few calls originating or incoming?

A. Apple FaceTime will be allowed, based on the Categories configuration.
B. Apple FaceTime will be blocked, based on the Excessive-Bandwidth filter configuration.
C. Apple FaceTime will be allowed, based on the Apple filter configuration.

D. Apple FaceTime will be allowed only if the Apple filter in Application and Filter Overrides is set to Allow.

Answer: B

Explanation:

FortiGate Security 7.2 Study Guide (p.310): "Then, FortiGate scans packets for matches, in this order, for the application control profile: 1. Application and filter
overrides: If you have configured any application overrides or filter overrides, the application control profile considers those first. It looks for a matching override
starting at the top of the list, like firewall policies. 2. Categories: Finally, the application control profile applies the action that you've configured for applications in

your selected categories."
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NEW QUESTION 79
Which three security features require the intrusion prevention system (IPS) engine to function? (Choose three.)

A. Web filter in flow-based inspection
B. Antivirus in flow-based inspection
C. DNS filter

D. Web application firewall

E. Application control

Answer: ABE

Explanation:
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/739623/dns-filter-handled-by-ips-engine-in-flow

NEW QUESTION 81
What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?

A. It limits the scanning of application traffic to the DNS protocol only.

B. It limits the scanning of application traffic to use parent signatures only.

C. It limits the scanning of application traffic to the browser-based technology category only.
D. It limits the scanning of application traffic to the application category only.

Answer: C

Explanation:
FortiGate Security 7.2 Study Guide (p.317): "You can configure the URL Category within the same security policy; however, adding a URL filter causes application
control to scan applications in only the browser-based technology category, for example, Facebook Messenger on the Facebook website."

NEW QUESTION 86
Which two statements are correct regarding FortiGate HA cluster virtual IP addresses? (Choose two.)

A. Heartbeat interfaces have virtual IP addresses that are manually assigned.

B. A change in the virtual IP address happens when a FortiGate device joins or leaves the cluster.
C. Virtual IP addresses are used to distinguish between cluster members.

D. The primary device in the cluster is always assigned IP address 169.254.0.1.

Answer: BD

NEW QUESTION 88
Refer to the exhibit.

Name SLA1

Protocol SN HTTP DNS

Server 4222 x
4221 x

Participants All SD-WAN Members
= por1 ®
* port2 X

Enable probe packets B

An administrator has configured a performance SLA on FortiGate, which failed to generate any traffic. Why is FortiGate not sending probes to 4.2.2.2 and 4.2.2.1
servers? (Choose two.)

A. The Detection Mode setting is not set to Passive.

B. Administrator didn't configure a gateway for the SD-WAN members, or configured gateway is not valid.
C. The configured participants are not SD-WAN members.

D. The Enable probe packets setting is not enabled.

Answer: BD

NEW QUESTION 92

An administrator is configuring an Ipsec between site A and siteB. The Remotes Gateway setting in both sites has been configured as Static IP Address. For site
A, the local quick mode selector is 192. 16. 1.0/24 and the remote quick mode selector is 192. 16.2.0/24. How must the administrator configure the local quick
mode selector for site B?

A.192. 168.3.0/24
B. 192. 168.2.0/24
C. 192. 168. 1.0/24
D. 192. 168.0.0/8

Answer: B
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NEW QUESTION 96
Which statements best describe auto discovery VPN (ADVPN). (Choose two.)

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes.

B. ADVPN is only supported with IKEv2.

C. Tunnels are negotiated dynamically between spokes.

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are defined in advance.

Answer: AC

NEW QUESTION 99
Which two types of traffic are managed only by the management VDOM? (Choose two.)

A. FortiGuard web filter queries
B. PKI

C. Traffic shaping

D. DNS

Answer: AD

NEW QUESTION 101
On FortiGate, which type of logs record information about traffic directly to and from the FortiGate management IP addresses?

A. System event logs
B. Forward traffic logs
C. Local traffic logs
D. Security logs

Answer: C

NEW QUESTION 105
Which timeout setting can be responsible for deleting SSL VPN associated sessions?

A. SSL VPN idle-timeout

B. SSL VPN http-request-body-timeout
C. SSL VPN login-timeout

D. SSL VPN dtls-hello-timeout

Answer: A

NEW QUESTION 108
The HTTP inspection process in web filtering follows a specific order when multiple features are enabled in the web filter profile. What order must FortiGate use
when the web filter profile has features enabled, such as safe search?

A. DNS-based web filter and proxy-based web filter

B. Static URL filter, FortiGuard category filter, and advanced filters

C. Static domain filter, SSL inspection filter, and external connectors filters
D. FortiGuard category filter and rating filter

Answer: B

Explanation:

FortiGate Security 7.2 Study Guide (p.285): "Remember that the web filtering profile has several features. So, if you have enabled many of them, the inspection
order flows as follows: 1. The local static URL filter 2. FortiGuard category filtering (to determine a rating) 3. Advanced filters (such as safe search or removing
Active X components)"

NEW QUESTION 112
Which two statements are true about the FGCP protocol? (Choose two.)

A. FGCP elects the primary FortiGate device.

B. FGCP is not used when FortiGate is in transparent mode.

C. FGCP runs only over the heartbeat links.

D. FGCP is used to discover FortiGate devices in different HA groups.

Answer: AC

Explanation:

The FGCP (FortiGate Clustering Protocol) is a protocol that is used to manage high availability (HA) clusters of FortiGate devices. It performs several functions,
including the following:

FGCP elects the primary FortiGate device: In an HA cluster, FGCP is used to determine which FortiGate device will be the primary device, responsible for handling
traffic and making decisions about what to allow or block. FGCP uses a variety of factors, such as the device's priority, to determine which device should be the
primary.

FGCP runs only over the heartbeat links: FGCP communicates between FortiGate devices in the HA cluster using the heartbeat links. These are dedicated links
that are used to exchange status and control information between the devices. FGCP does not run over other types of links, such as data links.
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NEW QUESTION 116
When a firewall policy is created, which attribute is added to the policy to support recording logs to a FortiAnalyzer or a FortiManager and improves functionality
when a FortiGate is integrated with these devices?

A. Log ID

B. Universally Unique Identifier
C. Policy ID

D. Sequence ID

Answer: B

Explanation:
FortiGate Security 7.2 Study Guide (p.67): "When creating firewall objects or policies, a universally unique identifier (UUID) attribute is added so that logs can
record these UUIDs and improve functionality when integrating with FortiManager or FortiAnalyzer."

NEW QUESTION 117
What are two features of collector agent advanced mode? (Choose two.)

A. In advanced mode, FortiGate can be configured as an LDAP client and group filters can be configured on FortiGate.
B. In advanced mode, security profiles can be applied only to user groups, not individual users.

C. Advanced mode uses the Windows convention—NetBios: Domain\Username.

D. Advanced mode supports nested or inherited groups.

Answer: AD

Explanation:

* A. In advanced mode, FortiGate can be configured as an LDAP client and group filters can be configured on FortiGate.

This is true because advanced mode allows FortiGate to query the LDAP server directly for user information and group membership, without relying on the
collector agent. This enables FortiGate to apply security policies based on LDAP group filters, which can be configured on FortiGatel

* D. Advanced mode supports nested or inherited groups.

This is true because advanced mode can handle complex group structures, such as nested groups or inherited groups, where a user belongs to a group that is a
member of another group. This allows FortiGate to apply security policies based on the effective group membership of a user, not just the direct group
membershipl

FortiGate Infrastructure 7.2 Study Guide (p.146): "Also, advanced mode supports nested or inherited groups; that is, users can be members of subgroups that
belong to monitored parent groups.” "In advanced mode, you can configure FortiGate as an LDAP client and configure the group filters on FortiGate. You can also
configure group filters on the collector agent.”

NEW QUESTION 118

Refer to exhibit.

An administrator configured the web filtering profile shown in the exhibit to block access to all social networking sites except Twitter. However, when users try to
access twitter.com, they are redirected to a FortiGuard web filtering block page.

Mame Allow_Twatter 8 Static URL Filter
Comments E 0/255 Block imvalid URLs O
Feature set Prosy-based URL Filter i
& Create New ’ Q
& FortiGuard Category Based Filter
URL Type Action Status
twilter.com Wildcard & Allow & Enable
Mame Action
Medicine S Allow
Mews and Media & Allow 1)
Secial Networking @ Block Block malicious URLs discovered by FortiSandbox OB
Political Organizations & Allow Content Filter »
Reference & Allow
Global Religion & Allow
Shopping & Allow
Society and Lifestyles & Allow
Sports & Allow

Based on the exhibit, which configuration change can the administrator make to allow Twitter while blocking all other social networking sites?

A. On the FortiGuard Category Based Filter configuration, set Action to Warning for Social Networking
B. On the Static URL Filter configuration, set Type to Simple

C. On the Static URL Filter configuration, set Action to Exempt.

D. On the Static URL Filter configuration, set Action to Monitor.

Answer: C

NEW QUESTION 121
By default, FortiGate is configured to use HTTPS when performing live web filtering with FortiGuard servers. Which CLI command will cause FortiGate to use an
unreliable protocol to communicate with FortiGuard servers for live web filtering?
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A. set fortiguard-anycast disable
B. set webfilter-force-off disable
C. set webfilter-cache disable
D. set protocol tcp

Answer: A

Explanation:
y default, "fortiguard-anycast” is enabled, and this setting only works with "set protocol https". To use udp (ie. "set protocol udp"), "fortiguard-anycast" must be
disabled.

NEW QUESTION 125
Which feature in the Security Fabric takes one or more actions based on event triggers?

A. Fabric Connectors
B. Automation Stitches
C. Security Rating

D. Logical Topology

Answer: B

NEW QUESTION 126

Which statement describes a characteristic of automation stitches?
A. They can have one or more triggers.

B. They can be run only on devices in the Security Fabric.

C. They can run multiple actions simultaneously.

D. They can be created on any device in the fabric.

Answer: C

Explanation:

https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/351998/creating-automation-stitches

NEW QUESTION 128
View the exhibit.

Destmation m Named Address  internet Service Destinaton m Named Address  Internet Senvice
17213 4 V255255 2550 17213 24 V255 255 25510

Interface 1 TunnelB - Interface =Y Tunneld, -

Administratve Cistance @ 5 Administrateve Distance @ 10

Comments daidn Comments -

SHatus © Disabled Status © Disabled

& Advanced Options @] Advanced Opbons

Priorty € | 30 Priorty @ | 0

Which of the following statements are correct? (Choose two.)

A. This setup requires at least two firewall policies with the action set to IPsec.
B. Dead peer detection must be disabled to support this type of IPsec setup.
C. The TunnelB route is the primary route for reaching the remote sit

D. The TunnelA route is used only if the TunnelB VPN is down.

E. This is a redundant IPsec setup.

Answer: CD

Explanation:
https://docs.fortinet.com/document/fortigate/6.2.4/cookbook/632796/ospf-with-ipsec-vpn-for-network-redundan
NEW QUESTION 132

How does FortiGate act when using SSL VPN in web mode?
A. FortiGate acts as an FDS server.

B. FortiGate acts as an HTTP reverse proxy.

C. FortiGate acts as DNS server.

D. FortiGate acts as router.

Answer: B

NEW QUESTION 136

Which two statements are true about the RPF check? (Choose two.)

A. The RPF check is run on the first sent packet of any new session.
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B. The RPF check is run on the first reply packet of any new session.
C. The RPF check is run on the first sent and reply packet of any new session.
D. RPF is a mechanism that protects FortiGate and your network from IP spoofing attacks.

Answer: AD

NEW QUESTION 139
Refer to the exhibit.

NAT mnﬂe VDOMs

Transparent mode VDOMSs
To_Internet w. Local

Root
m=—= 1
:{{{{-}.ﬂ}:-}g{-ﬁ%- i = - EEEEEE EE =
T '| "

DMZ

¥
S
.'..‘.."-‘...5

LAN Mgmt Network  Local network Web Server

The Root and To_Internet VDOMSs are configured in NAT mode. The DMZ and Local VDOMs are configured in transparent mode.

The Root VDOM is the management VDOM. The To_Internet VDOM allows LAN users to access the internet. The To_Internet VDOM is the only VDOM with

internet access and is directly connected to ISP modem .
With this configuration, which statement is true?

A. Inter-VDOM links are required to allow traffic between the Local and Root VDOMSs.
B. A static route is required on the To_Internet VDOM to allow LAN users to access the internet.
C. Inter-VDOM links are required to allow traffic between the Local and DMZ VDOMs.

D. Inter-VDOM links are not required between the Root and To_Internet VDOMSs because the Root VDOM is used only as a management VDOM.

Answer: A

NEW QUESTION 143
Examine the exhibit, which contains a virtual IP and firewall policy configuration.

Exhibit A [Exhibit B

. " 3 a I~

LAN{port3)
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Exhibit A'| Exhibit B

MName From To Source Destination Schedule Service Action MNAT
WebServer ™ WAN (portl) = LAN(port3) & all & vVIP [0 always @ ALL  ACCEPT @ Enabled
Edit Virtual IP |

VIP type IPv4

Name ViP

Comments Wit 0/255
Color & Change

MNetwork

Interface |
Type Static NAT
External IP address/range O 10.200.1.10 |
Map to

IPv4 address/frange 10.0.1.10 |

B Optional Filters |

& Port Forwarding |

Protocol (=8 LDP SCTP ICMP
Port Mapping Type Marny to many

External serviceport @ 10443
Map to IPv4 port #43

The WAN (portl) interface has the IP address 10.200. 1. 1/24. The LAN (port2) interface has the IP address 10.0. 1.254/24.
The first firewall policy has NAT enabled on the outgoing interface address. The second firewall policy is configured with a VIP as the destination address. Which
IP address will be used to source NAT the Internet traffic coming from a workstation with the IP address 10.0. 1. 10/24?

A.10.200. 1. 10

B. Any available IP address in the WAN (portl) subnet 10.200. 1.0/24 66 of 108
C.10.200.1.1

D. 10.0. 1.254

Answer: A

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-firewall-52/Firewall%200bjects/Virtual%20IPs.

NEW QUESTION 144
What is the effect of enabling auto-negotiate on the phase 2 configuration of an IPsec tunnel?

A. FortiGate automatically negotiates different local and remote addresses with the remote peer.

B. FortiGate automatically negotiates a new security association after the existing security association expires.
C. FortiGate automatically negotiates different encryption and authentication algorithms with the remote peer.
D. FortiGate automatically brings up the IPsec tunnel and keeps it up, regardless of activity on the IPsec tunnel.

Answer: D

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=12069

FortiGate Infrastructure 7.2 Study Guide (p.264): "...then FortiGate might drop interesting traffic because of the absence of active SAs. To prevent this, you can
enable Auto-negotiate. When you do this, FortiGate not only negotiates new SAs before the current SAs expire, but it also starts using the new SAs right away."
"Another benefit of enabling Auto-negotiate is that the tunnel comes up and stays up automatically, even when there is no interesting traffic. When you enable
Autokey Keep Alive and keep Auto-negotiate disabled, the tunnel does not come up automatically unless there is interesting traffic. However, after the tunnel is up,
it stays that way because FortiGate periodically sends keep alive packets over the tunnel. Note that when you enable Auto-negotiate, Autokey Keep Alive is
implicitly enabled.”

NEW QUESTION 145
A team manager has decided that, while some members of the team need access to a particular website, the majority of the team does not Which configuration
option is the most effective way to support this request?

A. Implement a web filter category override for the specified website
B. Implement a DNS filter for the specified website.

C. Implement web filter quotas for the specified website

D. Implement web filter authentication for the specified website.

Answer: D
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NEW QUESTION 150
Which two statements are correct about a software switch on FortiGate? (Choose two.)

A. It can be configured only when FortiGate is operating in NAT mode
B. Can act as a Layer 2 switch as well as a Layer 3 router

C. All interfaces in the software switch share the same IP address

D. It can group only physical interfaces

Answer: AC

NEW QUESTION 152
An administrator needs to increase network bandwidth and provide redundancy.
What interface type must the administrator select to bind multiple FortiGate interfaces?

A. VLAN interface

B. Software Switch interface
C. Aggregate interface

D. Redundant interface

Answer: C

Explanation:

An aggregate interface is a logical interface that combines two or more physical interfaces into one virtual interfacel. An aggregate interface can increase network
bandwidth and provide redundancy by distributing traffic across multiple physical interfaces using a load balancing algorithm1. An aggregate interface can also
support link aggregation control protocol (LACP) to negotiate the link aggregation settings with the connected devicel.

NEW QUESTION 157
Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server) have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Answer: D

NEW QUESTION 158
Refer to the exhibits.

Edit Policy
Name € Facebook SSL Inspection
Incoming interface & port2 -
Outgoing interface ™ port1 -
Source = all X
Destination = all x
Service WALL o
Firewall/Network Options
! < {1 .:."l' T sett I m | |
o0

Security Profiles

SSL Inspection certificate-inspection «~

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version NSE4_FGT-7.2 Questions & Answers shared by Certleader

Coader of IT Cortfications https://www.certleader.com/NSE4 FGT-7.2-dumps.html (156 Q&AS)

| Edit Policy
Name €) Facebook Access
Incoming interface ™ port2 -
Outgoing interface ™ port1 -
Source = all o
Destination = all x
Schedule (o always -
Service AppDefault 4y
Application Facebook x
Facebook_Like Button & x
Facebook Video Play L
URL Category +
V@ eIyl @ DENY
Firewall/Network Options
Protocol Options default v #

The exhibits show the SSL and authentication policy (Exhibit A) and the security policy (Exhibit B) for Facebook .

Users are given access to the Facebook web application. They can play video content hosted on Facebook but they are unable to leave reactions on videos or
other types of posts.

Which part of the policy configuration must you change to resolve the issue?

A. Make SSL inspection needs to be a deep content inspection.

B. Force access to Facebook using the HTTP service.

C. Get the additional application signatures are required to add to the security policy.
D. Add Facebook in the URL category in the security policy.

Answer: A

Explanation:
They can play video (tick) content hosted on Facebook, but they are unable to leave reactions on videos or other types of posts. This indicate that the rule are
partially working as they can watch video but cant react, i.e. liking the content. So must be an issue with the SSL inspection rather then adding an app rule.

NEW QUESTION 161
FortiGate is configured as a policy-based next-generation firewall (NGFW) and is applying web filtering and application control directly on the security policy. Which
two other security profiles can you apply to the security policy? (Choose two.)

A. Antivirus scanning
B. File filter

C. DNS filter

D. Intrusion prevention

Answer: AD

NEW QUESTION 163
In an explicit proxy setup, where is the authentication method and database configured?

A. Proxy Policy

B. Authentication Rule

C. Firewall Policy

D. Authentication scheme

Answer: D

NEW QUESTION 164

Which statement is correct regarding the security fabric?
A. FortiManager is one of the required member devices.
B. FortiGate devices must be operating in NAT mode.

C. A minimum of two Fortinet devices is required.

D. FortiGate Cloud cannot be used for logging purposes.
Answer: B

Explanation:

FortiGate Security 7.2 Study Guide (p.428): "You must have a minimum of two FortiGate devices at the core of the Security Fabric, plus one FortiAnalyzer or cloud
logging solution. FortiAnalyzer Cloud or FortiGate Cloud can act as the cloud logging solution. The FortiGate devices must be running in NAT mode."

NEW QUESTION 168
Refer to the exhibit.
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Devices

-— ﬂ

o=

Topology last updated 8 second(s) ago \ Remote-FortiGate
Bl < Update Now "To-LocatHQ1

& No cntical nsk

Given the security fabric topology shown in the exhibit, which two statements are true? (Choose two.)

A. There are five devices that are part of the security fabric.

B. Device detection is disabled on all FortiGate devices.

C. This security fabric topology is a logical topology view.

D. There are 19 security recommendations for the security fabric.

Answer: CD

Explanation:
References: https://docs.fortinet.com/document/fortigate/5.6.0/cookbook/761085/results
https://docs.fortinet.com/document/fortimanager/6.2.0/new-features/736125/security-fabric-topology

NEW QUESTION 171
Refer to the exhibit.

Username Administrator & Change Password
Type

Match a user on a remote server group
Match all users in a remote server group
Use public key infrastructure (PKI) group

Comments Write a comment 0/255
Administrator Profile prof _admin -

Email Address admin@xyz.com

» SMS

®» Two-factor Authentication
(®» Restrict login to trusted hosts

(» Restnict admin to guest account provisioning only

The global settings on a FortiGate device must be changed to align with company security policies. What does the Administrator account need to access the

FortiGate global settings?

A. Change password

B. Enable restrict access to trusted hosts
C. Change Administrator profile

D. Enable two-factor authentication

Answer: C
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NEW QUESTION 176
Which certificate value can FortiGate use to determine the relationship between the issuer and the certificate?

A. Subject Key Identifier value

B. SMMIE Capabilities value

C. Subject value

D. Subject Alternative Name value

Answer: A

NEW QUESTION 179
Which of statement is true about SSL VPN web mode?

A. The tunnel is up while the client is connected.

B. It supports a limited number of protocols.

C. The external network application sends data through the VPN.
D. It assigns a virtual IP address to the client.

Answer: B

Explanation:
FortiGate_Security 6.4 page 575 - Web mode requires only a web browser, but supports a limited number of protocols.

NEW QUESTION 181

Refer to the exhibits.

Exhibit A shows a network diagram. Exhibit B shows the firewall policy configuration and a VIP object configuration.
The WAN (portl) interface has the IP address 10.200.1.1/24.

The LAN (port3) interface has the IP address 10.0.1.254/24.

The administrator disabled the WebServer firewall policy.

Exhibit A |[JEXRIDIE'E

WAN(port1)

1 /24

= ; _'_”'f#-
] 1.1.10/24
" LAN(port3)
- f_‘_,,-' 10. 6 A
- 3
.-'.\“‘. " -
s

ExhIBIEA| Exhibit B

MNanme From To Source Destination Schedule Service Action MNAT
Full Access = LAMportd) M wWAN(portl) 3 all 2 an (8 always @ ALL  ACCEPT @& Enabled
- &V (6 abway m A
Edit Virtual IP

VIP type 1P
Name ViP
Comments waril 4 Drss

Color & Change

Metwork

Interface
Type Static NAT
External IP addressirange @ 10.200.1.10
Map to

|Pv4 address/range 1000.1.10

3 Ogptional Filters

B Port Forwarding
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Which IP address will be used to source NAT the traffic, if a user with address 10.0.1.10 connects over SSH to the host with address 10.200.3.1?

A.10.200.1.10
B. 10.0.1.254
C.10.200.1.1
D. 10.200.3.1

Answer: C

Explanation:

Traffic is coming from LAN to WAN, matches policy Full_Access which has NAT enable, so traffic uses source IP address of outgoing interface. Simple SNAT.

NEW QUESTION 183
Refer to the exhibit.

Exhibit A | Exhibit B

WAN(port1)

LU . £ L L%

LAN(port3)

s
]

ExhibiEA'| Exhibit B

L) Port Forwarding

Protocol L=y UDP SCTP  ICMP

Port Mapping Type m Many to many

External serviceport ) 443

Map to 1Py port 443

Mame From To Source Destinalion Schedule Service Action MAT
Full Access ™ LAN(portd] M WANIportl) & all & ali fo atways D ALL « ACCEPT @ IP Pool
WebServer ™ WAN(portl) ™ LAM(port3) 3 a & vIP @ always @ ALL v ACCEPT  © Disabled
Edit Virtual IP Edit Dynamic IP Pool
VIP type 1P Mame 1P Pool
Marme viP Comments t £ 07255
Comments A (/255 Twpt: m One-to-One Fixed Port Range  Port Block Allecation
Color & Change External IP address/range @ 10.200.1.100-10.200.1. 100
MAT G4 .
Metwork ARP Reply O
Interface == ot ] -
Type Static MAT
External IP addressirange @ 10.200.1.10
Mapto
1Py addressirange 10.0.1.10
B Optional Filters

The exhibit contains a network diagram, virtual IP, IP pool, and firewall policies configuration. The WAN (portl) interface has the IP address 10.200. 1. 1/24.

The LAN (port3) interface has the IP address 10 .0.1.254. /24. The first firewall policy has NAT enabled using IP Pool.

The second firewall policy is configured with a VIP as the destination address.

Which IP address will be used to source NAT the internet traffic coming from a workstation with the IP address 10.0. 1. 10?

A.10.200.1.1
B. 10.200.3. 1

C. 10.200. 1. 100
D. 10.200. 1. 10
Answer: C

Explanation:
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Policy 1 is applied on outbound (LAN-WAN) and policy 2 is applied on inbound (WAN-LAN). question is asking SNAT for outbound traffic so policy 1 will take place
and NAT overload is in effect.

NEW QUESTION 184
An administrator has a requirement to keep an application session from timing out on port 80. What two changes can the administrator make to resolve the issue
without affecting any existing services running through FortiGate? (Choose two.)

A. Create a new firewall policy with the new HTTP service and place it above the existing HTTP policy.
B. Create a new service object for HTTP service and set the session TTL to never

C. Set the TTL value to never under config system-ttl

D. Set the session TTL on the HTTP policy to maximum

Answer: BC

NEW QUESTION 186
If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to?

A. ACRL

B. A person

C. A subordinate CA
D. Aroot CA

Answer: D

NEW QUESTION 190
Which statement about video filtering on FortiGate is true?

A. Video filtering FortiGuard categories are based on web filter FortiGuard categories.
B. It does not require a separate FortiGuard license.

C. Full SSL inspection is not required.

D. its available only on a proxy-based firewall policy.

Answer: D

Explanation:

FortiGate Security 7.2 Study Guide (p.279): "To apply the video filter profile, proxy-based firewall polices currently allow you to enable the video filter profile. You
must enable full SSL inspection on the firewall policy."
https://docs.fortinet.com/document/fortigate/7.2.4/administration-guide/860867/filtering-based-on-fortiguard-cat

NEW QUESTION 192
Refer to the exhibit, which contains a session diagnostic output.

Which statement is true about the session diagnostic output?
A. The session is a UDP unidirectional state.

B. The session is in TCP ESTABLISHED state.

C. The session is a bidirectional UDP connection.

D. The session is a bidirectional TCP connection.

Answer: C

Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 193
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