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NEW QUESTION 1

A company wants to use AWS development tools to replace its current bash deployment scripts. The company currently deploys a LAMP application to a group of
Amazon EC2 instances behind an Application Load Balancer (ALB). During the deployments, the company unit tests the committed application, stops and starts
services, unregisters and re-registers instances with the load balancer, and updates file permissions. The company wants to maintain the same deployment
functionality through the shift to using AWS

services.

Which solution will meet these requirements?

A. Use AWS CodeBuild to test the applicatio

B. Use bash scripts invoked by AWS CodeDeploy's appspec.yml file to restart services, and deregister and register instances with the AL
C. Use the appspec.yml file to update file permissions without a custom script.

D. Use AWS CodePipeline to move the application from the AWS CodeCommit repository to AWS CodeDeplo

E. Use CodeDeploy's deployment group to test the application, unregister and re-register instances with the AL

F. and restart service

G. Use the appspec.yml file to update file permissions without a custom script.

H. Use AWS CodePipeline to move the application source code from the AWS CodeCommit repository to AWS CodeDeplo
I. Use CodeDeploy to test the applicatio

J. Use CodeDeploy's appspec.yml file to restart services and update permissions without a custom scrip

K. Use AWS CodeBuild to unregister and re-register instances with the ALB.

L. Use AWS CodePipeline to trigger AWS CodeBuild to test the applicatio

M. Use bash scripts invoked by AWS CodeDeploy's appspec.yml file to restart service

N. Unregister and re-register the instances in the AWS CodeDeploy deployment group with the AL

O. Update the appspec.yml file to update file permissions without a custom script.

Answer: D

Explanation:
https://aws.amazon.com/blogs/devops/how-to-test-and-debug-aws-codedeploy-locally-before-you-ship-your-

code/#:~:text=You%20can%?20test%20application%20code,local%20server%200r%20EC2

%?20instance.

NEW QUESTION 2

A company runs applications in AWS accounts that are in an organization in AWS Organizations The applications use Amazon EC2 instances and Amazon S3.
The company wants to detect potentially compromised EC2 instances suspicious network activity and unusual API activity in its existing AWS accounts and in any
AWS accounts that the company creates in the future When the company detects one to these events the company wants to use an existing Amazon Simple
Notification Service (Amazon SNS) topic to send a notification to its operational support team for investigation and remediation.

Which solution will meet these requirements in accordance with AWS best practices?

A. In the organization's management account configure an AWS account as the AmazonGuardDuty administrator accoun

B. In the GuardDuty administrator account add the company's existing AWS accounts to GuardDuty as members In the GuardDuty administrator account create an
Amazon EventBridge rule with an event pattern to match GuardDuty events and to forward matching events to the SNS topic.

C. In the organization's management account configure Amazon GuardDuty to add newly created AWS accounts by invitation and to send invitations to the
existing AWS accounts Create an AWS Cloud Formation stack set that accepts the GuardDuty invitation and creates an Amazon EventBridge rule Configure the
rule with an event pattern to matc

D. GuardDuty events and to forward matching events to the SNS topi

E. Configure the Cloud Formation stack set to deploy into all AWS accounts in the organization.

F. In the organization's management accoun

G. create an AWS CloudTrail organization trail Activate the organization trail in all AWS accounts in the organizatio

H. Create an SCP that enables VPC Flow Logs in each account in the organizatio

I. Configure AWS Security Hub for the organization Create an Amazon EventBridge rule with an even pattern to match Security Hub events and to forward
matching events to the SNS topic.

J. In the organization's management account configure an AWS account as the AWS CloudTrail administrator account in the CloudTrail administrator account
create a CloudTrail organization trai

K. Add the company's existing AWS accounts to the organization trail Create an SCP that enables VPC Flow Logs in each account in the organizatio

L. Configure AWS Security Hub for the organizatio

M. Create an Amazon EventBridge rule with an event pattern to match Security Hub events and to forward matching events to the SNS topic.

Answer: B

Explanation:

It allows the company to detect potentially compromised EC2 instances, suspicious network activity, and unusual API activity in its existing AWS accounts and in
any AWS accounts that the company creates in the future using Amazon GuardDuty. It also provides a solution for automatically adding future AWS accounts to
GuardDuty by configuring GuardDuty to add newly created AWS accounts by invitation and to send invitations to the existing AWS accounts.

NEW QUESTION 3

A company requires an RPO of 2 hours and an RTO of 10 minutes for its data and application at all times. An application uses a MySQL database and Amazon
EC2 web servers. The development team needs a strategy for failover and disaster recovery.

Which combination of deployment strategies will meet these requirements? (Select TWO.)

A. Create an Amazon Aurora cluster in one Availability Zone across multiple Regions as the data store Use Aurora’s automatic recovery capabilities in the event of
a disaster

B. Create an Amazon Aurora global database in two Regions as the data stor

C. In the event of a failure promote the secondary Region as the primary for the application.

D. Create an Amazon Aurora multi-master cluster across multiple Regions as the data stor

E. Use a Network Load Balancer to balance the database traffic in different Regions.

F. Set up the application in two Regions and use Amazon Route 53 failover-based routing that points to the Application Load Balancers in both Region

G. Use hearth checks to determine the availability in a given Regio

H. Use Auto Scaling groups in each Region to adjust capacity based on demand.

I. Set up the application m two Regions and use a multi-Region Auto Scaling group behind Application Load Balancers to manage the capacity based on deman
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J. In the event of a disaster adjust the Auto Scaling group's desired instance count to increase baseline capacity in the failover Region.

Answer: BD

NEW QUESTION 4

A DevOps engineer is implementing governance controls for a company that requires its infrastructure to be housed within the United States. The engineer must
restrict which AWS Regions can be used, and ensure an alert is sent as soon as possible if any activity outside the governance policy takes place. The controls
should be automatically enabled on any new Region outside the United States (US).

Which combination of actions will meet these requirements? (Select TWO.)

A. Create an AWS Organizations SCP that denies access to all non-global services in non- US Region

B. Attach the policy to the root of the organization.

C. Configure AWS CloudTrail to send logs to Amazon CloudWatch Logs and enable it for all Region

D. Use a CloudWatch Logs metric filter to send an alert on any service activity in non-US Regions.

E. Use an AWS Lambda function that checks for AWS service activity and deploy it to all Region

F. Write an Amazon EventBridge rule that runs the Lambda function every hour, sending an alert if activity is found in a non-US Region.

G. Use an AWS Lambda function to query Amazon Inspector to look for service activity in non-US Regions and send alerts if any activity is found.
H. Write an SCP using the aws: RequestedRegion condition key limiting access to US Region

I. Apply the policy to all users, groups, and roles

Answer: AB

Explanation:

To implement governance controls that restrict AWS service usage to within the United States and ensure alerts for any activity outside the governance policy, the
following actions will meet the requirements:

? A. Create an AWS Organizations SCP that denies access to all non-global services in non-US Regions. Attach the policy to the root of the organization. This
action will effectively prevent users and roles in all accounts within the organization from accessing services in non-US Regions12.

? B. Configure AWS CloudTrail to send logs to Amazon CloudWatch Logs and enable it for all Regions. Use a CloudWatch Logs metric filter to send an alert on
any service activity in non-US Regions. This action will allow monitoring of all AWS Regions and will trigger alerts if any activity is detected in non-US Regions,
ensuring that the governance team is notified as soon as possible3.

References:

? AWS Documentation on Service Control Policies (SCPs) and how they can be used to manage permissions and restrict access based on Regions12.

? AWS Documentation on monitoring CloudTrail log files with Amazon CloudWatch Logs to set up alerts for specific activities3.

NEW QUESTION 5

An application runs on Amazon EC2 instances behind an Application Load Balancer (ALB). A DevOps engineer is using AWS CodeDeploy to release a new
version. The deployment fails during the AllowTraffic lifecycle event, but a cause for the failure is not indicated in the deployment logs.

What would cause this?

A. The appspe

B. yml file contains an invalid script that runs in the AllowTraffic lifecycle hook.

C. The user who initiated the deployment does not have the necessary permissions tointeract with the ALB.
D. The health checks specified for the ALB target group are misconfigured.

E. The CodeDeploy agent was not installed in the EC2 instances that are pad of the ALB target group.

Answer: C

Explanation:

This failure is typically due to incorrectly configured health checks in Elastic Load Balancing for the Classic Load Balancer, Application Load Balancer, or Network
Load Balancer used to manage traffic for the deployment group. To resolve the issue, review and correct any errors in the health check configuration for the load
balancer. https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting-deployments.html#troubleshooting-deployments-allowtraffic-no-logs

NEW QUESTION 6

A company deploys a web application on Amazon EC2 instances that are behind an

Application Load Balancer (ALB). The company stores the application code in an AWS CodeCommit repository. When code is merged to the main branch, an
AWS Lambda function invokes an AWS CodeBuild project. The CodeBuild project packages the code, stores the packaged code in AWS CodeArtifact, and
invokes AWS Systems Manager Run Command to deploy the packaged code to the EC2 instances.

Previous deployments have resulted in defects, EC2 instances that are not running the latest version of the packaged code, and inconsistencies between
instances.

Which combination of actions should a DevOps engineer take to implement a more reliable deployment solution? (Select TWO.)

A. Create a pipeline in AWS CodePipeline that uses the CodeCommit repository as a source provide

B. Configure pipeline stages that run the CodeBuild project in parallel to build and test the applicatio

C. In the pipeline, pass the CodeBuild project output artifact to an AWS CodeDeploy action.

D. Create a pipeline in AWS CodePipeline that uses the CodeCommit repository as a source provide

E. Create separate pipeline stages that run a CodeBuild project to build and then test the applicatio

F. In the pipeline, pass the CodeBuild project output artifact to an AWS CodeDeploy action.

G. Create an AWS CodeDeploy application and a deployment group to deploy the packaged code to the EC2 instance
H. Configure the ALB for the deployment group.

I. Create individual Lambda functions that use AWS CodeDeploy instead of Systems Manager to run build, test, and deploy actions.
J. Create an Amazon S3 bucke

K. Modify the CodeBuild project to store the packages in the S3 bucket instead of in CodeArtifac

L. Use deploy actions in CodeDeploy to deploy the artifact to the EC2 instances.

Answer: AC
Explanation:
To implement a more reliable deployment solution, a DevOps engineer should take the following actions:

? Create a pipeline in AWS CodePipeline that uses the CodeCommit repository as a source provider. Configure pipeline stages that run the CodeBuild project in
parallel to build and test the application. In the pipeline, pass the CodeBuild project output artifact to an AWS CodeDeploy action. This action will improve the
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deployment reliability by automating the entire process from code commit to deployment, reducing human errors and inconsistencies. By running the build and test
stages in parallel, the pipeline can also speed up the delivery time and provide faster feedback. By using CodeDeploy as the deployment action, the pipeline can
leverage the features of CodeDeploy, such as traffic shifting, health checks, rollback, and deployment configuration123

? Create an AWS CodeDeploy application and a deployment group to deploy the packaged code to the EC2 instances. Configure the ALB for the deployment
group. This action will improve the deployment reliability by using CodeDeploy to orchestrate the deployment across multiple EC2 instances behind an ALB.
CodeDeploy can perform blue/green deployments or in-place deployments with traffic shifting, which can minimize downtime and reduce risks. CodeDeploy can
also monitor the health of the instances during and after the deployment, and automatically roll back if any issues are detected. By configuring the ALB for the
deployment group, CodeDeploy can register and deregister instances from the load balancer as needed, ensuring that only healthy instances receive traffic45
The other options are not correct because they do not improve the deployment reliability or follow best practices. Creating separate pipeline stages that run a
CodeBuild project to build and then test the application is not a good option because it will increase the pipeline execution time and delay the feedback loop.
Creating individual Lambda functions that use CodeDeploy instead of Systems Manager to run build, test, and deploy actions is not a valid option because it will
add unnecessary complexity and cost to the solution. Lambda functions are not designed for long-running tasks such as building or deploying applications.
Creating an Amazon S3 bucket and modifying the CodeBuild project to store the packages in the S3 bucket instead of in CodeArtifact is not a necessary option
because it will not affect the deployment reliability. CodeArtifact is a secure, scalable, and cost- effective package management service that can store and share
software packages for application development67

References:

? 1: What is AWS CodePipeline? - AWS CodePipeline

? 2: Create a pipeline in AWS CodePipeline - AWS CodePipeline

? 3: Deploy an application with AWS CodeDeploy - AWS CodePipeline

? 4: What is AWS CodeDeploy? - AWS CodeDeploy

? 5: Configure an Application Load Balancer for your blue/green deployments - AWS CodeDeploy

? 6: What is AWS Lambda? - AWS Lambda

? 7: What is AWS CodeArtifact? - AWS CodeArtifact

NEW QUESTION 7

A company uses Amazon S3 to store proprietary information. The development team creates buckets for new projects on a daily basis. The security team wants to
ensure that all existing and future buckets have encryption logging and versioning enabled. Additionally, no buckets should ever be publicly read or write
accessible.

What should a DevOps engineer do to meet these requirements?

A. Enable AWS CloudTrail and configure automatic remediation using AWS Lambda.

B. Enable AWS Conflg rules and configure automatic remediation using AWS Systems Manager documents.
C. Enable AWS Trusted Advisor and configure automatic remediation using Amazon EventBridge.

D. Enable AWS Systems Manager and configure automatic remediation using Systems Manager documents.

Answer: B

Explanation:
https://aws.amazon.com/blogs/mt/aws-config-auto-remediation-s3- compliance/ https://aws.amazon.com/blogs/aws/aws-config-rules-dynamic-compliance-
checking-for-cloud-resources/

NEW QUESTION 8

A company uses AWS Key Management Service (AWS KMS) keys and manual key rotation to meet regulatory compliance requirements. The security team wants
to be notified when any keys have not been rotated after 90 days.

Which solution will accomplish this?

A. Configure AWS KMS to publish to an Amazon Simple Notification Service (Amazon SNS) topic when keys are more than 90 days old.

B. Configure an Amazon EventBridge event to launch an AWS Lambda function to call the AWS Trusted Advisor APl and publish to an Amazon Simple Notification
Service (Amazon SNS) topic.

C. Develop an AWS Config custom rule that publishes to an Amazon Simple Notification Service (Amazon SNS) topic when keys are more than 90 days old.

D. Configure AWS Security Hub to publish to an Amazon Simple Notification Service (Amazon SNS) topic when keys are more than 90 days old.

Answer: C

Explanation:
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-determine-compliance-of-aws-kms-key-policies-to-your-specifications/

NEW QUESTION 9

A development team is using AWS CodeCommit to version control application code and AWS CodePipeline to orchestrate software deployments. The team has
decided to use a remote main branch as the trigger for the pipeline to integrate code changes. A developer has pushed code changes to the CodeCommit
repository, but noticed that the pipeline had no reaction, even after 10 minutes.

Which of the following actions should be taken to troubleshoot this issue?

A. Check that an Amazon EventBridge rule has been created for the main branch to trigger the pipeline.
B. Check that the CodePipeline service role has permission to access the CodeCommit repository.

C. Check that the developer’'s IAM role has permission to push to the CodeCommit repository.

D. Check to see if the pipeline failed to start because of CodeCommit errors in Amazon CloudWatch Logs.

Answer: A

Explanation:

When you create a pipeline from CodePipeline during the step-by-step it creates a CloudWatch Event rule for a given branch and repo
like this:

{

"source": [ "aws.codecommit”

]

detail-type": [
"CodeCommit Repository State Change"
1

"resources": [
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"arn:aws:codecommit:us-east-1:xxxxx:repo-name"
]1

"detail": {

"event": [ "referenceCreated", "referenceUpdated"
]1

"referenceType": [ "branch"

1,

"referenceName": [ "master"

]

}
}
h

ttps://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-trigger-source-repo-changes-console.html

NEW QUESTION 10

A company wants to set up a continuous delivery pipeline. The company stores application code in a private GitHub repository. The company needs to deploy the
application components to Amazon Elastic Container Service (Amazon ECS). Amazon EC2, and AWS Lambda. The pipeline must support manual approval
actions.

Which solution will meet these requirements?

A. Use AWS CodePipeline with Amazon EC

B. Amazon EC2, and Lambda as deploy providers.

C. Use AWS CodePipeline with AWS CodeDeploy as the deploy provider.

D. Use AWS CodePipeline with AWS Elastic Beanstalk as the deploy provider.
E. Use AWS CodeDeploy with GitHub integration to deploy the application.

Answer: B

Explanation:
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment- steps.htmi

NEW QUESTION 10

A company is implementing a well-architected design for its globally accessible API stack. The design needs to ensure both high reliability and fast response times
for users located in North America and Europe.

The API stack contains the following three tiers: Amazon API Gateway

AWS Lambda Amazon DynamoDB

Which solution will meet the requirements?

A. Configure Amazon Route 53 to point to API Gateway APIs in North America and Europe using health check

B. Configure the APIs to forward requests to a Lambda function in that Regio

C. Configure the Lambda functions to retrieve and update the data in a DynamoDB table in the same Region as the Lambda function.

D. Configure Amazon Route 53 to point to API Gateway APIs in North America and Europe using latency-based routing and health check
E. Configure the APIs to forward requests to a Lambda function in that Regio

F. Configure the Lambda functions to retrieve and update the data in a DynamoDB global table.

G. Configure Amazon Route 53 to point to APl Gateway in North America, create a disaster recovery APl in Europe, and configure both APIs to forward requests
to the Lambda functions in that Regio

H. Retrieve the data from a DynamoDB global tabl

I. Deploy a Lambda function to check the North America API health every 5 minute

J. In the event of a failure, update Route 53 to point to the disaster recovery API.

K. Configure Amazon Route 53 to point to APl Gateway API in North America using latency-based routin

L. Configure the API to forward requests to the Lambda function in the Region nearest to the use

M. Configure the Lambda function to retrieve and update the data in a DynamoDB table.

Answer: B

NEW QUESTION 14

A company has a data ingestion application that runs across multiple AWS accounts. The accounts are in an organization in AWS Organizations. The company
needs to monitor the application and consolidate access to the application. Currently the company is running the application on Amazon EC2 instances from
several Auto Scaling groups. The EC2 instances have no access to the internet because the data is sensitive Engineers have deployed the necessary VPC
endpoints. The EC2 instances run a custom AMI that is built specifically tor the application.

To maintain and troubleshoot the application, system administrators need the ability to log in to the EC2 instances. This access must be automated and controlled
centrally. The company's security team must receive a notification whenever the instances are accessed.

Which solution will meet these requirements?

A. Create an Amazon EventBridge rule to send notifications to the security team whenever a user logs in to an EC2 instance Use EC2 Instance Connect to log in
to the instance

B. Deploy Auto Scaling groups by using AWS Cloud Formation Use the cfn-init helper script to deploy appropriate VPC routes for external access Rebuild the
custom AMI so that the custom AMI includes AWS Systems Manager Agent.

C. Deploy a NAT gateway and a bastion host that has internet access Create a security group that allows incoming traffic on all the EC2 instances from the bastion
host Install AWS Systems Manager Agent on all the EC2 instances Use Auto Scaling group lifecycle hooks for monitoring and auditing access Use Systems
Manager Session Manager to log into the instances Send logs to a log group m Amazon CloudWatch Log

D. Export data to Amazon S3 for auditing Send notifications to the security team by using S3 event natifications.

E. Use EC2 Image Builder to rebuild the custom AMI Include the most recent version of AWS Systems Manager Agent in the Image Configure the Auto Scaling
group to attach the AmazonSSMManagedinstanceCore role to all the EC2 instances Use Systems Manager Session Manager to log in to the instances Enable
logging of session details to Amazon S3 Create an S3 event notification for new file uploads to send a message to the security team through an Amazon Simple
Notification Service (Amazon SNS) topic.

F. Use AWS Systems Manager Automation to build Systems Manager Agent into the custom AMI Configure AWS Configure to attach an SCP to the root
organization account to allow the EC2 instances to connect to Systems Manager Use Systems Manager Session Manager to log in to the instances Enable logging
of session details to Amazon S3 Create an S3 event notification for new file uploads to send a message to the security team through an Amazon Simple
Notification Service (Amazon SNS) topic.
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Answer: C

Explanation:
Even if AmazonSSMManagedinstanceCore is a managed policy and not an IAM role | will go with C because this policy is to be attached to an IAM role for EC2 to
access System Manager.

NEW QUESTION 18

A growing company manages more than 50 accounts in an organization in AWS Organizations. The company has configured its applications to send logs to
Amazon CloudWatch Logs.

A DevOps engineer needs to aggregate logs so that the company can quickly search the logs to respond to future security incidents. The DevOps engineer has
created a new AWS account for centralized monitoring.

Which combination of steps should the DevOps engineer take to make the application logs searchable from the monitoring account? (Select THREE.)

A. In the monitoring account, download an AWS CloudFormation template from CloudWatch to use in Organization

B. Use CloudFormation StackSets in the organization's management account to deploy the CloudFormation template to the entire organization.

C. Create an AWS CloudFormation template that defines an 1AM rol

D. Configure the role to allow logs-amazonaws.com to perform the logs:Link action if the aws:ResourceAccount property is equal to the monitoring account |
E. Use CloudFormation StackSets in the organization's management account to deploy the CloudFormation template to the entire organization.

F. Create an IAM role in the monitoring accoun

G. Attach a trust policy that allows logs.amazonaws.com to perform the iam:CreateSink action if the aws:PrincipalOrgld property is equal to the organization ID.
H. In the organization's management account, enable the logging policies for the organization.

I. use CloudWatch Observability Access Manager in the monitoring account to create a sin

J. Allow logs to be shared with the monitoring accoun

K. Configure the monitoring account data selection to view the Observability data from the organization ID.

L. In the monitoring account, attach the CloudWatchLogsReadOnlyAccess AWS managed policy to an IAM role that can be assumed to search the logs.

Answer: BCF

Explanation:

? To aggregate logs from multiple accounts in an organization, the DevOps engineer needs to create a cross-account subscriptionl that allows the monitoring
account to receive log events from the sharing accounts.

? To enable cross-account subscription, the DevOps engineer needs to create an IAM role in each sharing account that grants permission to CloudWatch Logs to
link the log groups to the destination in the monitoring account2. This can be done using a CloudFormation template and StackSets3 to deploy the role to all
accounts in the organization.

? The DevOps engineer also needs to create an IAM role in the monitoring account that allows CloudWatch Logs to create a sink for receiving log events from
other accounts4. The role must have a trust policy that specifies the organization ID as a condition.

? Finally, the DevOps engineer needs to attach the

CloudWatchLogsReadOnlyAccess policy5 to an IAM role in the monitoring account that can be used to search the logs from the cross-account subscription.
References: 1: Cross-account log data sharing with subscriptions 2: Create an IAM role for CloudWatch Logs in each sharing account 3: AWS CloudFormation
StackSets 4: Create an IAM role for CloudWatch Logs in your monitoring account 5: CloudWatchLogsReadOnlyAccess policy

NEW QUESTION 19

A company has an organization in AWS Organizations. The organization includes workload accounts that contain enterprise applications. The company centrally
manages users from an operations account. No users can be created in the workload accounts. The company recently added an operations team and must
provide the operations team members with administrator access to each workload account.

Which combination of actions will provide this access? (Choose three.)

A. Create a SysAdmin role in the operations accoun

B. Attach the AdministratorAccess policy to the rol

C. Modify the trust relationship to allow the sts:AssumeRole action from the workload accounts.
D. Create a SysAdmin role in each workload accoun

E. Attach the AdministratorAccess policy to the rol

F. Modify the trust relationship to allow the sts:AssumeRole action from the operations account.
G. Create an Amazon Cognito identity pool in the operations accoun

H. Attach the SysAdmin role as an authenticated role.

I. In the operations account, create an IAM user for each operations team member.

J. In the operations account, create an IAM user group that is named SysAdmin

K. Add an IAM policy that allows the sts:AssumeRole action for the SysAdmin role in each workload accoun
L. Add all operations team members to the group.

M. Create an Amazon Cognito user pool in the operations accoun

N. Create an Amazon Cognito user for each operations team member.

Answer: BDE

Explanation:
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account- with-roles.html

NEW QUESTION 20

A DevOps engineer is deploying a new version of a company's application in an AWS CodeDeploy deployment group associated with its Amazon EC2 instances.
After some time, the deployment fails. The engineer realizes that all the events associated with the specific deployment ID are in a Skipped status and code was
not deployed in the instances associated with the deployment group.

What are valid reasons for this failure? (Select TWO.).

A. The networking configuration does not allow the EC2 instances to reach the internet via a NAT gateway or internet gateway and the CodeDeploy endpoint
cannot be reached.

B. The IAM user who triggered the application deployment does not have permission to interact with the CodeDeploy endpoint.

C. The target EC2 instances were not properly registered with the CodeDeploy endpoint.

D. An instance profile with proper permissions was not attached to the target EC2 instances.

E. The appspe

F. yml file was not included in the application revision.
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Answer: AD

Explanation:
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting- deployments.html#troubleshooting-skipped-lifecycle-events

NEW QUESTION 24

A company runs a workload on Amazon EC2 instances. The company needs a control that requires the use of Instance Metadata Service Version 2 (IMDSv2) on
all EC2 instances in the AWS account. If an EC2 instance does not prevent the use of Instance Metadata Service Version 1 (IMDSv1), the EC2 instance must be
terminated.

Which solution will meet these requirements?

A. Set up AWS Config in the accoun

B. Use a managed rule to check EC2 instance

C. Configure the rule to remediate the findings by using AWS Systems Manager Automation to terminate the instance.
D. Create a permissions boundary that prevents the ec2:Runlinstance action if the ec2:MetadataHttpTokens condition key is not set to a value of require
E. Attach the permissions boundary to the IAM role that was used to launch the instance.

F. Set up Amazon Inspector in the accoun

G. Configure Amazon Inspector to activate deep inspection for EC2 instance

H. Create an Amazon EventBridge rule for an Inspector2 findin

I. Set an AWS Lambda function as the target to terminate the instance.

J. Create an Amazon EventBridge rule for the EC2 instance launch successful even

K. Send the event to an AWS Lambda function to inspect the EC2 metadata and to terminate the instance.

Answer: B

Explanation:

To implement a control that requires the use of IMDSv2 on all EC2 instances in the account, the DevOps engineer can use a permissions boundary. A permissions
boundary is a policy that defines the maximum permissions that an IAM entity can have. The DevOps engineer can create a permissions boundary that prevents
the ec2:Runlinstance action if the ec2:MetadataHttpTokens condition key is not set to a value of required. This condition key enforces the use of IMDSv2 on EC2
instances. The DevOps engineer can attach the permissions boundary to the IAM role that was used to launch the instance. This way, any attempt to launch an
EC2 instance without using IMDSv2 will be denied by the permissions boundary.

NEW QUESTION 27

A company has enabled all features for its organization in AWS Organizations. The organization contains 10 AWS accounts. The company has turned on AWS
CloudTrail in all the accounts. The company expects the number of AWS accounts in the organization to increase to 500 during the next year. The company plans
to use multiple OUs for these accounts.

The company has enabled AWS Config in each existing AWS account in the organization.

A DevOps engineer must implement a solution that enables AWS Config automatically for all future AWS accounts that are created in the organization.

Which solution will meet this requirement?

A. In the organization's management account, create an Amazon EventBridge rule that reacts to a CreateAccount API cal

B. Configure the rule to invoke an AWS Lambda function that enables trusted access to AWS Config for the organization.

C. In the organization's management account, create an AWS CloudFormation stack set to enable AWS Confi

D. Configure the stack set to deploy automatically when an account is created through Organizations.

E. In the organization's management account, create an SCP that allows the appropriate AWS Config API calls to enable AWS Confi
F. Apply the SCP to the root-level OU.

G. In the organization's management account, create an Amazon EventBridge rule that reacts to a CreateAccount API cal

H. Configure the rule to invoke an AWS Systems Manager Automation runbook to enable AWS Config for the account.

Answer: B

Explanation:
https://aws.amazon.com/about-aws/whats-new/2020/02/aws-cloudformation- stacksets-introduces-automatic-deployments-across-accounts-and-regions-through-
aws- organizations/

NEW QUESTION 28

A company's developers use Amazon EC2 instances as remote workstations. The company is concerned that users can create or modify EC2 security groups to
allow unrestricted inbound access.

A DevOps engineer needs to develop a solution to detect when users create unrestricted security group rules. The solution must detect changes to security group
rules in near real time, remove unrestricted rules, and send email naotifications to the security team. The DevOps engineer has created an AWS Lambda function
that checks for security group ID from input, removes rules that grant unrestricted access, and sends notifications through Amazon Simple Notification Service
(Amazon SNS).

What should the DevOps engineer do next to meet the requirements?

A. Configure the Lambda function to be invoked by the SNS topi

B. Create an AWS CloudTrail subscription for the SNS topi

C. Configure a subscription filter for security group modification events.

D. Create an Amazon EventBridge scheduled rule to invoke the Lambda functio

E. Define a schedule pattern that runs the Lambda function every hour.

F. Create an Amazon EventBridge event rule that has the default event bus as the sourc

G. Define the rule’s event pattern to match EC2 security group creation and modification event

H. Configure the rule to invoke the Lambda function.

I. Create an Amazon EventBridge custom event bus that subscribes to events from all AWS service
J. Configure the Lambda function to be invoked by the custom event bus.

Answer: C
Explanation:

To meet the requirements, the DevOps engineer should create an Amazon EventBridge event rule that has the default event bus as the source. The rule's event
pattern should match EC2 security group creation and modification events, and it should be configured to invoke the Lambda function. This solution will allow for

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version DOP-C02 Questions & Answers shared by Certleader
e — https://www.certleader.com/DOP-C02-dumps.html (136 Q&AS)

Leader of IT Certifications

near real-time detection of security group rule changes and will trigger the Lambda function to remove any unrestricted rules and send email notifications to the
security team. https://repost.aws/knowledge-center/monitor-security-group-changes-ec2

NEW QUESTION 30

A company has multiple member accounts that are part of an organization in AWS Organizations. The security team needs to review every Amazon EC2 security
group and their inbound and outbound rules. The security team wants to programmatically retrieve this information from the member accounts using an AWS
Lambda function in the management account of the organization.

Which combination of access changes will meet these requirements? (Choose three.)

A. Create a trust relationship that allows users in the member accounts to assume the management account IAM role.

B. Create a trust relationship that allows users in the management account to assume the IAM roles of the member accounts.

C. Create an IAM role in each member account that has access to the AmazonEC2ReadOnlyAccess managed policy.

D. Create an | AM role in each member account to allow the sts:AssumeRole action against the management account IAM role's ARN.
E. Create an | AM role in the management account that allows the sts:AssumeRole action against the member account IAM role's ARN.
F. Create an IAM role in the management account that has access to the AmazonEC2ReadOnlyAccess managed policy.

Answer: BCE

Explanation:
https://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-assume-iam-role/ https://kreuzwerker.de/post/aws-multi-account-setups-reloaded

NEW QUESTION 35

A company uses an Amazon AP| Gateway regional REST API to host its application API. The REST API has a custom domain. The REST API's default endpoint
is deactivated.

The company's internal teams consume the API. The company wants to use mutual TLS between the API and the internal teams as an additional layer of
authentication.

Which combination of steps will meet these requirements? (Select TWO.)

A. Use AWS Certificate Manager (ACM) to create a private certificate authority (CA). Provision a client certificate that is signed by the private CA.
B. Provision a client certificate that is signed by a public certificate authority (CA). Import the certificate into AWS Certificate Manager (ACM).

C. Upload the provisioned client certificate to an Amazon S3 bucke

D. Configure the APl Gateway mutual TLS to use the client certificate that is stored in the S3 bucket as the trust store.

E. Upload the provisioned client certificate private key to an Amazon S3 bucke

F. Configure the API Gateway mutual TLS to use the private key that is stored in the S3 bucket as the trust store.

G. Upload the root private certificate authority (CA) certificate to an Amazon S3 bucke

H. Configure the API Gateway mutual TLS to use the private CA certificate that is stored in the S3 bucket as the trust store.

Answer: AE

Explanation:

Mutual TLS (mTLS) authentication requires two-way authentication between the client and the server. For Amazon APl Gateway, you can enable mTLS for a
custom domain name, which requires clients to present X.509 certificates to verify their identity to access your API. To set up mTLS, you would typically use AWS
Certificate Manager (ACM) to create a private certificate authority (CA) and provision a client certificate signed by this private

CA. The root CA certificate is then uploaded to an Amazon S3 bucket and configured in APl Gateway as the trust storel2.

References:

? Introducing mutual TLS authentication for Amazon API Gatewayl.

? Configuring mutual TLS authentication for a REST API2.

? AWS Private Certificate Authority details3.

? AWS Certificate Manager Private Certificate Authority updates4.

NEW QUESTION 40

A company deploys its corporate infrastructure on AWS across multiple AWS Regions and Availability Zones. The infrastructure is deployed on Amazon EC2
instances and connects with AWS loT Greengrass devices. The company deploys additional resources on on- premises servers that are located in the corporate
headquarters.

The company wants to reduce the overhead involved in maintaining and updating its resources. The company's DevOps team plans to use AWS Systems
Manager to implement automated management and application of patches. The DevOps team confirms that Systems Manager is available in the Regions that the
resources are deployed m Systems Manager also is available in a Region near the corporate headquarters.

Which combination of steps must the DevOps team take to implement automated patch and configuration management across the company's EC2 instances 0T
devices and on- premises infrastructure? (Select THREE.)

A. Apply tags lo all the EC2 instance

B. AWS loT Greengrass devices, and on-premises server

C. Use Systems Manager Session Manager to push patches to all the tagged devices.

D. Use Systems Manager Run Command to schedule patching for the EC2 instances AWS loT Greengrass devices and on-premises servers.

E. Use Systems Manager Patch Manager to schedule patching loT the EC2 instances AWS loT Greengrass devices and on-premises servers as a Systems
Manager maintenance window task.

F. Configure Amazon EventBridge to monitor Systems Manager Patch Manager for updates to patch baseline

G. Associate Systems Manager Run Command with the event lo initiate a patch action for all EC2 instances AWS IoT Greengrass devices and on-premises
servers.

H. Create an IAM instance profile for Systems Manager Attach the instance profile to all the EC2 instances in the AWS accoun

I. For the AWS IoT Greengrass devices and on-premises servers create an IAM service role for Systems Manager.

J. Generate a managed-instance activation Use the Activation Code and Activation ID to install Systems Manager Agent (SSM Agent) on each server in the on-
premises environment Update the AWS IoT Greengrass IAM token exchange role Use the role to deploy SSM Agent on all the I0T devices.

Answer: CEF

Explanation:
https://aws.amazon.com/blogs/mt/how-to-centrally-manage-aws-iot-greengrass-devices-using-aws-systems-manager/?force_isolation=true
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NEW QUESTION 44

A video-sharing company stores its videos in Amazon S3. The company has observed a sudden increase in video access requests, but the company does not
know which videos are most popular. The company needs to identify the general access pattern for the video files. This pattern includes the number of users who
access a certain file on a given day, as well as the numb A DevOps engineer manages a large commercial website that runs on Amazon EC2 The website uses
Amazon Kinesis Data Streams to collect and process web togs The DevOps engineer manages the Kinesis consumer application, which also runs on Amazon
EC2 Sudden increases of data cause the Kinesis consumer application to (all behind and the Kinesis data streams drop records before the records can be
processed The DevOps engineer must implement a solution to improve stream handling

Which solution meets these requirements with the MOST operational efficiency” er of pull requests for certain files.

How can the company meet these requirements with the LEAST amount of effort?

A. Activate S3 server access loggin

B. Import the access logs into an Amazon Aurora databas

C. Use an Aurora SQL query to analyze the access patterns.

D. Activate S3 server access loggin

E. Use Amazon Athena to create an external table with the log file

F. Use Athena to create a SQL query to analyze the access patterns.

G. Invoke an AWS Lambda function for every S3 object access even

H. Configure the Lambda function to write the file access information, such as use

I. S3 bucket, and file key, to an Amazon Aurora databas

J. Use an Aurora SQL query to analyze the access patterns.

K. Record an Amazon CloudWatch Logs log message for every S3 object access even
L. Configure a CloudWatch Logs log stream to write the file access information, such as user, S3 bucket, and file key, to an Amazon Kinesis Data Analytics for
SQL applicatio

M. Perform a sliding window analysis.

Answer: B

Explanation:

Activating S3 server access logging and using Amazon Athena to create an external table with the log files is the easiest and most cost-effective way to analyze
access patterns. This option requires minimal setup and allows for quick analysis of the access

patterns with SQL queries. Additionally, Amazon Athena scales automatically to match the query load, so there is no need for additional infrastructure provisioning
or management.

NEW QUESTION 45

A DevOps engineer needs to back up sensitive Amazon S3 objects that are stored within an S3 bucket with a private bucket policy using S3 cross-Region
replication functionality. The objects need to be copied to a target bucket in a different AWS Region and account.

Which combination of actions should be performed to enable this replication? (Choose three.)

A. Create a replication IAM role in the source account

B. Create a replication | AM role in the target account.

C. Add statements to the source bucket policy allowing the replication IAM role to replicate objects.
D. Add statements to the target bucket policy allowing the replication IAM role to replicate objects.
E. Create a replication rule in the source bucket to enable the replication.

F. Create a replication rule in the target bucket to enable the replication.

Answer: ADE

Explanation:

S3 cross-Region replication (CRR) automatically replicates data between buckets across different AWS Regions. To enable CRR, you need to add a replication
configuration to your source bucket that specifies the destination bucket, the IAM role, and the encryption type (optional). You also need to grant permissions to the
IAM role to perform replication actions on both the source and destination buckets. Additionally, you can choose the destination storage class and enable
additional replication options such as S3 Replication Time Control (S3 RTC) or S3 Batch Replication. https://medium.com/cloud-
techies/s3-same-region-replication-srr-and-cross-region-replication-crr-34d446806bab https://aws.amazon.com/getting-started/hands-on/replicate-data-using-
amazon-s3- replication/ https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html

NEW QUESTION 46

An Amazon EC2 instance is running in a VPC and needs to download an object from a restricted Amazon S3 bucket. When the DevOps engineer tries to
download the object, an AccessDenied error is received,

What are the possible causes tor this error? (Select TWO,)

A. The 53 bucket default encryption is enabled.
B. There is an error in the S3 bucket policy.

C. The object has been moved to S3 Glacier.

D. There is an error in the IAM role configuration.
E. S3 Versioning is enabled.

Answer: BD

Explanation:

These are the possible causes for the AccessDenied error because they affect the permissions to access the S3 object from the EC2 instance. An S3 bucket
policy is a resource-based policy that defines who can access the bucket and its objects, and what actions they can perform. An IAM role is an identity that can be
assumed by an EC2 instance to grant it permissions to access AWS services and resources. If there is an error in the S3 bucket policy or the IAM role
configuration, such as a missing or incorrect statement, condition, or principal, then the EC2 instance may not have the necessary permissions to download the
object from the S3 bucket . https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html

NEW QUESTION 47

A company has migrated its container-based applications to Amazon EKS and want to establish automated email notifications. The notifications sent to each email
address are for specific activities related to EKS components. The solution will include Amazon SNS topics and an AWS Lambda function to evaluate incoming log
events and publish messages to the correct SNS topic.
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Which logging solution will support these requirements?

A. Enable Amazon CloudWatch Logs to log the EKS component

B. Create a CloudWatch subscription filter for each component with Lambda as the subscription feed destination.

C. Enable Amazon CloudWatch Logs to log the EKS component

D. Create CloudWatch Logs Insights queries linked to Amazon EventBridge events that invoke Lambda.

E. Enable Amazon S3 logging for the EKS component

F. Configure an Amazon CloudWatch subscription filter for each component with Lambda as the subscription feed destination.
G. Enable Amazon S3 logging for the EKS component

H. Configure S3 PUT Object event notifications with AWS Lambda as the destination.

Answer: A

Explanation:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#La mbdaFunctionExample
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html

NEW QUESTION 50

A company's development team uses AVMS Cloud Formation to deploy its application resources The team must use for an changes to the environment The team
cannot use AWS Management Console or the AWS CLI to make manual changes directly.

The team uses a developer IAM role to access the environment The role is configured with the Admnistratoraccess managed policy. The company has created a
new Cloudformationdeployment IAM role that has the following policy.
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The company wants ensure that only CloudFormation can use the new role. The development team cannot make any manual changes to the deployed resources.
Which combination of steps meet these requirements? (Select THREE.)

A. Remove the AdministratorAccess polic

B. Assign the ReadOnlyAccess managed IAM policy to the developer rol

C. Instruct the developers to use the CloudFormationDeployment role as a CloudFormation service role when the developers deploy new stacks.

D. Update the trust of CloudFormationDeployment role to allow the developer IAM role to assume the CloudFormationDepoyment role.

E. Configure the 1AM to be to get and pass the CloudFormationDeployment role if cloudformation actions for resources,

F. Update the trust Of the CloudFormationDepoyment role to anow the cloudformation.amazonaws.com AWS principal to perform the iam:AssumeR01e action
G. Remove me Administratoraccess polic

H. Assign the ReadOnly/Access managed IAM policy to the developer role Instruct the developers to assume the CloudFormatondeployment role when the
developers new stacks

I. Add an IAM policy to CloudFormationDeplyment to allow cloudformation * on an Add a policy that allows the iam.PassR01e action for ARN of if iam
PassedTO0Service equal cloudformation.amazonaws.com

Answer: ADF

Explanation:

A comprehensive and detailed explanation is:

? Option A is correct because removing the AdministratorAccess policy and assigning the ReadOnlyAccess managed IAM policy to the developer role is a valid
way to prevent the developers from making any manual changes to the deployed resources. The AdministratorAccess policy grants full access to all AWS
resources and actions, which is not necessary for the developers. The ReadOnlyAccess policy grants read-only access to most AWS resources and actions, which
is sufficient for the developers to view the status of their stacks. Instructing the developers to use the CloudFormationDeployment role as a CloudFormation service
role when they deploy new stacks is also a valid way to ensure that only CloudFormation can use the new role. A CloudFormation service role is an IAM role that
allows CloudFormation to make calls to resources in a stack on behalf of the userl. The user can specify a service role when they create or update a stack, and
CloudFormation will use that role’s credentials for all operations that are performed on that stack1.

? Option B is incorrect because updating the trust of CloudFormationDeployment role to allow the developer IAM role to assume the CloudFormationDeployment
role is not a valid solution. This would allow the developers to manually assume the CloudFormationDeployment role and perform actions on the deployed
resources, which is not what the company wants. The trust of CloudFormationDeployment role should only allow the cloudformation.amazonaws.com AWS
principal to assume the role, as in option D.

? Option C is incorrect because configuring the 1AM user to be able to get and pass the CloudFormationDeployment role if cloudformation actions for resources is
not a valid solution. This would allow the developers to manually pass the CloudFormationDeployment role to other services or resources, which is not what the
company wants. The IAM user should only be able to pass the CloudFormationDeployment role as a service role when they create or update a stack with
CloudFormation, as in option A.

? Option D is correct because updating the trust of CloudFormationDeployment role

to allow the cloudformation.amazonaws.com AWS principal to perform the iam:AssumeRole action is a valid solution. This allows CloudFormation to assume the
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CloudFormationDeployment role and access resources in other services on behalf of the user2. The trust policy of an IAM role defines which entities can assume
the role2. By specifying cloudformation.amazonaws.com as the principal, you grant permission only to CloudFormation to assume this role.

? Option E is incorrect because instructing the developers to assume the

CloudFormationDeployment role when they deploy new stacks is not a valid solution. This would allow the developers to manually assume the
CloudFormationDeployment role and perform actions on the deployed resources, which is not what the company wants. The developers should only use the
CloudFormationDeployment role as a service role when they deploy new stacks with CloudFormation, as in option A.

? Option F is correct because adding an IAM policy to CloudFormationDeployment

that allows cloudformation:* on all resources and adding a policy that allows the iam:PassRole action for ARN of CloudFormationDeployment if
iam:PassedToService equals cloudformation.amazonaws.com are valid solutions. The first policy grants permission for CloudFormationDeployment to perform any
action with any resource using cloudformation.amazonaws.com as a service principal3. The second policy grants permission for passing this role only if it is
passed by cloudformation.amazonaws.com as a service principal4. This ensures that only CloudFormation can use this role.

References:

? 1: AWS CloudFormation service roles

? 2: How to use trust policies with IAM roles

? 3: AWS::IAM::Policy

? 4: IAM: Pass an IAM role to a specific AWS service

NEW QUESTION 55

A company's DevOps engineer is creating an AWS Lambda function to process notifications from an Amazon Simple Notification Service (Amazon SNS) topic. The
Lambda function will process the notification messages and will write the contents of the notification messages to an Amazon RDS Multi-AZ DB instance.

During testing a database administrator accidentally shut down the DB instance. While the database was down the company lost several of the SNS notification
messages that were delivered during that time.

The DevOps engineer needs to prevent the loss of notification messages in the future Which solutions will meet this requirement? (Select TWO.)

A. Replace the RDS Multi-AZ DB instance with an Amazon DynamoDB table.

B. Configure an Amazon Simple Queue Service (Amazon SQS) queue as a destination of the Lambda function.

C. Configure an Amazon Simple Queue Service (Amazon SQS> dead-letter queue for the SNS topic.

D. Subscribe an Amazon Simple Queue Service (Amazon SQS) queue to the SNS topic Configure the Lambda function to process messages from the SQS
queue.

E. Replace the SNS topic with an Amazon EventBridge event bus Configure an EventBridge rule on the new event bus to invoke the Lambda function for each
event.

Answer: CD

Explanation:

These solutions will meet the requirement because they will prevent the loss of notification messages in the future. An Amazon SQS queue is a service that
provides a reliable, scalable, and secure message queue for asynchronous communication between distributed components. You can use an SQS queue to buffer
messages from an SNS topic and ensure that they are delivered and processed by a Lambda function, even if the function or the database is temporarily
unavailable.

Option C will configure an SQS dead-letter queue for the SNS topic. A dead-letter queue is a queue that receives messages that could not be delivered to any
subscriber after a specified number of retries. You can use a dead-letter queue to store and analyze failed messages, or to reprocess them later. This way, you
can avoid losing messages that could not be delivered to the Lambda function due to network errors, throttling, or other issues. Option D will subscribe an SQS
gueue to the SNS topic and configure the Lambda function to process messages from the SQS queue. This will decouple the SNS topic from the Lambda function
and provide more flexibility and control over the message delivery and processing. You can use an SQS queue to store messages from the SNS topic until they
are ready to be processed by the Lambda function, and also to retry processing in case of failures. This way, you can avoid losing messages that could not be
processed by the Lambda function due to database errors, timeouts, or other issues.

NEW QUESTION 57

A company provides an application to customers. The application has an Amazon API Gateway REST API that invokes an AWS Lambda function. On initialization,
the Lambda function loads a large amount of data from an Amazon DynamoDB table. The data load process results in long cold-start times of 8-10 seconds. The
DynamoDB table has DynamoDB Accelerator (DAX) configured.

Customers report that the application intermittently takes a long time to respond to requests. The application receives thousands of requests throughout the day. In
the middle of the day, the application experiences 10 times more requests than at any other time of the day. Near the end of the day, the application's request
volume decreases to 10% of its normal total.

A DevOps engineer needs to reduce the latency of the Lambda function at all times of the day.

Which solution will meet these requirements?

A. Configure provisioned concurrency on the Lambda function with a concurrency value of 1. Delete the DAX cluster for the DynamoDB table.

B. Configure reserved concurrency on the Lambda function with a concurrency value of 0.

C. Configure provisioned concurrency on the Lambda functio

D. Configure AWS Application Auto Scaling on the Lambda function with provisioned concurrency values set to a minimum of 1 and a maximum of 100.
E. Configure reserved concurrency on the Lambda functio

F. Configure AWS Application Auto Scaling on the API Gateway API with a reserved concurrency maximum value of 100.

Answer: C

Explanation:

The following are the steps that the DevOps engineer should take to reduce the latency of the Lambda function at all times of the day:

? Configure provisioned concurrency on the Lambda function.

? Configure AWS Application Auto Scaling on the Lambda function with provisioned concurrency values set to a minimum of 1 and a maximum of 100.

The provisioned concurrency setting ensures that there is always a minimum number of Lambda function instances available to handle requests. The Application
Auto Scaling setting will automatically scale the number of Lambda function instances up or down based on the demand for the application.

This solution will ensure that the Lambda function is able to handle the increased load during the middle of the day, while also keeping the cold-start latency low.
The following are the reasons why the other options are not correct:

? Option A is incorrect because it will not reduce the cold-start latency of the Lambda function.

? Option B is incorrect because it will not scale the number of Lambda function instances up or down based on demand.

? Option D is incorrect because it will only configure reserved concurrency on the APl Gateway API, which will not affect the Lambda function.

NEW QUESTION 60
A company needs to implement failover for its application. The application includes an Amazon CloudFront distribution and a public Application Load Balancer
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(ALB) in an AWS Region. The company has configured the ALB as the default origin for the distribution.

After some recent application outages, the company wants a zero-second RTO. The company deploys the application to a secondary Region in a warm standby
configuration. A DevOps engineer needs to automate the failover of the application to the secondary Region so that HTTP GET requests meet the desired R TO.
Which solution will meet these requirements?

A. Create a second CloudFront distribution that has the secondary ALB as the default origi

B. Create Amazon Route 53 alias records that have a failover policy and Evaluate Target Health set to Yes for both CloudFront distribution
C. Update the application to use the new record set.

D. Create a new origin on the distribution for the secondary AL

E. Create a new origin grou

F. Set the original ALB as the primary origi

G. Configure the origin group to fail over for HTTP 5xx status code

H. Update the default behavior to use the origin group.

I. Create Amazon Route 53 alias records that have a failover policy and Evaluate Target Health set to Yes for both ALB

J. Set the TTL of both records to

K. Update the distribution’s origin to use the new record set.

L. Create a CloudFront function that detects HTTP 5xx status code

M. Configure the function to return a 307 Temporary Redirect error response to the secondary ALB if the function detects 5xx status code
N. Update the distribution's default behavior to send origin responses to the function.

Answer: B

Explanation:

To implement failover for the application to the secondary Region so that HTTP GET requests meet the desired RTO, the DevOps engineer should use the
following solution:

? Create a new origin on the distribution for the secondary ALB. A CloudFront origin

is the source of the content that CloudFront delivers to viewers. By creating a new origin for the secondary ALB, the DevOps engineer can configure CloudFront to
route traffic to the secondary Region when the primary Region is unavailablel

? Create a new origin group. Set the original ALB as the primary origin. Configure

the origin group to fail over for HTTP 5xx status codes. An origin group is a logical grouping of two origins: a primary origin and a secondary origin. By creating an
origin group, the DevOps engineer can specify which origin CloudFront should use as a fallback when the primary origin fails. The DevOps engineer can also
define which HTTP status codes should trigger a failover from the primary origin to the secondary origin. By setting the original ALB as the primary origin and
configuring the origin group to fail over for HTTP 5xx status codes, the DevOps engineer can ensure that CloudFront will switch to the secondary ALB when the
primary ALB returns server errors2

? Update the default behavior to use the origin group. A behavior is a set of rules

that CloudFront applies when it receives requests for specific URLs or file types. The default behavior applies to all requests that do not match any other
behaviors. By updating the default behavior to use the origin group, the DevOps engineer can enable failover routing for all requests that are sent to the
distribution3

This solution will meet the requirements because it will automate the failover of the

application to the secondary Region with zero-second RTO. When CloudFront receives an HTTP GET request, it will first try to route it to the primary ALB in the
primary Region. If the primary ALB is healthy and returns a successful response, CloudFront will deliver it to the viewer. If the primary ALB is unhealthy or returns
an HTTP 5xx status code, CloudFront will automatically route the request to the secondary ALB in the secondary Region and deliver its response to the viewer.
The other options are not correct because they either do not provide zero-second RTO or do not work as expected. Creating a second CloudFront distribution that
has the secondary ALB as the default origin and creating Amazon Route 53 alias records that have a failover policy is not a good option because it will introduce
additional latency and complexity to the solution. Route 53 health checks and DNS propagation can take several minutes or longer, which means that viewers
might experience delays or errors when accessing the application during a failover event. Creating Amazon Route 53 alias records that have a failover policy and
Evaluate Target Health set to Yes for both ALBs and setting the TTL of both records to O is not a valid option because it will not work with CloudFront distributions.
Route 53 does not support health checks for alias records that point to CloudFront distributions, so it cannot detect if an ALB behind a distribution is healthy or not.
Creating a CloudFront function that detects HTTP 5xx status codes and returns a 307 Temporary Redirect error response to the secondary ALB is not a valid
option because it will not provide zero-second RTO. A 307 Temporary Redirect error response tells viewers to retry their requests with a different URL, which
means that viewers will have to make an additional request and wait for another response from CloudFront before reaching the secondary ALB.

References:

? 1: Adding, Editing, and Deleting Origins - Amazon CloudFront

? 2: Configuring Origin Failover - Amazon CloudFront

? 3: Creating or Updating a Cache Behavior - Amazon CloudFront

NEW QUESTION 62

A company's application teams use AWS CodeCommit repositories for their applications.

The application teams have repositories in multiple AWS accounts. All accounts are in an organization in AWS Organizations.

Each application team uses AWS IAM ldentity Center (AWS Single Sign-On) configured with an external IdP to assume a developer IAM role. The developer role
allows the application teams to use Git to work with the code in the repositories.

A security audit reveals that the application teams can modify the main branch in any repository. A DevOps engineer must implement a solution that

allows the application teams to modify the main branch of only the repositories that they manage.

Which combination of steps will meet these requirements? (Select THREE.)

A. Update the SAML assertion to pass the user's team nam

B. Update the IAM role's trust policy to add an access-team session tag that has the team name.

C. Create an approval rule template for each team in the Organizations management accoun

D. Associate the template with all the repositorie

E. Add the developer role ARN as an approver.

F. Create an approval rule template for each accoun

G. Associate the template with all repositorie

H. Add the "aws:ResourceTag/access-team":"$ ;{aws:PrincipalTag/access- team}" condition to the approval rule template.
I. For each CodeCommit repository, add an access-team tag that has the value set to the name of the associated team.
J. Attach an SCP to the account

K. Include the following statement:
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"Effect": "||r_§||-.‘_f.-|'|r

"Roction™: |
"codecommit:GitPush™,
"codecommit:PutFile",

1.

"Resource™; "M,
"Condition": |
"StringEqualsIfExists": |

"codecommit:References": ["refs/heads/main™]

[
"StringlotEquals™: |
"aws:ResourceTag/access-team": "§ ;{aws:PrincipalTag/access-team}"
:' r
"Maull": |
"codecommit:References": "false"
}
}
t
L. Create an IAM permissions boundary in each accoun
M. Include the following statement: )
"Effect": "Allow";
"Action": |
"ecodecommit:GitPush",
"codecommit:PutFile",
"codecommit :Merge*™
] r
"Resourge™: "N
"Condition": ({
"StringEqualsIfExists": |
"ecodecommit:References": ["refs/heads/main")
|3
"StringNotEgquals": |
"aws:ResourceTag/access-team™: "8 ;{aws:PrincipalTag/access-team}"
:' F
"WNull™: {

"codecommit :References": "false"

Answer: ADF

Explanation:

Short Explanation: To meet the requirements, the DevOps engineer should update the SAML assertion to pass the user’'s team name, update the 1AM role’s trust
policy to add an access-team session tag that has the team name, create an IAM permissions boundary in each account, and for each CodeCommit repository,
add an access-team tag that has the value set to the name of the associated team.

References:

? Updating the SAML assertion to pass the user’s team name allows the DevOps engineer to use |IAM tags to identify which team a user belongs to. This can help
enforce fine-grained access control based on the user’'s team membershipl.

? Updating the IAM role’s trust policy to add an access-team session tag that has the team name allows the DevOps engineer to use IAM condition keys to restrict
access based on the session tag value2. For example, the DevOps engineer can use the aws:PrincipalTag condition key to match the access-team tag of the user
with the access-team tag of the repository3.

? Creating an IAM permissions boundary in each account allows the DevOps engineer to set the maximum permissions that an identity-based policy can grant to
an IAM entity. An entity’s permissions boundary allows it to perform only the actions that are allowed by both its identity-based policies and its permissions
boundaries4. For example, the DevOps engineer can use a permissions boundary policy to limit the actions that a user can perform on CodeCommit repositories
based on their access-team tagb.

? For each CodeCommit repository, adding an access-team tag that has the value set to the name of the associated team allows the DevOps engineer to use
resource tags to identify which team manages a repository. This can help enforce fine-grained access control based on the resource tag valueé.

? The other options are incorrect because:

NEW QUESTION 67

A company has 20 service learns Each service team is responsible for its own microservice. Each service team uses a separate AWS account for its microservice
and a VPC with the 192 168 0 0/22 CIDR block. The company manages the AWS accounts with AWS Organizations.

Each service team hosts its microservice on multiple Amazon EC2 instances behind an Application Load Balancer. The microservices communicate with each
other across the public internet. The company's security team has issued a new guideline that all communication between microservices must use HTTPS over
private network connections and cannot traverse the public internet.

A DevOps engineer must implement a solution that fulfills these obligations and minimizes the number of changes for each service team.

Which solution will meet these requirements?

A. Create a new AWS account in AWS Organizations Create a VPC in this account and use AWS Resource Access Manager to share the private subnets of this

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version DOP-C02 Questions & Answers shared by Certleader
e — https://www.certleader.com/DOP-C02-dumps.html (136 Q&AS)

Leader of IT Certifications

VPC with the organization Instruct the service teams to launch a ne

B. Network Load Balancer (NLB) and EC2 instances that use the shared private subnets Use the NLB DNS names for communication between microservices.
C. Create a Network Load Balancer (NLB) in each of the microservice VPCs Use AWS PrivateLink to create VPC endpoints in each AWS account for the NLBs
Create subscriptions to each VPC endpoint in each of the other AWS accounts Use the VPC endpoint DNS names for communication between microservices.
D. Create a Network Load Balancer (NLB) in each of the microservice VPCs Create VPC peering connections between each of the microservice VPCs Update the
route tables for each VPC to use the peering links Use the NLB DNS names for communication between microservices.

E. Create a new AWS account in AWS Organizations Create a transit gateway in this account and use AWS Resource Access Manager to share the transit
gateway with the organizatio

F. In each of the microservice VPC

G. create a transit gateway attachment to the shared transit gateway Update the route tables of each VPC to use the transit gateway Create a Network Load
Balancer (NLB) in each of the microservice VPCs Use the NLB DNS names for communication between microservices.

Answer: B

Explanation:
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-overlapping-ip-ranges/ Private link is the best option because Transit
Gateway doesn't support overlapping CIDR ranges.

NEW QUESTION 68

A company requires its developers to tag all Amazon Elastic Block Store (Amazon EBS) volumes in an account to indicate a desired backup frequency. This
requirement Includes EBS volumes that do not require backups. The company uses custom tags named Backup_Frequency that have values of none, dally, or
weekly that correspond to the desired backup frequency. An audit finds that developers are occasionally not tagging the EBS volumes.

A DevOps engineer needs to ensure that all EBS volumes always have the Backup_Frequency tag so that the company can perform backups at least weekly
unless a different value is specified.

Which solution will meet these requirements?

A. Set up AWS Config in the accoun

B. Create a custom rule that returns a compliance failure for all Amazon EC2 resources that do not have a Backup Frequency tag applied.Configure a remediation
action that uses a custom AWS Systems Manager Automation runbook to apply the Backup_Frequency tag with a value of weekly.

C. Set up AWS Config in the accoun

D. Use a managed rule that returns a compliance failure for EC2::Volume resources that do not have a Backup Frequency tag applie

E. Configure a remediation action that uses a custom AWS Systems Manager Automation runbook to apply the Backup_Frequency tag with a value of weekly.
F. Turn on AWS CloudTrail in the accoun

G. Create an Amazon EventBridge rule that reacts to EBS CreateVolume event

H. Configure a custom AWS Systems Manager Automation runbook to apply the Backup_Frequency tag with a value of weekl

I. Specify the runbook as the target of the rule.

J. Turn on AWS CloudTrail in the accoun

K. Create an Amazon EventBridge rule that reacts to EBS CreateVolume events or EBS ModifyVolume event

L. Configure a custom AWS Systems Manager Automation runbook to apply the Backup_Frequency tag with a value of weekl

M. Specify the runbook as the target of the rule.

Answer: B

Explanation:

The following are the steps that the DevOps engineer should take to ensure that all EBS volumes always have the Backup_Frequency tag so that the company
can perform backups at least weekly unless a different value is specified:

? Set up AWS Config in the account.

? Use a managed rule that returns a compliance failure for EC2::Volume resources that do not have a Backup Frequency tag applied.

? Configure a remediation action that uses a custom AWS Systems Manager Automation runbook to apply the Backup_Frequency tag with a value of weekly.

The managed rule AWS::Config::EBSVolumesWithoutBackupTag will return a compliance failure for any EBS volume that does not have the Backup_Frequency
tag applied. The remediation action will then use the Systems Manager Automation runbook to apply the Backup_Frequency tag with a value of weekly to the EBS
volume.

NEW QUESTION 69

A security review has identified that an AWS CodeBuild project is downloading a database population script from an Amazon S3 bucket using an unauthenticated
request. The security team does not allow unauthenticated requests to S3 buckets for this project.

How can this issue be corrected in the MOST secure manner?

A. Add the bucket name to the AllowedBuckets section of the CodeBuild project setting

B. Update the build spec to use the AWS CLI to download the database population script.

C. Modify the S3 bucket settings to enable HTTPS basic authentication and specify a toke

D. Update the build spec to use cURL to pass the token and download the database population script.

E. Remove unauthenticated access from the S3 bucket with a bucket polic

F. Modify the service role for the CodeBuild project to include Amazon S3 acces

G. Use the AWS CLI to download the database population script.

H. Remove unauthenticated access from the S3 bucket with a bucket polic

I. Use the AWS CLI to download the database population script using an IAM access key and a secret access key.

Answer: C

Explanation:

A bucket policy is a resource-based policy that defines who can access a specific S3 bucket and what actions they can perform on it. By removing
unauthenticated access from the bucket policy, you can prevent anyone without valid credentials from accessing the bucket. A service role is an IAM role that
allows an AWS service, such as CodeBuild, to perform actions on your behalf. By modifying the service role for the CodeBuild project to include Amazon S3
access, you can grant the project permission to read and write objects in the S3 bucket. The AWS CLI is a command-line tool that allows you to interact with AWS
services, such as S3, using commands in your terminal. By using the AWS CLI to download the database population script, you can leverage the service role
credentials and encryption to secure the data transfer.

For more information, you can refer to these web pages:

? [Using bucket policies and user policies - Amazon Simple Storage Service]

? [Create a service role for CodeBuild - AWS CodeBuild]

? [AWS Command Line Interface]
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NEW QUESTION 70

A DevOps engineer is working on a data archival project that requires the migration of on- premises data to an Amazon S3 bucket. The DevOps engineer develops
a script that incrementally archives on-premises data that is older than 1 month to Amazon S3. Data that is transferred to Amazon S3 is deleted from the on-
premises location The script uses the S3 PutObject operation.

During a code review the DevOps engineer notices that the script does not verity whether the data was successfully copied to Amazon S3. The DevOps engineer
must update the script to ensure that data is not corrupted during transmission. The script must use MD5 checksums to verify data integrity before the on-premises
data is deleted.

Which solutions for the script will meet these requirements'? (Select TWO.)

A. Check the returned response for the Versioned Compare the returned Versioned against the MD5 checksum.

B. Include the MD5 checksum within the Content-MD5 paramete

C. Check the operationcall's return status to find out if an error was returned.

D. Include the checksum digest within the tagging parameter as a URL query parameter.

E. Check the returned response for the ETa

F. Compare the returned ETag against the MD5 checksum.

G. Include the checksum digest within the Metadata parameter as a name-value pair After upload use the S3 HeadObject operation to retrieve metadata from the
object.

Answer: BD

Explanation:
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object- integrity.html

NEW QUESTION 73

A highly regulated company has a policy that DevOps engineers should not log in to their Amazon EC2 instances except in emergencies. It a DevOps engineer
does log in the security team must be notified within 15 minutes of the occurrence.

Which solution will meet these requirements'?

A. Install the Amazon Inspector agent on each EC2 instance Subscribe to Amazon EventBridge notifications Invoke an AWS Lambda function to check if a
message is about user logins If it is send a notification to the security team using Amazon SNS.

B. Install the Amazon CloudWatch agent on each EC2 instance Configure the agent to push all logs to Amazon CloudWatch Logs and set up a CloudWatch metric
filter that searches for user login

C. If alogin is found send a notification to the security team using Amazon SNS.

D. Set up AWS CloudTrail with Amazon CloudWatch Log

E. Subscribe CloudwWatch Logs to Amazon Kinesis Attach AWS Lambda to Kinesis to parse and determine if a log contains a user login If it does, send a
notification to the security team using Amazon SNS.

F. Set up a script on each Amazon EC2 instance to push all logs to Amazon S3 Set up an S3 event to invoke an AWS Lambda function which invokes an Amazon
Athena query to ru

G. The Athena query checks tor logins and sends the output to the security team using Amazon SNS.

Answer: B

Explanation:
https://aws.amazon.com/blogs/security/how-to-monitor-and-visualize-failed-ssh-access-attempts-to-amazon-ec2-linux-instances/

NEW QUESTION 76

An ecommerce company has chosen AWS to host its new platform. The company's DevOps team has started building an AWS Control Tower landing zone. The
DevOps team has set the identity store within AWS IAM Identity Center (AWS Single Sign-On) to external identity provider (IdP) and has configured SAML 2.0.
The DevOps team wants a robust permission model that applies the principle of least privilege. The model must allow the team to build and manage only the
team's own resources.

Which combination of steps will meet these requirements? (Choose three.)

. Create I1AM policies that include the required permission
. Include the aws:PrincipalTag condition key.
. Create permission set
. Attach an inline policy that includes the required permissions and uses the aws:PrincipalTag condition key to scope the permissions.
. Create a group in the Id
Place users in the grou
. Assign the group to accounts and the permission sets in IAM Identity Center.
. Create a group in the Id
I. Place users in the grou
J. Assign the group to OUs and IAM policies.
K. Enable attributes for access control in IAM Identity Cente
L. Apply tags to user
M. Map the tags as key-value pairs.
N. Enable attributes for access control in IAM Identity Cente
O. Map attributes from the IdP as key-value pairs.

IOMNMMmMmOO >

Answer: BCF

Explanation:

Using the principalTag in the Permission Set inline policy a logged in user belonging to a specific AD group in the IDP can be permitted access to perform
operations on certain resources if their group matches the group used in the PrincipleTag. Basically you are narrowing the scope of privileges assigned via
Permission policies conditionally based on whether the logged in user belongs to a specific AD Group in IDP. The mapping of the AD group to the request
attributes can be done using SSO attributes where we can pass other attributes like the SAML token as well.
https://docs.aws.amazon.com/singlesignon/latest/userguide/abac.html

NEW QUESTION 77
A company wants to use a grid system for a proprietary enterprise m-memory data store on top of AWS. This system can run in multiple server nodes in any Linux-
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based distribution. The system must be able to reconfigure the entire cluster every time a node is added or removed. When adding or removing nodes an
/etc./cluster/nodes config file must be updated listing the IP addresses of the current node members of that cluster.
The company wants to automate the task of adding new nodes to a cluster. What can a DevOps engineer do to meet these requirements?

A. Use AWS OpsWorks Stacks to layer the server nodes of that cluste

B. Create a Chef recipe that populates the content of the 'etc./cluster/nodes config file and restarts the service by using the current members of the laye
C. Assign that recipe to the Configure lifecycle event.

D. Put the file nodes config in version contro

E. Create an AWS CodeDeploy deployment configuration and deployment group based on an Amazon EC2 tag value for thecluster node

F. When adding a new node to the cluster update the file with all tagged instances and make a commit in version contro

G. Deploy the new file and restart the services.

H. Create an Amazon S3 bucket and upload a version of the /etc./cluster/nodes config file Create a crontab script that will poll for that S3 file and download it
frequentl

I. Use a process manager such as Monit or system, to restart the cluster services when it detects that the new file was modifie

J. When adding a node to the cluster edit the file's most recent members Upload the new file to the S3 bucket.

K. Create a user data script that lists all members of the current security group of the cluster and automatically updates the /etc/cluster/. nodes confi

L. Tile whenever a new instance is added to the cluster.

Answer: A

Explanation:

You can run custom recipes manually, but the best approach is usually to have AWS OpsWorks Stacks run them automatically. Every layer has a set of built-in
recipes assigned each of five lifecycle events—Setup, Configure, Deploy, Undeploy, and Shutdown. Each time an event occurs for an instance, AWS OpsWorks
Stacks runs the associated recipes for each of the instance's layers, which handle the corresponding tasks. For example, when an instance finishes booting, AWS
OpsWorks Stacks triggers a Setup event. This event runs the associated layer's Setup recipes, which typically handle tasks such as installing and configuring
packages

NEW QUESTION 78

An application running on a set of Amazon EC2 instances in an Auto Scaling group requires a configuration file to operate. The instances are created and
maintained with AWS CloudFormation. A DevOps engineer wants the instances to have the latest configuration file when launched and wants changes to the
configuration file to be reflected on all the instances with a minimal delay when the CloudFormation template is updated. Company policy requires that application
configuration files be maintained along with AWS infrastructure configuration files m source control.

Which solution will accomplish this?

A. In the CloudFormaiion template add an AWS Config rul

B. Place the configuration file content in the rule's InputParameters property and set the Scope property to the EC2 Auto Scaling grou

C. Add an AWS Systems Manager Resource Data Sync resource to the template to poll for updates to the configuration.

D. In the CloudFormation template add an EC2 launch template resourc

E. Place the configuration file content in the launch templat

F. Configure the cfn-mit script to run when the instance is launched and configure the cfn-hup script to poll for updates to the configuration.
G. In the CloudFormation template add an EC2 launch template resourc

H. Place the configuration file content in the launch templat

I. Add an AWS Systems Manager Resource Data Sync resource to the template to poll for updates to the configuration.

J. In the CloudFormation template add CloudFormation imt metadat

K. Place the configuration file content m the metadat

L. Configure the cfn-init script to run when the instance is launched and configure the cfn-hup script to poll for updates to the configuration.

Answer: D

Explanation:

Use the AWS::CloudFormation::Init type to include metadata on an Amazon EC2 instance for the cfn-init helper script. If your template calls the cfn-init script, the
script looks for resource metadata rooted in the AWS::CloudFormation::Init metadata key. Reference:
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws- resource-init.html

NEW QUESTION 80

AnyCompany is using AWS Organizations to create and manage multiple AWS accounts AnyCompany recently acquired a smaller company, Example Corp.
During the acquisition process, Example Corp's single AWS account joined AnyCompany's management account through an Organizations invitation.
AnyCompany moved the new member account under an OU that is dedicated to Example Corp.

AnyCompany's DevOps engeneer has an IAM user that assumes a role that is named OrganizationAccountAccessRole to access member accounts. This role is
configured with a full access policy When the DevOps engineer tries to use the AWS Management Console to assume the role in Example Corp's new member
account, the DevOps engineer receives the following error message "Invalid information in one or more fields. Check your information or contact your
administrator.”

Which solution will give the DevOps engineer access to the new member account?

A. In the management account, grant the DevOps engineer's IAM user permission to assume the OrganzatlonAccountAccessR0le |IAM role in the new member
account.

B. In the management account, create a new SCR In the SCP, grant the DevOps engineer's IAM user full access to all resources in the new member accoun

C. Attach the SCP to the OU that contains the new member account,

D. In the new member account, create a new IAM role that is named OrganizationAccountAccessRol

E. Attach the AdmlinistratorAccess AVVS managed policy to the rol

F. In the role's trust policy, grant the management account permission to assume the role.

G. In the new member account edit the trust policy for the Organ zationAccountAccessRole IAM rol

H. Grant the management account permission to assume the role.

Answer: C

Explanation:

The problem is that the DevOps engineer cannot assume the OrganizationAccountAccessRole IAM role in the new member account that joined AnyCompany's
management account through an Organizations invitation. The solution is to create a new IAM role with the same name and trust policy in the new member
account.

? Option A is incorrect, as it does not address the root cause of the error. The DevOps engineer’s IAM user already has permission to assume the
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OrganizationAccountAccessRole IAM role in any member account, as this is the default role name that AWS Organizations creates when a new account joins an
organization. The error occurs because the new member account does not have this role, as it was not created by AWS Organizations.

? Option B is incorrect, as it does not address the root cause of the error. An SCP is a policy that defines the maximum permissions for account members of an
organization or organizational unit (OU). An SCP does not grant permissions to IAM users or roles, but rather limits the permissions that identity-based policies or
resource-based policies grant to them. An SCP also does not affect how IAM roles are assumed by other principals.

? Option C is correct, as it addresses the root cause of the error. By creating a new IAM role with the same name and trust policy as the
OrganizationAccountAccessRole IAM role in the new member account, the DevOps engineer can assume this role and access the account. The new role should
have the AdministratorAccess AWS managed policy attached, which grants full access to all AWS resources in the account. The trust policy should allow the
management account to assume the role, which can be done by specifying the management account ID as a principal in the policy statement.

? Option D is incorrect, as it assumes that the new member account already has the OrganizationAccountAccessRole IAM role, which is not true. The new member
account does not have this role, as it was not created by AWS Organizations. Editing the trust policy of a non-existent role will not solve the problem.

NEW QUESTION 81

An online retail company based in the United States plans to expand its operations to Europe and Asia in the next six months. Its product currently runs on
Amazon EC2 instances behind an Application Load Balancer. The instances run in an Amazon EC2 Auto Scaling group across multiple Availability Zones. All data
is stored in an Amazon Aurora database instance.

When the product is deployed in multiple regions, the company wants a single product catalog across all regions, but for compliance purposes, its customer
information and purchases must be kept in each region.

How should the company meet these requirements with the LEAST amount of application changes?

A. Use Amazon Redshift for the product catalog and Amazon DynamoDB tables for the customer information and purchases.

B. Use Amazon DynamoDB global tables for the product catalog and regional tables for the customer information and purchases.

C. Use Aurora with read replicas for the product catalog and additional local Aurora instances in each region for the customer information and purchases.
D. Use Aurora for the product catalog and Amazon DynamoDB global tables for the customer information and purchases.

Answer: C

NEW QUESTION 85

A company must encrypt all AMIs that the company shares across accounts. A DevOps engineer has access to a source account where an unencrypted custom
AMI has been built. The DevOps engineer also has access to a target account where an Amazon EC2 Auto Scaling group will launch EC2 instances from the AMI.
The DevOps engineer must share the AMI with the target account.

The company has created an AWS Key Management Service (AWS KMS) key in the source account.

Which additional steps should the DevOps engineer perform to meet the requirements? (Choose three.)

A. In the source account, copy the unencrypted AMI to an encrypted AM
B. Specify the KMS key in the copy action.

C. In the source account, copy the unencrypted AMI to an encrypted AM

D. Specify the default Amazon Elastic Block Store (Amazon EBS) encryption key in the copy action.

E. In the source account, create a KMS grant that delegates permissions to the Auto Scaling group service-linked role in the target account.
F. In the source account, modify the key policy to give the target account permissions to create a gran

G. In the target account, create a KMS grant that delegates permissions to the Auto Scaling group service-linked role.

H. In the source account, share the unencrypted AMI with the target account.

l.

In the source account, share the encrypted AMI with the target account.
Answer: ADF

Explanation:

The Auto Scaling group service-linked role must have a specific grant in the source account in order to decrypt the encrypted AMI. This is because the service-
linked role does not have permissions to assume the default IAM role in the source account. The following steps are required to meet the requirements:

? In the source account, copy the unencrypted AMI to an encrypted AMI. Specify the KMS key in the copy action.

? In the source account, create a KMS grant that delegates permissions to the Auto Scaling group service-linked role in the target account.

? In the source account, share the encrypted AMI with the target account.

? In the target account, attach the KMS grant to the Auto Scaling group service- linked role.

The first three steps are the same as the steps that | described earlier. The fourth step is required to grant the Auto Scaling group service-linked role permissions
to decrypt the AMI

in the target account.

NEW QUESTION 88

A DevOps engineer is architecting a continuous development strategy for a company's software as a service (SaaS) web application running on AWS. For
application and security reasons users subscribing to this application are distributed across multiple. Application Load Balancers (ALBs) each of which has a
dedicated Auto Scaling group and fleet of Amazon EC2 instances The application does not require a build stage and when it is committed to AWS CodeCommiit,
the application must trigger a simultaneous deployment to all ALBs Auto Scaling groups and EC2 fleets.

Which architecture will meet these requirements with the LEAST amount of configuration?

A. Create a single AWS CodePipeline pipeline that deploys the application in parallel using unigue AWS CodeDeploy applications and deployment groups created
for each ALB-Auto Scaling group pair.

B. Create a single AWS CodePipeline pipeline that deploys the application using a single AWS CodeDeploy application and single deployment group.

C. Create a single AWS CodePipeline pipeline that deploys the application in parallel using a single AWS CodeDeploy application and unique deployment group
for each ALB-Auto Scaling group pair.

D. Create an AWS CodePipeline pipeline for each ALB-Auto Scaling group pair that deploys the application using an AWS CodeDeploy application and
deployment group created for the same ALB-Auto Scaling group pair.

Answer: C
Explanation:

https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment- groups.html

NEW QUESTION 89
A developer is maintaining a fleet of 50 Amazon EC2 Linux servers. The servers are part of an Amazon EC2 Auto Scaling group, and also use Elastic Load

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version DOP-C02 Questions & Answers shared by Certleader
e — https://www.certleader.com/DOP-C02-dumps.html (136 Q&AS)

Leader of IT Certifications

Balancing for load balancing.

Occasionally, some application servers are being terminated after failing ELB HTTP health checks. The developer would like to perform a root cause analysis on
the issue, but before being able to access application logs, the server is terminated.

How can log collection be automated?

A. Use Auto Scaling lifecycle hooks to put instances in a Pending:Wait stat

B. Create an Amazon CloudWatch alarm for EC2 Instance Terminate Successful and trigger an AWS Lambda function that invokes an SSM Run Command script
to collect logs, push them to Amazon S3, and complete the lifecycle action once logs are collected.

C. Use Auto Scaling lifecycle hooks to put instances in a Terminating:Wait stat

D. Create an AWS Config rule for EC2 Instance-terminate Lifecycle Action and trigger a step function that invokes a script to collect logs, push them to Amazon
S3, and complete the lifecycle action once logs are collected.

E. Use Auto Scaling lifecycle hooks to put instances in a Terminating:Wait stat

F. Create an Amazon CloudWatch subscription filter for EC2 Instance Terminate Successful and trigger a CloudWatch agent that invokes a script to collect logs,
push them to Amazon S3, and complete the lifecycle action once logs are collected.

G. Use Auto Scaling lifecycle hooks to put instances in a Terminating:Wait stat

H. Create an Amazon EventBridge rule for EC2 Instance-terminate Lifecycle Action and trigger an AWS Lambda function that invokes an SSM Run Command
script to collect logs, push them to Amazon S3, and complete the lifecycle action once logs are collected.

Answer: D

Explanation:
https://blog.fourninecloud.com/auto-scaling-lifecycle-hooks-to-export-server-logs-when-instance-terminating-58e06d7c0d6a

NEW QUESTION 92

A global company manages multiple AWS accounts by using AWS Control Tower. The company hosts internal applications and public applications.

Each application team in the company has its own AWS account for application hosting. The accounts are consolidated in an organization in AWS Organizations.
One of the AWS Control Tower member accounts serves as a centralized DevOps account with CI/CD pipelines that application teams use to deploy applications
to their respective target AWS accounts. An 1AM role for deployment exists in the centralized DevOps account.

An application team is attempting to deploy its application to an Amazon Elastic Kubernetes Service (Amazon EKS) cluster in an application AWS account. An
1AM role for deployment exists in the application AWS account. The deployment is through an AWS CodeBuild project that is set up in the centralized DevOps
account. The CodeBuild project uses an 1AM service role for CodeBuild. The deployment is failing with an Unauthorized error during attempts to connect to the
cross-account EKS cluster from CodeBuild.

Which solution will resolve this error?

A. Configure the application account's deployment 1AM role to have a trust relationship with the centralized DevOps accoun
B. Configure the trust relationship to allow the sts:AssumeRole actio

C. Configure the application account's deployment 1AM role to have the required access to the EKS cluste

D. Configure the EKS cluster aws-auth ConfigMap to map the role to the appropriate system permissions.

E. Configure the centralized DevOps account's deployment | AM role to have a trust relationship with the application accoun
F. Configure the trust relationship to allow the sts:AssumeRole actio

G. Configure the centralized DevOps account's deployment 1AM role to allow the required access to CodeBuild.

H. Configure the centralized DevOps account's deployment 1AM role to have a trust relationship with the application accoun
I. Configure the trust relationship to allow the sts:AssumeRoleWithSAML actio

J. Configure the centralized DevOps account's deployment 1AM role to allow the required access to CodeBuild.

K. Configure the application account's deployment 1AM role to have a trust relationship with the AWS Control Tower management accoun
L. Configure the trust relationship to allow the sts:AssumeRole actio

M. Configure the application account's deployment 1AM role to have the required access to the EKS cluste

N. Configure the EKS cluster aws-auth ConfigMap to map the role to the appropriate system permissions.

Answer: A

Explanation:

In the source AWS account, the IAM role used by the CI/CD pipeline should have permissions to access the source code repository, build artifacts, and any other
resources required for the build process. In the destination AWS accounts, the IAM role used for deployment should have permissions to access the AWS
resources required for deploying the application, such as EC2 instances, RDS databases, S3 buckets, etc. The exact permissions required will depend on the
specific resources being used by the application. the IAM role used for deployment in the destination accounts should also have permissions to assume the IAM
role for deployment in the centralized DevOps account. This is typically done using an IAM role trust policy that allows the destination account to assume the
DevOps account role.

NEW QUESTION 94

The security team depends on AWS CloudTrail to detect sensitive security issues in the company's AWS account. The DevOps engineer needs a solution to auto-
remediate CloudTrail being turned off in an AWS account.

What solution ensures the LEAST amount of downtime for the CloudTrail log deliveries?

A. Create an Amazon EventBridge rule for the CloudTrail StopLogging even

B. Create an AWS Lambda (unction that uses the AWS SDK to call StartLogging on the ARN of the resource in which StopLogging was calle
C. Add the Lambda function ARN as a target to the EventBridge rule.

D. Deploy the AWS-managed CloudTrail-enabled AWS Config rule set with a periodic interval to 1 hou

E. Create an Amazon EventBridge rule tor AWS Config rules compliance chang

F. Create an AWS Lambda function that uses the AWS SDK to call StartLogging on the ARN of the resource in which StopLoggmg was calle
G. Add the Lambda function ARN as a target to the EventBridge rule.

H. Create an Amazon EventBridge rule for a scheduled event every 5 minute

I. Create an AWS Lambda function that uses the AWS SDK to call StartLogging on a CloudTrail trail in the AWS accoun

J. Add the Lambda function ARN as a target to the EventBridge rule.

K. Launch a t2 nano instance with a script running every 5 minutes that uses the AWS SDK to query CloudTrail in the current accoun

L. If the CloudTrail trail is disabled have the script re-enable the trail.

Answer: A

Explanation:
https://aws.amazon.com/blogs/mt/monitor-changes-and-auto-enable-logging-in-aws-cloudtrail/
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NEW QUESTION 97

A business has an application that consists of five independent AWS Lambda functions.

The DevOps engineer has built a CI/CD pipeline using AWS CodePipeline and AWS CodeBuild that builds tests packages and deploys each Lambda function in
sequence. The pipeline uses an Amazon EventBridge rule to ensure the pipeline starts as quickly as possible after a change is made to the application source
code.

After working with the pipeline for a few months the DevOps engineer has noticed the pipeline takes too long to complete.

What should the DevOps engineer implement to BEST improve the speed of the pipeline?

A. Modify the CodeBuild projects within the pipeline to use a compute type with more available network throughput.

B. Create a custom CodeBuild execution environment that includes a symmetricmultiprocessing configuration to run the builds in parallel.
C. Modify the CodePipeline configuration to run actions for each Lambda function in parallel by specifying the same runorder.

D. Modify each CodeBuild protect to run within a VPC and use dedicated instances to increase throughput.

Answer: C

Explanation:

https://docs.aws.amazon.com/codepipeline/latest/userguide/reference- pipeline-structure.html

AWS doc: "To specify parallel actions, use the same integer for each action you want to run in parallel. For example, if you want three actions to run in sequence in
a stage, you would give the first action the runOrder value of 1, the second action the runOrder value of 2, and the third the runOrder value of 3. However, if you
want the second and third actions to run in parallel, you would give the first action the runOrder value of 1 and both the second and third actions the runOrder
value of 2."

NEW QUESTION 98

A company uses AWS Storage Gateway in file gateway mode in front of an Amazon S3 bucket that is used by multiple resources. In the morning when business
begins, users do not see the objects processed by a third party the previous evening. When a DevOps engineer looks directly at the S3 bucket, the data is there,
but it is missing in Storage Gateway.

Which solution ensures that all the updated third-party files are available in the morning?

A. Configure a nightly Amazon EventBridge event to invoke an AWS Lambda function to run the RefreshCache command for Storage Gateway.
B. Instruct the third party to put data into the S3 bucket using AWS Transfer for SFTP.

C. Modify Storage Gateway to run in volume gateway mode.

D. Use S3 Same-Region Replication to replicate any changes made directly in the S3 bucket to Storage Gateway.

Answer: A

Explanation:
https://docs.aws.amazon.com/storagegateway/latest/APIReference/AP|_RefreshCache.ht ml " It only updates the cached inventory to reflect changes in the
inventory of the objects in the S3 bucket. This operation is only supported in the S3 File Gateway types."

NEW QUESTION 102

A company is implementing an Amazon Elastic Container Service (Amazon ECS) cluster to run its workload. The company architecture will run multiple ECS
services on the cluster. The architecture includes an Application Load Balancer on the front end and uses multiple target groups to route traffic.

A DevOps engineer must collect application and access logs. The DevOps engineer then needs to send the logs to an Amazon S3 bucket for near-real-time
analysis.

Which combination of steps must the DevOps engineer take to meet these requirements? (Choose three.)

A. Download the Amazon CloudWatch Logs container instance from AW

B. Configure this instance as a tas

C. Update the application service definitions to include the logging task.

D. Install the Amazon CloudWatch Logs agent on the ECS instance

E. Change the logging driver in the ECS task definition to awslogs.

F. Use Amazon EventBridge to schedule an AWS Lambda function that will run every 60 seconds and will run the Amazon CloudWatch Logs create-export-task
comman

G. Then point the output to the logging S3 bucket.

H. Activate access logging on the AL

I. Then point the ALB directly to the logging S3 bucket.

J. Activate access logging on the target groups that the ECS services us

K. Then send the logs directly to the logging S3 bucket.

L. Create an Amazon Kinesis Data Firehose delivery stream that has a destination of the logging S3 bucke
M. Then create an Amazon CloudWatch Logs subscription filter for Kinesis Data Firehose.

Answer: BDF

Explanation:
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-logging-monitoring.html

NEW QUESTION 105

A company’s security team requires that all external Application Load Balancers (ALBs) and Amazon API Gateway APls are associated with AWS WAF web
ACLs. The company

has hundreds of AWS accounts, all of which are included in a single organization in AWS Organizations. The company has configured AWS Config for the
organization. During an audit, the company finds some externally facing ALBs that are not associated with AWS WAF web ACLs.

Which combination of steps should a DevOps engineer take to prevent future violations? (Choose two.)

A. Delegate AWS Firewall Manager to a security account.

B. Delegate Amazon GuardDuty to a security account.

C. Create an AWS Firewall Manager policy to attach AWS WAF web ACLs to any newly created ALBs and API Gateway APIs.
D. Create an Amazon GuardDuty policy to attach AWS WAF web ACLs to any newly created ALBs and API Gateway APIs.

E. Configure an AWS Config managed rule to attach AWS WAF web ACLs to any newly created ALBs and API Gateway APIs.
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Answer: AC

Explanation:

If instead you want to automatically apply the policy to existing in-scope resources, choose Auto remediate any noncompliant resources. This option creates a
web ACL in each applicable account within the AWS organization and associates the web ACL with the resources in the accounts. When you choose Auto
remediate any noncompliant resources, you can also choose to remove existing web ACL associations from in-scope resources, for the web ACLs that aren't
managed by another active Firewall Manager policy. If you choose this option, Firewall Manager first associates the policy's web ACL with the resources, and then
removes the prior associations. If a resource has an association with another web ACL that's managed by a different active Firewall Manager policy, this choice
doesn't affect that association.

NEW QUESTION 107

An AWS CodePipeline pipeline has implemented a code release process. The pipeline is integrated with AWS CodeDeploy to deploy versions of an application to
multiple Amazon EC2 instances for each CodePipeline stage.

During a recent deployment the pipeline failed due to a CodeDeploy issue. The DevOps team wants to improve monitoring and notifications during deployment to
decrease resolution times.

What should the DevOps engineer do to create notifications. When issues are discovered?

A. Implement Amazon CloudWatch Logs for CodePipeline and CodeDeploy create an AWS Config rule to evaluate code deployment issues, and create an
Amazon Simple Notification Service (Amazon SNS) topic to notify stakeholders of deployment issues.

B. Implement Amazon EventBridge for CodePipeline and CodeDeploy create an AWS Lambda function to evaluate code deployment issues, and create an
Amazon Simple Notification Service (Amazon SNS) topic to notify stakeholders of deployment issues.

C. Implement AWS CloudTrail to record CodePipeline and CodeDeploy API call information create an AWS Lambda function to evaluate code deployment issues
and create an Amazon Simple Notification Service (Amazon SNS) topic to notify stakeholders of deployment issues.

D. Implement Amazon EventBridge for CodePipeline and CodeDeploy create an Amazo

E. Inspector assessment target to evaluate code deployment issues and create an Amazon Simpl

F. Notification Service (Amazon SNS) topic to notify stakeholders of deployment issues.

Answer: B

Explanation:

AWS CloudWatch Events can be used to monitor events across different AWS resources, and a CloudWatch Event Rule can be created to trigger an AWS
Lambda function when a deployment issue is detected in the pipeline. The Lambda function can then evaluate the issue and send a notification to the appropriate
stakeholders through an Amazon SNS topic. This approach allows for real-time notifications and faster resolution times.

NEW QUESTION 111

A company has configured an Amazon S3 event source on an AWS Lambda function The company needs the Lambda function to run when a new object is
created or an existing object IS modified In a particular S3 bucket The Lambda function will use the S3 bucket name and the S3 object key of the incoming event to
read the contents of the created or modified S3 object The Lambda function will parse the contents and save the parsed contents to an Amazon DynamoDB table.
The Lambda function's execution role has permissions to read from the S3 bucket and to write to the DynamoDB table, During testing, a DevOps engineer
discovers that the Lambda

function does not run when objects are added to the S3 bucket or when existing objects are modified.

Which solution will resolve this problem?

A. Increase the memory of the Lambda function to give the function the ability to process large files from the S3 bucket.

B. Create a resource policy on the Lambda function to grant Amazon S3 the permission to invoke the Lambda function for the S3 bucket
C. Configure an Amazon Simple Queue Service (Amazon SQS) queue as an OnFailure destination for the Lambda function

D. Provision space in the /tmp folder of the Lambda function to give the function the ability to process large files from the S3 bucket

Answer: B

Explanation:

? Option A is incorrect because increasing the memory of the Lambda function does not address the root cause of the problem, which is that the Lambda function
is not triggered by the S3 event source. Increasing the memory of the Lambda function might improve its performance or reduce its execution time, but it does not
affect its invocation. Moreover, increasing the memory of the Lambda function might incur higher costs, as Lambda charges based on the amount of memory
allocated to the function.

? Option B is correct because creating a resource policy on the Lambda function to grant Amazon S3 the permission to invoke the Lambda function for the S3
bucket is a necessary step to configure an S3 event source. A resource policy is a JSON document that defines who can access a Lambda resource and under
what conditions. By granting Amazon S3 permission to invoke the Lambda function, the company ensures that the Lambda function runs when a new object is
created or an existing object is modified in the S3 bucketl.

? Option C is incorrect because configuring an Amazon Simple Queue Service (Amazon SQS) queue as an On-Failure destination for the Lambda function does
not help with triggering the Lambda function. An On-Failure destination is a feature that allows Lambda to send events to another service, such as SQS or Amazon
Simple Notification Service (Amazon SNS), when a function invocation fails. However, this feature only applies to asynchronous invocations, and S3 event sources
use synchronous invocations. Therefore, configuring an SQS queue as an On-Failure destination would have no effect on the problem.

? Option D is incorrect because provisioning space in the /tmp folder of the Lambda function does not address the root cause of the problem, which is that the
Lambda function is not triggered by the S3 event source. Provisioning space in the /tmp folder of the Lambda function might help with processing large files from
the S3 bucket, as it provides temporary storage for up to 512 MB of data. However, it does not affect the invocation of the Lambda function.

References:

? Using AWS Lambda with Amazon S3

? Lambda resource access permissions

? AWS Lambda destinations

? [AWS Lambda file system]

NEW QUESTION 115

A company uses AWS and has a VPC that contains critical compute infrastructure with predictable traffic patterns. The company has configured VPC flow logs that
are published to a log group in Amazon CloudWatch Logs.

The company's DevOps team needs to configure a monitoring solution for the VPC flow logs to identify anomalies in network traffic to the VPC over time. If the
monitoring solution detects an anomaly, the company needs the ability to initiate a response to the anomaly.

How should the DevOps team configure the monitoring solution to meet these requirements?

A. Create an Amazon Kinesis data strea
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B. Subscribe the log group to the data strea

C. Configure Amazon Kinesis Data Analytics to detect log anomalies in the data strea

D. Create anAWS Lambda function to use as the output of the data strea

E. Configure the Lambda function to write to the default Amazon EventBridge event bus in the event of an anomaly finding.

F. Create an Amazon Kinesis Data Firehose delivery stream that delivers events to an Amazon S3 bucke

G. Subscribe the log group to the delivery strea

H. Configure Amazon Lookout for Metrics to monitor the data in the S3 bucket for anomalie

I. Create an AWS Lambda function to run in response to Lookout for Metrics anomaly finding

J. Configure the Lambda function to publish to the default Amazon EventBridge event bus.

K. Create an AWS Lambda function to detect anomalie

L. Configure the Lambda function to publish an event to the default Amazon EventBridge event bus if the Lambda function detects an anomal
M. Subscribe the Lambda function to the log group.

N. Create an Amazon Kinesis data strea

O. Subscribe the log group to the data strea

P. Create an AWS Lambda function to detect log anomalie

Q. Configure the Lambda function to write to the default Amazon EventBridge event bus if the Lambda function detects an anomal
R. Set the Lambda function as the processor for the data stream.

Answer: D

Explanation:

To meet the requirements, the DevOps team needs to configure a monitoring solution for the VPC flow logs that can detect anomalies in network traffic over time
and initiate a response to the anomaly. The DevOps team can use Amazon Kinesis Data Streams to ingest and process streaming data from CloudWatch Logs.
The DevOps team can subscribe the log group to a Kinesis data stream, which will deliver log events from CloudWatch Logs to Kinesis Data Streams in near real-
time. The DevOps team can then create an AWS Lambda function to detect log anomalies using machine learning or statistical methods. The Lambda function can
be set as a processor for the data stream, which means that it will process each record from the stream before sending it to downstream applications or
destinations. The Lambda function can also write to the default Amazon EventBridge event bus if it detects an anomaly, which will allow other AWS services or
custom applications to respond to the anomaly event.

NEW QUESTION 116

A company has deployed an application in a production VPC in a single AWS account. The application is popular and is experiencing heavy usage. The
company'’s security team wants to add additional security, such as AWS WAF, to the application deployment. However, the application's product manager is
concerned about cost and does not want to approve the change unless the security team can prove that additional security is necessary.

The security team believes that some of the application's demand might come from users that have IP addresses that are on a deny list. The security team
provides the deny list to a DevOps engineer. If any of the IP addresses on the deny list access the application, the security team wants to receive automated
notification in near real time so that the security team can document that the application needs additional security. The DevOps engineer creates a VPC flow log
for the production VPC.

Which set of additional steps should the DevOps engineer take to meet these requirements MOST cost-effectively?

A. Create a log group in Amazon CloudWatch Log

B. Configure the VPC flow log to capture accepted traffic and to send the data to the log grou

C. Create an Amazon CloudWatch metric filter for IP addresses on the deny lis

D. Create a CloudWatch alarm with the metric filter as inpu

E. Set the period to 5 minutes and the datapoints to alarm to 1. Use an Amazon Simple Notification Service (Amazon SNS) topic to send alarm notices to the
security team.

F. Create an Amazon S3 bucket for log file

G. Configure the VPC flow log to capture all traffic and to send the data to the S3 bucke

H. Configure Amazon Athena to return all log files in the S3 bucket for IP addresses on the deny lis

I. Configure Amazon QuickSight to accept data from Athena and to publish the data as a dashboard that the security team can acces

J. Create a threshold alert of 1 for successful acces

K. Configure the alert to automatically notify the security team as frequently as possible when the alert threshold is met.

L. Create an Amazon S3 bucket for log file

M. Configure the VPC flow log to capture accepted traffic and to send the data to the S3 bucke

N. Configure an Amazon OpenSearch Service cluster and domain for the log file

O. Create an AWS Lambda function to retrieve the logs from the S3 bucket, format the logs, and load the logs into the OpenSearch Service cluste

P. Schedule the Lambda function to run every 5 minute

Q. Configure an alert and condition in OpenSearch Service to send alerts to the security team through an Amazon Simple Notification Service (Amazon SNS) topic
when access from the IP addresses on the deny list is detected.

R. Create a log group in Amazon CloudWatch Log

S. Create an Amazon S3 bucket to hold query result

T. Configure the VPC flow log to capture all traffic and to send the data to the log grou

. Deploy an Amazon Athena CloudWatch connector in AWS Lambd

. Connect the connector to the log grou

. Configure Athena to periodically query for all accepted traffic from the IP addresses on the deny list and to store the results in the S3 bucke

. Configure an S3 event notification to automatically notify the security team through an Amazon Simple Notification Service (Amazon SNS) topic when new
objects are added to the S3 bucket.

Answer: A

NEW QUESTION 118

A company has a legacy application A DevOps engineer needs to automate the process of building the deployable artifact for the legacy application. The solution
must store the deployable artifact in an existing Amazon S3 bucket for future deployments to reference

Which solution will meet these requirements in the MOST operationally efficient way?

A. Create a custom Docker image that contains all the dependencies tor the legacy application Store the custom Docker image in a new Amazon Elastic Container
Registry (Amazon ECR) repository Configure a new AWS CodeBuild project to use the custom Docker image to build the deployable artifact and to save the
artifact to the S3 bucket.

B. Launch a new Amazon EC2 instance Install all the dependencies (or the legacy application on the EC2 instance Use the EC2 instance to build the deployable
artifact and to save the artifact to the S3 bucket.

C. Create a custom EC2 Image Builder image Install all the dependencies for the legacy application on the image Launch a new Amazon EC2 instance from the
image Use the new EC2 instance to build the deployable artifact and to save the artifact to the S3 bucket.
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D. Create an Amazon Elastic Kubernetes Service (Amazon EKS) cluster with an AWS Fargate profile that runs in multiple Availability Zones Create a custom
Docker image that contains all the dependencies for the legacy application Store the custom Docker image in a new Amazon Elastic Container Registry (Amazon
ECR) repository Use the custom Docker image inside the EKS cluster to build the deployable artifact and to save the artifact to the S3 bucket.

Answer: A

Explanation:

This approach is the most operationally efficient because it leverages the benefits of containerization, such as isolation and reproducibility, as well as AWS
managed services. AWS CodeBuild is a fully managed build service that can compile your source code, run tests, and produce deployable software packages. By
using a custom Docker image that includes all dependencies, you can ensure that the environment in which your code is built is consistent. Using Amazon ECR to
store Docker images lets you easily deploy the images to any environment. Also, you can directly upload the build artifacts to Amazon S3 from AWS CodeBuild,
which is beneficial for version control and archival purposes.

NEW QUESTION 120

A DevOps engineer used an AWS Cloud Formation custom resource to set up AD Connector. The AWS Lambda function ran and created AD Connector, but
Cloud Formation is not transitioning from CREATE_IN_PROGRESS to CREATE_COMPLETE.

Which action should the engineer take to resolve this issue?

A. Ensure the Lambda function code has exited successfully.

B. Ensure the Lambda function code returns a response to the pre-signed URL.

C. Ensure the Lambda function 1AM role has cloudformation UpdateStack permissions for the stack ARN.
D. Ensure the Lambda function IAM role has ds ConnectDirectory permissions for the AWS account.

Answer: B
Explanation:

Reference: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/crpg-ref- responses.html

NEW QUESTION 121

A company is launching an application that stores raw data in an Amazon S3 bucket. Three applications need to access the data to generate reports. The data
must be redacted differently for each application before

the applications can access the data.

Which solution will meet these requirements?

. Create an S3 bucket for each applicatio

. Configure S3 Same-Region Replication (SRR) from the raw data's S3 bucket to each application's S3 bucke
. Configure each application to consume data from its own S3 bucket.

. Create an Amazon Kinesis data strea

. Create an AWS Lambda function that isinvoked by object creation events in the raw data's S3 bucke

. Program the Lambda function to redact data for each applicatio

. Publish the data on the Kinesis data strea

. Configure each application to consume data from the Kinesis data stream.

I. For each application, create an S3 access point that uses the raw data's S3 bucket as the destinatio

J. Create an AWS Lambda function that is invoked by object creation events in the raw data's S3 bucke

K. Program the Lambda function to redact data for each applicatio

L. Store the data in each application's S3 access poin

M. Configure each application to consume data from its own S3 access point.

N. Create an S3 access point that uses the raw data's S3 bucket as the destinatio

O. For each application, create an S3 Object Lambda access point that uses the S3 access poin

P. Configure the AWS Lambda function for each S3 Object Lambda access point to redact data when objects are retrieve
Q. Configure each application to consume data from its own S3 Object Lambda access point.

IOMNMMmMmOoOO >

Answer: D

Explanation:

? The best solution is to use S3 Object Lambdal, which allows you to add your own code to S3 GET, LIST, and HEAD requests to modify and process data as it is
returned to an application2. This way, you can redact the data differently for each application without creating and storing multiple copies of the data or running
proxies.

? The other solutions are less efficient or scalable because they require replicating the data to multiple buckets, streaming the data through Kinesis, or storing the
data in S3 access points.

References: 1: Amazon S3 Features | Object Lambda | AWS 2: Transforming objects with S3 Object Lambda - Amazon Simple Storage Service

NEW QUESTION 123
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