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NEW QUESTION 1
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

You can use information barriers with Microsoft Exchange.

You can use information barriers with Microsoft SharePoint.

You can use information barriers with Microsoft Teams.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

You can use information barriers with Microsoft Exchange.

You can use information barriers with Microsoft SharePoint.

You can use information barriers with Microsoft Teams.

NEW QUESTION 2
HOTSPOT

Yes

™y
p—y
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point

Statements

Microsoft Sentinel data connectors support only Microsoft services.

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is
tnggered.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Microsoft Sentinel data connectors support only Microsoft services.

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is
tnggered.

NEW QUESTION 3
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

Azure Active Directory (Azure AD) is -

an extended detection and response (XDR) system
used for authentication and authorization. | an identity provider

a management group
a securty information and event management (SIEM) system

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service. Reference:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365- identity ?view=0365-worldwide

NEW QUESTION 4

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Digitally signing a document requires a private key. O O

Verifying the authenticity of a digitally signed document requires the public O O
key of the signer.

Verifying the authenticity of a digitally signed document requires the private O O
key of the singer.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

A certificate is required that provides a private and a public key.

Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature. Box 3: Yes

NEW QUESTION 5
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

» provides best practices from Microsoft employees, partners, and customers,

Azure Blueprints including tools and guidance to assist in an Azure deployment.
Azure Policy

The Microsoft Cloud Adoption Framework for Azure
A resource lock

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

» provides best practices from Microsoft employees, partners, and customers,

Azure Blueprints including tools and guidance to assist in an Azure deployment.
AT POREY e
The Microsoft Cloud Adoption Framework for Azure

e i T T e i R

A resource lock

NEW QUESTION 6
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
All Azure Active Directory (Azure AD) license editions include the same features, o Q
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. L& Q
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. o o
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features. o F}
You can manage an Azure Active Directory (AzZure AD) tenant by using the Azure portal. [0 e}
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. o I-Cr.:

NEW QUESTION 7

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

, _1_innmuu|mwun 1 il

A. Mastered
B. Not Mastered

Answer: A

Explanation:

H
I _,nuumu||mmn T um!ﬁ_u

NEW QUESTION 8
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

A. Windows 10 and newer only

B. Windows 10 and newer and Android only

C. Windows 10 and newer and macOS only

D. Windows 10 and newer, Android, and macOS

Answer: C

NEW QUESTION 9

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

~ is a cloud-native security information and event management (SIEM) and security orchestration
‘Azure Advisor | @utomated response {SOAR) solution used to provide a single solution for alert detection, threat
'Azure Bastion ' | visibility, proactive hunting, and threat respanse.
Mw'e Monitor
| Azure Sentinel
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Microsoft Azure Sentinel is a scalable, cloud-native, security information event management (SIEM) and security orchestration automated response (SOAR)

solution.

NEW QUESTION 10
HOTSPOT

Select the answer that correctly completes the sentence.
In Azure Sentinel, you can automate common tasks by using

deep investigation tools.
hunting search-and-query tools.
playbooks.

workbooks.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
In Azure Sentinel, you can automate common tasks by using

deep investigation tools.
‘hunting search-and-query tools.
iplaybooks. |

workbooks.

NEW QUESTION 10
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

¥iou can restrict communication between users in Exchange Online by using
information Barmers.

You can restrict aocessing a SharePosnt Online site by using Information
Barriers.

You can prevent sharing a file with another user in Microsoft Teams by using
Infarmation Barriers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

¥iou can restrict communication between users in Exchange Online by using
information Barmers.

You can restrict aocessing a SharePosnt Online site by using Information o
ELarriers ik

You can prevent sharing a file with another user in Microsoft Teams by using I
Information Barriers e

NEW QUESTION 15
HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

Microsoft Defender for identity can identify advanced threats from

Azure Active Directory (Azure AD)
Azure AD Connect
on-premises Active Directory Domain Services (AD DS)

« signals.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Microsoft Defender for Identity is a cloud-based security solution that leverages your on- premises Active Directory signals to identify, detect, and investigate
advanced threats, compromised identities, and malicious insider actions directed at your organization.

NEW QUESTION 17

DRAG DROP

You are evaluating the compliance score in Microsoft Purview Compliance Manager. Match the compliance score action subcategories to the appropriate actions.
To answer, drag the appropriate action subcategory from the column on the left to its action on the right. Each action subcategory may be used once, more than
once, or not at all.

NOTE: Each correct match is worth one point.

Action Subcategories Answer Area
Lot Encrypl data &t rest
Dode n
Perform a syitem access audit
Frigvontalng
b ake confeguration changoy in feponee E0 & Security incident
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Action Subcategories Answer Area
| Cormective | I | Préventative |j"'-"'|-'|"'- 1ats at ret
| Detective | =
; I Detective Perform a system access audit

rl' i -

T Lorredine |!'.‘|.'|.Jlll-'l!.Jq,l'.l'-"l-".ﬂlllvl,l!.Ill'll'._. nee (o a security incident

NEW QUESTION 20
You have an Azure subscription that contains multiple resources.
You need to assess compliance and enforce standards for the existing resources. What should you use?

A. the Anomaly Detector service
B. Microsoft Sentinel

C. Azure Blueprints

D. Azure Policy

Answer: D

NEW QUESTION 21
What are two reasons to deploy multiple virtual networks instead of using just one virtual network? Each correct answer presents a complete solution.
NOTE; Each correct selection is worth one point.

A. to separate the resources for budgeting
B. to meet Governance policies

C. to isolate the resources

D. to connect multiple types of resources

Answer: BC

NEW QUESTION 24
What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.
NOTE: Each correct selection is worth one point.

A. automated investigation and remediation
B. transport encryption

C. shadow IT detection

D. attack surface reduction

Answer: AD
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft- defender-endpoint? view=0365-worldwide
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NEW QUESTION 26
DRAG DROP
Match the Microsoft 365 insider risk management workflow step to the appropriate task.

To answer, drag the appropriate step from the column on the left to its task on the right. Each step may be used once, more than once, or not at all.

NOTE: Each correct match is worth one point.

Steps Answer Area
AcKion ! . Review and filter alerts
Investigate e .
B8 : Create cases in the Case dashboard
Triage e S .
L } : - Send a reminder of corporate policies to users
A. Mastered

B. Not Mastered

Answer: A

Explanation:

Steps Answer Area

r Action l J h

e S — | Triage i Review and filter alerts

I_ — e ——— — — — — _II == __ _______ ._I

| Investigate ! ' |

s ______E._____..____._E | Investigate | Create cases in the Case dashboard
| i e e g

Triage = i
= E _______ ! | Action : Send a reminder of corporate policies to users

NEW QUESTION 29

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Azure Active Directory (Azure AD) Identity Protection can add users to (@

groups based on the users’ risk level.

Azure Active Directory (Azure AD) Identity Protection can detect whether ©

user credentials were leaked to the public.

Azure Active Directory (Azure AD) ldentity Protection can be used to Q

invoke Multi-Factor Authentication based on a user's risk level.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Box 2: Yes

Leaked Credentials indicates that the user's valid credentials have been leaked.

Box 3: Yes

Multi-Factor Authentication can be required based on conditions, one of which is user risk.

NEW QUESTION 32

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-900 dumps!
r_! CEF’EShﬂI‘Ed https://www.certshared.com/exam/SC-900/ (150 Q&AS)

Answer Area
Statements Yes No
You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD
User accounts creafed in Azure AD sync automatically to an on-premises Active Directory.
When using a hybrid model, authentication can either be done by Azure AD or by another
identity provider.
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
=
You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD. | |

User accounts created in Azure AD sync automatically 1o an on-premises Active Directory | I

- 15
When using a hybrid model authentication can either be done by Azure AD or by another |

I
identity provider S

NEW QUESTION 33
You plan to implement a security strategy and place multiple layers of defense throughout a network infrastructure.
Which security methodology does this represent?

A. threat modeling

B. identity as the security perimeter
C. defense in depth

D. the shared responsibility model

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/learn/modules/secure-network-connectivity-azure/2-what-is-defense-in-depth

NEW QUESTION 37

What are customers responsible for when evaluating security in a software as a service (SaaS) cloud services model?
A. applications

B. network controls

C. operating systems

D. accounts and identities

Answer: A

NEW QUESTION 40

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
MSIOET NSk Management i CoNNgUred from the Mictotoft Purveew compliance portal -

Microsoft 365 admin center
Microsoft Purveew comphance portal
Microsoft 365 Defender portal
Microsoft Defender for Cloud Apps portal

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Angwer Area

Mse0Er NSk management S CoNfgured from the Moot Purveew comphance porta -

Microsoft 365 sdmin center.
Microsoft Purview complance portal

Microsoft 365 Defendar portal

Microsoft Defender for Cloud Apps portal

NEW QUESTION 44

DRAG DROP

Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Features Answer Area
Threat Explorer Feature Provides intelligence on prevailing cybersecurity issuss
[ Threat Trackers
| Feature Prowvides real-time reports 1o dentify and analyze recent threats
| Anti-phishing pratection
Feature ; Detects ImMpérsonation amempts
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Features Answer Area
T T I —— E = '
i T_""E“"'_Exl:'l‘:‘rzr —— : Anti-phishing protection  jProvides intelligence on prevailing cybersecurity issues
[ Theeat Trackers | .
e ) ] ': Threat Explorer (Provides neal-lime reports 1o dentify and analyze recent threats
T A R LT P B L i) r
| Anti-phishing protection |
e e e - | Theeat Trackers Detects impersonation attempts

NEW QUESTION 46
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)
B. Azure Sentinel

C. Azure AD Connect

D. Azure Ad Privileged Identity Management (PIM)

Answer: C

Explanation:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect

NEW QUESTION 48
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

Communication compliance i configured by using the Microsoft 365 admin center
Microsoft SharePoint Online supports communication complance

Communication compliance can remediate compliance ssues,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes Mo

Co "I."'I|'||-'I§"|_'|"|:'\,'ll'llill'.\_'p'-'\\I' confgured by using the Microsoft 36% admin center | |
- ’ "
Microsolt SharePoint Online supporis communication complance |

LommuniCaton compiancs Can remediate complance ssues = I
i

NEW QUESTION 52
What can you use to view the Microsoft Secure Score for Devices?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Endpoint
C. Microsoft Defender for Identity

D. Microsoft Defender for Office 365

Answer: B

Explanation:

Microsoft Secure Score for Devices

? Artikel

? 12.05.2022

? 3 Minuten Lesedauer Applies to:

? Microsoft Defender for Endpoint Plan 2

? Microsoft Defender Vulnerability Management

? Microsoft 365 Defender

Some information relates to pre-released product which may be substantially modified before it's commercially released. Microsoft makes no warranties, express
or implied, with respect to the information provided here.

To sign up for the Defender Vulnerability Management public preview or if you have any questions, contact us (mdvmtrial@microsoft.com).

Already have Microsoft Defender for Endpoint P2? Sign up for a free trial of the Defender Vulnerability Management Add-on.

Configuration score is now part of vulnerability management as Microsoft Secure Score for Devices.

Your score for devices is visible in the Defender Vulnerability Management dashboard of the Microsoft 365 Defender portal. A higher Microsoft Secure Score for
Devices means your endpoints are more resilient from cybersecurity threat attacks. It reflects the collective security configuration state of your devices across the
following categories:

? Application

? Operating system

? Network

? Accounts

? Security controls

Select a category to go to the Security recommendations page and view the relevant recommendations.

Turn on the Microsoft Secure Score connector

Forward Microsoft Defender for Endpoint signals, giving Microsoft Secure Score visibility into the device security posture. Forwarded data is stored and processed
in the same location as your Microsoft Secure Score data.

Changes might take up to a few hours to reflect in the dashboard.

? In the navigation pane, go to Settings > Endpoints > General > Advanced features

? Scroll down to Microsoft Secure Score and toggle the setting to On.

? Select Save preferences. How it works

Microsoft Secure Score for Devices currently supports configurations set via Group Policy. Due to the current partial Intune support, configurations which might
have been set through Intune might show up as misconfigured. Contact your IT Administrator to verify the actual

configuration status in case your organization is using Intune for secure configuration management.

The data in the Microsoft Secure Score for Devices card is the product of meticulous and ongoing vulnerability discovery process. It is aggregated with
configuration discovery assessments that continuously:

? Compare collected configurations to the collected benchmarks to discover misconfigured assets

? Map configurations to vulnerabilities that can be remediated or partially remediated (risk reduction)

? Collect and maintain best practice configuration benchmarks (vendors, security feeds, internal research teams)

? Collect and monitor changes of security control configuration state from all assets

NEW QUESTION 55
Which service includes the Attack simul-ation training feature?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Office 365
C. Microsoft Defender for Identity

D. Microsoft Defender for SQL

Answer: B
NEW QUESTION 58
HOTSPOT

For each of the following statement, select Yes if the statement is true Otherwise, select No.
NOTE: Each connect selection a worth one point.
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er Area
Statements Yes No
An gernal email address can be used 10 suthenticate seif-sarvice passwond reset (S5PF)
A notificabon 10 the Microsoft Authenticator app can be uted to authenticate ssif-service
password reset (SSPR)
To perform catf-sanvice password reset (SSPR), & user must alreacy be signed in and
authenticated to Azure AD
A. Mastered

B. Not Mastered

Answer: A
Explanation:
&r Ares
Statements Yes No
An external email address can be used to authenticate seif-service password reset (S5PR) i _J
A noticabon 10 the Microsoft Authenticaton Spp can be used 1o suthenhcate self-senace o)
= o

password reset (S5PR)

To perform saif-sanice password resst (SSPR) & wer must sready be signed in and | i
suthentscated 1o Arure AD

NEW QUESTION 59

HOTSPOT

Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). O o
Conditional access policies can be used to block access to an application based on the > i
location of the user.
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- g &
joined devices.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). O o
Conditional access policies can be used to block access to an application based on the (O O
location of the user. -
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- O F—1::,1",

joined devices.

NEW QUESTION 62

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a @] QO

target resource Is created or modified.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

Azure Policy supports automatic remediation. i_o_' O
Azure Policy can be used to ensure that new resources adhere Ol O
to corporate standards. -
Compliance evaluation in Azure Policy occurs only when a O I O :

target resource is created or modified.

NEW QUESTION 63

Which three authentication methods does Windows Hello for Business support? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. fingerprint

B. facial recognition
C. PIN

D. email verification
E. security question

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-how-it-works-authentication

NEW QUESTION 64

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Users can apply sensitivity labels manually. O Q
Multiple sensitivity labels can be applied to the same file, Q O
A sensitivity label can apply a watermark to a Microsoft Word document. ®) O

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Statements Yes No
Users can apply sensitivity labels manually. :_D__ f Q
Multiple sensitivity labels can be applied to the same file, Q 10O |
A sensitivity label can apply a watermark to a Microsoft Word document. :_(5 | QO

NEW QUESTION 69
Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove users that no longer require membership in
a group?

A. access reviews

B. managed identities

C. conditional access policies
D. Azure AD ldentity Protection

Answer: A
Explanation:

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships, access to enterprise applications, and role
assignments.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews- overview

NEW QUESTION 73

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes MNo

Security defaults require an Azure Active Directory (Azure AD) Premium license.
Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication
{MFA).

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No
Security defaults require an Azure Active Directory (Azure AD) Premium license. 1 |

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user. ) |-_.

When Security defaults are enabled, all administrators must use multi-factor authentication 2
(MFA). -

NEW QUESTION 74
HOTSPOT
Select the answer that correctly completes the sentence.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-900 dumps!
D CEr‘tShErEd https://www.certshared.com/exam/SC-900/ (150 Q&AS)

When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
multi-factor authentication (MFA)

will be enabled for all Azure AD users.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When you enable security defaults in Azure Active Directory (Azure AD),

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
Imulti-factor authentication (MFA) |
will be enabled for all Azure AD users.
NEW QUESTION 76
HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
| Templates e ] track compliance with groupings of controls from a specific regulation or requirement.
Asgzessments
Improvement aclions
Solutions
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
I Templates o T | track compliance with groupings of controls from a specific regulation or requirement
Assessments
Improvement actions
Solutions

NEW QUESTION 78
HOTSPOT
Select the answer that correctly completes the sentence.

« enables collaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors. External
Active Directory forest trusts users appear as guest users in the directory.
Azure Active Directory (Azure AD) business-to-business (B28)
Azure Active Directory business-to-consumer B2C (Azure AD B2C)

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
« enables collaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors, External
Active Directory forest trusts users appear as guest users in the directory.

[Aaure Adiive Direclory (Rzure AD] bisiness-to-business (828]
Azure Active Directory business-to-consumer B2C (Azure AD B82C)

NEW QUESTION 82

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can add a resource lock to an Azure subscription. O &
You can add only one resource lock to an Azure resource. O O
You can delete a resource group containing resources that have resource locks. O o

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Yes NO
NO

YES - As an administrator, you can lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or

modifying critical resources. The lock overrides any permissions the user might have.
NO - The most restrictive lock in the inheritance takes precedence.

NO - If you delete a resource group with a locked resource, the portal Ul will give you an error and no resources are deleted.

https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock- resources?tabs=json

NEW QUESTION 87

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
« 5 a cloud-based selution that leverages on-premises Active Directory signals

Microsoft Cloud App Security to identify, detect, and investigate advanced threats.
Microsoft Defender for Endpoint
Microsoft Detender for ldentity
Microsoft Defender for Office 365

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

« s a cloud-based solution that leverages on-premises Active Directory signals
Micrasoft Cloud App Security to identify, detect, and investigate advanced threats.

Micrgsoft Defender for Endpoint
\Microsoft Defender for Identity |
Microsoft Defender for Office 385

NEW QUESTION 89

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes
Microsoft Intune can be used to manage Android devices. O
Microsoft Intune can be used to provision Azure subscriptions. O
Microsoft Intune can be used to manage organization-owned @]

devices and personal devices.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes
Microsoft Intune can be used to manage Android devices. Q!
Microsoft Intune can be used to provision Azure subscriptions. O
Microsoft Intune can be used to manage organization-owned EQ_ l

devices and personal devices.

NEW QUESTION 92

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

In software as a service (Saas), applying service packs to applications is the
responsibility of the organization.

In infrastructure as a service (laas), managing the physical network is the
responsibility of the cloud provider.

In all Azure cloud deployment types, managing the security of information
and data is the responsibility of the organization.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

In software as a service (Saas), applying service packs to applications is the
responsibility of the organization.

In infrastructure as a service (laas), managing the physical network is the
responsibility of the cloud provider.

In all Azure cloud deployment types, managing the security of information
and data is the responsibility of the organization.

NEW QUESTION 93
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

w canuse conditional access policies

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Azure Defender

Azure Sentinel

Microsoft Cloud App Security

to control sessions in real ime.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

+ canuse conditional access policies

Azure Active Directory (Azure AD) Privileged Identity Management (FIM)
Azure Defender
Azure Sentinel

to control sessions in real fime.

NEW QUESTION 94
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point

Statements

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage.

Yes Mo

il

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. O O

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure O O

Or ONn-premises.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. |1 O

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. ]

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure | O | O

Of on-premises.

NEW QUESTION 98

ﬂ 10 Femove features. from the RRGANton pane

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
in the Microsoft Puniew compiiance portal, you ¢an use | Customis navgation
Comphance M lEEO’
Policees
Settngs
A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Anvwer Area

1 e Microdo Puriew Comoance portal you can use | Cuatomire Fuvigalion

NEW QUESTION 101
HOTSPOT

Select the answer that correctly completes the sentence.

Answer Area

You can manage Microsoft Intune by using the

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

You can manage Microsoft Intune by using the

NEW QUESTION 103

Comphance Manager

Cusioemile. R slon

Bolicsey
St

Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center,

Microsoft Endpoint Manager admin center.

Azure Active Directory admin center.
Microsoft 365 compliance center.

Microsoft 365 secuditycenter. _ _ _ _ _ _

You need to connect to an Azure virtual machine by using Azure Bastion. What should you use?

A. an SSH client
B. PowerShell remoting
C. the Azure portal

D. the Remote Desktop Connection client

Answer: D

NEW QUESTION 108
HOTSPOT

Select the answer that correctly completes the sentence.

Compliance score

Micrasoft Purview compliance portal reports
Thie Trust Center

Trust Documents

A. Mastered
B. Not Mastered

Answer: A
Explanation:

e |
I_I-L-::lmpll.:nct sCorne
______ A
Microsoft Purview comphance portal reports
The Trust Center

Trust Documents

NEW QUESTION 113
HOTSPOT

Select the answer that correctly completes the sentence.
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When using multi-factor authentication (MFA), a password is considered something you

hawe

know
share

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Multifactor authentication combines two or more independent credentials: what the user knows, such as a password; what the user has, such as a security token;

and what the user is, by using biometric verification methods.

NEW QUESTION 114

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protecticn and govermnance.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Statements

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and governance.,

NEW QUESTION 118

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Compliance Manager tracks only customer-managed controls. O

Compliance Manager provides predefined templates for O
creating assessments.

Compliance Manager can help you asses whether data @)
adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Guaranteed success with Our exam guides

Yot

No

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-900 dumps!
rJ CEHSharEd https://www.certshared.com/exam/SC-900/ (150 Q&AS)

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes

Box 3: Yes

NEW QUESTION 120

What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access
permissions on resources that you care about. Here are some of the key features of Privileged Identity Management: Provide just-in-time privileged access to
Azure AD and Azure resources Assign time-bound access to resources using start and end dates Require approval to activate privileged roles Enforce multi-factor
authentication to activate any role Use justification to understand why users activate Get notifications when privileged roles are activated Conduct access reviews
to ensure users still need roles Download audit history for internal or external audit Prevents removal of the last active Global Administrator role assignment

NEW QUESTION 123

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Azure Active Directory (Azure AD) is deployed to an on- O
premises environment.

Azure Active Directory (Azure AD) is provided as part of a @)
Microsoft 365 subscription.

Azure Active Directory (Azure AD) is an identity and access O
management service.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.
Box 2: Yes

No

Microsoft 365 uses Azure Active Directory (Azure AD). Azure Active Directory (Azure AD) is included with your Microsoft 365 subscription.

Box 3: Yes
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.

NEW QUESTION 128
HOTSPOT
For each of the following statements, select Yes if the statement is true Otherwise, select No.

NOTE Each correct selection is worth one point.
Anvwer Area

Statements Yes

Device identity con e pored in Apure AT
A gancle oythem-attapreed managed kentity can be wied by mulbple Arune e

¥ oty Seleté an Afure resource That RaE § widr-aitiofed manaded deniity, e midibSed

i e Aabak et " W B
dendity i deteted sutom Ity

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Anveer Area
Hatements Yes No
—.1
Device identity can be stored in Anue AD LR
- n
A single pystem-arugned manasged denhty can be wted by muifipls Afure resouroes e gl
i |

f ol Sebete an Agure retource That has 3 user-sstigned managed identity, The managed [ |
sderialy i deteted sulomatiaby

NEW QUESTION 133
Which pillar of identity relates to tracking the resources accessed by a user?

A. auditing

B. authorization
C. authentication
D. administration

Answer: A

NEW QUESTION 137
You need to keep a copy of all files in a Microsoft SharePoint site for one year, even if users delete the files from the site. What should you apply to the site?

A. a data loss prevention (DLP) policy
B. a retention policy

C. an insider risk policy

D. a sensitivity label policy

Answer: B
NEW QUESTION 139

HOTSPOT
Select the answer that correctly completes the sentence.

An Azure resource can use 3 system-assigned to access Azure services,

Azure Active Directory (Azure AD) joined device
managed identity

service principal

user identity

A. Mastered
B. Not Mastered

Answer: A

Explanation:

An Azure resource can use a system-assigned to access Azure services,

service principal
user identity

NEW QUESTION 140
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. Content Search
B. sensitivity labels
C. retention policies
D. eDiscovery

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 141

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
Azure AD Connect can be used to implement hybrid identity. O O
Hybrid identity requires the implementation of two Microsoft 365 tenants. Q Q
Hybrid identity refers to the synchronization of Active Directory Domain O O

Services (AD DS) and Azure Active Directory (Azure AD).

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
Azure AD Connect can be used to implement hybrid identity. ;_Q_; O
Hybrid identity requires the implementation of two Microsoft 365 tenants. O L_ ) |
Hybrid identity refers to the synchronization of Active Directory Domain I C

Services (AD DS) and Azure Active Directory (Azure AD).

NEW QUESTION 143
What can you use to scan email attachments and forward the attachments to recipients only if the attachments are free from malware?

A. Microsoft Defender for Office 365
B. Microsoft Defender Antivirus

C. Microsoft Defender for Identity
D. Microsoft Defender for Endpoint

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description

NEW QUESTION 144

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Anzwer Area

Statements Yes Mo

Microsoft Sentingl uses I0git 3pPs 10 identify anomabies aross resources o {
Misreseft Sentingl uses workbooks to cormelate alérts into incidents. { i

The hunting search-and-query tools of Microsoft Sentinel are based on the
PAITRE ATTECK framesork

A. Mastered
B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes Mo

Microseft Sentinel uses iogic 3pps 10 identify anomalies aross resources o {
Micreseft Sentingl uses workbooks to correlate alerts into incidents. ( 1o

The hunting search-and-query tools of Microsoft Sentinel are based on the Qg
MITRE ATTACK framework =T

NEW QUESTION 149
What do you use to provide real-time integration between Azure Sentinel and another
security source?

A. Azure AD Connect
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B. a Log Analytics workspace
C. Azure Information Protection
D. a data connector

Answer: D

Explanation:

To on-board Azure Sentinel, you first need to connect to your security sources. Azure Sentinel comes with a number of connectors for Microsoft solutions,
including Microsoft 365 Defender solutions, and Microsoft 365 sources, including Office 365, Azure AD, Microsoft Defender for Identity, and Microsoft Cloud App

Security, etc.
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/overview

NEW QUESTION 150

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements
Applying system updates increases an organization’s secure score in Azure Security Center.
The secure score in Azure Security Center can evaluate resources across multiple Azure
subscriptions.
Enabling multi-factor authentication (MFA&) increases an organization's secure score in Azure
Security Center.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1: Yes

Yes

No
]

o

System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and

results in environments that are susceptible to attacks.
Box 2: Yes
Box 3: Yes

If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.

NEW QUESTION 151

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

Global administrators are exempt from conditional access policies O

A conditional access policy can add users to Azure Active Directory (Azure AD) O
roles

Conditional access policies can force the use of multi-factor authentication O
(MFA) to access cloud apps

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes
Global administrators are exempt from conditional access policies O

A conditional access policy can add users to Azure Active Directory (Azure AD) O
roles

Conditional access policies can force the use of multi-factor authentication l_C_) '
(MFA) to access cloud apps !
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NEW QUESTION 154

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
You can use « in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack
Reports
Hunting
Attack simulator
Incidents
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
You can use « in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack
Reports
Hunting
_Altack simulator
I Incidents '

NEW QUESTION 157
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area
Compliance Manager assesses compliance data w for an organization.
continually
monthly
on-demand
quarterly
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Compliance Manager assesses compliance data w for an organization.
 continually
monthly
on-demand
quarterly

NEW QUESTION 160
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