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NEW QUESTION 1

Which two image formats are supported for controller codes? (Choose two.)

.nxos
.gcow2
.ova
.bin
Tgz

moow®»

Answer: BC

NEW QUESTION 2
Refer to the exhibit.

London WAN Edge
$i%e-10 - 1
System-IF - 18,1.1.184

viManage

@ vEmart

;Z vBond

The Cisco SD-VYAN is deployed using the default topology. The engineer v/ants to configure a service insertion policy such that all data traffic between Rome to
Paris is forwarded through the NGFW located in London. Which configuration fulfills this requirement, assuming that the Sen/ice VPN ID is 1?

A)

Londan VAN Edge

vpn 1
service netsvel address 172.18.10.2
sarvice netsve? address 172.16.20.2

vamart Fodicy
policy
lists
site-list ROME
Site-id 2
site-list PARIS
site-id 4
control-policy NGFW-5I
sequence 1
match route
site-id ROME
action accept
set service netsvel vpn 1
sequence 2
match route
site-id PARIS
action accept
sof service netsvcl vpn 1
default-action accept
i
apply-policy
sita=list ROME
control-policy NGFW-5I out
|
site-list PARIS
control-policy NMGFW- 51 out

B)

Longan YWaN cadge

vpn i
service netsvel address 172.16,10.2
service netsve address 172.16.20.2

vSmart Podicy

site-list ROME
site-id 2
site=list PARIS
site-id 4
contrel-policy NGFW-§I
sequence 1
match route
site-id ROME
action accept
sequance 2
match route
site-id PARIS
action accept
default-action accept
I
apply-policy .
site-list ROME control-policy NGFW-5I out

C)
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ROME WAN Edge
service FW address 10.1.1.101

PARIS VAN Edge

service FW address 10.1.1.101

vl Folicy
pelicy
lists
site-list ROME
site-id 2
site-list PARIS
site-id 4
control-policy NGRW-5I
sequence 1
match route
site-id ROME
action accept
set service netsvcl vpn 1
sequence 2
match route
site-id PARIS
action accept
S8t 3arvice netsvc? vpn 1
default-action accept
|
apply-policy
site-list ROME
contrel-policy NGFW-51 out
|
site-list PARIS
control-policy NGFW.-5I out

D)

ROME WA Edge
service FW aiilru: 10.1.1.104

FARIS VAN Edge
service FW address 10.1.1.101

vamart Folicy
policy
lists
site-list ROME
site-id 2
site-list PARIS
site-id 4
control-policy NGFW.-51
sequence 1
match route
site-id ROME
action accept
sequence 2
match route
site-id PARIS
action accept
default-action accept
|
apply-policy
tite-lst ROME control-policy NGFW-51 out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 3
An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?

A. vSmart

B. vManage
C. WAN Edge
D. vBond

Answer: A
Explanation:

vomart controllers are the centraiized brain of the solution; they implement posicies and connectivity between SD-WAN beanches. The centraized policy engine in Cisco vSmart controllers provides policy
constructs to manipuiate fouting miormation, access control, segmentation, extranets, and senvice chaining

NEW QUESTION 4
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC
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NEW QUESTION 5

What is the role of the Session Traversal Utilities for NAT server provided by the vBond orchestrator?

A. It facilitates SD-WAN toners and controllers to discover their own mapped or translated IP addresses and port numbers
B. It prevents SD-WAN Edge routers from forming sessions with public transports among different service providers

C. It facilitates SD-WAN Edge routers to stay behind a NAT-enabled firewall while the transport addresses of the SD-WAN controller are unNAT-ed

D. It allows WAN Edge routers to form sessions among MPLS TLOCs using only public IP addresses

Answer: C

NEW QUESTION 6
Refer to the exhibit.

A network administrator is setting the queueing value for voice traffic for one of the WAN Edge routers using vManager GUI. Which queue value must be set to

accomplish this task?

ow>
W N e

Answer: A

NEW QUESTION 7

An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used

as a backup only. Which configuration fulfill this requirement?
A)

policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
zet
vpn 10
tloc-list Hub_TLOCs
default-action reject
L]
tloc-ist Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600
B)
policy
data-policy _TE
ven-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
nat use-vpn 0
nat fallback
default-action reject
1
tloc-list Hub_TLOCs
tioc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600

C)
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policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 10
tloc-list Hub_TLOCs

default-action accept
L]

tloc-list Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 600
tliee 10.4.4.4 color public-internet encap ipsec preference 300

D)
policy
data-policy _TE
vpn-ist VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 512
tioc-list Hub_TLOCs

default-action accept
i

tloc-list Hub_TLOCs
tioc 10.4.4.4 color mpls encap ipsec preference 600
tioc 10.4.4.4 color public-internet encap ipsec preference 300

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 8
Which hardware component is involved in the Cisco SD-WAN authentication process for ISR platforms?

A. TPMD
B. ZTP
C.TPC
D. SUDI

Answer: D

NEW QUESTION 9

On which device is a service FW address configured to Insert firewall service at the hub?
A. vEdge at the branch

B. vSmart at the hub

C. vEdge at the hub

D. vSmart at the branch

Answer: C

NEW QUESTION 10

Which API call retrieves a list of all devices in the network?

A. https://lvmanage_IP_address/dataservice/system/device/{{model}}
B. http://vmanage_IP_address/dataservice/system/device/{{model}}
C. http://lvmanage_|P_address/api-call/system/device/{{model}}

D. https://[vmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation:

Display all available vEdge routers in the overlay network.

GET https://{vmanage-ip-address}/dataservice/system/device/vedges
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NEW QUESTION 10
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with
multiple WAN Edge devices How is this policy added using the policy configuration wizard?

A. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta

C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy

F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A

NEW QUESTION 12
Refer to the exhibit

An engineer is getting a CTORGNMMIS error on a controller connection Which action resolves this issue?

A. Configure a valid serial number on the WAN Edge
B. Configure a valid organization name

C. Configure a valid certificate on vSMART

D. Configure a valid product ID

Answer: B

NEW QUESTION 13
What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

A. RHEL7.5
B. RHEL 6.5
C.RHEL4.4
D. RHEL 6.7

Answer: D

NEW QUESTION 18
Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. Controller Certificate
B. Web Server Certificate
C. WAN Edge Certificate
D. SD-AVC Certificate

Answer: B

NEW QUESTION 22
Which two requirements must be met for DNS inspection when integrating with cisco umbrella? (Choose two)

A. Upload the WAN Edge serial allow list to the Umbrella portal.

B. Attach security policy to the device template.

C. Configure the Umbrella token on the vManage

D. Create and attach a System feature template with the Umbrella registration credentials.
E. Register and configure the vManage public IP and serial number in the Umbrella portal.

Answer: BC

Explanation:
https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en

NEW QUESTION 26
An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?
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vpn 512

interface athi
ip address 199.1.1.1/28
tunnel-interface
allow-service netconf
no allow-service ntp
no allow-garvice stun

vpn 0

interface athi
ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service ntp

vpn 312

interface athi
ip address 199.1.1.1/28
tunnel-interface
allow-sarvice sshd
allow-zervice netcont

vpn 0

interface ath1
ip address 199.1.1.1/28
tunnel-interface
allow-sarvice sshd
allow-service netconf

ne shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 31

Which two virtualized environments are available for a company to install the controllers using the on-premises model? (Choose two )

A. VMware vSphere ESXi
B. VMware Workstation

C. kernel-based virtual machine

D. OpenStack
E. Microsoft Hyper-V

Answer: AD

NEW QUESTION 34

An engineer configures an application-aware routing policy for a group of sites The locations depend on public and private transports The policy does not work as
expected when one of the transports does not perform properly This policy is configured:
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policy

sla-class BULK_DATA
loss 20

latency 300

jitter 100

|

sla-class TRANSACTIONAL_DATA
loss 15

latency 50

tjitter 100

sla-class REALTIME
loss 20

latency 100

jitter 30

L]

5pp—rnute-pclicy VPN-10_MPLS_AND_INET_SITES
vpn-list VPN-10

sequence 1

match

|d scp 46 [}

action

backup-sla-preferred-color biz-internet
sla-class REALTIME preferred-color private1
i

t
sequence 11

match
dscp 34
[}

action

backup-sla-preferred-color biz-internet

sla-class TRANSACTIONAL_DATA preferred-color private1
1

which configuration completes the policy so that it works for all locations?
A)

sla<class TRANSACTIONAL_DATA
loss §

latency 50

1jit!r.!'r 100

slaclass REALTIME
loss 2

latency 100

jiter 30

|

B)
sla-class TRANSACTIONAL _DATA
loss 2
latency 100
jiter 30
!

sla-class REALTIME
loss 18

latency 100

jiter 100

|

C)

sla-class BULK_DATA
loss 10
latency 300
Jitter 100

i

;.'l:l-claii REALTIME
loss 2
latency 100

jitter 30

|

D)
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sla-class BULK_DATA
loss 16

latency 100

jitter 100

i

sla<class TRANSACTIONAL _DATA
loss 10

latency 300

1}Itt|l" 100

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 37

What are the two impacts of losing vManage connectivity to fabric in the Cisco SD-WAN network? (Choose two)
A. Policy changes propagation stops

B. Statistics collection stops

C. BFD peering between WAN Edge devices are unestablished

D. Creation of templates is impossible

E. IPsec tunnels tear down for WAN Edge devices.

Answer: AB

NEW QUESTION 40

An engineer wants to change the configuration of the certificate authorization mode from manual to automated. Which GUI selection will accomplish this?

A. Maintenance > Security

B. Configuration > Certificates

C. Administration > Settings

D. Tools > Operational Commands

Answer: C

Explanation:

Runbook to Request and Install Cisco PKI Certificates

1. Venfy that you have satisfied the prerequisites and that you have added the Smart Account credentials.

2. Navigate to Administration » Settings » Controller Certificate Authorization and press Edit

3. Select the radio button Cisco Automated (Recommended)

NEW QUESTION 41
Which component is used for stateful inspection of TCP, UDP. and ICMP flows in Cisco SD-WAN firewall policies?

A. zones

B. sites

C. subnets
D. interfaces

Answer: A

NEW QUESTION 45

Drag and drop the devices from the left into order on the right to upgrade the software from version 19 to version 20.

WAN Edge 1
vBond 2
wiManage E
vSmarnt 4
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
vBond B
wManage vamart
WAN Edge

NEW QUESTION 50
Refer to the exhibit

Bl

Internet

L2
m Switch

Edge-1

SD-WAN Controllers (Cisco Hosted)

NAT

Router

&

Edge-2

Which configuration must the engineer use to form underlay connectivity for the Cisco SD-WAN network?

A)

RY

vpn 512

Interface eth0

lp address 10.0.0.21/24
na shutdown

I

Ip route 0.0.0.0/0 10.0.0.254
E

vpn 512

interface ethi

ip address 10.0.0.2r24

no shutdown

|

|p route 0.0.0.0/0 10.0.0.254

B)
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R4

vpn 10

interface gel'2

Ip address 10.10.10.9/29
no shutdown

I

lp route 0.0.0.0/0 10.10.10.11

R

vpn 10

interface ge02

ip address 10.10.10.10/2%
no shutdown

I

ip route 0.0.0.0/0 10.10.10.11

C)
R
vpn 0
interface 10ge0/0
ip address 10.50.0.2729

ne shutdown
]

Ip route 0.0.0.0/0 10.50.0.3

R2
vpn 0

interface 10ged/0

ip address 10.50.0.1729
no shutdown

]

Ip route 0.0.0.0/0 10.50.0.3

D)

R1

vpn 0

interface ge00

ip address 10.50.0.2/30

tunnel-interface
1

Ip route 0.0.0.0/0 10.50.0.4
R

vpn 0
interface ge0/0
ip address 10.50.0.3730

tunnel-interface
]

Ip routs 0.0.0.0/0 10.50.0.4

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 52

Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?

A. vBond

B. WAN Edge
C. vSmart

D. vManage

Answer: A

NEW QUESTION 54

A network administrator is configuring a centralized control policy based on match action pairs for multiple conditions, which order must be configured to prefer

Prefix List over TLOC and TLOC over Origin?
A. highest to lowest sequence number

B. nonsequential order

C. deterministic order

D. lowest to highest sequence number

Answer: D

Explanation:
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A centralized control policy consists of a series of numbered (ordered) sequences of match-action pairs that are evaluated in order, from lowest sequence number 1o
highest sequence number. When a route or TLOC matches the match conditions, the associated action or actions are taken and policy evaluation on that packets
stops. Keep this process in mind as you design your policies to ensure that the desired actions are taken on the tems subject to policy

If a route or TLOC matches no parameters in any of the sequences in the policy configure, it is, by default, rejected and discarded

NEW QUESTION 56
Refer to the exhibit.

serviie VPN | Segments
london (ST e
WAN Edge “ 10.113.0/14 vManage

@ vSmart
vBond

Rome Barcelona Paris
WAN Edge WAN Edge WAN Edge
Service VPN | Segrreann Servicr VPN L Sepmani Service VPN 1 Segmenty
10.1.21.0/24 10.1 31.0/24 10.1.41.0/24
10.0.22.0/M4 10.1 32.0/24 10.1.42.0/24
10.0.200/24 10.1 33.0/24 10.1.43.0/24

The Cisco SD-WAN network is configured with a default full-mesh topology. An engineer wants Paris WAN Edge to use the Internet HOC as the preferred TLOC
for MSN Messenger and AOL Messenger traffic. Which policy achieves this goal?

A)
._ ——
[+ cmmm!nh& & Cusom Cptors =
Cortraliged Policy | oc ansed Puscy O comanzea roicy (%) Locabred Poicy
B)
o cmhc.m.l.'ncm“; B Cusaom Cpocns =
Corerabrmd Poday . I Ofwn;m Podary leﬁlh}i"ﬁ-'t
C)
%] :W1mmo-u W Custom Optiors =
Cortr sl ol Pody wrl I O Cordrabhped Polcy I G Ll pad oy
D)
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0 t-:;m.c.n.m.r:-:u-.“ . I

Cowrir oi fond Poslary 3 O{Hﬂ-p:fﬁ: Polaly ) Lo el i Py

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 57
Refer to the exhibit.

JWEAY
AS 10665
o
115
TLS L3
~ BGP AS21 . b e
100 100 100 10032 Pretopi . BGP 2 104 104 10420
5 Y S ‘«  aas 4 104.104. 104032
"l T, —~ Ty Fa =Sy . i
|'If_ L l’ | ¥ -r.f. 4 ra 4 -'"..-Lf A # 4 b
LY LN | "'_ l:I -— L-S'I - ':'--' bla :
( 4 )] |rJI . . )| * i 1 Loy L 5
{ AN 3 r .. |
\R100 | VE0O, \_ VEIM _J \_RW4
= s ., - S

An ongineer configured OMP with an ovorlay-as of 10666. What is tho AS-PATH for prefix 104.104.104.104/32 on R1007?

A. 100 10666 104

B. 100 10666

C. 100 10666 20 104
D. 100 20 104

Answer: A

NEW QUESTION 61
Which platform is a Cisco SD-WAN virtual platform?

A. Cisco ISR 4000

B. Cisco Nexus 1000V
C. Cisco CSR 1000V
D. Cisco ASR 1000

Answer: C

NEW QUESTION 62
Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Answer: D

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

device state must be moved from staging to valid. In vManage under Configuration > Certificates > WAN Edge List,
select the WAN Edge device(s) and change the state to valid under the Validity column and click Send to Controllers.

NEW QUESTION 67

A network engineer must configure all branches to communicate with each other through the Service Chain Firewall located at the headquarters site. Which
configuration allows the engineer to accomplish this task?
A)
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Cisco vManage

POLICIES

Centralized Policy I Localized Policy I

IX CONFIGURATION

B)

Cisco vManage

POLICIES

Centralized Policy I Localized Policy

L3 CONFIGURATION

Administration

Setlings

Manage Users

Cluster Management

Integration Management

Administration

Setlings

Manage Users

Cluster Management

Integration Management

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 71
Which routing protocol has the highest default administrative distance?

A. OMP
B. external EIGRP
C.IS-IS
D. IBGP

Answer: A

NEW QUESTION 76

A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be
configured to get the fastest failover to standby?

A. lower timer interval

B. prefix-list tracking

C. higher group ID number

D. OMP tracking

Answer: B
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Explanation:

vEdge (config-vrrp)# track-prefix-list list-name

If all OMP sessions are lost, VRRP failover occurs as described for the track-omp option. In addition, if reachability to all the prefies in the list is lost, VRRP fallover occurs

immediately, without waiting for the OMP hold timer to expire, thus minimizing the amount of overlay traffic is dropped while the vEdge routers determine the VRRP master.

NEW QUESTION 77
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation:
vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other

Viptela devices using port 12346 and they never use port hopping,

NEW QUESTION 79
Which configuration allows users to reach YouTube from a local Internet breakout?
A)

VPN 10

ip route 0.0.0.0/0 vpn O
B)
VPN 10

ip route 0.0.0.0/0 vpn O
VPN O

interface Gig1/1

nat
®)
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policy

data-policy DPI
vpn-list vpn10
sequence 10

match

app-list YouTube
destination-port 80 443
!

action accept

count Youtube

!

default-action accept
!

lists

vpn-list vpn10

vpn 10

!

app-list YouTube
app youtube

app youtube_hd
|

site-list Remote

site-id 14

site-id 15

!

!

!

apply-policy

site-list Remote

data-policy DPI from-transport
D)
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policy
data-policy DPI
vpn-list vpn10
sequence 10
match

app-list YouTube
1

actiondrop
count Youtube

!

default-action accept
!

lists

vpn-list vpn10
vpn 10

!

app-list YouTube
app youtube

app youtube_hd
!

site-list Remote
site-id 14

site-id 15

|_

apply-policy
site-list Remote
data-policy DPI from-transport

vpn 10
ip route 0.0.0.0/0 vpn 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

As explained in figure 7, within the direct Internet model, segmentation is leveraged by deploying centralized data policies or
a NAT DIA route to leak Internet traffic from the service-side VPN (VPNs 0 - 511,513 - 65530) into the Internet transport VPN
(VPN 0), which allows traffic to exit directly to the Internet through the NAT- enabled interface in VPN 0.

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 84
Which two metrics must a cloud Edge router use to pick the optimal path for a SaaS application reachable via a gateway site? (Choose two.)

A. HTTP loss and latency metrics to the SaaS application
B. ICMP loss and latency metrics to the SaaS application
C. BFD loss and latency metrics to the gateway site

D. BFD loss and latency metrics to the SaaS application
E. HTTP loss and latency metrics to the gateway site

Answer: AC
Explanation:
-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdge will use BFD over the IPSec tunnel to the gateway site to

obtain client>gateway path performance information
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS

NEW QUESTION 86
What is the default value for the number of paths advertised per prefix in the OMP feature template?

A. 4
B.8
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C.12
D. 16

Answer:

cC

NEW QUESTION 87

Which feature delivers traffic to the Cisco Umbrella SIG cloud from a Cisco SD-WAN domain?

A. L2TPv3 tunnel

B. IPsec tunnel

C. local umbrella agent
D. source NAT

Answer:

B

NEW QUESTION 92

Which protocol detects path status (up/down), measures loss/latencyljitter, and measures the quality of the IPsec tunnel MTU?

A. OMP

B. IP-SLA

C.BFD
D. DTLS

Answer:

c

NEW QUESTION 97
A company deploys a Cisco SD-WAN solution but has an unstable Internet connection. When the link to vSmart comes back up, the WAN Edge router routing
table is not refreshed, and some traffic to the destination network is dropped. The headquarters is the hub site, and it continuously adds new sites to the SD-WAN
network. An engineer must configure route refresh between WAN Edge and vSmart within 2 minutes. Which configuration meets this requirement?

omp
no shutdown
graceful-restart
timers
eor-timer 120

omp
no shutdown
no graceful-restart

omp
no shutdown
graceful-restart
timers
holdtime 120

omp
no shutdown

graceful-restart

timers
advertisement-interval 120

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 99
Refer to the exhibit
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& CONFIGURATION | POLIC

Create Groups of int

Selact a list type on the left and

The network team must configure application-aware routing for the Service VPN 50.0.0.0/16
The SLA must prefer MPLS for video traffic but the remaining traffic must use a public network What must be defined other than applications before the application-
aware policy is create?

A. SLA Class, Site VP

B. Prefix

C. Data Prefix, Site VPN TLOC
D. Application, SLA VP

E. Prefix

F. Color, SLA Class, Sue, VPN

Answer: A

NEW QUESTION 102
Which protocol advertises WAN edge routes on the service side?

A. EIGRP
B. OSPF
C. BGP
D. ISIS

Answer: B

NEW QUESTION 106

Which device information is required on PNP/ZTP to support the zero-touch onboarding process?
A. interface IP address

B. system IP address

C. public DNS entry

D. serial and chassis nhumbers

Answer: D

NEW QUESTION 111
Refer to the exhibit.
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FEER FEER CONTROLLER
FEER FEER PEER SITE DOMAIN PEER PRIVATE FPEER PUBLIC GROUP
IYPE PROTOCOL SYSTEMIP D ] FRIVATE IP PORT PUBLIC IF PORT LOCAL COLOR STATE
UPTIME 1D
vbond dtls - 0 1] 1.3.26.25 123486 1.3.25.25 12346 gold connect ]
vbhaond dtls - 0 0 1.3.25.25 12346 1.3.25.25 12346 silvar connect 0

An engineer is troubleshooting a control connection Issue. What does "connect" mean in this how control connections output?

A. Control connection is down

B. Control connection is connected

C. Control connection attempt is in progress
D. Control connection is up

Answer: C

NEW QUESTION 116
What prohibits deleting a VNF image from the software repository?

A. if the image is stored by vManage

B. if the image is referenced by a service chain

C. if the image is uploaded by a WAN Edge device
D. if the image is included in a configured policy

Answer: D

NEW QUESTION 118
What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?

A. IGP
B. QoS
C.TLS
D. OMP

Answer: A
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

NEW QUESTION 122
Refer to the exhibit

Manageéshow control local-properties

atel, ‘=1 . § sy = 5 P * II
B e & =) W & BLA & s e " & g 4k

p-organlzation-name

A vBond controller was added to the controller list with the same Enterprise Root CA certificate as vManage. The two controllers can reach each other via VPNO

and share the same organization name, but the control connection is not initiated- Which action resolves the issue?
A. Synchronize the WAN Edge list on vManage with controllers.

B. Configure NTP on both controllers to establish a connection.

C. Configure a valid systom IP on the vBond controller.

D. Configure a valid vBond IP on vManage.

Answer: D

NEW QUESTION 123
Refer to the exhibit.
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Q
o .
we
Q
>
R\
Customer A i
Gel/2 Ged/2

TLOC Extension

R1 R2

An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity
over the MPLS connection?

A)

R1
interface ge0/2
ip address 34.34.34.1/30
tloc-extension geld/
wnnel-interface
color mpls

interface ge0/2
ip address 34.34_34.2/30
tloc-extension ged/l
tunnel-interface
ceolor public-internet

B)

E1

interface gel/2
ip address 34.34.34.1/30
tloc-extension gel/

interface ge0/0
ip address 34.34.34.2/30
tunnel-interface
color mpls

C)

vpn 0
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
I

route-policy OSPF_Route_Policy
sequence 1

match

address W2_Loopback

|

ﬁ:‘!iun accept
et
metric 100
metric-type typel
D)
vpn 10
name """ Service VPN 10 "
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface ge0/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
]

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
i

action acceot

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: D

NEW QUESTION 124

An engineer is configuring the branch office with a 172.16.0.0/16 subnet to use DIA for Internet traffic. All other traffic must flow to the central site or branches
using the MPLS circuit Which configuration meets the requirement?
A)

data-policy SOW_DIA
vpn-list VPN172
sequence 1
match
source-ip  172.16.0.0/16
destination-ip 172.16.0.0/16
]
sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
[

default-action acce pt

B)
data-policy SDW_DIA
vpndist VPN172
sequence 1
match
source-ip 172.16.0.0/16
action accept
1

sequence 2

match
source-data-prefix-list DIA
action accept

nat use-vpn 0
|

default-action accept

C)
data-policy SOW_DIA
vpn-list VPN172
sequence 1
match
source-ip 172.16.0.0/16
destination-ip 172.16.0.0/16

action accept
|

sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
1

default-action accept

D)
data-policy SDW_DIA
vpn-list VPN172
sequence 1
match
source-ip  172.16.0.0/16
destination-ip 172.16.0.0M6&

1]
sequence 2
match
source-data-prefix-list DIA
action accept
]

default-action accept

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 127

A bank is looking for improved customer experience for applications and reduce overhead related to compliance and security. Which key feature or features of the
Cisco SD-WAN solution will help the bank to achieve their goals?

A. Integration with PaaS providers to offer the best possible application experience

B. QoS including application prioritization and meeting critical applications SLA for selecting optimal path.

C. implementation of a modem age core banking system

D. implementation of BGP across the enterprise routing for selecting optimal path

Answer:
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B

Explanation:
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook-

NEW QUESTION 129
Refer to the exhibit

Cisco vManage
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vManage and vBond have an issue establishing a connection to vSmart Which two actions does the administrator take to fix the issue? (Choose two)
Install the certificate received from the certificate server.

A. Manually resync vManage and vBond

B. Reconfigure the vSmart from CLI with the proper Hostname & System IP

C. Delete and re-add vSmart Click Generate and validate CSR

D. Request a certificate from the certificate server based on the CSR for the vSmart

Answer: CD

NEW QUESTION 132
When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same
routes on WAN Edge routers of the DCs from LAN?

A. Define different VRFs on both DCs

B. Set same overlay AS on both DC WAN Edge routers

C. Set down-bit on Edge routers on DC1

D. Set OMP admin distance lower than BGP admin distance

Answer: B

Explanation:
Typically, there are more than one datacenters for HA/redundancy requirements. After
siuccesshul migration of the first datacenter, migrate the second datacenter in a similar method
as explained in this section. Note that a routing loop can occur if there is a backdoor link
between the datacenter sites and route advertisement 1s configured between the two
datacenters. To avoid the loop, any of the three methods explained below can be used:

I. Use the same Amtonomous System Noumbers (ASN) on edge routers of the two
datacenters. Because of the same ASN, the AS-PATH attribute will avoid learning the same
prefixes on the edge routers that are advertised by the other datacenter towards the LAN side.

2. Use overlay-AS to insert Overlay Management Protocol (OMP) AS number when
redistributing the routes from OMP into LAN side towards DC LAN. Configure all DC 5D-
WAN edge routers with the same overlay-as, This allows the edges 1o filter the routes
advertised by the other DCs edge devices towards the LAN side and prevents redistributing
the same routes back into OMP.

3. Use tags or communities to mark the prefixes at one datacenter when redistributing
to DC LAN and filter on the edge of the other datacenter when learning advertisements from
the LAN side.

NEW QUESTION 137
Refer to the exhibit.

The control connection is failing. Which action resolves the issue?
A. import vSmart in vManager

B. Validate the certificates authenticity on vSmart
C. Upload the WAN Edge list on vManage.
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D. Restore the reachability to the vSmart

Answer: D

Explanation:

https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

NEW QUESTION 138

What is an advantage of using auto mode versus static mode of power allocation when an access point is connected to a PoE switch port?

A. It detects the device is a powered device

B. All four pairs of the cable are used

C. Power policing is enabled at the same time
D. The default level is used for the access point

Answer: D

Explanation:

Use the auto set'ting on any PoE port. The auto mode is the default setiing.

https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuratio

NEW QUESTION 139

How must the application-aware enterprise firewall policies be applied within the same WAN Edge router?

A. within and between zones
B. between two VPN tunnels
C. within zone pair

D. between two VRFs

Answer: C

NEW QUESTION 142

An engineer must configure two branch WAN Edge devices where an Internet connection is available and the controllers are in the headquarters. The requirement
is to have IPsec VPN tunnels established between the same colors. Which configuration meets the requirement on both WAN Edge devices?

WAN Edge 1

vpn 0

interface ge0/0
ip address 10.0.0.1/24
ipvb dhcp-client
tunnel-interface
color biz-internet restrict
encapsulation ipsec

WaN Edge 2

vpn 0

interface ge0/0
ip address 10.0.0.2/24
ipve dhep-client
tunnel-interface
color default
encapsulation ipsec

WAN Edge 1

vpn 0

interface ge0/0
ip address 10.0.0.1/24
ipve dhep-client
tunnel-interface
color default
encapsulation ipsec

WAN Edge 2

vpn D

interface ge0/0
ip address 10.0.0.2/24
ipv6 dhep-client
tunnel-interface
color default
encapsulation ipsec
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WAN Edage 1

vpn 0

interface ge0/0
ip address 10.0.0.1/24
ipve dhep-client
tunnel-interface

color public-internet restrict

encapsulation ipsec
WAN Edge 2

vpn 0

interface ge0/0
ip address 10.0.0.2/24
ipvé dhep-cliant
tunnel-interface
color gold restrict
encapsulation ipsec

WAN Edge 1

vpn 0

interface ge0/0
ip address 10.0.0.1724
ipve dhep-client
tunnel-interface
color gold restrict
encapsulation ipsec

WAN Edge 2

vpn 0

interface ge0/0
ip address 10.0.0.2/24
ipveé dhep-client
tunnel-interfaca
color gold restrict
encapsulation ipsec

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 144

An engineer must avoid routing loops on the SD-WAN fabric for routes advertised between data center sites Which BGP loop prevention attribute must be

configured on the routers to meet this requirement?

A. same OMP overlay-as on WAN Edge routers of all data centers
B. static routing on al WAN Edge routers instead of BGP

C. same BGP AS between all WAN Edge routers and CE routers
D. same BGP AS between all CE and PE routers

Answer: A

NEW QUESTION 147

Which TCP Optimization feature is used by WAN Edge to prevent unnecessary retransmissions and large initial TCP window sizes to maximize throughput and

achieve a better quality?
A. SEQ

B. SYN

C.RTT

D. SACK

Answer: D

Explanation:

TCP Optimization

The Cisco SD-WAN TCP Optimization feature uses TCP Selective Acknowledgement
(SACK) to prevent unnecessary retransmissions and large initial TCP window sizes in
order to maximize throughput and achieve a better quality of experience.

NEW QUESTION 150
Refer to exhibit.
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An engineer is troubleshooting tear down of control connections even though a valid Certificate Serial Number is entered Which two actions resolve the Issue?

(Choose two)

A. Enter a valid serial number on the controllers for a given device
B. Remove the duplicate IP in the network.

C. Enter a valid product ID (model) on the PNP portal

D. Match the serial number file between the controllers

E. Restore network reachability for the controller

Answer: CD

Explanation:
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 153

A network administrator is configuring an application-aware firewall between inside zones to an outside zone on a WAN edge router using vManage GUI. What

kind of Inspection is performed when the “inspect” action is used?

A. stateful inspection for TCP and UDP

B. stateful inspection for TCP and stateless inspection of UDP
C. IPS inspection for TCP and-Layer 4 inspection for UDP

D. Layer 7 inspection for TCP and Layer 4 inspection for UDP

Answer: A

Explanation:

NEW QUESTION 157
Which two services are critical for zero touch provisioning on-boarding? (Choose two)

A. SNMP
B. DNS
C. DHCP
D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 162

Which plane builds and maintains the network topology and makes decisions on traffic flows?
A. orchestration

B. management

C. control

D. data

Answer: C

NEW QUESTION 164

Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form hub-and-spoke peering?
A. localized control policy

B. localized data policy

C. centralized data policy

D. centralized control policy

Answer: C

Explanation:

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

Centralized Policy

Centralized policy refers to policy provisioned on Cisco vSmart Controllers, which are the centralized controllers
in the Cisco SD-WAN overlay network. Centralized policy comprises two components:

» Control policy. which affects the overlay network—wide routing of traffic

* Data policy. which affects the data traffic flow throughout the VPN segments in the network

NEW QUESTION 166
An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant
name field?

»

4
28
56

cowz»
©oN P

Answer: B

Explanation:

Y NPT -pRRRy 1 (EEFOg St T VR | S M e A e i L o o] o e o F i e B il B R o | oy s
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NEW QUESTION 169
Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS

D. vBond controllers

Answer: C

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_

NEW QUESTION 174
Which platforms are managed by a single vManage dashboard?

A. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
B. ISR4321, ASR1001, Nexus, ENCS

C. ISR4321, ASR1001, ENCS, ISRv

D. ISR4351, ASR1009, vEdge2000, CSR1000v

Answer: C

NEW QUESTION 178

An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL — DTLS connection failure” message. What is the problem?
A. certificate mismatch

B. organization mismatch

C. memory issue

D. connectivity issue

Answer: D

Explanation:

https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 183

An engineer is configuring a data policy for packets that must be captured through the policy. Which command accomplishes this task?
A. policy > data-policy > vpn-list > sequence > default-action > drop

B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept

D. policy > data-policy > vpn-list > sequence > match

Answer: B

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357
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NEW QUESTION 186

A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJlers with the Internet and not with MPLS Which configuration achieves
this requirement on vManage?

A)

vpn O

interface eth1
ip address 10.50.0.1/24
tunnel-interface
color mpls

B)
vpn 0
imerface ethi
ip address 10.50.0.1/24
tunnel-interface
color public-internet

C)
vpn 0
interface eth1
ip address 10.50.0.1/24
tunnel-interface
color biz-nternet

D)

vpn 0

interface ath1
ip address 10.50.0.1/24
tunnel-interface
color default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 189
What must an engineer conewef when decoying an SD-WAN on-pfemlses architecture based on ESXi hypervisor?

A. Cisco must provision the backup and snapshots platform lor ihe SD-WAN arctoecture

B. The managed service provider must provision controllars with their appropriate cerHwcatsi

C. The IT team a required to provision the SO-WAN controllers and Is responsAte lor backups and disaster recovery implementation
D. The IT team will be given access by Cisco to a vManage for configuration If templates and policies coeigmalim

Answer: C

NEW QUESTION 190

Where on vManage does an engineer find the details of control node failure?

A. Alarms

B. Events

C. Audit log

D. Network

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage How-Tos/vmanage-howto-book/m-troubleshoot
NEW QUESTION 195

How is TLOC defined?

A. Itis represented by a unique identifier to specify a site in as SD-WAN architecture.

B. It specifies a Cisco SD-WAN overlay in a multitenant vSMART deployment.

C. Itis a unique collection of GRE or iPsec encapsulation, link color, and system IP address.
D. It is represented by group of QoS policies applied to a WAN Edge router.

Answer: C

NEW QUESTION 200
Refer to the exhibit.
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Which QoS treatment results from this configuration after the access list acl-guest is applied inbound on the vpnl interface?

A. A UDP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted
B. A TCP packet sourcing from 172.16.10.1 and destined to 172.16.20.1 is dropped
C. A UDP packet souring from 172.16.10.1 and destined to 172.16.20.1 is dropped.
D. A TCP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted

Answer: C

NEW QUESTION 202

A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?
vpn 0
router
ospl
redistribute omp route-palicy OSPF_Route_Paolicy
area 0
interface ged/2
axin
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/24
1

route-policy OSPF_Route Policy
sequence 1
match
address W2_Loopback
1
default action accept
set
metric 100

metric-type typel

vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface geli2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10,5/32
1
route-policy OSPF_Route Policy
sequence 1
match
addrecs W2 | annhack

maew s s o

metric-type type?
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wpn 8
resiber
anpl

radliatribuin amp rouls-palicy ORPF_Roibe_Policy
wrea

interface gelid
il
(2L ]
prefia-list Wa_Loopback
Wp=prelic 10,9010 533
1

raibe-pokicy OBPF_Rate Policy
aEuEneE 1

match

sddress Wi Loopback

1

sctian acoapt
el

matric 100
mafnc-fype typed

wpn 10

namse """ Baryica VPN 10
FElber

aspl

redintribuie omg route-palicy O8PF_Roube_Policy
wrea

inbeaca galid
il
Feals
predm i W _Loopiech
p-prefi 1000 10 530

rowsie polry OSPF_Route Poboy
st e 1
[ )

sadress Wl Loopbadk

asm
redinkribuin amg routs-palicy O8PF_Roube Policy
wrea

inteniace galid
el
AL
preha-list Wi_Lasphack
wp-prelic 10,10,10.532
[}

roube-pokcy DBPF_Rauwvie Policy
weusnce 1

mabch

sddress W2_Loopback

1
SClioh dciept

el

matng 100

metnicetype type

. Option A
. Option B
. Option C
. Option D
Option E

moowm»

Answer: D
Explanation:

Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 205
Refer to the exhibit
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SDWAN Topology
Islamabad HQ
Networks System IP:
192.168.1.0/24 10.10.10.1
193.168.1.0/28 10.10.10.2
10.10.10.3
viManage vSmart
\’ System IP:
{\ 10.10.10.10
Internet
s . ‘"\.\
System IP ~System IP \, SystemIP
101.11 _~ — T 10222 _\ 10.3.3.3
Beiging Istanbul Mashhad
’T‘ ;;T‘ -
G3) [ (53) |6 E e
- i O
CSR L3 GER L3
1000w Switch 1000v Switch
Networks Networks Networks Networks
172.16.1.0/124 172.16.5.0/24 172.16.7.0/24 172.16.1.0/24
172.16.2.0/24 VPN 91 172.16.6.0/24 172.16.8.0/24 VPN 92 172.16.1.0/24
172.16.3.0/24 172.16.1.0/24
172.16.4.0/24 VPN 91 VPN 92 172.16.1.0/24

() Centralized Policy | () Localized Policy

CLI Policy CLI Policy

Lists Lists

Topology Forwarding Class/QoS
Traffic Policy Access Control Lists

Route Policy

The Cisco SD-WAN network is configured with a default full-mesh topology. Islamabad HQ and Islamabad WAN Edges must be used as the hub sites. Hub sites
MPLS TLOC must be preferred when forwarding FTP traffic based on a configured SLA class list. Which policy configuration does the network engineer use to call

the SLA class and set the preferred color to MPLS?
A. Localized Policy, Route Policy

B. Centralized Policy, Traffic Policy

C. Localized Policy, Forwarding Class

D. Centralized Policy Topology

Answer: B

NEW QUESTION 209

After deploying Cisco SD-WAN the company realized that by default, all sites built direct IPsec VPN tunnels to each other In their previous topology all spoke sites
used the head office as their next hop for the LAN segment that belongs to network 40.0.0.0/16 The company wants to deploy its previous policy, which allows the
40.0.0.0/16 network that originates at the hub to advertise to the spokes. Which configuration meets the requirement'?

A)

~& and Prefix Lists

Manage Preferan

Choose hub preference and add prefix ksts as desired.

| All hubs are equal (All Spokes Sites connect 1o all Hubs) Advertise Hu

Associated Hub Sites

Spoke Sites Prefix Lists (Optional)

= Spokes LAN Sepgmont

b TLOCs Hub TLOCs x

Tl Drag &

drop lo reorder

B)
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Manage Preference and Prefix Lists

Choose hub preference and add prefix lists as desired.

All hubs are equal (All Spokes Sites connect to all Hubs) _v| Advertise Hub TLOCs

Spoke Sites Associated Hub Sites Prefix Lists (Optional)

Spokes Hub LAN_Segment x

vianage Prefecence and Prefor Lists

Choose hub preference and add prefin kats as desired.
Al ez are egual (Al Spobees Sites connect 10 o Hudn) Acdvertise Hub TLOCs Hut TLOCs =
, . ¥ Dvaq & drop to receder
Spoke Sites Associated Hub Stes Prefix Lists (Optional) g 3
Spodey Huly LAN Segment «
D)
ll:hoow hub preference and add prefix lisls as desired.
D —'"¢||hlj!':*..p!'q'1\'}:,.||I:i'¢::.‘;::'_:'|3l.|",.' Cies connect to all 1 |!;-,J'. Adveriise Hub TLOCs Hub_TLOCs
Spoke Sites Asseciated Hub Sites Prefix Lists Ty Drag & drop to reorder
(Optional)
Spokes =Hub
A. Option A
B. Option B
C. Option C
D. Option D
Answer: D

NEW QUESTION 210
Which command on a WAN Edge device displays the information about the colors present in the fabric that are learned from vSmart via OMP?

A. show omp tlocs

B. show omp sessions
C. show omp peers

D. show omp route

Answer: A

NEW QUESTION 213
Refer to the exhibit
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The network team must configure EI GRP peering at HQ with devices in the service VPN connected to WAN Edge CSRv. CSRv is currently configured with

viptela-system:system

device-mode| vedge-cloud
host-nam CSRv
location CA

system-ip 10444
domain-id 1
site-id 1

organization-name ABC
clock timezone US/Newyork
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restart

Which configuration on the WAN Edge meets the requirement?

A)

vpn 0
interface gel/D
description “*** Internat Clrcult ==
ip address 209.165.200. 229730
tunnel-intarface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast

maximum-path paths 4
network 10.0.0.0/28

redistnbute omp

vepn 312
interface eth0
shutdown

B)
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vpn 0
interface gel/0
description "= Internet Circuit ="
ip address 208.165.200.22%/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

vpn 312
interface eth(0
shutdown

C)

vpn 0
interface ge0/0
description “*** Intermet Circuir ~="
ip address 208.166.200.228/30
tunnel-interface
sncapsulation ipsec
color public-internet
allow-service all

vpn 1
router

sigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

Interface gel’
ip address 10.0.0.1/28

vpn §12
interface ethi
shutdown

D)

vpn 0
vpn 1
interface ge00
description “*** Inmternet Circuit "™
ip address 209.166.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

interface ge0
ip address 10.0.0.1/28
vpn 512

interface ethQ
shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 218
Which percentage for total memory or total CPU usage for a device is classified as normal in the WAN Edge Health pane?

A. more than 80 percent usage

B. less than 70 percent usage

C. between 70 to 90 percent usage
D. more than 90 percent usage

Answer: B
NEW QUESTION 222
Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?

A. VPN 1
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B. VPN 511
C.VPNO

D. VPN 512
Answer: C

Explanation:

transport network and the transport network itself. The network ports that connect to the underiay network are part of VPN 0, the transport

VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most

NEW QUESTION 223
What is the main purpose of using TLOC extensions in WAN Edge router configuration?

A. creates hardware-level transport redundancy at the local site

B. creates an IPsec tunnel from WAN Edge to vBond Orchestrator

C. transports control traffic to a redundant vSmart Controller
D. transports control traffic w remote-site WAN Edge routers

Answer: D

NEW QUESTION 225

Refer to the exhibit.

otal 28997
-"W=F==["=-
rM=f=="==
Faxr—-xr-x
rw=r=--pr--
FW—r——1——
rW-r-—pP~-
rw-r--r--
FWXE=XI=X
FrwxXr-=-x1r-x

Irwxr=-xr-x
-rW-r----
-PW= = -
“rW=r==F=--
- PWX I =X =X

ol o e [l [P e e s o P [ ok o o ok [ e et

root
basic
root
root
root
root
root
root
quagga
root
root
root
root
root
root
root
root
root

vEdge-Cloud:~$ cd /var/log/
Edge-Cloud: /var/log}
edge-Cloud: /var/log} ls

root 1441700
acdm 0
root 4096
root 1896486
root 292292
root 6197843
root 10512141
root 4096
quagga 4096
root 437
root 382
root 2004
root 04064
root 60
root 6841506
root 184602
root 2479511
utmp 49536

vEdge-Cloud: /var/log$
] - g

NOW
Aug
Now
Now
Auqg
Mow
Aug
MNow
Aug
Now
MNow
MNow
Now
Now
MNow
Aug
MNow
Mow

Pt Pl
Fad =l B

.57

14
: 00
:48
: 29
48
48
:49
:Grf
148
:14
: 29
: 14
07

i o =
Li=Rl=R W]

auth. log
cloud-init. log

confd

kern. log

lastlog

messages

messages. 1l

pdb

quagga
sw_script_active. lo
sw_script_previous. log
sw_script_synccdb. log
tallylog

tmplog

veconfd

vdebug

vsyslog

wtmp

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable

netconf-disable

logs

netconf-disable

logging

disk netconf-disable

logging
disk
audit-disable

neteanf-dicahla

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031
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Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth log and messages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retrieve statistics and status information and to push files to the router, the router generates AAA and Netconf log messages. So, over time,
these messages can fill the log files. To prevent these messages from filling the log files, you can disable the logging of AAA and Netconf syslog messages.

Device(config) # system aaa logsViptela(config-logs)# audit-disableViptela(config-logs)$# netconf-disable

NEW QUESTION 228

Refer to the exhibit
Controliers SOWAN
O Q o o Erterprive Network
gy

L

iy |

-

-AT-! | : Ste 8 (Spohel ‘
wlbilgs 290 (% LT S dlige 222 I.:}-n.l. |

An engineer must configure a QoS policy between me hub and site A (spoke) over a standard internet circuit where traffic shaping is adjusted automatically based
on evaiiabk» bandwidth Which configuration meets the requirement?

HHuks

Sdwan

interface GigabhEthermeti
qos-adaptive
period 30
downstream BOOD
dewmstrean range 6000 10000
upstream 8000
upstream range 4000 16000
exit

tunnel-interface
encapsulation ipsec welght 1
color public-intermet
no last-resort-cireuit
vmanage-<onnection-preference §
allow-service all

Site A [Spoke |
b1
interface GigabiSthemett
qos-adaptive
40

downstream 10000
downatream range B000 12000
upstream 3000

up':lnun rarge S000 16000
[

tunnal-interface

sncapsulation ipsec welght 1
color mpis

na last-resort-circuit
vmanage-connection-preference 2
allow-service all
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Hub

sdwan

interface GigabitEtherneti
qos-adaptive
period 90
downstream 8000
downstream range 6000 10000
upstream B00O
upstream range 4000 16000
exit

tunnel-interface
encapsulation ipsec weight 1
color public-internet
no last-resort-circuit
vmanage-connection-preference 5
allow-service all

Site A (Spoke)
sdwan

interface GigabitEthernet1
qos-adaptive

period 90

downstream 8000
downstream range 6000 10000
upstream B0OO

upstream range 4000 16000
exit

tunnel-interface

encapsulation ipsec weight 1
color public-internet

no last-resont-Circuit
vmanage-connection-preference 5
allow-service all

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 232

An enterprise is continuously adding new sites to its Cisco SD-WAN network. It must configure any cached routes flushed when OMP peers have lost adjacency

Which configuration allows the cached OMP routes to be flushed after every 24 hours from its routing table?

A)

I Basic Configuration Timers Advertise

Graceful Restart for OMP

Overlay AS Murmnber

Graceful Restart Timer (seconds)

Humber of Paths Advertised per Prefioc

ECMP Limit

Shatdown

Yes

B)
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Timers —— Advartise

Gracelul Restart for OMP = ® On . off

Overlay AS Number %

o n

Graceful Restart Timer (soconds) - BRI 8
Number of Paths Advertized per Prefix 3 F]
ECWP Lirmat & B

Shutdown - Yos I ® Mo

C)

Timers Adverlise

Graceful Restart for OMP & On off

Overlay AS Number

Graceful Restarl Timer [seconds) = | GO0 =

Wumber of Paths Advertrsed per Preficc .

ECMP Limit .

ShaAderem - Yes & Mo

Gracetul Restart for OMP = 8 On O
Owerlay AS Mumber . p .
Graceful Restart Timer (seconds) v | 43700 z

MNumber of Paths Advertised per Prefix ~

ECMP Limit

Shutldown . Yeos * Mo

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: B

NEW QUESTION 237
Refer to the exhibit.

vEdge-2(config-vpn-0)#interface ge0/2.101
vEdge-2(config-interface#ip address 10.1.100.0/24
vEdge-2(config-interface)#tloc-extension ge0/0
vEdge-2(config-interface#mtu 1496
vEdge-2(config-interface}#no shutdown

What binding is created using the tloc-extension command?
A. between ge 0/2.101 of port-type service and ge 0/0 of port-type service

B. between ge 0/2.101 of port-type transport and ge 0/0 of port-type service
C. between ge 0/2.101 of port-type service and ge 0/0 of port-type transport
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D. between ge 0/2.101 of port-type transport and ge 0/0 of port-type transport
Answer: D

Explanation:

tloc-extension

Bind this interface, which connects to another vEdge router at the same physical site, to the local router's WAN transport interface (on vEdge routers only)

NEW QUESTION 238
An organization wants to discover, monitor, and track the applications running on the WAN Edge device on the LAN Which configuration achieves this goal?

A)

Cisco vManage
L2 COMFIGURATION | POLICIES  Locabred Policy = Add Palicy
policy
!
app-visibility
1

EL[ Application Firewall
s=su Direct application traffic to a firewall

|Clas s/QoS maps for packet forwarding
=1 Service Chaining

s ]Ramuting data traffic through firewalls, load balancers and IDPs.
= Traffic Engineering

==l Direct control traffic along a desired path.
Custom
Create a custom policy.

C)
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Cisco vManage

Dashboard L2 CONFIGURATION | POLICIES Contralized Policy > Add Policy

Monitor

policy
Contguration sla-class Gols
Tools latency 1
loss 1
jitter 1

Maintenance :

app-route-policy VPN10 App Route
vpn-list VPN1O

sequence 1
match

Administration

vAnalytics

app-list Telnet
sgurce-ip 0.0.0.0/0
!
action
ala-class Gold preferred-color mpls
backups-zla-preferred-color public-
internet

lists

app-liat Telnet
app telnetc

!

site-list ALL
site-id 1-4

!

vpn-list VPN10
vpn 10

apply-policy
site-list ALL
app-route-policy HFFHquApp_cht&

D)
Cisco wilanage

# CONFIGLRATION | POUGIES A2 Clficusd Peicy
N AAR
Deucription Mﬁ

Cllowd Template  active Fics Timeout 30-3600 seconds
Inmctren Flom Tameout 1-3600 seconds
Flow Babrash 60-86-400 records
Bamglieg teterval 1-65536 seconds
Collecter List
0 Maw Coleohon
S > st = { Cmmentpel
10 11119 65 fransport_Icp

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 241

Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet exit.

Apply data policy Step 1
Enable NAT functionality Step 2
Create centralized data policy Step 3
Identify VPN and match criteria Step 4
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Step 1 — Enable NAT Functionality Step 2 — Create centralized data policy
Step 3 — Identify VPN and match criteria Step 4 — Apply data policy

NEW QUESTION 245
Refer to the exhibit

Which command allows traffic through the IPsec tunnel configured in VPN 07?

A. service local

B. service FW address 1.1.1.1

C. service netsvcl vpn 1

D. service netsvcl address 1.1.1.1

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 246

Which protocol runs between the vSmart controllers and WAN Edge routers when the vSmart controller acts like a route reflector?

A. OMP outside the DTLS/TLS control connection
B. BGP inside the DTLS/TLS

C. IPsec inside the DTLS/TLS control connection
D. OMP inside the DTLS/TLS control connection

Answer: D

NEW QUESTION 249

When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a

vSmart controller?

A. vManage
B. vBond

C. OMP

D. APIC-EM
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Answer: B

Explanation:

When a vEdge device comes up, how does it automatically discover Cisco vManage and Cisco vSmart
Controller and establish connections with them? It does so with help from Cisco vBond Orchestrator.

NEW QUESTION 251
Which website allows access to visualize the geography screen from vManager using the internet?

. *.opcnstreetmaps.org

. * fullstreetmaps.org

. *.callstreelmaps.org

. *.globaistreetmaps.org

o0 w>

Answer: A

NEW QUESTION 256

A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the

redistribution of the routes back into the OMP from the LAN side?
A. configure "Number of Paths Advertised per Prefix"

B. configure "Overlay AS Number"

C. configure "Send Backup Paths"

D. configure "ECMP limit"

Answer: B

Explanation:

If you configure the same overlay AS number on multiple vEdge routers in the overlay network, all these routers are considered to be part of the same AS, and as a
result, they do not forward any routes that contain the overlay AS number. This mechanism is an additional technique for preventing BGP routing loops in the network

NEW QUESTION 258

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Cisco NFV Infrastructure Building Blocks

compute infrastructure

s Storage. Cisco UCS hardware and CEPH provide reliable storage. The user has the options to

introduce addimional stor age as capaciy neads grow.

« Networking: Cisco Nexus® 9000 series hardware provides high throughput, low latency, and rich
feature sels
» Virtualized Infrastructure: Fully integrated Red Hat Enterprise Linux and Red Hat OpenStack

Platform runs on top of Cisco Unified Computing System™ (Cisco UCS®). It is open source yet

hardened and mature

« Management: Cisco LUCS Director functions as a unified management tool across multiple virtua

environments. SDMN controller is optional.,

NEW QUESTION 259
Which two REST API functions are performed for Cisco devices in an overlay network? (Choose two)

A. distributing a Snort image among devices
B. attaching a device configuration template

C. managing connections for smart licensing
D. monitoring device certificates

E. querying a device and aggregating statistics

Answer: BD

NEW QUESTION 260
Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?

A. OMP

B. IP SLA
C. NetFlow
D. BFD

Answer: D

NEW QUESTION 261
For data plane resiliency, what does the Cisco SD-WAN software implement?

A. BFD

B. establishing affinity between vSmart controllers and WAN Edge routers
C. multiple vBond orchestrators

D. OMP

Answer: A

Explanation:

NEW QUESTION 263
WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?

A. 1-19
B. 0-18
C.0-19
D. 1-18

Answer: C

NEW QUESTION 267

Which two performance data details are provided by Cisco SO-WAN vAnalytics? (Choose two)
A. jitter loss and latency for data tunnels

B. application quality of experience score from zero to ten

C. detail on total cost of ownership for the fabric

D. certificate authority status (health and expiration dates) for all controllers

E. view devices connected to a vManage NMS

Answer: AB
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NEW QUESTION 271
Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

Create lists c m == siale
I that an engineer can call in the
match or action components of a policy

Associate a policy with sites and VPNs in
the overlay network

Create the match and action conditions
of a policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 274
How many concurrent sessions does a vManage REST API have before it invalidates the least recently used session if the maximum concurrent session number
is reached?

A. 150
B. 200
C. 250
D. 300

Answer: A

NEW QUESTION 276

Which command verifies a policy that has been pushed to the vEdge router?
A. vEdge# show running-config data policy

B. vEdge# show policy from-vsmart

C. vSmart# show running-config policy

D. vSmart# show running-config apply-policy

Answer: B

NEW QUESTION 278
Refer to the exhibit.
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#Branch1-Edgel

vpn O

|

interface ge0/1
ip address

172.17.113.241/28
tunnel-interface
encapsulation ipsec
color mpls restrict
|

no shutdown
[

interface ge0/2.704
ip address 10.113.4.2/30
tloc-extension geQ/2

#Branchl-Edge2
vpn 0

interface ge0/2
no shutdown

I

interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
mtu 1496
no shutdown

I

ip route 0.0.0.0/0 10.113.4.2

Which configuration change is needed to configure the tloc-extention on Branchl-Edgel?

A interface ge0/2.704

ip address 10.113.4.1/30

tunnel-interface

encapsulation ipsec

color mpls restrict
no shutdown

5. interface ge0/2.704

ip address 10.113.4.2/30

mtu 1496

tloc-extension ge0/1

Cinterface ge0/2.704

ip address 10.113.4.2/30

mtu 1496

tloc-extension ge0/2

O interface ge0/2.704

Ip address 10.113.4.1/30

tunnel-interface

encapsulation ipsec

color mpls restrict
mtu 1496

tloc-extension ge0/2

no shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 282
Refer to the exhibit
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A WAN Edge device was recently added to vManage but a control connection could not be established Which action resolves this issue?

A. Rectify the Rod CA certificate mismatch on WAN Edge devices

B. Install the bootstrap code on WAN Edge and check for CSR

C. Send the serial number to vBond from the vManage controller.

D. Resolve the ZTP reachability and rectify smart account credentials issue

Answer: C

NEW QUESTION 283
Refer to the exhibit,

Site 1:
vpn 10
service FW address 1.1.1.1

On vSmart

policy

lists
site-hist firewall-sites
site-id 1

apply-policy
site-list firewall-sites control-policy firewall-service uutl

Which configuration routes Site 2 through the firewall in Site 1?

control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set
service FW vpn 10

default-action accept

On vSmart
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set
service FW vpn 10
service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set service FW vpn 10

default-action accent

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c
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NEW QUESTION 287

In which Cisco SD-WAN deployment scenario does Cisco Umbrella SIG deliver the most value?

A. when a centralized Internet breakout solution is implemented

B. when resource-intensive security operations are offloaded from entry-level WAN Edge devices

C. when the identity of several WAN Edge devices is verified throughout the network throughout the network

Answer: B

NEW QUESTION 288

Which protocol Is used by the REST API to communicate with network services in the Cisco SO-WAN network?

A. SSL

B. HTTP
C. iPsec
D. SSM

Answer: B

NEW QUESTION 291

What is the result during a WAN Edge software upgrade process if the version of the WAN Edge software is higher than the one running on a controller device?

A. The upgrade button is greyed out

B. The upgrade proceeds with no warning message.
C. The upgrade fails with a warning message

D. The upgrade proceeds with a warning message

Answer: D

NEW QUESTION 293

Which policy configures an application-aware routing policy under Configuration > Policies?
A. Localized policy

B. Centralized policy

C. Data policy

D. Control policy

Answer: B

NEW QUESTION 294

How are custom application ports monitored in Cisco SD-WAN controllers?
A. Customers add custom application ports in vAnalytics and vManage.

B. Customers add custom application ports in vAnalytics and vSmart.

C. Cisco adds custom application ports In vAnalytics and vManage.

D. Cisco adds custom application ports In vAnalytics and vSmart.

Answer: A
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NEW QUESTION 295

An engineer must create a QoS policy by creating a class map and assigning it to the LLQ queue on a WAN Edge router Which configuration accomplishes the
task?

A)

B CONPIGURATIO

€ orer al joad Foooke g O[‘Hﬂlmﬂblﬂ-:'.' l l'l._‘l: ald ;o T ey

0 CONFIGURLATIO

Carerak rofd Podecy § Pos O Tl i Bl Poinliry E Lt i 2wl Py

C)

D COMNPIGLBRATIO

€ arerak bosld Polay - ot‘wrﬂm Py OI.-.-'H:MH'-L-..

D)

D coNPICURATIO

Carer mk ol Prolacy j s 0 1oty Pl Pisley 3 Lt il el Prgsey

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: D

NEW QUESTION 297
Refer to the exhibit.

o Br1vEncer (@) 10.3.0.1 reachable vEdge Cloud

What does the BFD value of 8 represent?

A. number of BFD sessions
B. hello timer of BFD session
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C. poll-interval of BFD session.
D. dead timer of BFD session

Answer: A

NEW QUESTION 302

Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A. TLS

B. BFD
C. OMP
D. BGP

Answer: B

NEW QUESTION 303

A policy is created to influence routing path in the network using a group of prefixes. What policy application will achieve this goal when applied to a site List?

A. vpn-membership policy
B. cflowd-template

C. app-route policy

D. control-policy

Answer: D

NEW QUESTION 305

Which VManage dashboard is used to monitor the next-hop reachability between two devices traversing through OMP for a service VPN’

A. Troubleshooting > App Route Visualization
B. Troubleshooting > Tunnel Health

C. Troubleshooting > Simulate Flows

D. Troubleshooting > Packet Capture

Answer: C

NEW QUESTION 310
Which secure tunnel type should be used to connect one WAN Edge router to other WAN Edge routers?

A.TLS

B. DTLS

C. SSL VPN
D. IPsec

Answer: D

NEW QUESTION 313
How does the replicator role function in cisco SD-WAN?

A. WAN Edge devices advertise the rendezvous point to all the receivers through the underlay network.
B. vSmart Controllers advertise the rendezvous point to all the receivers through the overlay network.
C. WAN Edge devices advertise the rendezvous point to all receivers through the overlay network.

D. vSmart Controllers advertise the rendezvous point to all the receivers through the underlay network.

Answer: B

Explanation:
Replicators

te the requirement for a Cisco SD-WAN router with local s

TCEs Of
1 kel WY ol ol et

eplicators adverfise themselves, using OMP multicast-autodiscover routes, to the Cisco vamart Controllers in the overlay network. [he controliers then forward the

replicator location information to the PIM-enabled Cisco 105 XE SD-WAN routers that are in the same VPN as the replicator

NEW QUESTION 314

[ als] T
& o AL [2K] i
[ SALRNLrL AT LULEELP v LA LR = LR R L) =i LR

(=

Which two products that perform lifecycle management for virtual instances are supported by WAN Edge cloud routers? (Choose two.)

A. OpenStack

B. AWS

C. VMware vCenter
D. Azure

E. IBM Cloud

Answer: AC
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Explanation:
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-07-cloud-router-data-sheet-ct

The following figure illustrates Cisco vEdge Cloud router solution elements

OpenStack VMware Customer owned and
Cloud Software vSphere ! operated

VM Orchestration tools

Cisco vidge cloud

NEW QUESTION 318
Refer to the exhibit.

Application
Server

. Ge0/0 E
Gelf i

ISP Network Cloud

1Gel0/0 Gel/Og@ =

Fa0/1

Enterprise Network

An enterprise network is connected with an ISP network on an 80 Mbps bandwidth link. The network operation team observes 100 Mbps traffic on the 1Gig-ISP
link during peak hours Which configuration provides bandwidth control to avoid traffic congestion during peak hours?
A)

policy-map CUS_PMAP
class CUS_CMAP

police 80000000 300000
!

interface gigabitethermet 0/0
description =~ TO SW ™

ip address 10.0.10.5 255.255.255.0
service-policy input CUS_PMAPd

B)

policy-map SHAPE_MAP
class class-default
shape average 80000000
!

Interface gigabitethernet 01
description "** TO ISP ***

ip address 10.0.20.6 2685.265.266.0
service-policy output SHAPE_MAP

C)

policy-map CUS_PMAP
class CUS_CMAP
police 80000000 300000
!
interface gigabitethemet 010
description = TO ISP **
ip address 10.0.20.1 255.255.255.0
service-policy input CUS_PMAP
D)
policy-map SHAPE_MAP

class class-default
shape average 8000000
!

interface gigabitethernet 0/1
description """ TO |G rack B455:A882-GT18 ***

e ccddicc e @M A AR F AREF AEE ARE A
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 321
What are two attributes of vRoute? (Choose two)

A. originator

B. service

C. encapsulation
D. carrier

E. domain ID

Answer: AB

NEW QUESTION 326
Refer to the exhibit

TUNNEL

Tunnel Interface v
Per-tunnel Qos -
Per-tunnel QoS Aggregator =

@® On

@® On

On

Off

@® off

A user has selected the options while configuring a VPN Interface Ethernet feature template What is the required configuration parameter the user must set in this

template for this feature to function?

A. The "IP MTU" field must be increased from the default value of 1500 to support the additional overhead.

B. The "Shaping Rate (Kbps)" field must be configured with a value
C. The "Adaptive QoS" field must be set to "on"
D. The "Bandwidth Downstream" field must be configured with a value

Answer: B

NEW QUESTION 327
What are the two functions of vSmart? (Choose two)

A. It orchestrates connectivity between WAN Edge routers using policies to create network topology
B. It ensures that valid WAN Edge routers can build the control pane connectivity

C. It uses TLOCSs to uniquely identify the circuit interface to control plane and data plane information
D. It validates that the WAN Edge trying to join the overlay is authorized to join.

E. It builds control plane connections with WAN Edge routers us*>g ILS or UILS

Answer: DE

NEW QUESTION 332

An engineer must deploy a QoS policy with these requirements:
* policy name: App-police

* police rate: 1000000

* burst: 1000000

« exceed: drop

Which configuration meets the requirements?
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vpn-ist VPN10
seguence 1
match
A app-list youtube
action accept
set

policer App-police

policy
data-policy policy-name
vpn-list 10
B sequence 1
action accept
set
policer App-police

vpn 10
imterface ged/0/0
set
policer App-police in
default action accept

]

policy
0 action accept
et
policer App-police

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 335
If Smart Account Sync is not used, which Cisco SD-WAN component is used to upload an authorized serial number file?

A. WAN Edge
B. vManage
C. vSmart

D. vBond

Answer: B

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

NEW QUESTION 338

An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:
policy

policer p1

rate

burst

exceed drop

1

access-list acl1
sequence 1

match

source-ip 2.2.0.0/16
destination-ip 10.1.1.0/24 100.1.1.0/24
destination-port 20 30
protocol 6 17 23

]

action accept
policer p1
1

default-action drop
|

vpn 1
interface ge0/d
description Policy ID: B413:AB8D:76G7::4
ip address 10.20.24.15/24

no shutdown

access-list acl1 out

#

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst
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Answer: D

NEW QUESTION 340
Which actions must be taken to allow certain departments to require firewall protection when interacting with data center network without including other
departments? (Choose two.)

A. Use classification policing and marking

B. Apply data policies at vEdge.

C. Deploy a service-chained firewall service per VPN

D. The regional hub advertises the availability of the firewall service
E. Advertise lo vSmart controllers

Answer: CD

NEW QUESTION 343
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels

B. site ID

C. URL

D. geolocation
E. protocol

Answer: AE
Explanation:

https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy

NEW QUESTION 347
Refer to the exhibit.

Cisco vManage

[H l; CONFIGURATION | TEMPLATES
Device Feature
=
Feature Template -~ Add Template - BGP
o
Basic Configuration Unicast Address Family MNeighbor Advanced
\.\‘
et Shutdown - o= o No
AS Number - 65590
Router ID * | 192.168.1.1
Propagate AS Path - @® On off
Internal Routes Distance @ -~
Local Routes Distance @~
External Routes Distance &~

Which configuration value is used to change the administrative distance of iBGP routes to 207?
A. Configure internal Routes Distance to 20

B. Configure Propagate AS Path to off

C. Configure Local Distance to 20

D. Configure External routes distance 20

Answer: C

NEW QUESTION 349
Refer to the exhibit.
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PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE
TYPE PROTOCOL SYSTEMIP ID ID PRIVATEIP PORT
vsmart  dtls 10.1.1.8 1 0 1.1.11 12447
vmanage dtls 101.1.7 1 1 2222 12647
vmanage dtls 10.1.1.7 1 1 2222 12867

LOCAL

LOCAL COLOR STATE ERROR ERROR UNIT
gold up LISFD NOERR 45
gold up LISFD NOERR 70
gold up LISFD NOERR 69

An engineer is troubleshooting a control connection issue on a WAN Edge device that shows socket errors. The packet capture shows some ICMP packets

dropped between the two devices. Which action resolves the issue?

A. Recover the vManage controller that is down m a high availability cluster
B. Change the system IP or restart the VWN Edge 4 the system IP is changed
C. Remove IP duplication in the network and configure a unique IP address

D. Recover vBond or wart for the controller to reload which could be caused by a reset

Answer: C

NEW QUESTION 354

A voice packet requires a latency of 50 msec. Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. centralized control
B. localized data

C. localized control
D. centralized data

Answer: D

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 356

An engineer creates this data policy for DIA for VPN 10:

data-policy DIA
vpn-list YPN-10
sequence 10
match

destination-data-prefix-list INTERNAL-NETWORKS
'

acthon accept

Which policy sequence enables DIA for external networks?

sequence §

match

source-ip 0.0.0.0/0
1

action accept
nat use-vpn 0

sequence 5
malch

destination-ip 0.0.0.40

i

action reject
i
L]

defaull-action accept

sequence 20
match

destination-ip 0.0.0.0:0

action accepi
nat use-vpn 0

sequence 20
match

source-ip 0.0.0.0/0
{ ]

action reject

1

default-action accept
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 358

Drag and drop the steps from the left into the sequence on the right for a WAN Edge router after powering on for zero touch provisioning.

Router contacts & DNS senace. i

Router establishes a connection to vBond. ¥4

. Router contacts a DHCP server. 3
Routsr connects to the ZTP sarver 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

{
] Router contacts & DNS senace, I]

J
'.F___-___-___-_n______-_._—_-_-_____-_-_,l
I
|

$ Router estabhshes a connection to vBond. I

. — — L — | —— —_— | —— . —— . —_— I

S ——

l Router contacts a DHCP server |
L——_-—L_—_—_—LL_—-_———_—_—_-————
| Router connects to the ZTP sarver. Ii

NEW QUESTION 362

e D R T T i R R T T R . T

Router contacts 8 DHCP server,

. e .

Router contacts a DNS serace :]

Router connacts to the ZTP serves, ]

Router establshes a connechon 1o vBond.

How is a TLOC uniquely identified from a WAN Edge router to the SD-WAN transport network?

A. system IP address
B. VPN ID

C. OMP

D. SD-WAN site ID

Answer: A

NEW QUESTION 365
Refer to the exhibit.
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SDWAN
. Enterprise Network

Controllers \ (BIZINET -

i - ' Branch B
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S S Branch C
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NET — C 1
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An enterprise decides to use the Cisco SD-WAN Cloud onRamp for SaasS feature and utilize H.Q site Biz iNET to reach SaaS Cloud for branch C. currently
reaching SaaS Cloud directly. Which role must be assigned to devices at both sites in vManage Cloud Express for this solution to work?

A. H.Q to be added as Gateway and Branch as DIA.

B. Branch to be added as Client Sites and H.Q as DIA.

C. Branch to be added as DIA and H.Q as Client Site.

D. H.Q to be added as Gateway and Branch as Client Site.

Answer: B

NEW QUESTION 366
How is Ihe software managed in Cisco SD-WAN?

A. Software upgrade operation in the group must include vManag

B. vBon

C. and vSmart.

D. Software downgrades are unsupported for vManage

E. Software images must be uploaded to vManage through HTTP or FTP.

F. Software images must be transferred through VPN 512 or VPN 0 of vManage.

Answer: A

NEW QUESTION 370
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage

D. WAN Edge Router

Answer: D

Explanation:
WAN Edge router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the

cloud and provides secure data plane connectivity among the sites over one or more WAN transports. It is responsible for traffic
forwarding, securty, encryption, quality of service (QoS), routing protocols such as Border Gateway Protocol (BGP) and Open
Shortest Path First (OSPF), and more,

NEW QUESTION 375
An enterprise has these three WAN connections:

> public Internet
> business internet

> MPLS
An engineer must configure two available links to route traffic via both links. Which configuration achieves
this objective?
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omp
no shutdown
route-limit 2

omp
no shutdown
send-path-limit 2

omp
no shutdown
overlay-as 2

omp
no shutdown
ecmp-limit 2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 380

Which two mechanisms are used by vManage to ensure that the certificate serial number of the WAN Edge router that is needed to authenticate is listed in the

WAN Edge Authorized Sefial Number Hst' (Choose two)

A. Synchronize to the PnP
B. Manually upload it to vManage

C. The devices register to vManage directly as the devices come online

D. The vManage is shipped with the list
E. Synchronize to the Smart Account

Answer: BE

NEW QUESTION 383

Which command displays BFD session summary information per TLOC on vEdge routers?

A. show bfd history

B. show bfd summary

C. show bfd sessions

D. show bfd tloc-summary-list

Answer: D

NEW QUESTION 387

Drag and drop the route verification output from show omp tlocs from the left onto the correct explanations on the right.

ystem JU

E"Ill- I.-:I, L ITL "h

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 392
Refer to exhibit. An engineer is troubleshooting tear of control connection even though a valid CertificateSerialNumber is entered. Which two actions resolve
Issue? (Choose two)

PEER PEER PEER SITE DOMAIN

PEER PRIVATE PEER PUBLIC LOCAL REMOTE REPEAT
INSTANCE TYPE PROTOCOL SYSTEMIP ID 1D PRIVATE IP PORT PUBLIC IP PORT REMOTE
COLOR STATE ERROR ERROR COUNT DOWNTIME

0 vbond dils 0000 0 0 192.168.0.231 12346 192.168.0.231 12346 default
tear_down CRTREJSER NOERR 9 2019-06-01T19:06:32+0200

A. Restore network reachability on the controller.

B. Enter a valid serial cumber on the controller for a given device
C. Enter a valid product ID (mode) on the PNP portal.

D. Match the serial number file between the controller

E. Remove the duplicate IP in the network

Answer: BC

NEW QUESTION 397
Which type of route advertisement of OMP can be verified?

A. OMP, VP

B. and origin

C. Origin, TLOC, and VPN
D. Origin, TLOC, and service
E. OMP, TLOC and service

Answer: D

NEW QUESTION 399
Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications

E. application match parameters

Answer: AB

Explanation:
This application aware firewall feature provides the following benefits:
* Application visibility and granular control

* Classification of 1400+ laver 7 applications

* Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 400
Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

A. Cloud Express service

B. Enterprise Firewall with Application Awareness
C. reverse proxy

D. IPsec/GRE cloud proxy

Answer: B
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Explanation:

https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2

NEW QUESTION 405

A WAN Edge device has several service VPNs with no routing protocol configured in the service VPNs The device must be configured so that all connected routes

are visible in OMP for VPN 10 Which configuration meets the requirement?
A)

vpn 10

nama "= Service VPN 10 ~*"
omp

redistribute connected

B)

omp
no shutdown
graceful-restart
advertise connected

C)

omp
no shutdown
graceful-restart
redistribute connected

D)

vpn 10

name “ Service VPN 10 =~
omp

advertise connected

A. Option A
B. Option B
C. Option B
D. Option C

Answer: D

NEW QUESTION 407

An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?

A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 412

Drag and drop the definitions from the left to the configuration on the right.

matching condition that allows
traffic flow between two zones

destination zone

grouping of VPNs where the data
traffic flows originate

firewall policy

container that associates
forwarding and blocking decisions

source zone

grouping of VPNs where the data
traffic flows terminate

zone pair

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 416
What is a benefit of the application-aware firewall?

A. It blocks traffic by MAC address

B. It blocks traffic by MTU of the packet.
C. It blocks traffic by application.

D. It blocks encrypted traffic

Answer: C

NEW QUESTION 417
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address

C. public DNS entry

D. system IP address

Answer: A

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 422
Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible
network?

A. BGP
B. OSPF
C.BFD
D. OMP

Answer: D

NEW QUESTION 426
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.

B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar

D. and finally on the Cisco WAN Edge devices.

E. Upgrade and reboot are performed first on vBon

F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 430
Refer to the exhibit.
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L ]

—

6e0/2.10 Ge0/2.10
TLOC Extension

R1 R2

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?
A)
¢ R
interface geli?
ne shutdown
interface geli2 10
ip address 43 43 43 2130
toc-axtension gelm

R2

interface gelfl
ne shiutdown

interface gelrl 10
ip addraus 43 43 47 1730
toc-extension gelil

B)

A1
interface gelfl
irterface gelfl 10
ip address 43 43 43 2030
tloc-extension ge«in
wnnel-inteiface
color public-intarnet

R
interface ge0i”
interface gelil 10
ip addracs 43 43 43 130
tunnel-interfate
eolor public anternat

C)
R1

intarface g«0n
miu 1504
né £hurdown
interface g=02 10
ip address 43 42 43 )70
tloc-mxtensicn gell

F2
interface gelll
mitu 150

ne shutdeswn
interface gelliY 10

ip adaress 47 42 473 1730
tunnel-interfacd

colar pubhc-interret

A. Option A
B. Option B
C. Option C

Answer: C

Explanation:
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf
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Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface
MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to

configure the parent physical interface for an MTU of 1504 to take care of this requirement.

NEW QUESTION 434
Refer to the exhibit.

Cisco vislanage
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Which two configurations are needed to get the WAN Edges registered with the controllers when certificates are used? (Choose two)

A. Generate a CSR manually within vManage server

B. Generate a CSR manually on the WAN Edge

C. Request a certificate manually from the Enterprise CA server

D. Install the certificate received from the CA server manually on the WAN Edge
E. Install the certificate received from the CA server manually on the vManage

Answer: AE
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/cisco-sd-wan-certificates-deploy-2020aug.

NEW QUESTION 438
Refer to the exhibit.

Address Family D~| @ On Off
Address Family ipv4-unicast

Maximum Number of Prefixes @ ~

Route Policy In @~ On ® Off
Route Policy Out O~ ® On Off
Policy Name & ~  eBGP_Community_Policy

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be
advertised outside AS. Which configuration fulfill this requirement?
A)
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policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
sel
community $99:65000 local-as
default-action reject
lists
prefizlist Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0024

B)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 399:65000 nc-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0024
ip-prefix 22.22.22.0/24
C)
policy
route-policy ¢eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 399:65000 iocal-as
default-action reject
lists
prefiz-list Community_Prefiz
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

D)

policy
route-policy eBGP_Community_Polic
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 443
An engineer is tasked to improve throughput for connection-oriented traffic by decreasing round-trip latency. Which configuration will achieve this goal?

A. turn on "Enable TCP Optimization"
B. turn off "Enhance ECMP Keying"
C. turn off "Enable TCP Optimization"
D. turn on "Enhance ECMP Keying"

Answer: A

Explanation:

#1 1 1 £l im Fiirmo ™A RrAcsaccIing -.;T""-. S5 Fir ﬁ:{-.ﬂ-'- F FAasc a10la | T .l'.l Sl sTET; ‘ala B S 1E AL Ty { i
TCP optimization fine-tunes the processing of TCP data traftic to decrease round-trip latency and improve throughput.

|
(Tr
- ¥ | L =

thp

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530

NEW QUESTION 446
Which IP address must be reachable by a WAN Edge device for the ZIP process to work?

A.10.1.11
B.4444
C.172.16.1.1
D. 8.8.8.8

Answer: D

NEW QUESTION 450
Which two protocols are supported for software image delivery when images are hosted on a remote server? (Choose two.)
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Answer: DE

NEW QUESTION 453
Drag and drop the devices from the left onto the correct functions on the right.

establishes a secured data plane

first point of authentication

single pane of glass

enforces control policies

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 458
Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or IPS?

A. vBond

B. WAN Edge
C. vSmart

D. Firewall

Answer: C

NEW QUESTION 460

What is the order of operations for software upgrades of Cisco SD-WAN nodes'?
A. vBond vManage vSmart WAN Edge

B. vManage vBond WAN Edg

C. vSmart

D. vManage vSmart, vBond, WAN Edge

E. vManage vBond vSraart WAN Edge

Answer: D

NEW QUESTION 462
Refer to the exhibit
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Interface ge0/1
VPN1

NAT

vEdge

Interface ge0/0
VPNO

>

vBond

Internet

vSmart

Which configuration sets up direct Internet access for VPN 1?

vpn 1

i;mﬂaca geon

nat

!

ne shutdown
vpn [1]

ip route 0.0.0.0/0 vpn 1
vpn 1

interface ge0/0
nat

1
;m shutdown
\rpl'l 0
|p route 0.0.0.0 vpn 1
vpn 0
i;'llter'racu geln
: m nat
ﬁn- shutdown
I|.r|:||rr 1

lp route 0.0.0.0/0 vpn 0

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 465
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