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NEW QUESTION 1
- (Topic 3)
Refer to the exhibit.

Switchishow ip dhep snooping

Switech DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping Is configured on following VLANS:

1

DHCP snooping is operaticnal on fellowing VLANS:

1

DHCP snooping Is configured on the following L3 Interfaces:

Insertion of option 82 s disabled

cireuit-id default farmat: vian-mod-part
remote-id: aabb.ccDD. 6500 [MALC)

Dption 82 on untrusted port i= not allowed
Verification of hwaddr field is enabled
Verification of giaddr Meld is enabled

DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate limit (pps)

Switchiishow Ip dhep snooping statistics detall
Packets Processed by DHCP Snooping = 34
Packets Dropped Because

IDE not known =0

Queue full =0

Interface is in errdisabled = O

Rate limit exceeded = 0

Received on untrusted ports = 32
Monzero giaddr = 0

Source mac not equal to chaddr = 0

Mo binding entry = 0

Insertion of optE2 fail=0

Unknown packet = 0

Interface Down =0

Unknown output interface = 0
Misdirected Packets = O

Packets with Invalid Size = 0

Packets with Invalid Option = 0

The DHCP server and clients are connected to the same switch. What is the next step to complete the DHCP configuration to allow clients on VLAN 1 to receive
addresses from the DHCP server?

A. Configure the ip dhcp snooping trust command on the interlace that is connected to the DHCP client.
B. Configure the ip dhcp relay information option command on the interface that is connected to the DHCP client.
C. Configure the ip dhcp snooping trust command on the interface that is connected to the DHCP server.

D. Configure the Ip dhcp relay information option command on the interface that is connected to the DHCP server.

Answer: C

NEW QUESTION 2
- (Topic 3)
An engineer is configuring remote access to a router from IP subnet 10.139.58.0/28. The domain name, crypto keys, and SSH have been configured. Which

configuration enables the traffic on the destination router?

A)

interface FastEthernet0/0

ip access-list extended 120

B)

interface FastEthernet0/0

ip access-list extended 110
permit tcp 10.139.58.0 0.0.0.15 host 10.122.49.1 eq 22

C)

interface FastEthernet0/0

ip access-list standard 10
permit udp 10.139.58.0 0.0.0.7 host 10.122.49.1 eq 22

D)

ip address 10.122.49.1 255.255.255.240

access-group 120 in

permit tcp 10.139.58.0 255.255.255.248 any eq 22

ip address 10.122.49.1 255.255.255.252

ip access-group 110 in

ip address 10.122.49.1 255.255.255.248

ip access-group 10 in
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interface FastEthernet0/0
ip address 10.122.49.1 255.255.255.252
ip access-group 105 in

ip access-list standard 105
permit tcp 10.139.58.0 0.0.0.7 eq 22 host 10.122.49.1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 3
- (Topic 3)
Refer to the exhibit.

Switch2# show lldp
Global LLDP Information
Status: ACTIVE
LLDP advertisements are sent every 30 seconds
LLDP hold time advertised is 120 seconds
LLDP interface reinitialization delay is 2 seconds

A network engineer must update the configuration on Switch2 so that it sends LLDP packets every minute and the information sent via LLDP is refreshed every 3
mlnutes Which configuration must the engineer apply?

‘“swnchZ(conﬁ Z{ldp timer 60
Swnch2(corim#:lldn holdtime 180

SmtchZ(conﬁg)#lldp timer 60
Switch2(config)#lidp tlv-select 180
©)

Switch2(config)#lidp timer 1
Switch2(config)=lidp holdtime 3

D)

Switch2(config)#lidp timer 1
SwitchZ(config)#lidp tiv-select 3

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 4

- (Topic 3)

What is a function of Opportunistic Wireless Encryption in an environment?
A. offer compression

B. increase security by using a WEP connection

C. provide authentication

D. protect traffic on open networks

Answer: D
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NEW QUESTION 5
DRAG DROP - (Topic 3)

Drag and drop the TCP or UDP details from the left onto their corresponding protocols on the right.

ransmitted based on data contadned in the pachet withoul the
nead for 5 data channel

uires the chent and the server to establish a connection befons
sending the packet

l used o reliably share files between dévioes

‘ appropriate for streaming operations with minimal latency

A. Mastered
B. Not Mastered

Answer: A

Explanation:

transmitied besed on dala contained in te packet without the |
mend for a data channel

-

— e . -

wires the chent and the server to establish a connaction bafore
sending the packet

T T T -

I used to reliably share files between devices |
R R =~

17 appropriate for streaming operations with minimal latency

NEW QUESTION 6
- (Topic 3)
Refer to the exhibit.

frce

gl

sending the packet

L — — —— —_—__ —_ —__ —__—_—_ —_—__

used to rellably share files between devices

requires the client and the server o establish & connection befons|

LiDe

transmitted based on data contained in the packel withoul the
necd for & data channel

‘ appropriate for Streamng operatons with minimal latency

E11 ne———— 1]
E1/Z2 meee———— F1/2

Interface Fol
switchpert

switchport mode access
switchport access vlan 2

Interface E1/1 - 2
Switchpert

switchport mode access
Switchport access vlan 2

Interface FPol
switchport

switchport mode access
switchport access vlan 2

Interface E1/1 - 2
Switchport

Switchport mode access
Switchport access vlan 2

An engineer is configuring an EtherChannel using LACP between Switches 1 and 2 Which configuration must be applied so that only Switch 1 sends LACP

initiation packets?

A. Switch 1 (config-if)#channel-group 1 mode on Swrtch2(config-if}#channel-group 1 mode passive
B. Switch1(config-if)#channel-group 1 mode passive Switch2(config-ifj#channel-group 1 mode active
C. Switch1{config-if)Echannel-group 1 mode active Switch2(config-if)j#channel-group 1 mode passive
D. Switchl1(config-ifjtchannel-group 1 mode on Switch2(config-ify#channel-group 1 mode active

Answer: C

NEW QUESTION 7

- (Topic 3)

R1 as an NTP server must have:

* NTP authentication enabled

* NTP packets sourced from Interface loopback 0
* NTP stratum 2

* NTP packets only permitted to client IP 209.165 200 225

How should R1 be configured?
A)
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ntp authenticate

ntp authentication-key 2 md$ CISCO123
ntp source LoopbackD

nntp access-group server-only 10

ntp master 2

!

access-list 10 permit 209.165.200.225

B)

ntp authenticate

ntp authentication-key 2 md$ CISCO123
ntp source Loopback0

ntp access-group server-only 10

ntp stratum 2

1

:::ms-list 10 permit udp host 209.165.200.225 any eq 123

C)

ntp authenticate

ntp authentication-key 2 sha1 CISCO123
ntp source Loopback0

ntp access-group server-only 10

ntp master 2

access-list 10 permit udp host 209.165.200.225 any eq 123

D)

ntp authenticate

ntp authentication-key 2 md5 CISCO123
ntp interface LoopbackD

nito access-aroun servar-onlv 10

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 8
- (Topic 3)
Refer to the exhibit.

a FastEthernet 0/1 FastEthernel 0/1 a

FastEtharnat 02 FastEthemet 0/2

SWl#show run interface fastEthernet 0/1
switchport trunk encapsulation dotlg
switchport mode trunk

switchport trunk allowed wlan 100,200,300

channel-group 1 mode on

SWlkshow run interface fastEthernet 0/2
switchport trunk encapsulation dotlg
switchport mode trunk

switchport trunk allowed wvlan 100,200,300
channel-group 1 mode on

SW2#show run interface fastEthernet 0/1
switchport trunk encapsulation dotlg
switchport mode trunk

switchport trunk allowed vlan 100,200,300
channel-group 1 mode active

SW2#show run interface fastEthernet 0/2
switchport trunk encapsulation dotlg
switchport mode trunk

switchport trunk allowed vlan 100,200, 300
channel -group 1 mode active

An engineer built a new L2 LACP EtherChannel between SW1 and SW2 and executed these show commands to verify the work. Which additional task allows the
two switches to establish an LACP port channel?

A. Change the channel-group mode on SW2 to auto
B. Change the channel-group mode on SW1 to desirable.

C. Configure the interface port-channel 1 command on both switches.
D. Change the channel-group mode on SW1 to active or passive.

Answer: D

NEW QUESTION 9
- (Topic 3)
Which value is the unique identifier that an access point uses to establish and maintain wireless connectivity to wireless network devices?

A. VLANID
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B. SSID
C. RFID
D. WLANID

Answer: B
NEW QUESTION 10

- (Topic 3)
Refer to the exhibit.

A# show ip ospf neighbor
Heighbor ID Pri State Dead Time Addreass Intarface
172.1.1.1 1 EXCHANGE/ - 00:00:36 172.16.32.1 Seariald.1l

An engineer assumes a configuration task from a peer Router A must establish an OSPF neighbor relationship with neighbor 172 1 1 1 The output displays the
status of the adjacency after 2 hours. What is the next step in the configuration process for the routers to establish an adjacency?

A. Configure router A to use the same MTU size as router B.

B. Set the router B OSPF ID to a nonhost address.

C. Configure a point-to-point link between router A and router B.
D. Set the router B OSPF ID to the same value as its IP address

Answer: B

NEW QUESTION 10

- (Topic 3)

A network engineer must configure two new subnets using the address block 10 70 128 0/19 to meet these requirements:

* The first subnet must support 24 hosts

» The second subnet must support 472 hosts

« Both subnets must use the longest subnet mask possible from the address block Which two configurations must be used to configure the new subnets and meet
a

requirement to use the first available address in each subnet for the router interfaces? (Choose two )

A. interface vlan 1234ip address 10.70.159.1 255.255.254.0

B. interface vlan 1148ip address 10.70.148.1 255.255.254.0

C. interface vlan 4722ip address 10.70.133.17 255.255.255.192
D. interface vlan 3002ip address 10.70.147.17 255.255.255.224
E. interface vlan 155ip address 10.70.155.65 255.255.255.224

Answer: BD
NEW QUESTION 12

- (Topic 3)
Refer to the exhibit.

10.73.65.64/30

Loopback0:
10.10.1.14/32

Loopback0:
10.10.1.86/32

66
Fa0/0

A static route must be configured on R14 to forward traffic for the 172 21 34 0/25 network that resides on R86 Which command must be used to fulfill the request?

A. ip route 172.21.34.0 255.255.255.192 10.73.65.65
B. ip route 172.21.34.0 255.255.255.0 10.73.65.65
C. ip route 172.21.34.0 255.255.128.0 10.73.65.64
D. ip route 172.21.34.0 255.255.255.128 10.73.65.66

Answer: D

NEW QUESTION 15
DRAG DROP - (Topic 3)
Drag and drop the descriptions of AAA services from the left onto the corresponding services on the right.
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alicws the user to change Lo enable mode .
lirnits the user's Bocess permissions
logs sassion statistics Pothentication
records user commands
SScures pocoess o routers
Authonzation
validates user credentials
A. Mastered
B. Not Mastered
Answer: A
Explanation:
sllows the user bo change to enabls mode
o e e e e e e ek D e e e e [ records user commands
o G —w— —
IFmits the LSer's BCCets el isshons
logs session Statistics

NEW QUESTION 18
- (Topic 3)

validates user credentials

abows the user bo change Lo enabie mode

l limits the user's Bocess permissions

A Cisco engineer is configuring a factory-default router with these three passwords:
* The user EXEC password for console access is p4sswOrd1

» The user EXEC password for Telnet access is s3cr3t2

» The password for privileged EXEC mode is pnv4t3p4ss
Which command sequence must the engineer configured

A)

enable secret privdtipdss

!

line con 0

password login pdsswOrd1
!

line vty 0 15

password login s3cr3t2
login

B)

enable secret privilege 15 privdtipdss
1

ilne con0
password pdsswOrd1

login
|

line vty 0 15
password s3crat2

login
C)
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enable secret privdtipdss
|

iini con0

password pdsswOrd1
login

|

line vty 0 15
password s3cr3t2
login

D)

enable secret privdt3pdss
|

linecon0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 22

- (Topic 3)

A network engineer is installing an IPv6-only capable device. The client has requested that the device IP address be reachable only from the internal network.
Which type of IPv6 address must the engineer assign?

A. unigue local address

B. link-local address

C. aggregatable global address
D. IPv4-compatible IPv6 address

Answer: B
NEW QUESTION 24

- (Topic 3)
Refer to the exhibit.

PC1

Int Senal 0/1

1 = Internet

10.0.1.0/24 PC2 Int Giga 0/1 e

Which two commands must be configured on router R1 to enable the router to accept secure remote-access connections? (Choose two)

A. transport input telnet

B. crypto key generate rsa

C. ip ssh pubkey-chain

D. login console

E. username cisco password 0 Cisco

Answer: BE
NEW QUESTION 28

- (Topic 3)
Refer to the exhibit.
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100 Houter
Intamet
"l.f'lan

Router1{config)finterface GlgabltErhernetﬂf 0
Routerl{config-if)#fip address 209.165.200.225 255.255.255.224
Router1(config-if)#ip nat outside

Routerl{configj#tinterface GigabitEthernet0/1
Routerl({config-if)ip nat inside

Routerl{config)#finterface GigabitEthernet0/1.100
Routerl(config-ifj#encapsulation dot1Q 100
Routerl({config-if)#ip address 10.10.10.1 255.255.255.0
Routerl({configiffinterface GigabitEthernet0/1.200
Routerl(config-ifj#tencapsulation dot1Q 200
Router1{config-if)#ip address 10.10.20.1 255.255.255.0
Routerl{config)ffip access-list standard NAT INSIDE_RANGES
Routerl{config-std-nacl)#permit 10.10.10.0 0.0.0.255
Router1{config)#fip nat inside source list NAT_INSIDE_RANGES interface GigabitEthernet0/0 overload

Users on existing VLAN 100 can reach sites on the Internet. Which action must the administrator take to establish connectivity to the Internet for users in VLAN

2007

A. Define a NAT pool on the router.

B. Configure static NAT translations for VLAN 200.

C. Configure the ip nat outside command on another interface for VLAN 200.
D. Update the NAT INSIDF RANGFS ACL

Answer: B

NEW QUESTION 32
DRAG DROP - (Topic 3)

Drag and drop the statements about networking from the left onto the corresponding networking types on the right.

Trachtional Hetworking
This type allows better control owver how netorbe work amd o

networks are configuned

This type enables retworks to integrate with applications through
APIE.

Nesw devices ane conligunsd uing the phisicsl infrastnecue.

This type provisions resources from a centralized locabon Controicr Based Networding

Thiss type requines a distributed control plane.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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networks ane configuned.
T . New devices are conligured uséng the phyrscal infrestrudiune, |

[Traditional Networking
j‘ﬂ‘ﬁ type allows better control s how networks work 2nd how

[This type enabies netwarks to inlegrate with applications through
APls.

This type provisions resources from a centralized locabion. |

My derdes ars configured using the physcal infrastouciuns,

! This type: peovisions resouroes from a centralmed location. Enntmlrimﬁm

L
e P e e P e P e e e — —-I- | Thes type requires o distriduted control plane, 1
I_ Tres bypes pequires o distrisuted contral plane, I i
e rhhmenﬁummmﬁwmwlmmmnh
KPS,

This type allows better contnod ower howw networhs work and how
nebworks g confguoed,

NEW QUESTION 33
- (Topic 3)
Which two components comprise part of a PKI? (Choose two.)

A. preshared key that authenticates connections

B. RSA token

C. CA that grants certificates

D. clear-text password that authenticates connections
E. one or more CRLs

Answer: BC

NEW QUESTION 34
- (Topic 3)
Refer to the exhibit.
Hardware is ISR4331-3x1GE, address is 5486 .bc25.1f70 (bia 5486.bc25.1£70)
Description: << WAN Link >>
Internet address is 192.0.2.2/30
MTU 13500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keeapalive not supported
Full Duplex, 1000Mbps, link type is auto, media type is RJ43
output flow-control is off, input flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:11, output hang never
Last clearing of "show intarface” countars never
Input queue: 0/375/0/0 (size/max/drops/flushes): Total cutput drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
3 minute input rate 7000 bita/sec, 4 packets/sec
3 minute output rate 4000 bits/sec, 4 packets/sec
22579370 packets input, 8825545968 bytes, 0 no buffer
Raceived 67 broadcasts (0 IPF multicasts)
0 runts, 0 giants, 0 throttles
3612699 input errors, 3612699 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 10747057 multicast, 0 pause input
12072167 packets output, 1697953637 bytes, 0 underruns
0 output srrors, 0 collisions, 1 intarface ressts
6 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
5 lost carrier, 0 no carrier, 0 pauss output
0 output buffer failures, 0 ocutput buffers swapped out

What is a reason for poor performance on the network interface?

A. The interface is receiving excessive broadcast traffic.

B. The cable connection between the two devices is faulty.

C. The interface is operating at a different speed than the connected device.
D. The bandwidth setting of the interface is misconfigured

Answer: A

NEW QUESTION 36
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- (Topic 3)

Which characteristic differentiates the concept of authentication from authorization and accounting?

A. user-activity logging

B. service limitations

C. consumption-based billing
D. identity verification

Answer: D
NEW QUESTION 38

- (Topic 3)
Refer to the exhibit.

225 hosts

' 3641 hosts

An IP subnet must be configured on each router that provides enough addresses for the number of assigned hosts and anticipates no more than 10% growth for

now hosts. Which configuration script must be used?
A)

R7#

configure terminal

interface Fa1/0

ip address 10.1.56.1 255.255.252.0
no shutdown

R8#
configure terminal
interface Fa0/0

ip address 10.9.32.1 255.255.255.0
no shutdown

RO#

configure terminal

interface Fa1/1

ip address 10.23.96.1 255.255.240.0
no shutdown

B)
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R7#

configure terminal

interface Fa1/0

ip address 10.1.56.1 255.255.248.0
no shutdown

R8#

configure terminal

interface Fa0/0

ip address 10.9.32.1 255.255.254.0
no shutdown

RO#

configure terminal

interface Fa1/1

ip address 10.23.96.1 255.255.248.0
no shutdown

C)
R7#
configure terminal
interface Fa1/0
ip address 10.1.56.1 255.255.240.0
no shutdown

R8#

configure terminal

interface Fa0/0

ip address 10.9.32.1 255.255.224.0
no shutdown

RO#
configure terminal
interface Fa1/1
ip address 10.23.96.1 255.255.192.0
no shutdown
D)

R7#

configure terminal

interface Fa1/0

ip address 10.1.56.1 255.255.192.0
no shutdown

R8#

configure terminal

interface Fa0/0

ip address 10.9.32.1 255.255.224.0
no shutdown

RO#

configure terminal

interface Fa1/1

ip address 10.23.96.1 255.255.128.0
no shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 40
- (Topic 3)
Refer to the exhibit.
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.

DHCP Client DHCP Server
172.16.2.2

Routerf#show run

Building configuration...

1

interface GigabitEthernet0/0

ip address 10.10.10.1 255.255.255.0
duplex autec

speed auto

!

interface GigabitEthernet0/1

ip address 172.16.2.1 255.255.255.0
duplex auto

spead auto
!

An engineer is configuring a new router on the network and applied this configuration. Which additional configuration allows the PC to obtain its IP address from a
DHCP server?

A. Configure the ip dhcp relay information command under interface Gi0O/1.

B. Configure the ip dhcp smart-relay command globally on the router

C. Configure the ip helper-address 172.16.2.2 command under interface Gi0O/0
D. Configure the ip address dhcp command under interface Gi0O/0

Answer: C

NEW QUESTION 44
- (Topic 3)
Which two network actions occur within the data plane? (Choose two.)

A. Add or remove an 802.1Q trunking header.

B. Make a configuration change from an incoming NETCONF RPC.
C. Run routing protocols.

D. Match the destination MAC address to the MAC address table.
E. Reply to an incoming ICMP echo request.

Answer: BD

NEW QUESTION 48

- (Topic 3)

A network engineer must implement an IPv6 configuration on the vlan 2000 interface to create a routable locally-unique unicast address that is blocked from being
advertised to the internet. Which configuration must the engineer apply?

A. interface vlan 2000ipv6 address ffc0:0000:aaaa::1234:2343/64

B. interface vlan 20001pv6 address fc00:0000:aaaa:al15d:1234:2343:8aca/64
C. interface vlan 2000ipv6 address fe80;0000:aaaa::1234:2343/64

D. interface vlan 2000ipv6 address fd00::1234:2343/64

Answer: B

NEW QUESTION 49
- (Topic 3)
Refer to the exhibit.
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fa0/1
MAC:C601.420F 0007

ISP Cloud

2001:DB8:0:1::/64

Host A

An engineer is configuring the HO router. Which IPv6 address configuration must be applied to the router fa0'l interface for the router to assign a unique 64-brt

IPv6 address to Itself?

A. ipv6 address 2001:DB8:0:1:C601:42FF:FEOF:7/64
B. ipv6 address 2001:DB8:0:1:C601:42FE:800F:7/64
C. ipv6 address 2001 :DB8:0:1:FFFF:C601:420F:7/64
D. iov6 address 2001 :DB8:0:1:FE80:C601:420F:7/64

Answer: A

NEW QUESTION 51

- (Topic 3)

An engineer must configure R1 for a new user account. The account must meet these requirements:

* [t must be configured in the local database.

* The username is engineer.

* [t must use the strongest password configurable. Which command must the engineer configure on the router?

A. R1 (config)# username engineer2 algorithm-type scrypt secret test2021

B. R1(config)# username engineer2 secret 5 .password S1$b1Ju$kZbBS1Pyh4QzwXyZ
C. R1(config)# username engineer2 privilege 1 password 7 test2021

D. R1(config)# username englneer2 secret 4 S1Sb1Ju$kZbBS1Pyh4QzwXyZ

Answer: B
NEW QUESTION 53

- (Topic 3)
Refer to the exhibit.

PC1
Manual settings
100 speed
full duplex
fa0
fa0/1

Switch#show interfaces status
Port Name Status Vlan Duplex Speed Type
Fal0/1 connected 1 auto auto 10/100BaseTX

The link between PC1 and the switch is up. but it is performing poorly. Which interface condition is causing the performance problem?
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A. There is a duplex mismatch on the interface

B. There is an issue with the fiber on the switch interface.
C. There is a speed mismatch on the interface.

D. There is an interface type mismatch

Answer: A

NEW QUESTION 54
- (Topic 3)
What is one reason to implement LAG on a Cisco WLC?

A. to increase security and encrypt management frames

B. to provide link redundancy and load balancing

C. to allow for stateful and link-state failover

D. to enable connected switch ports to failover and use different VLANS

Answer: B
NEW QUESTION 56

- (Topic 3)
Refer to the exhibit.

The following must be considered:
* SW1 is fully configured for all traffic
» The SW4 and SW9 links to SW1 have been configured
» The SW4 interface Gi0O/1 and Gi0/0 on SW9 have been configured
» The remaining switches have had all VLANs adde d to their VLAN database
Which configuration establishes a successful ping from PC2 to PC7 without interruption to traffic flow between other PCs?
A)
SWwds
interface Gi0/2
switchport mode trunk
switchport trunk allowed vian 14

SW11H

interface Gi0/1

switchport mode trunk
switchport trunk allowed vian 14

SWos

interface Gi0/2

switchport mode trunk
switchport trunk allowed vian 108

B)
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C)

D)

SWias

interface Gi0/2

switchport mode trunk
switchport trunk allowed vian 14

SW1n
interface Gi0/1
switchport mode trunk

switchport trunk allowed vian 14 %,

SWos

interface Gi0/2

switchport mode trunk
switchport trunk allowed vian 108

SWis

interface Gi0/2

switchport mode trunk

switchport trunk allowed vian 14,108

SW1i#s

interface Gi0/2

switchport mode trunk

switchport trunk allowed vian 14,108
l

interface Gi0/1

switchport mode trunk

switchport trunk allowed vian 14,108

SWos

interface Gi0/2

switchport mode trunk
switchport trunk allowed vian 14

SWds

interface Gi0/2

switchport mode access
switchport access vian 14

SW11#

interface Gi0/2

switchport mode access
switchport access vian 14
!

interface Gi0/0

switchport mode access
switchport access vian 14
!

interface Gi0/1

switchport mode trunk

SWoz

interface Gi0/2

switchport mode access
switchport access vian 14

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 60
- (Topic 3)
What is a function of a Next-Generation IPS?
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A. makes forwarding decisions based on learned MAC addresses
B. serves as a controller within a controller-based network
C. integrates with a RADIUS server to enforce Layer 2 device authentication rules

D. correlates user activity with network events

Answer: D

NEW QUESTION 62
DRAG DROP - (Topic 3)

Drag and drop the facts about wireless architectures from the left onto the types of access point on the right. Not all options are used.

supports automatic deployment

ranaged from a web-based dashboard

accessible for management via Telnet, 55H, or a web GUI

configured and managed by a Wi.C

requires a management IF address ‘

A. Mastered
B. Not Mastered

Answer: A

Explanation:

supports automatic deployment I

| accessible for management via Telnet, S5H, or a web GUT |

| configured and managed by & Wi.C |

l requires a management [P address |‘

NEW QUESTION 64
- (Topic 3)
Refer to the exhibit.

Putonomows Access Poink

(Choud-Based Access Point

Hutonomous Access Point
I

accessible for management via Telnet, S5H, or a web GUIT J

I configured and managed by a WLC J

(Choud-Based Access Point

ﬁ requires a management [P address

T e e e e e e

Which plan must be Implemented to ensure optimal QoS marking practices on this network?

A. As traffic traverses MLS1 remark the traffic, but trust all markings at the access layer.
B. Trust the IP phone markings on SW1 and mark traffic entering SW2 at SW2.

C. Remark traffic as it traverses R1 and trust all markings at the access layer.

D. As traffic enters from the access layer on SW1 and SW2. trust all traffic markings.

Answer: C
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NEW QUESTION 68
- (Topic 3)
Refer to the exhibit.

Pc1'1?2.1$,0.1
_gﬂe g0/1 Internet
Pczlwz.mn_z NAT Router

interface GigabitEtharnat0/0

ip address 172.16.0.5 255.255.255.0

duplex auto

spaad auto

[ ]
interface GigabitEthernet0/1

ip address 209.165.202.130 255.255.255.224
duplex auto

spead auto

L]
ip nat inside scurce list 1 interface GigabitEthernet0/l1l cocverlcad
[ ]

access—list 1 permit 172.16.0.1

access-list 1 permit 172.16.0.2

How should the configuration be updated to allow PC1 and PC2 access to the Internet?

A. Modify the configured number of the second access list.

B. Add either the ip nat {inside|outside} command under both interfaces.

C. Remove the overload keyword from the ip nat inside source command.

D. Change the ip nat inside source command to use interface GigabitEthernet0/0.

Answer: B

NEW QUESTION 70
- (Topic 3)
Which PoE mode enables powered-device detection and guarantees power when the device is detected?

A. dynamic
B. static

C. active
D. auto

Answer: B

NEW QUESTION 72
- (Topic 3)
Refer to the exhibit.
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service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryvption

L)

hostname R4
L]

boot-start-marker
boot-end-marker
L]

ip cef

:

wmterface FastEthernet0/0
description WAN INTERFACE

ip address 10.0.1.2 255.255.255.252

ip access-group 100 in
'

interface FastEthernet0/1
description LAN INTERFACE

ip address 10.148.2.1 255.255.255.0
duplex auto

speed auto

-

ip forward-protocol nd
'

access-list 100 permit eigrp anyv anv

access-list 100 permit icmp any any

access-list 100 permit tcp 10.149.3.0 0.0.0.255 host 10.0.1.2 eq 22
access-list 100 permit tcp any any eq S0

access-list 100 permit tcp any anv eq 443

access-list 100 deny 1p any any log

Which configuration enables DHCP addressing for hosts connected to interface FastEthernetO/1 on router R4?

A. interface FastEthernet0/0 ip helper-address 10.0.1.1liaccess-list 100 permit udp host 10.0.1.1 eq bootps host 10.148.2.1
B. interface FastEthernotO/1 ip helper-address 10.0.1.1!access-list 100 permit tcp host 10.0.1.1 eq 67 host 10.148.2.1

C. interface FastEthernetO/0 ip helper-address 10.0.1.1laccess-list 100 permit host 10.0.1.1 host 10.148.2.1 eq bootps

D. interface FastEthernet0/1 ip helper-address 10.0.1.1!access-list 100 permit udp host 10.0.1.1 eq bootps host 10.148.2.1

Answer: B

NEW QUESTION 77
- (Topic 2)
Which networking function occurs on the data plane?

A. forwarding remote client/server traffic

B. facilitates spanning-tree elections

C. processing inbound SSH management traffic
D. sending and receiving OSPF Hello packets

Answer: A

NEW QUESTION 81
- (Topic 2)

While examining excessive traffic on the network, it is noted that all incoming packets on an interface appear to be allowed even though an IPv4 ACL is applied to

the interface.
Which two misconfigurations cause this behavior? (Choose two)

A. The packets fail to match any permit statement

B. A matching permit statement is too high in the access test
C. A matching permit statement is too broadly defined

D. The ACL is empty

E. A matching deny statement is too high in the access list

Answer: BC

NEW QUESTION 86

- (Topic 2)

What is a capability of FTP in network management operations?

A. encrypts data before sending between data resources
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B. devices are directly connected and use UDP to pass file information
C. uses separate control and data connections to move files between server and client
D. offers proprietary support at the session layer when transferring data

Answer: C

Explanation:
The File Transfer Protocol (FTP) is a standard communication protocol used for the transfer of computer files from a server to a client on a computer network. FTP
is built on a client—server model architecture using separate control and data connections between the client and the server.

NEW QUESTION 91
- (Topic 2)
Using direct sequence spread spectrum, which three 2.4-GHz channels are used to limit collisions?

A. 16,11
B. 1,510
C.123
D. 5,6,7

Answer: A

NEW QUESTION 94

- (Topic 2)

An engineer is configuring NAT to translate the source subnet of 10.10.0.0/24 to any of three addresses 192.168.30.1, 192.168.3.2, 192.168.3.3 Which
configuration should be used?

enable

configure terminal

ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
route-map permit 10.10.0.0 255.255.255.0

ip nat outside destination list 1 pool mypool

interface g1/1

ip nat inside

interface g1/2

ip nat outside

enable

configure terminal

ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
access-list 1 permit 10.10.0.0 0.0.0.255

ip nat inside source list 1 pool mypool

interface g1/1

ip nat inside

interface g1/2

ip nat outside

enable

configure terminal

ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
access-list 1 permit 10.10.0.0 0.0.0.255

ip nat outside destination list 1 pool mypool

interface g1/1

ip nat inside

interface g1/2

ip nat outside

enable

configure terminal

ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
access-list 1 permit 10.10.0.0 0.0.0.254

ip nat inside source list 1 pool mypool

interface g1/1

ip nat inside

interface g1/2

ip nat outside

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
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NEW QUESTION 96
- (Topic 2)
Refer to the exhibit.

SW10

VLAN 300 - Data
VLAN 400 - Voice

An engineer must configure GigabitEthernetl/1 to accommodate voice and data traffic Which configuration accomplishes this task?

interface gigabitethernet1/1
switchport mode access
switchport access vian 300
switchport voice vian 400

interface gigabitethernet1/1
switchport mode trunk
switchport trunk vian 300
switchport voice vian 400

interface gigabitethernet1/1
switchport mode trunk
switchport trunk vian 300
switchport trunk vian 400

interface gigabitethernet1/1
switchport mode access
switchport voice vian 300
switchport access vian 400

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 98

- (Topic 2)

Which unified access point mode continues to serve wireless clients after losing connectivity to the Cisco Wireless LAN Controller?
A. sniffer

B. mesh

C. flexconnect

D. local

Answer: C
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Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-guide/b_cg85/flexconnect.html

NEW QUESTION 100
- (Topic 2)
Which plane is centralized by an SDN controller?

A. management-plane
B. control-plane

C. data-plane

D. services-plane

Answer: B

NEW QUESTION 102
DRAG DROP - (Topic 2)
Drag the descriptions of device management from the left onto the types of device management on the right.

[Eisco ONA Center Device Management

implements changes via an 55H terminal

manages device configurations on a per-device basks

manitors the cloud for software updates

security s managed near the perimeter of the
network with firewalls, VPNs, and IPS [racitional Device Management

uses CLI templates to apply a consistent
configuration to multiple devices at an individual location

uses NetFlow to analyze potential security threats throughout
the network and take sppropriate action on that traffic

A. Mastered
B. Not Mastered

Answer: A

Explanation:

[isco DNA Center Device Management

implements changes via an 55H terminal
manitors the cloud for software updates

manages device configurations on a per-device basis
! uses CLI templates to apply a consistent
configuration to multiple devices at an individual location

monitors the cloud for software updates J
uses NetFlow to analyze potential security threats throughout
the network and take appropriate action on that traffic

security |s managed near the perimeter of the |
nebwork with firewals, VPNs, and IPS [ [rraditional Device Management

manages device configurations on a per-device basis
uses CLI templates to apply & consistent

configuration to multiple devices at an individual location

———————————————— security Is managed near the perimeter of the

| uses NetFlow to analyze potential security threats throughout | network with firewalls, VPNs, and IPS
[ the network and take appropriate action on that traffic I

implements changes via an SSH terminal

NEW QUESTION 106
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- (Topic 2)

A network administrator needs to aggregate 4 ports into a single logical link which must negotiate layer 2 connectivity to ports on another switch. What must be

configured when using active mode on both sides of the connection?

A. 802.1q trunks
B. Cisco vPC

C. LLDP

D. LACP

Answer: D
NEW QUESTION 111

- (Topic 2)
Refer to the exhibit.

SWl#sh lacp neighbor
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 35 neighbors

Partner's information:

LACP port Admin Oper Port
Port Flags Priority Dev ID Age key Key Number
Et1/@ 5P 32768 aabb.cc80.700@0 8s @x0 @x23 @x101
Etl/1 5P 32768 aabb.ccB8@.7000 8s Bx@ @x23 @x10Z

Port
State
@x3C
@x3C

Based on the LACP neighbor status, in which mode is the SW1 port channel configured?
A. passive

B. mode on

C. auto

D. active

Answer: D

Explanation:

From the neighbor status, we notice the “Flags” are SP. “P” here means the neighbor is in Passive mode.In order to create an Etherchannel interface, the (local)
SW1 ports should be in Active mode.Moreover, the “Port State” in the exhibit is “0x3c” (which equals to “00111100 in binary format).Bit 3 is “1” which means the

ports are synchronizing -
> the ports are working so the local ports should be in Active mode.

NEW QUESTION 112
- (Topic 2)
Why does a switch flood a frame to all ports?

A. The frame has zero destination MAC addresses.

B. The source MAC address of the frame is unknown

C. The source and destination MAC addresses of the frame are the same
D. The destination MAC address of the frame is unknown.

Answer: B

NEW QUESTION 114
- (Topic 2)
When the active router in an HSRP group fails, what router assumes the role and forwards packets?

A. backup

B. standby
C. listening
D. forwarding

Answer: B

NEW QUESTION 115
- (Topic 2)

Which two tasks must be performed to configure NTP to a trusted server in client mode on a single network device? (Choose two)

A. Enable NTP authentication.

B. Verify the time zone.

C. Disable NTP broadcasts

D. Specify the IP address of the NTP server
E. Set the NTP server private key

Answer: AD
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Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glIx/configuration/guide/ntp.html

To configure authentication, perform this task in privileged mode:Step 1: Configure an authentication key pair for NTP and specify whether the key will be trusted
or untrusted.Step 2: Set the IP address of the NTP server and the public key.Step 3: Enable NTP client mode.Step 4: Enable NTP authentication.Step 5: Verify the

NTP configuration.

NEW QUESTION 120
- (Topic 2)
Which design element is a best practice when deploying an 802.11b wireless infrastructure?

A. disabling TPC so that access points can negotiate signal levels with their attached wireless devices.

B. setting the maximum data rate to 54 Mbps on the Cisco Wireless LAN Controller

C. allocating nonoverlapping channels to access points that are in close physical proximity to one another
D. configuring access points to provide clients with a maximum of 5 Mbps

Answer: C
NEW QUESTION 123

- (Topic 2)
Refer to the exhibit.

R17 Fa0/0 2001:db8:2::201/64

R17 Fal/0 2001:db8:3::201/64
R18 Fal/0 2001:db8:3::301 /64
R17 Fa2/0 2001:db8:3::101/64 R1E rﬂiin !ﬂll;ﬁl:ﬁ:!ﬂﬂ“

@nm Fa0/ Falfo Fal/o

R16 Fad/0 2001:db8:2:-101/64 Fa2/0 a0/

m._» Marketing

2001:db8:4::302/64

Which IPv6 configuration is required for R17 to successfully ping the WAN interface on R18?
A)

R172
!

ﬁo ip domain lookup
ip cef
1

interface FastEthernet0/0

no Ip address

duplex auto

speed auto

ipve address 2001:D0B8:3::201/64
1

interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipv6 address 2001:D088:2::201/64
]

;m cdp log mismatch duplex
ipv6 route 2001:DB8:4::/64 2001:0B8:5::101

B)
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R17#%

!

no ip domain lookup

ip cef

ipv6 unicast-routing

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

ipv6 address 2001:DB8:2::201/64
!

interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipv6 address 2001:0B8:3::201/64
!

no cdp log mismatch duplex
ipv6 route 2001:D88:4::/64 2001:DB8:3::301

C)

R17#

!

no ip domain lookup
ip cef

ipv6 cef

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

ipv6 address 2001:DB8:2::201/64

!

interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipv6 address 2001:0B8:3::201/64

!

no cdp log mismatch duplex

ipv6 route 2001:DB8:4::/64 2001:DB8:4::302
D)
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R17#
!

no ip domain lookup

ip cef

ipv6 unicast-routing

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

ipv6 address 2001:DB8:2::201/64
'

interface FastEthernet1/0

no ip address

duplex auto

speed auto

Iipve address 2001:DB8:3::201/64
'

no cdp log mismatch duplex
ipv6 route 2001:DB8:4::/64 2001:DB8:2::201

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
ipv6 unicast-routing statement included (IPv6 is enabled on the router).Compared to the exhibit, Fa0/0 and Fa0/1 have correct configurations.The route to subnet
2001:db8:4::/64 points to R18’s Fal/0 (correct next-hop).

NEW QUESTION 127
- (Topic 2)
What is a role of access points in an enterprise network?

A. connect wireless devices to a wired network

B. support secure user logins to devices or the network
C. integrate with SNMP in preventing DDoS attacks

D. serve as a first line of defense in an enterprise network

Answer: A

NEW QUESTION 132

- (Topic 2)

An engineer must configure an OSPF neighbor relationship between router R1 and R3 The authentication configuration has been configured and the connecting
interfaces are in the same 192.168 1.0/30 sublet. What are the next two steps to complete the configuration? (Choose two.)

A. configure the hello and dead timers to match on both sides
B. configure the same process ID for the router OSPF process
C. configure the same router ID on both routing processes

D. Configure the interfaces as OSPF active on both sides.

E. configure both interfaces with the same area ID

Answer: AE

NEW QUESTION 134

- (Topic 2)

When a WLAN with WPA2 PSK is configured in the Wireless LAN Controller GUI which format is supported?
A. Unicode

B. base64
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C. decimal
D. ASCII

Answer: D

NEW QUESTION 139
- (Topic 2)
Which statement correctly compares traditional networks and controller-based networks?

A. Only traditional networks offer a centralized control plane

B. Only traditional networks natively support centralized management

C. Traditional and controller-based networks abstract policies from device configurations
D. Only controller-based networks decouple the control plane and the data plane

Answer: D

Explanation:

Most traditional devices use a distributed architecture, in which each control plane is resided in a networking device. Therefore they need to communicate with
each other via messages to work correctly.In contrast to distributed architecture, centralized (or controller-based) architectures centralizes the control of networking
devices into one device, called SDN controller

NEW QUESTION 143
- (Topic 2)
Refer to Exhibit.

3 -
<. Fa0/1
% 802.1Q
Swi: SW2:
interface FastEthernet0/1 interface FastEthernet0/1

luitchpnrt trun: anz:p;ulatin:g:nth switchport trunk encapsulation dotlg
“izﬂ:l’“: trun t“ e vian switchport trunk native wvlan 99
-4 =

chport mode trunk switchport mode trunk

Which action do the switches take on the trunk link?

A. The trunk does not form and the ports go into an err-disabled status.

B. The trunk forms but the mismatched native VLANs are merged into a single broadcast domain.
C. The trunk does not form, but VLAN 99 and VLAN 999 are allowed to traverse the link.

D. The trunk forms but VLAN 99 and VLAN 999 are in a shutdown state.

Answer: B

Explanation:

The trunk still forms with mismatched native VLANs and the traffic can actually flow between mismatched switches. But it is absolutely necessary that the native
VLANSs on both ends of a trunk link match; otherwise a native VLAN mismatch occurs, causing the two VLANS to effectively merge.

For example with the above configuration, SW1 would send untagged frames for VLAN 999. SW2 receives them but would think they are for VLAN 99 so we can
say these two VLANSs are merged.

NEW QUESTION 145
DRAG DRORP - (Topic 2)
Drag and drop to the characteristics of networking from the left onto the correct networking types on the right.

Conyier Bases Warmorirg

focuted oh netmor

focused on devices

user input i3 2 configuration

wser O |8 3 policy Fradbons Networking

it ahly B WCt; made =

wiis DGO il shCurty mode
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Cormryiar Based Natwinirg
| fooused on netaork SRR,
focused on nefiori
fecumed on devices s ANLe IS SeCury Moded
el iUl i 3 CoRfgur Ihion | e el o 4 polcy
e — — — — — R — —— — -
1 user Bout @ 3 policy I Tradbons Networtng
i ]
focused 0a devies
] wdid while B2 Jecurty model 1
e Diach It se0urty mode 1
I UAES DEDCK IR SoCuity mide | et 60Ul i 3 CONfdur JLibd

NEW QUESTION 146
- (Topic 2)
Which statement about Link Aggregation when implemented on a Cisco Wireless LAN Controller is true?

A. To pass client traffic two or more ports must be configured.
B. The EtherChannel must be configured in "mode active"
C. When enabled the WLC bandwidth drops to 500 Mbps
D. One functional physical port is needed to pass client traffic

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_010101011.html

NEW QUESTION 148
- (Topic 2)
Which two values or settings must be entered when configuring a new WLAN in the Cisco Wireless LAN Controller GUI? (Choose two)

A. management interface settings

B. QoS settings

C. Ip address of one or more access points
D. SSID

E. Profile name

Answer: DE

NEW QUESTION 152
- (Topic 2)
An engineer must establish a trunk link between two switches. The neighboring switch is set to trunk or desirable mode. What action should be taken?

A. configure switchport nonegotiate

B. configure switchport mode dynamic desirable
C. configure switchport mode dynamic auto

D. configure switchport trunk dynamic desirable

Answer: C

NEW QUESTION 157
DRAG DRORP - (Topic 2)
Refer to the exhibit.
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Cisipoconfigsall
dindows IP Conf iguration

Host Hame . . . . . - . - : Inspironlht
Frimary Dns Buffix . E . :

Hode Type | ) 6 : Mixed
I[P Routing Enabled. . ™ : No
WINS Proxy Enabhled. . - : Mo

direless LAN adapter Local Area Connection= 12:

Media State = = =« =« = & =« =« = = : Media disconnected
Connection—-specific DNS Suffix :

Description . T T : Microsoft Wi-Fi Direct Uirtual Adapter
Fhysical Address. . : 1A-76-3F-7C-57-DF

DHCP Enabled. . . . . . il : Yoz

Autoconf iguration Enahle T : Yoz

direless LAN adapter Wi-Fi:

Connection—speciFic DNS Suffix
Description . . . . . . . .
Physical Addre - . 2
DHCP Enabled. . . . . . . : Mo
Autoconf igurat ion Enables . : Yes
Link-local IPv6 Addrecs . . : FeB@:-:eB@9f :9839 608627551 2(Preferred)

: 192.168.1.20<{Preferred>
255 .25%.255 .8
192.168.1.1
26374135
a1 -88-81-18-E6-32-13-B8-76-3F-7C-57-DF

Dell Wireless 1783 882 .11bAg/n (2 .4GH=z>
B8=-"26-3F-7C-57-DF

- = -
" -

- ®

DHCPu& 1AID . . . .
DHCPut Client DUID.

s = s 192.168.1.15
192.168.1.16
MetBIOS over Tcpip. : Enabled

An engineer is required to verify that the network parameters are valid for the users wireless LAN connectivity on a /24 subnet. Drag and drop the values from the
left onto the network parameters on the right. Not all values are used.

192.168.1.1 broadcast address
192.168.1.20 default gatewsy
192.168.1.254 host 1P address
192.168.1.255 last assignable [P address in the subnet
B8-76-3F7C-57-DF MAC address
18-76-3F-7C-57-Df nebwork address
52, 168.1.0

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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S N

192.168.1.1 192.168,1.255

HHHHHHHH 1;2.'1"55".1.;; T : 192.168.1.1
_________ ! ‘9_11_'53'_1-2_5*4_ el 192.168.1.20
_________ wess RS

I B8-76-2F-7C-37-DF

B8-76-2F-7C-57-DF

[ 1A-76-3F-7C-57-DF

192.168.1.0

i 192.168.1.0
NEW QUESTION 161
- (Topic 2)
Refer to the exhibit.
l":-r’ Se0/0/0 j_-:"r; Configured routers IPv addresses
i Sel0/0 - Atlanta
Attanta Washington Serial 0/0/0 ' 2012 1/126
Lot 20121126 LoJ Loopback1: 2000::1/128
- New York:

SeQ/0n0 st SeI0f
.
New-York

Lo2

2023:/126

Senal 00010 © 20122126

Senal 000 - 2023 2/126

Loopback2: 2000..2/128
- Washington

Serial 0/00 . 2023 V126

Loopbackd: 2000:3/128

The New York router is configured with static routes pointing to the Atlanta and Washington sites. Which two tasks must be performed so that the Serial0/0/0
interfaces on the Atlanta and Washington routers can reach one another?

(Choose two.)

A. Configure the ipv6 route 2012::/126 2023::1 command on the Washington router.
B. Configure the ipv6 route 2023::/126 2012::1 command on the Atlanta router.

C. Configure the Ipv6 route 2012::/126 s0/0/0 command on the Atlanta router.

D. Configure the ipv6 route 2023::/126 2012::2 command on the Atlanta router.

E. Configure the ipv6 route 2012::/126 2023::2 command on the Washington router.

Answer: DE

Explanation:

The short syntax of static IPv6 route is:ipv6 route <destination-IPv6-address>

{next-hop-IPv6-address | exit-interface}

NEW QUESTION 162
- (Topic 2)
Refer to the exhibit.

R1# show ip route

- 0 X 0

192.168.10.0/24 [90/2679326] via 192.168.1.1
192.168.10.0/27 [120/3] via 192.168.1.2
192.168.10.0/23 [110/2] wvia 192.168.1.3

11 192.168.10.0/13 [115/30] via 192.168.1.4

How does router R1 handle traffic to 192.168.10.167

A. It selects the IS-IS route because it has the shortest prefix inclusive of the destination address.
B. It selects the EIGRP route because it has the lowest administrative distance.
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C. It selects the OSPF route because it has the lowest cost.
D. It selects the RIP route because it has the longest prefix inclusive of the destination address.

Answer: D
NEW QUESTION 165

- (Topic 2)
Refer to the exhibit.

R1# show ip route

192.168.16.0/26 [90/2679326) via 192.168.1.1
192.168.16.0/24 [120/3) via 192 .168.1.2
192.168.16.0/21 [110/2) via 192.168.1.3

L1 192.168.16.0/27 [113/30)] via 192.168.1.4

- O » 0

Which route does R1 select for traffic that is destined to 192 168.16.27

A.192.168.16.0/21
B. 192.168.16.0/24
C. 192.168 26.0/26
D. 192.168.16.0/27

Answer: D

Explanation:
The destination IP addresses match all four entries in the routing table but the 192.168.16.0/27 has the longest prefix so it will be chosen. This is called the
“longest prefix match” rule.

NEW QUESTION 170

- (Topic 2)

An office has 8 floors with approximately 30-40 users per floor What command must be configured on the router Switched Virtual Interface to use address space
efficiently?

A. ip address 192.168.0.0 255.255.0.0

B. ip address 192.168.0.0 255.255.254.0
C. ip address 192.168.0.0 255.255.255.128
D. ip address 192.168.0.0 255.255.255.224

Answer: B

NEW QUESTION 171

- (Topic 2)

R1 has learned route 192.168.12.0/24 via I1S-IS. OSPF, RIP. and Internal EIGRP Under normal operating conditions, which routing protocol is installed in the
routing table?

A. IS-IS

B. RIP

C. Internal EIGRP
D. OSPF

Answer: C
Explanation:

With the same route (prefix), the router will choose the routing protocol with lowest Administrative Distance (AD) to install into the routing table. The AD of Internal
EIGRP (90) is lowest so it would be chosen. The table below lists the ADs of popular routing protocols.

Administrative
Route Source Distance
Directly Connected 0
Static 1
EIGRP 90
EIGRP Summary route 5
OSPF 110
RIP 120

Dumps Full Questions - Exam Study Guide & Free 203

CCNA 200-301

Note: The AD of IS-IS is 115. The “EIGRP” in the table above is “Internal EIGRP”. The AD of “External EIGRP” is 170. An EIGRP external route is a route that
was redistributed into EIGRP.
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NEW QUESTION 175
- (Topic 2)
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC

NEW QUESTION 178
- (Topic 2)
What is a characteristic of private IPv4 addressing?

A. traverse the Internet when an outbound ACL is applied

B. issued by IANA in conjunction with an autonomous system number
C. composed of up to 65.536 available addresses

D. used without tracking or registration

Answer: D
NEW QUESTION 182

- (Topic 2)
Refer to the exhibit.

R2

10.10.10.0/30

18 —
10.10.10.16/30 | e
—'\ Intermel

A site N

_—

Rléshow ip route
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 4 subnets, 3 masks
[ 10.10.10.0/30 is directly connected, FastEthernetD/1
0  10.10.13.0/25 [110/6576] via 10.10.10.1, 01:37:03
C 10.10.10.16/30 is directly connected, FastEthernet/24
O 10,10,13.144/28 [110/110] via 10.10.10.1, 01:37:03

R2&sh run | b router ospf

router ospf 1

router-id 2.2.2.2
log-adjacency-changes

auto-cost reference-bandwidth 10000
network 10,10.10.1 0.0.0.0 area O
network 10.10.13.1 0.0.0.0 area 0

Rlésh run | b router ospf

router ospf 1

router-id 1.1.1.1
log-ad]acency-changes

auto-cost reference-bandwidth 10000
network 10.10.10.2 0.0.0.0 area 0
default-information originate

R2#show ip route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 3 subnets, 3 masks
C 10.10.10.0/30 is directly connected

C 10.10.13.0/25 is directly connected, Vian20

C  10.10.13.144/28 is directly connected, Viand0

The default-information originate command is configured under the R1 OSPF configuration After testing workstations on VLAN 20 at Site B cannot reach a DNS

server on the Internet Which action corrects the configuration issue?

A. Add the default-information originate command onR2

B. Configure the ip route 0.0.0.0 0.0.0.0 10.10.10.18 command on R1

C. Configure the ip route 0.0.0.0 0.0.0.0 10.10.10.2 command on R2

D. Add the always keyword to the default-information originate command on R1

Answer: B

NEW QUESTION 186
- (Topic 2)
Refer to the exhibit.
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Web Server
3
L]
S
IP address
10.30.0.100724
VLAN 20
Switch B
Int VLAN 10 —ip address 10.10.0.0/24
Int VLAN 20 —ip address 10.20.0.0/24
Int VLAN 30 — ip address 10.30.0.0/24

A network engineer must block access for all computers on VLAN 20 to the web server via HTTP All other computers must be able to access the web server
Which configuration when applied to switch A accomplishes this task?

config t

ip acoess-list extended wwwblock
deny top any host 10.30.0.100 eq 80
int vlam 10

ip access—group wwwblock in

config t

ip access-list extended wwwblock
deny tcp any host 10.30.0.100 eq 80
permit ip any any

int vlan 20

ip acoess-group wwwblock in

config t

ip access-1list extended wwwblock
pemit ip any any

deny tcp any host 10.30.0.100 eq 80
int vlan 30

ip access—-group wwwblock in

config t

ip access-list extended wwwhlock
permit ip any any

deny tcp any host 10.30.0.100 eq 80
int wvlan 20

ip access-group wwwblock in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 190

- (Topic 2)
Refer to the exhibit.

Internet Gio/1 Gio/2

For security reasons, automatic neighbor discovery must be disabled on the R5 Gi0/1 interface. These tasks must be completed:
* Disable all neighbor discovery methods on R5 interface GiO/1.

* Permit neighbor discovery on R5 interface GiO/2.

* Verify there are no dynamically learned neighbors on R5 interface GiO/1.

« Display the IP address of R6*s interface Gi0/2. Which configuration must be used?
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R5(config)#int Gi0/1
R&(config-if ##no cdp run
R5(config-if #exit
R5(config)#lldp run
R&(config#cdp enable
R5#sh cdp neighbor
R5#sh lldp neighbor

. ' R5(config)#int Gi0/M
R5(config-if#no cdp enable
R5(config-if jtexit
R5(config)#no lidp run
RS(config#edp run
R5#sh cdp neighbor
R5#sh lidp neighbor

R5(config#int Gi0/1
R5(config-if #no cdp enable
R5(config-if fexit
R5(config)#no lidp run
R5(config)#cdp run

R5#sh cdp neighbor detail
R5#sh lidp neighbor

R5(config#int Gi0/1
R5(config-if#no cdp enable
R5(config-if fexit
R5(config)#lldp run
R5(config)#no cdp run
R5#sh cdp neighbor detail
R5#sh lldp neighbor

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
NEW QUESTION 193

- (Topic 2)
Refer to the exhibit.

Designated Router (ID) 10.11.11.11, Interface address 10.10.10.1
Backup Designated router (ID)10.3.3.3, Interface address 10.10.10.3
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 00:00:08

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/1/1, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 6

Last flood scan time is 0 msec, maximum is 1 msec

Neighbor Count is 3, Adjacent neighbor countis 3

Adjacent with neighbor 10.1.1.4

Adjacent with neighbor 10.2.2.2

Adjacent with neighbor 10.3.3.3 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

The show ip ospf interface command has been executed on R1 How is OSPF configured?
A. The interface is not participating in OSPF

B. A point-to-point network type is configured
C. The default Hello and Dead timers are in use
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D. There are six OSPF neighbors on this interface
Answer: C
Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first- ospf/13689-17.html

NEW QUESTION 198
- (Topic 2)
Which set of action satisfy the requirement for multifactor authentication?

A. The user swipes a key fob, then clicks through an email link

B. The user enters a user name and password, and then clicks a notification in an authentication app on a mobile device
C. The user enters a PIN into an RSA token, and then enters the displayed RSA key on a login screen

D. The user enters a user name and password and then re-enters the credentials on a second screen

Answer: B

Explanation:

This is an example of how two-factor authentication (2FA) works:1. The user logs in to the website or service with their username and password.2. The password
is validated by an authentication server and, if correct, the user becomes eligible for the second factor.3. The authentication server sends a unique code to the
user’s second-factor method (such as a smartphone app).4. The user confirms their identity by providing the additional authentication for their second-factor

method.

NEW QUESTION 201
- (Topic 2)
Refer to the exhibit.

= -1 Se000 § 9 <i-7r2rm:ljwi routers IPv addresses
>eU0v YWashengton I..:‘.rﬂ:_ﬂ,. ) T
Ananta : Serial OO0 ° 2012 1/12¢
o Lo Loopbackt 2000 1/128
; MNew York

cenal 000 - 2012 2126
Senal 001 - 202321126
Loophacky OO0 2128

'Iﬁ'pq-.fnrlq__rq i
=" Sal0 Senal 000 - 2023 3126
Loopbackd 2000 3128
Mew-York
La2

An engineer configured the New York router with state routes that point to the Atlanta and Washington sites. When command must be configured on the Atlanta

and Washington routers so that both sites are able to reach the loopback2 interface on the New York router?

A. ipv6 route ::/0 Serial 0/0/1

B. ipv6 route 0/0 Serial 0/0/0

C. ipv6 route ::/0 Serial 0/0/0

D. ip route 0.0.0.0.0.0.0.0 Serial 0/0/0
E. ipv6 route ::/0 2000::2

Answer: C

NEW QUESTION 206
- (Topic 2)

A wireless administrator has configured a WLAN; however, the clients need access to a less congested 5-GHz network for their voice quality. What action must be

taken to meet the requirement?

A. enable AAA override
B. enable RX-SOP

C. enable DTIM

D. enable Band Select

Answer: D

NEW QUESTION 207
- (Topic 2)
Refer to the exhibit.
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El# show ip routs | bagin gatsway
Gateway of last rescort is 209.163.200.246 to network C0.0.0.0
S* 0.0.0.0/0 [1/0] wia 209.165.200.246, Serial0/1/0

is directly connectad, Sarial0/1/0

172.16.0.0/16 is variably subnetted, 3 subnets, ] masks

5 172.16.0.0/24 [1/0] wia 207.165.200.250, Seriald/o0/0
0 172.16.0.128/2% [110/38443] wia 207.16%.200.254, 00:00:23, Sarial0/0/1
D 172.16.0.152/29 [90/318443%) via 207.165.200.254, 00:00:23, Seriald/0/1
209.165.200.0/24 is variably subnetted, 4 subnets, 2 masks
c 209.165.200.248/30 is directly connected, Sariald/0/0
L 209.163.200.249/32 is directly connectad, SerialC/0/0
c 209.163.200.232/30 is directly connected, Seriall/0/1
L 209.165.200.253/32 is directly connactad, Sariall/0/1

With which metric was the route to host 172.16.0.202 learned?
A. 110

B. 38443

C. 3184439

Answer: C

Explanation:

Both the line “O 172.16.0.128/25” and “S 172.16.0.0/24" cover the host 172.16.0.202 but with the “longest (prefix) match” rule the router will choose the first

route.

NEW QUESTION 210
- (Topic 2)
Which type of traffic is sent with pure iPsec?

A. broadcast packets from a switch that is attempting to locate a MAC address at one of several remote sites
B. multicast traffic from a server at one site to hosts at another location

C. spanning-tree updates between switches that are at two different sites

D. unicast messages from a host at a remote site to a server at headquarters

Answer: D

Explanation:

“The original poster makes a correct observation that EIGRP does not work in a pure IPSEC environment. IPSEC was designed to process unicast traffic.

NEW QUESTION 214
- (Topic 2)
Which condition must be met before an NMS handles an SNMP trap from an agent?

A. The NMS software must be loaded with the MIB associated with the trap.

B. The NMS must be configured on the same router as the SNMP agent

C. The NMS must receive a trap and an inform message from the SNMP agent within a configured interval
D. The NMS must receive the same trap from two different SNMP agents to verify that it is reliable.

Answer: A

NEW QUESTION 216
- (Topic 2)
What are two benefits of using the PortFast feature? (Choose two )

A. Enabled interfaces are automatically placed in listening state

B. Enabled interfaces come up and move to the forwarding state immediately

C. Enabled interfaces never generate topology change notifications.

D. Enabled interfaces that move to the learning state generate switch topology change notifications
E. Enabled interfaces wait 50 seconds before they move to the forwarding state

Answer: AB

NEW QUESTION 221
- (Topic 2)

A network administrator must to configure SSH for remote access to router R1 The requirement is to use a public and private key pair to encrypt management

traffic to and from the connecting client.
Which configuration, when applied, meets the requirements?
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R1%enable

R1=configure terminal

R1({config #ip domain-name cisco.com
R1iconfig =crypto key generate ec keysize 2048

R1%enable

R1=configure terminal

R1{config #ip domain-name cisco.com

R1(config Zcrypto key generate rsa modulus 1024

R1%#enable

R1%configure terminal

R1({config ¥ip domain-name cisco.com
R1iconfig Zcrypto key generate ec keysize 1024

R1Zenable

R1%configure terminal

R1(config ¥ip domain-name cisco.com
R1(config #crypto key encrypt rsa name myKey

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 223
- (Topic 2)
The SW1 interface g0/1 is in the down/down state. Which two configurations are valid reasons for the interface conditions?(choose two)

A. There is a duplex mismatch
B. There is a speed mismatch

C. There is a protocol mismatch
D. The interface is shut down

E. The interface is error-disabled

Answer: BE

NEW QUESTION 225
- (Topic 2)
An engineer must configure a WLAN using the strongest encryption type for WPA2- PSK. Which cipher fulfills the configuration requirement?

A. WEP
B. RC4
C. AES
D. TKIP

Answer: C

Explanation:

Many routers provide WPA2-PSK (TKIP), WPA2-PSK (AES), and WPA2- PSK (TKIP/AES) as options. TKIP is actually an older encryption protocol introduced
with WPA to replace the very-insecure WEP encryption at the time. TKIP is actually quite similar to WEP encryption. TKIP is no longer considered secure, and is
now deprecated. In other words, you shouldn’t be using it.

AES is a more secure encryption protocol introduced with WPA2 and it is currently the strongest encryption type for WPA2-PSK.

NEW QUESTION 228

- (Topic 2)

Where does a switch maintain DHCP snooping information?
A. in the MAC address table

B. in the CAM table

C. in the binding database

D. in the frame forwarding database

Answer: C
NEW QUESTION 229
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- (Topic 2)
Which type of API allows SDN controllers to dynamically make changes to the network?

A. northbound API
B. REST API
C. SOAP API
D. southbound API

Answer: D

Explanation:
Cisco overview doc for SDN here: https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/VMDC/SDN/SDN. html

NEW QUESTION 232
- (Topic 2)
When a WPA2-PSK WLAN is configured in the wireless LAN Controller, what is the minimum number of characters that in ASCII format?

2

.6
.8
.1
.18

o0 w>

Answer: B

NEW QUESTION 233
- (Topic 2)

=S B &

10.10.225.0/28 10.10.225.16/28 10.10.225.64/26 20 Hosls

Refer to the exhibit. An engineer must add a subnet for a new office that will add 20 users to the network. Which IPv4 network and subnet mask combination does
the engineer assign to minimize wasting addresses?

A. 10.10.225.48 255.255.255.240
B. 10.10.225.32 255.255.255.240
C. 10.10.225.48 255.255.255.224
D. 10.10.225.32 255.255.255.224

Answer: D

NEW QUESTION 237

- (Topic 2)

A network engineer must create a diagram of a multivendor network. Which command must be configured on the Cisco devices so that the topology of the network
can be mapped?

A. Device(Config)#lldp run

B. Device(Config)#cdp run

C. Device(Config-if)y#cdp enable

D. Device(Config)#flow-sampler-map topology

Answer: A

NEW QUESTION 240

- (Topic 2)

An administrator must secure the WLC from receiving spoofed association requests. Which steps must be taken to configure the WLC to restrict the requests and
force the user to wait 10 ms to retry an association request?

A. Enable Security Association Teardown Protection and set the SA Query timeout to 10
B. Enable MAC filtering and set the SA Query timeout to 10

C. Enable 802.1x Layer 2 security and set me Comeback timer to 10

D. Enable the Protected Management Frame service and set the Comeback timer to 10

Answer: C

NEW QUESTION 245
- (Topic 2)
Refer to the exhibit.
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R1# sh ip ospf int gig0/0
Gig0/0 is up, line protocol is up

Process
Topology-MTID Cost Disabled Shutdown
0 | no no
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.1.1, Interface address 10.201.24.8
No backup designated router on this network
Timer intervals confiqured, Hello 10, Dead 40, Wait 40, BRetransmit
oob-resync timeout 40
Hello due in 00:00:07

-!-I_I}H il |_.-__| '_-f-' MName

Base

R2#sh ip ospf int gig0/0

gig0/0 is up, line protocol is up
Internet Address 10.201.24.1/28, Area 1
Process ID 100, Router ID 172.16.1.1, Hetwork Type BROADCAST, Cost:
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 172.16.1.1, Interface address 10.201.24.1
No backup designated router on this network
Timer intervals configured, Hello 20, Dead 80, Wait 80, Retransmit

L=
-

=
r )

1

Internet Address 10.201.24.8/28, Area 1, Attached via Network Statement
ID 100, Router ID 192.1€8.1.1, Network Type BROADCAST, Cost:

1

What action establishes the OSPF neighbor relationship without forming an adjacency?

A. modify hello interval
B. modify process ID
C. modify priority

D. modify network type

Answer: A
NEW QUESTION 250

- (Topic 2)
Refer to the exhibit.

Swil

VLAN 8 - Data
VLAN 9 - Voice

PC-2
Gil/1 ! I

PC-1

=

Phone-1

An administrator must configure interfaces Gil/1 and Gil/3 on switch SW11 PC-1 and PC- 2 must be placed in the Data VLAN and Phone-1 must be placed in the

Voice VLAN Which configuration meets these requirements?
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interface gigabitethernet1/1
switchport mode access
switchport access vian 8

!

interface gigabitethernet1/3
switchport mode access
switchport voice vian 8
switchport access vian 9

interface gigabitethernet1/1
switchport mode access

switchport access vian 9
|

interface gigabitethernet1/3
switchport mode trunk
switchport trunk vian 8
switchport trunk vian 9

interface gigabitethernet1/1
switchport mode access
switchport access vian 8

!

interface gigabitethernet1/3
switchport mode access
switchport access vian 8
switchport voice vian 9

interface gigabitethernet1/1
switchport mode access
switchport access vian 8

|

interface gigabitethernet1/3
switchport mode trunk
switchport trunk vian 8
switchport voice vian 9

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
NEW QUESTION 253

- (Topic 2)
Refer to Exhibit.

SW2

vtp domain cisco

vtp mode transparent

vtp password ciscotest

interface fastethernet0/1
description connection to swl
switchport mode trunk
switchport trunk encapsulation dotlg

How does SW2 interact with other switches in this VTP domain?
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A. It processes VTP updates from any VTP clients on the network on its access ports.

B. It receives updates from all VTP servers and forwards all locally configured VLANSs out all trunk ports
C. It forwards only the VTP advertisements that it receives on its trunk ports.

D. It transmits and processes VTP updates from any VTP Clients on the network on its trunk ports

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/lan-switching/vtp/10558-21.html
The VTP mode of SW2 is transparent so it only forwards the VTP updates it receives to its trunk links without processing them.

NEW QUESTION 256
- (Topic 2)
Refer to the exhibit.

/

o

Zonel

Between which zones do wireless users expect to experience intermittent connectivity?

A. between zones 1 and 2
B. between zones 2 and 5
C. between zones 3 and 4
D. between zones 3 and 6

Answer: D

NEW QUESTION 258
- (Topic 2)
Refer to the exhibit.
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10.10.12.0/30 [10.10.11.0/30 |

Router1 g

|1G1D 10.0/30 | [ 10.10. 10.4/30

Router 2 Router 3 Router 4

10.10.10.12/30

Router 5

Router1#show ip route
Gateway of last resort is 10.10.11.2 to network 0.0.0.0
209.165.200.0/27 is subnetted, 1 subnets

B 209.165.200.224 [20/0] via 10.10.12.2, 03:22:14
209.165.201.0/27 is subnetted, 1 subnels

B 209.165.201.0 [20/0] via 10.10.12.2, 02:26:33

209.165.202.0/27 is subnetted, 1 subnels
B 209.165.202.128 [20/0] via 10.10.12.2, 02:26:03

10.0.0.0/8 is variably subneted, 10 subnets, 4 masks
o] 10.10.13.0/25 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet0/0
(o] 10.10.13.128/28 [110/2] via 10.10.10.5, 00:00:12, GigabitEthernet0/1
e} 10.10.13.144/28 [110/2] via 10.10.10.9, 00:01:57, GigabitEthernet0/2
e} 10.10.13.160/29 [110/2] via 10.10.10.5, 00:00:12, GigabitEthernet0/1
O 10.10.13.208/29 [110/2] via 10.10.10.13, 00:01:57, GigabitEthernet0/3
s” 0.0.0.0/0 [1/0] via 10.10.11.2

To which device does Routerl send packets that are destined to host 10.10.13.165?

A. Router2
B. Router3
C. Router4
D. Router5

Answer: B

NEW QUESTION 261
- (Topic 2)
Which technology must be implemented to configure network device monitoring with the highest security?

A.IP SLA
B. syslog
C. NetFlow
D. SNMPv3

Answer: C
NEW QUESTION 264

DRAG DRORP - (Topic 2)
Drag and drop the lightweight access point operation modes from the left onto the descriptions on the right

allows the access point to communicate with the WLC
Srikigs moge over 3 WAN link

local mode allows for packet captures of wireless traffic
monitor mode rogue defector mode
Flexconnect mode preferred for connecting access points

in a8 mesh environment

recerve only mode which acts as 3 dedicated
sensor for RFID and IDS

transmits normally on one channel and monitors
T
snifter mode gther channels for noise and interference

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

bridge mode local mode

[ Iocal mode sneffer mode

rogue detector mode

M

—

Flexgonnect mode bridge mode

N BN AN A, NN S NN OGNS EEN S N . W WSS RN

Flexconnect mode

sniffer mode I monitor mode

NEW QUESTION 266

- (Topic 2)

A device detects two stations transmitting frames at the same time. This condition occurs after the first 64 bytes of the frame is received interface counter
increments?

A. collision

B. CRC

C. runt

D. late collision

Answer: D

Explanation:
https://www.cisco.com/c/en/us/support/docs/interfaces-modules/port-adapters/12768-eth-collisions.html

NEW QUESTION 269
- (Topic 2)
Where does wireless authentication happen?

A. SSID
B. radio
C. band
D. Layer 2

Answer: D

NEW QUESTION 274
- (Topic 2)
A router running EIGRP has learned the same route from two different paths. Which parameter does the router use to select the best path?

A. cost

B. adminstrative distance
C. metric

D. as-path

Answer: C

Explanation:

If a router learns two different paths for the same network from the same routing protocol, it has to decide which route is better and will be placed in the routing
table. Metric is the measure used to decide which route is better (lower number is better). Each routing protocol uses its own metric.For example, RIP uses hop
counts as a metric, while OSPF uses cost.

NEW QUESTION 277
- (Topic 2)
Refer to the exhibit.
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R1# show ip route | begin gateway

Gateway of last resort is 209.165.200.246 to network 0.0.0.0
§* 0.0.0.0/0 [1/0] wia 209.165.200.246, Serial0/1/0

is directly connected, Serial0/1/0

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
172.16.3.0/24 [1/0]) via 209.165.200.250, Serial0/0/0

(=

209.165.200.0/24 is variably subnetted, 6 subnets, 2 masks
209.165.200.244/30 is directly connected, Serial0d/1/0
209.165.200.245/32 is directly connected, Serial0/1/0
209.165.200.248/30 is directly connected, Serial0/0/0
209.165.200.249/32 is directly connected, Serial0/0/0
209.165.200.252/30 is directly connected, Serial0/0/1
209.165.200.253/32 is directly connected, Serial0/0/1

rfaoroen

172.16.3.0/28 [110/1) via 209.165.200.234, 00:00:28, Seriald/0/1

A packet is being sent across router R1 to host 172.16.0.14. What is the destination route for the packet?

A. 209.165.200.254 via Serial0/0/1
B. 209.165.200.254 via Serial0/0/0
C. 209.165.200.246 via Serial0/1/0
D. 209.165.200.250 via Serial0/0/0

Answer: A

NEW QUESTION 279
- (Topic 2)
What is the function of a server?

A. It transmits packets between hosts in the same broadcast domain.
B. It provides shared applications to end users.

C. It routes traffic between Layer 3 devices.

D. It Creates security zones between trusted and untrusted networks

Answer: B

NEW QUESTION 282
- (Topic 2)
Which port type supports the spanning-tree portfast command without additional configuration?

A. access ports

B. Layer 3 main Interfaces
C. Layer 3 suninterfaces
D. trunk ports

Answer: A

NEW QUESTION 285
- (Topic 2)
How does a Cisco Unified Wireless network respond to Wi-Fi channel overlap?

A. It alternates automatically between 2.4 GHz and 5 GHz on adjacent access points
B. It allows the administrator to assign channels on a per-device or per-interface basis.
C. It segregates devices from different manufacturers onto different channels.

D. It analyzes client load and background noise and dynamically assigns a channel.

Answer: A

NEW QUESTION 289
- (Topic 2)

Which action must be taken to assign a global unicast IPv6 address on an interface that is derived from the MAC address of that interface?

A. configure a stateful DHCPV6 server on the network
B. enable SLAAC on an interface

C. disable the EUI-64 bit process

D. explicitly assign a link-local address

Answer: A

NEW QUESTION 292

- (Topic 2)

What is a function of a Layer 3 switch?

A. move frames between endpoints limited to IP addresses
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B. transmit broadcast traffic when operating in Layer 3 mode exclusively
C. forward Ethernet frames between VLANs using only MAC addresses
D. flood broadcast traffic within a VLAN

Answer: A

NEW QUESTION 295
- (Topic 2)
What is the purpose of an SSID?

A. It provides network security

B. It differentiates traffic entering access posits

C. It identities an individual access point on a WLAN
D. It identifies a WLAN

Answer: D

Explanation:
“In IEEE 802.11 wireless local area networking standards (including Wi-Fi), a service set is a group of wireless network devices which share a service set
identifier (SSID)... A service set forms a logical network of nodes operating with shared link-layer networking parameters; they form one logical network segment.”

NEW QUESTION 298
- (Topic 2)
How do traditional campus device management and Cisco DNA Center device management differ in regards to deployment?

A. Cisco DNA Center device management can deploy a network more quickly thantraditional campus device management

B. Traditional campus device management allows a network to scale more quickly than with Cisco DNA Center device management

C. Cisco DNA Center device management can be implemented at a lower cost than most traditional campus device management options

D. Traditional campus device management schemes can typically deploy patches and updates more quickly than Cisco DNA Center device management

Answer: A

NEW QUESTION 303
- (Topic 2)
Which QoS tool is used to optimize voice traffic on a network that is primarily intended for data traffic?

A. FIFO
B. WFQ
C.PQ

D. WRED

Answer: C

NEW QUESTION 304
- (Topic 2)
What are two recommendations for protecting network ports from being exploited when located in an office space outside of an IT closer? (Choose two.)

A. enable the PortFast feature on ports
B. implement port-based authentication
C. configure static ARP entries

D. configure ports to a fixed speed

E. shut down unused ports

Answer: BE
NEW QUESTION 308

- (Topic 2)
Refer to the exhibit.

gi0/1 -
) 198.51.100.1 |

gi0n/0 - I
192.0.2.2 DHCP server
198.51.100.100

An engineer deploys a topology in which R1 obtains its IP configuration from DHCP. If the switch and DHCP server configurations are complete and correct. Which
two sets of
commands must be configured on R1 and R2 to complete the task? (Choose two)

A. R1(config)# interface faO/OR1(config-if)# ip helper-address 198.51.100.100

B. R2(config)# interface gi0/OR2(config-if)# ip helper-address 198.51.100.100

C. R1(config)# interface fa0/0 R1(config-if)# ip address dhcp R1(config-if)# no shutdown
D. R2(config)# interface gi0/0 R2(config-if)# ip address dhcp

E. R1(config)# interface faO/OR1(config-if)# ip helper-address 192.0.2.2

Answer: BC

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version 200-301 Questions & Answers shared by Certleader
Toader of IT Corlifications https://www.certleader.com/200-301-dumps.html (903 Q&AS)

NEW QUESTION 310
- (Topic 2)
Refer to the exhibit.

Gil/o/1 Gil1/0/4

|
Gilo2 Gilo/3

Sales-1 Sales-2  Sales-3 Sales-4
VLAN 10

The entire contents of the MAC address table are shown. Sales-4 sends a data frame to Sales-1.

Sales-SWishow mac-address-lable
Mac Address Table

VLAN MAC Address Type Ports

10 000¢.8590.bb7d DYNAMIC Gi1/0/1

10 3910.4161.Sbb7/ DYNAMIC Gi1/0/2
10 00d0.d3b6.957¢ DYNAMIC Gi1/0/3
Sales-SW#

What does the switch do as it receives the frame from Sales-4?

A. Perform a lookup in the MAC address table and discard the frame due to a missing entry.

B. Insert the source MAC address and port into the forwarding table and forward the frame to Sales-1.
C. Map the Layer 2 MAC address to the Layer 3 IP address and forward the frame.

D. Flood the frame out of all ports except on the port where Sales-1 is connected.

Answer: B

Explanation:
https://www.ciscopress.com/articles/article.asp?p=3089352&seqNum=6

NEW QUESTION 313

- (Topic 2)

A network administrator enabled port security on a switch interface connected to a printer. What is the next configuration action in order to allow the port to learn
the MAC address of the printer and insert it into the table automatically?

A. enable dynamic MAC address learning
B. implement static MAC addressing.

C. enable sticky MAC addressing

D. implement auto MAC address learning

Answer: C

NEW QUESTION 315
DRAG DRORP - (Topic 2)
Drag and drop the descriptions from the left onto the configuration-management technologies on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Ansible:— uses SSH for remote device communication— uses YAML for fundamental configuration elements

Chef:— uses TCP port 10002 for configuration push jobs— uses Ruby for fundamental configuration elements

Puppet:— fundamental configuration elements are stored in a manifest— uses TCP 8140 for communication

The focus of Ansible is to be streamlined and fast, and to require no node agent installation.Thus, Ansible performs all functions over SSH. Ansible is built on
Python, in contrast to the Ruby foundation of Puppet and Chef. TCP port 10002 is the command port. It may be configured in the Chef Push Jobs configuration file
.This port allows Chef Push Jobs clients to communicate with the Chef Push Jobs server.Puppet is an open-source configuration management solution, which is
built with Ruby and offers custom Domain Specific Language (DSL) and Embedded Ruby (ERB) templates to create custom Puppet language files, offering a
declarative-paradigm programming approach.A Puppet piece of code is called a manifest, and is a file with .pp extension.

NEW QUESTION 318
- (Topic 1)
When using Rapid PVST+, which command guarantees the switch is always the root bridge for VLAN 200?

A. spanning -tree vlan 200 priority 614440
B. spanning -tree vlan 200 priority 38572422
C. spanning -tree vlan 200 priority O

D. spanning -tree vlan 200 root primary

Answer: C

NEW QUESTION 319
- (Topic 1)
Why was the RFC 1918 address space defined?

A. conserve public IPv4 addressing

B. preserve public IPv6 address space

C. reduce instances of overlapping IP addresses
D. support the NAT protocol

Answer: A

NEW QUESTION 322
- (Topic 1)

Refer to the exhibit.
import ncclient

with ncclient.manager.connect (host="192.168.1.1°, port=830, username='root',
password=‘tesetl23!’, allow agent=False) as m:
print (m.get config('running').data xml)

After running the code in the exhibit, which step reduces the amount of data that the NETCONF server returns to the NETCONF client, to only the interface's
configuration?

A. Use the Ixml library to parse the data returned by the NETCONF server for the interface's configuration.
B. Create an XML filter as a string and pass it to get_config() method as an argument.

C. Create a JSON filter as a string and pass it to the get_config() method as an argument.

D. Use the JSON library to parse the data returned by the NETCONF server for the interface's configuration.

Answer: D
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NEW QUESTION 325
- (Topic 1)
Refer to the exhibit.

Router#

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

10.1.1.2 Gig37/3 176 R1 CPT 600 Gig36/41
10.1.1.2 Gig37/1 174 R1 CPT 600 Gig36/43
10.1.1.2 Gig36/41 134 5 R1 CPT600 Gig37/3
10.1.1.2 Gig36/43 134 RI1 CPT600 Gig37/1
10.1.1.2 Ten 3/2 132 R1 CPT 600 Ten4/2
10.1.1.2 Ten4/2 174 RI1 CPT600 Ten 3/2

Which command provides this output?

A. show ip route

B. show ip interface
C. show interface

D. show cdp neighbor

Answer: D

NEW QUESTION 328
- (Topic 1)
Which type of information resides on a DHCP server?

A. a list of the available IP addresses in a pool

B. a list of public IP addresses and their corresponding names
C. usernames and passwords for the end users in a domain
D. a list of statically assigned MAC addresses

Answer: A

NEW QUESTION 333
- (Topic 1)
Which switch technology establishes a network connection immediately when it is plugged in?

A. PortFast

B. BPDU guard
C. UplinkFast

D. BackboneFast

Answer: A

Explanation:
PortFast is useful to connect hosts and switches to a switch. Access layer switches are more frequently “plugged in” and “plugged out” than distribution or core
layer switches. Also, this feature’s target is just to minimize STP convergence time.

NEW QUESTION 334
- (Topic 1)
Which two command sequences must you configure on switch to establish a Layer 3 EtherChannel with an open-standard protocol? (Choose two )

A. interface GigabitEthernet0/0/1 channel-group 10 mode on

B. interface GigabitEthernet0/0/1 channel-group 10 mode active

C. interface GigabitEthernet0/0/1 channel-group 10 mode auto

D. interface port-channel 10 switchportswitchport mode trunk

E. interface port-channel 10 no switchportip address 172.16.0.1.255.255.255.0

Answer: BE

NEW QUESTION 335
- (Topic 1)
Refer to the exhibit.
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10,10 10 10

Router R4 is dynamically learning the path to the server. If R4 is connected to R1 via OSPF Area 20, to R2 v2ia R2 BGP, and to R3 via EIGRP 777, which path is

installed in the routing table of R4?

A. the path through R1, because the OSPF administrative distance is 110

B. the path through R2. because the IBGP administrative distance is 200

C. the path through R2 because the EBGP administrative distance is 20

D. the path through R3. because the EIGRP administrative distance is lower than OSPF and BGP

Answer: C

NEW QUESTION 340
- (Topic 1)
Refer to the exhibit.

e ~——.. Router1

RouterZ#show ip route
Gateway of last resort i1s not set

10.0.0.0/8 1s vanably subnetted, 4 subnets, 2 masks
C 10.10.10.8/30 1s directly connected, FastEthemet(/2
C 10.10.10.12730 1s directly connected, FastEthemet(/1
(8] 10.10.13.0/25 [110/11] via 10.10.10.9, 00.00:03, FastEthemelt(/2
[110/11] via 10.10.10.13, 00:00:03, FastEthemet(0/1
C 10.10.10.4/30 1s directly connected, FastEthemet(/2

If OSPF Is running on this network, how does Router2 handle traffic from Site B to 10.10.13.128/25 at Site A?

A. It load-balances traffic out of Fa0/1 and Fa0/2.
B. It is unreachable and discards the traffic.

C. It sends packets out of interface FaO/2.

D. It sends packets out of interface Fa0/1.

Answer: B

NEW QUESTION 344
- (Topic 1)
Which WAN access technology is preferred for a small office / home office architecture?

A. broadband cable access

B. frame-relay packet switching

C. dedicated point-to-point leased line

D. Integrated Services Digital Network switching.

Answer: A

NEW QUESTION 345
- (Topic 1)
What are two similarities between UTP Cat 5e and Cat 6a cabling? (Choose two.)
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A. Both operate at a frequency of 500 MHz.
B. Both support runs of up to 55 meters.

C. Both support runs of up to 100 meters.

D. Both support speeds of at least 1 Gigabit.
E. Both support speeds up to 10 Gigabit.

Answer: CD

NEW QUESTION 347
- (Topic 1)
Which command automatically generates an IPv6 address from a specified IPv6 prefix and MAC address of an interface?

A. ipv6 address dhcp

B. ipv6 address 2001:DB8:5:112::/64 eui-64

C. ipv6 address autoconfig

D. ipv6 address 2001:DB8:5:112::2/64 link-local

Answer: C

Explanation:

The “ipv6 address autoconfig” command causes the device to perform IPv6 stateless address autoconfiguration to discover prefixes on the link and then to add
the EUI-64 based addresses to theinterface.Addresses are configured depending on the prefixes received in Router Advertisement (RA)messages.The device will
listen for RA messages which are transmitted periodically from the router (DHCPServer).This RA message allows a host to create a global IPv6 address from:+ Its
interface identifier (EUI- 64 address)+ Link Prefix (obtained via RA)Note: Global address is the combination of Link Prefix and EUI-64 address

NEW QUESTION 351
DRAG DROP - (Topic 1)
Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.

o —

Configure BPDU guard | B02.1q double tagping

5=
i
pe

Configure dynamic nspection ARP spoafin

Configurs 100t guard urnwanted superior BPDUS

Configure VACL ivwianted BPDUs on PortFast-enabled interfaces

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Double-Tagging attack:

Dam | IR 802.1Q Data
ol VL1100 i
V| 4
Nagve Switch A ¥ Switch B "
VLAN w00 VLAN 100
Attacker Target in
VLAN 200

In this attack, the attacking computer generates frames with two 802.1Q tags. The first tag matches the native VLAN of the trunk port (VLAN 10 in this case), and
the second matches the VLAN of a host it wants to attack (VLAN 20).When the packet from the attacker reaches Switch A, Switch A only sees the first VLAN 10
and it matches with its native VLAN 10 so this VLAN tag is removed. Switch A forwards the frame out all links with the same native VLAN 10. Switch B receives the
frame with an tag of VLAN 20 so it removes this tag and forwards out to the Victim computer.Note: This attack only works if the trunk (between two switches) has
the same native VLAN as the attacker.To mitigate this type of attack, you can use VLAN access control lists (VACLs, which applies to all traffic within a VLAN. We
can use VACL to drop attacker traffic to specific victims/servers) or implement Private VLANs.ARP attack (like ARP poisoning/spoofing) is a type of attack in which
a malicious actor sends falsified ARP messages over a local area network as ARP allows a gratuitous reply from a host even if an ARP request was not received.
This results in the linking of an attacker's MAC address with the IP address of a legitimate computer or server on the network. This is an attack based on ARP
which is at Layer 2.Dynamic ARP inspection (DAI) is a security feature that validates ARP packets in a network which can be used to mitigate this type of attack.

NEW QUESTION 355
- (Topic 1)
Which statement identifies the functionality of virtual machines?

A. Virtualized servers run most efficiently when they are physically connected to a switch that is separate from the hypervisor
B. The hypervisor can virtualize physical components including CP

C. memory, and storage

D. Each hypervisor can support a single virtual machine and a single software switch

E. The hypervisor communicates on Layer 3 without the need for additional resources

Answer: B
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NEW QUESTION 356
- (Topic 1)
What are two benefits of controller-based networking compared to traditional networking?

A. controller-based increases network bandwidth usage, while traditional lightens the load on the network.

B. controller-based inflates software costs, while traditional decreases individual licensing costs

C. Controller-based reduces network configuration complexity, while traditional increases the potential for errors
D. Controller-based provides centralization of key IT function

E. While traditional requires distributes management function

F. controller-based allows for fewer network failure, while traditional increases failure rates.

Answer: CD

Explanation:

Cisco DNA Center Device Management

* 3. Monitor the cloud for software update

* 5. Uses CLI templates to apply a consistent configuration to multiple devices at an individual location

* 6. Uses NetFlow to analyse potential security threats throughout the network and take appropriate action on that traffic
Traditional device management

* 2. Manages device configuration on a per-device basis

* 4. Security is managed near the perimeter of the network with firewalls, VPNs, and IPS

? Implements changes via an SSH terminal

NEW QUESTION 359
- (Topic 1)
Which implementation provides the strongest encryption combination for the wireless environment?

A. WPA2 + AES
B. WPA + AES
C. WEP

D. WPA + TKIP

Answer: A

NEW QUESTION 363
- (Topic 1)
In QoS, which prioritization method is appropriate for interactive voice and video?

A. expedited forwarding
B. traffic policing

C. round-robin scheduling
D. low-latency queuing

Answer: D

NEW QUESTION 366
- (Topic 1)
How do TCP and UDP differ in the way they provide reliability for delivery of packets?

A. TCP is a connectionless protocol that does not provide reliable delivery of data, UDP is a connection-oriented protocol that uses sequencing to provide reliable
delivery.

B. TCP does not guarantee delivery or error checking to ensure that there is no corruption of data UDP provides message acknowledgement and retransmits data
if lost.

C. TCP provides flow control to avoid overwhelming a receiver by sending too many packets at once, UDP sends packets to the receiver in a continuous stream
without checking for sequencing

D. TCP uses windowing to deliver packets reliably; UDP provides reliable message transfer between hosts by establishing a three-way handshake

Answer: C

NEW QUESTION 370
- (Topic 1)
Which two minimum parameters must be configured on an active interface to enable OSPFv2 to operate? (Choose two)

A. OSPF area

B. OSPF MD5 authentication key
C. iPv6 address

D. OSPf process ID

E. OSPf stub flag

Answer: AD

NEW QUESTION 373
DRAG DROP - (Topic 1)
Drag and drop the IPv4 network subnets from the left onto the correct usable host ranges on the right
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172.28.228.1 -
172.28.228.144/18 172.36.730.254
172.28.224.1 -
172.26.220. 1921 172.28.231.254
172.18.228.19
172.18.228.144/23 . 172.28.278.254
172.28.228.14%
172.26.226.144/25 . 172.28.720.1%0
172.28.192.1
172.28.228.144/29 - 172.278.255.254
A. Mastered
B. Not Mastered
Answer: A
Explanation:
172.28.228.144/18 :| 172.28.228.153/23
1'-' --------------- — —_— —_— — _— —_— —_— —_— — — — — — — — —
i 172.26.228.145/21 172.28.228. 144171
I
I 172.28.228.144/23 172.28.228.144/25
172.26.226.144/25 172.28.226.144/29

I 172.28.228.144/29

172.28.228.144/18

NEW QUESTION 376
- (Topic 1)
Refer to the exhibit.

After the election process what is the root bridge in the HQ LAN?

Switch 1 OCE03858 1577
Switch 2 OCOE 15§ 22 1A B
Switch 3 0COE 151D 3C8A
Switch 4 QCEQ 19 A1 4018
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A. Switch 1
B. Switch 2
C. Switch 3
D. Switch 4

Answer: C

Explanation:

The root bridge is determined by the lowest bridge ID, which consists of the priority value and the MAC address. Because the priority values of all of the switches
are not avalable, the MAC address is used to determine the root bridge. Because S3 has the lowest MAC address, S3 becomes the root bridge.

NEW QUESTION 381
- (Topic 1)
How do TCP and UDP differ in the way they guarantee packet delivery?

A. TCP uses checksum, acknowledgement, and retransmissions, and UDP uses checksums only.

B. TCP uses two-dimensional parity checks, checksums, and cyclic redundancy checks and UDP uses retransmissions only.
C. TCP uses checksum, parity checks, and retransmissions, and UDP uses acknowledgements only.

D. TCP uses retransmissions, acknowledgement and parity checks and UDP uses cyclic redundancy checks only.

Answer: A

NEW QUESTION 384
- (Topic 1)
Refer to the exhibit.

Which switch becomes the root of the spanning tree for VLAN 1107

Switch 1

VLAN 110 - 32778 0018.184e.3c00
Switch 2

VLAN 110 - 24586 001a.e3ff a680
Switch 3

VLAN 110 - 28682 0022.55cf.cc00
Switch 4

VLAN 110 - 64000 0e38.7363 657f

A. Switch 1
B. Switch 2
C. Switch 3
D. Switch 4

Answer: B

NEW QUESTION 389
- (Topic 1)
What uses HTTP messages to transfer data to applications residing on different hosts?
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A. OpenFlow
B. OpenStack
C. OpFlex

D. REST

Answer: D

NEW QUESTION 390
- (Topic 1)

What is a characteristic of cloud-based network topology?

A. wireless connections provide the sole access method to services

B. onsite network services are provided with physical Layer 2 and Layer 3 components
C. services are provided by a public, private, or hybrid deployment

D. physical workstations are configured to share resources

Answer: A

NEW QUESTION 395
- (Topic 1)

Which CRUD operation corresponds to the HTTP GET method?

A. read

B. update
C. create
D. delete

Answer: A

Explanation:

GET: This method retrieves the information identified by the request URI. In the context of the RESTful web services, this method is used to retrieve resources.
This is the method used for read operations (the R in CRUD).
https://hub.packtpub.com/crud-operations-rest/

NEW QUESTION 398
- (Topic 1)

What is a benefit of using a Cisco Wireless LAN Controller?

A. Central AP management requires more complex configurations
B. Unique SSIDs cannot use the same authentication method

C. It supports autonomous and lightweight APs

D. It eliminates the need to configure each access point individually

Answer: D

NEW QUESTION 403
DRAG DROP - (Topic 1)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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NEW QUESTION 406
- (Topic 1)
A network analyst is tasked with configured the date and time on a router using EXEC mode. The date must be set to 12:00am. Which command should be used?

A. Clock timezone

B. Clock summer-time-recurring
C. Clock summer-time date

D. Clock set

Answer: D

NEW QUESTION 410
- (Topic 1)
What is a practice that protects a network from VLAN hopping attacks?

A. Enable dynamic ARP inspection

B. Configure an ACL to prevent traffic from changing VLANs
C. Change native VLAN to an unused VLAN ID

D. Implement port security on internet-facing VLANs

Answer: C

NEW QUESTION 411
- (Topic 1)
Which type of wireless encryption is used for WPA2 in preshared key mode?

A. TKIP with RC4
B. RC4

C. AES-128

D. AES-256

Answer: D

Explanation:
We can see in this picture we have to type 64 hexadecimal characters (256 bit) for the WPA2 passphrase so we can deduce the encryption is AES-256, not
AES-128.

Profie Management [ T F- |
General  Secutty | Advanced |

~ Set Secunty Dptions
" WPAMPAZ/ICCKM WPAMPAZ/CCEM EAP Type: |05 =]
& WPAAWPAZ Passphrace

- AR P AR Fomas 0o -
» I"rl:-l' WA WPAZ? Pre-Shared Eey M
CF

C M

Erter a WPAAWPAZ passpheace (B to 63 ASCH o 64 hewadecimal chacacters|

I:mlmm

[ox ] oo |

Ok | _cwce |

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/67134- wpa2-config.html
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NEW QUESTION 413
- (Topic 1)

which purpose does a northbound API serve in a controller-based networking architecture?

A. communicates between the controller and the physical network hardware

B. reports device errors to a controller
C. generates statistics for network hardware and traffic

D. facilitates communication between the controller and the applications

Answer: D

NEW QUESTION 416
- (Topic 1)

What criteria is used first during the root port selection process?

A. local port ID

B. lowest path cost to the root bridge
C. lowest neighbor's bridge ID

D. lowest neighbor's port ID

Answer: B

NEW QUESTION 421
DRAG DROP - (Topic 1)

Drag and drop the characteristics of network architectures from the left onto the type of architecture on the right.

single device handles the core and the distnbution layer

Collapsed Core

enhances network availability

more cost-effective than other options

mast appropriate for smail network designs

separate devices handle the core and the distnibution layer

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Three-Tier

single device handles the core and the distribution layer

Collapsed Core

single device handles the core and the distribution layer

.

more cost-effective than other options

more cost-effective than other options

most appropriate for small network designs

mast appropriate for smail network designs

Il separate devices handle the core and the distribution layer i

NEW QUESTION 422
- (Topic 1)
Refer to the exhibit.

The Leader of IT Certification
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SWl#ishow spanning-tree vlan 30

VLANOO30
Spanning tree enabled protocol rstp
Root ID Priority 32798
Address 0025.63e9.c800
Cost 19
Port 1 (FastEthernet 2/1)
Hello Time 2 sec
Max Age 30 sec
Forward Delay 20 sec

[OQutput suppressed]

What two conclusions should be made about this configuration? (Choose two )

A. The designated port is FastEthernet 2/1
B. This is a root bridge

C. The spanning-tree mode is Rapid PVST+
D. The spanning-tree mode is PVST+

E. The root port is FastEthernet 2/1

Answer: CE

Explanation:

An engineer is configuring data and voice services to pass through the same port. The designated switch interface fastethernet0/1 must transmit packets using the
same priority for data when they are received from the access port of the IP phone. Which configuration must be used?

A)

interface fastethernet0/1
switchport priority extend cos 7

B)

interface fastethernet0/1
switchport voice vian untagged

C)

interface fastethernet0/1
switchport voice vian dot1p

D)

interface fastethernet0/1
switchport priority extend trust

A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 425
- (Topic 1)
Refer to the exhibit.

Ip arp inspection vian 2-10
interface fastethernet 0/1
ip arp inspection trust

If the network environment is operating normally, which type of device must be connected to interface FastEthernet 0/1?
A. DHCP client
B. access point

C. router
D. PC

Answer: C

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version 200-301 Questions & Answers shared by Certleader
e https://www.certleader.com/200-301-dumps.html (903 Q&AS)

Leader of IT Certifications

NEW QUESTION 428
DRAG DROP - (Topic 1)

Drag the IPv6 DNS record types from the left onto the description on the right.

|
aliases one name 1o
o 5 e
another
]
CNAME associates the domain
! | serial number with its owner
NS ‘ correlates a domain
with Its authoritative name servers
PTR correlales a host name
with an [P address
SUPPOrts reverse namse
SOA
| lookups
B

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://ns1.com/resources/dns-types-records-servers-and-
gueries#:.~:text=Address%20Mapping%20record%20(A%20Record,a%20hostname%20to%20another%20hostname.

NEW QUESTION 433
- (Topic 1)
Refer to the exhibit.

10.0.0.253/30

An administrator must turn off the Cisco Discovery Protocol on the port configured with address last usable address in the 10.0.0.0/30 subnet. Which command set

meets the requirement?

A. interface gi0O/1 no cdp enable

B. interface gi0/1 clear cdp table

C. interface gi0/Ono cdp advertise-v2
D. interface gi0/0 no cdp run

Answer: D

NEW QUESTION 438
- (Topic 1)
Refer to the exhibit.
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Bridge Priority: 32768
Mac: DD:DD:DD:DD:DD

Bridge Priority: 30000
Mac: CC:CC:CC:CC:CC:CC

Bridge Priority: 32768
Mac: Al AAAAAACAAAA

Bridge Priority: 30000
Mac: BE:BB:BB:BB:BB:BB

Which switch becomes the root bridge?

A.S1
B. S2
C.S3
D. S4

Answer: B

NEW QUESTION 443
- (Topic 1)
Which WAN topology provides a combination of simplicity quality, and availability?

A. partial mesh

B. full mesh

C. point-to-point
D. hub-and-spoke

Answer: C

NEW QUESTION 448
- (Topic 1)
Which two capacities of Cisco DNA Center make it more extensible as compared to traditional campus device management? (Choose two)

A. adapters that support all families of Cisco 10S software

B. SDKs that support interaction with third-party network equipment

C. customized versions for small, medium, and large enterprises

D. REST APIs that allow for external applications to interact natively with Cisco DNA Center
E. modular design that is upgradable as needed

Answer: BD

Explanation:

Cisco DNA Center offers 360-degree extensibility through four distinct types of platform capabilities:+ Intent-based APIs leverage the controller and enable
business and IT applications to deliver intent to the network and to reap network analytics and insights for IT and business innovation.+ Process adapters, built on
integration APIs, allow integration with other IT and network systems to streamline IT operations and processes.+ Domain adapters, built on integration APIs, allow
integration with other infrastructure domains such as data center, WAN, and security to deliver a consistent intent-based infrastructure across the entire IT
environment.+ SDKs allow management to be extended to third-party vendor’s network devices to offer support for diverse environments.

NEW QUESTION 453
- (Topic 1)
What is an appropriate use for private IPv4 addressing?

A. on the public-facing interface of a firewall

B. to allow hosts inside to communicate in both directions with hosts outside the organization
C. on internal hosts that stream data solely to external resources

D. on hosts that communicates only with other internal hosts

Answer: D

NEW QUESTION 455

- (Topic 1)

Which security program element involves installing badge readers on data-center doors to allow workers to enter and exit based on their job roles?
A. role-based access control

B. biometrics
C. multifactor authentication
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D. physical access control

Answer: D

NEW QUESTION 459
- (Topic 1)
When a floating static route is configured, which action ensures that the backup route is used when the primary route fails?

A. The floating static route must have a higher administrative distance than the primary route so it is used as a backup
B. The administrative distance must be higher on the primary route so that the backup route becomes secondary.

C. The floating static route must have a lower administrative distance than the primary route so it is used as a backup
D. The default-information originate command must be configured for the route to be installed into the routing table

Answer: A

NEW QUESTION 464
- (Topic 1)
Which CRUD operation modifies an existing table or view?

A. read

B. create
C. replace
D. update

Answer: D
NEW QUESTION 465

- (Topic 1)
Refer to exhibit.

Router (config) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?
A. Itis a broadcast IP address

B. The router does not support /28 mask.

C. It belongs to a private IP address range.

D. IT is a network IP address.

Answer: A

NEW QUESTION 467

- (Topic 1)
Refer to the exhibit.

switch(config)#interface gigabitEthernet 1/11
switch(config-if#switchport mode access
switch(config-if f#spanning-tree portfast

switch(config-ifj#spanning-tree bpduguard enable

What is the result if Gig1/11 receives an STP BPDU?

A. The port transitions to STP blocking

B. The port transitions to the root port

C. The port immediately transitions to STP forwarding.
D. The port goes into error-disable state

Answer: D

NEW QUESTION 471

- (Topic 1)

How will Link Aggregation be Implemented on a Cisco Wireless LAN Controller?
A. One functional physical port is needed to pass client traffic.

B. The EthernetChannel must be configured in "mode active".
C. When enabled, the WLC bandwidth drops to 500 Mbps.
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D. To pass client traffic, two or more ports must be configured.
Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-5/configuration-guide/b_cg75/b_cg75_chapter_0100010.htm|

NEW QUESTION 476
- (Topic 1)
Which MAC address is recognized as a VRRP virtual address?

A. 0000.5E00.010a
B. 0005.3711.0975
C. 0000.0C07.AC99
D. 0007.C070/ABO1

Answer: A

Explanation:
With VRRP, the virtual router's MAC address is 0000.5E00.01xx , in which xx is the VRRP group.

NEW QUESTION 477
- (Topic 1)
What does a switch use to build its MAC address table?

A. VTP
B. DTP
C. egress traffic
D. ingress traffic

Answer: D
NEW QUESTION 481

- (Topic 1)
Refer to the exh_ibit.

Which switch in this configuration will be elected as the root bridge?

SW1: 0C:E0:38:00:94:04
SW2: 0C:0E:15:22:05:97
SW3: 0C:0E:15:1A:3C:9D
SW4: 0C:E0:18:A1:B3:19

A. SwW1i
B. SwW2
C. SW3
D. SW4

Answer: C

NEW QUESTION 486
- (Topic 1)
What are two roles of Domain Name Services (DNS)? (Choose Two)

A. builds a flat structure of DNS names for more efficient IP operations

B. encrypts network Traffic as it travels across a WAN by default

C. improves security by protecting IP addresses under Fully Qualified Domain Names (FQDNS)
D. enables applications to identify resources by name instead of IP address

E. allows a single host name to be shared across more than one IP address

Answer: DE

NEW QUESTION 488
- (Topic 1)
Several new coverage cells are required to improve the Wi-Fi network of an organization. Which two standard designs are recommended? (choose two.)
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A. 5GHz provides increased network capacity with up to 23 nonoveriapping channels.

B. For maximum throughput, the WLC is configured to dynamically set adjacent access points to the same channel.
C. 5GHz channel selection requires an autonomous access point.

D. Adjacent cells with overlapping channels use a repeater access point.

E. Cells that overlap one another are configured to use nonoveriapping channels.

Answer: BE
NEW QUESTION 491

- (Topic 1)
Refer to the exhibit.

PC-A: 10.10.10.0 PC-B: 10.10.100.0
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

When PC-A sends traffic to PC-B, which network component is in charge of receiving the packet from PC-A verifying the IP addresses, and forwarding the packet
to PC-B?

A. Layer 2 switch
B. Router
C. Load balancer
D. firewall

Answer: B

Explanation:
PC--A and PC-B are not in the same network. Switches send traffic in layer 2 and within the same VLA while routers route traffic to different subnet and at layer 3.

NEW QUESTION 492
- (Topic 1)
Which level of severity must be set to get informational syslogs?

A. alert

B. critical
C. notice
D. debug

Answer: C

NEW QUESTION 495
- (Topic 1)
What is a DHCP client?

A. a workstation that requests a domain name associated with its IP address
B. a host that is configured to request an IP address automatically

C. a server that dynamically assigns IP addresses to hosts.

D. a router that statically assigns IP addresses to hosts.

Answer: B

NEW QUESTION 497
- (Topic 1)
What is the maximum bandwidth of a T1 point-to-point connection?

A. 1.544 Mbps
B. 2.048 Mbps
C. 34.368 Mbps
D. 43.7 Mbps

Answer: A
Explanation:
https://www.bsimplify.com/what-is-point-to-point-t1/#:~:text=A%20P0int%20t0%20P0int%20T1,data%20speeds%20(1.54Mbps).

Point to Point T1
A Point to Point T1 service is a private data connection securely connecting two or more locations with T1 data speeds (1.54Mbps).
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NEW QUESTION 499
- (Topic 1)
What is the benefit of using FHRP?

A. reduced management overhead on network routers

B. balancing traffic across multiple gateways in proportion to their loads
C. higher degree of availability

D. reduced ARP traffic on the network

Answer: C
NEW QUESTION 504

- (Topic 1)
Refer to the exhibit.

f'_“a\_“\t
f MPLS }');z
N— — 10.10.12.0/30 |.1 ,
~— -[ 2 1 VLAN 20
. 10.10.10.0/28 (Users)
- . 10.10.13.0/24
— [ 10.10.11.0/30 Router1 Switch1 Qs
¥ L R
(" Intenet
N e

Routerl#show ip route
Gateway of last resort is 10.10.11.2 to network 0.0.0.0
209.165.200.0/27 is subnetted, 1 subnets

B 209.165.200.224 [20/0) wia 10.10.12.2; 00:09:57
10.0.0.0/8 is wvariably subnetted, 4 subnets, 2 masks
c 10.10.10.0/28 is directly connected, GigabitEthernet(/0
c 10.10.11.0/30 is directly connected, FastEthernet2/0
o 10.10.13.0/24 [110/2] wia 10.10.10.1, 00:08:34, GigabitEthernet0/0
C 10.10.12.0/30 is directly connected, GigabitEthernet(/1
S 0.0.0.0/0 [1/0]) wia 10.10.11.2

Switchlé#show ip route
Gateway of last resort is not set

10.0.0.0/8 1s variably subnetted, 2 subnets, 2 masks
c 10.10.10.0/28 is directly connected, FastEthernet(/1
c 10.10.13.0/24 is directly connected, VLANZ0

which path is used by the router for internet traffic ?

A. 209.165.200.0/27
B. 10.10.10.0/28

C. 0.0.0.0/0

D. 10.10.13.0/24

Answer: C

NEW QUESTION 506
- (Topic 1)

In which two ways does a password manager reduce the chance of a hacker stealing a users password? (Choose two.)

A. It automatically provides a second authentication factor that is unknown to the original user.
B. It uses an internal firewall to protect the password repository from unauthorized access.
C. It protects against keystroke logging on a compromised device or web site.

D. It stores the password repository on the local workstation with built-in antivirus and anti- malware functionality

E. It encourages users to create stronger passwords.

Answer: CE

NEW QUESTION 511
- (Topic 1)
Which output displays a JSON data representation?
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el
‘response”: {

“taskid™: {};
url™: “stnng”

}

ersion”. stnng”

B. {
‘response”- {
“taskid®- {3,
“url™- "stnng”
}

ersion”- “string”

‘response” {
‘taskid™: {3,
“url™: “stnng”

}

ersion”: "string”

‘response”. {
“taskid”. {}

url”. “stnng”
}

ersion”. “string”

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

JSON data is written as name/value pairs.A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a
value:*name”:"Mark”JSON can use arrays. Array values must be of type string, number, object, array, boolean or null.For
example:{"name”:"John”,“age”:30,"“cars”:[ “Ford”, “BMW”, “Fiat” ]}JJSON can have empty object like “taskld":{}

NEW QUESTION 515
- (Topic 1)
What is the purpose of traffic shaping?

A. to mitigate delays over slow links

B. to provide fair queuing for buffered flows

C. to limit the bandwidth that a flow can use to

D. be a marking mechanism that identifies different flows

Answer: B

Explanation:
Traffic shaping retains excess packets in a queue and then schedules the excess for later transmission over increments of time.

NEW QUESTION 517
- (Topic 1)
Which feature on the Cisco Wireless LAN Controller when enabled restricts management access from specific networks?

A. CPU ACL
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B. TACACS
C. Flex ACL
D. RADIUS

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71978-acl-wlc.html

NEW QUESTION 521
DRAG DROP - (Topic 1)
Drag and drop the SNMP manager and agent identifier commands from the left onto the functions on the right

show snmp chassis displays information about the SNMP recipient
show snmp community displays the IP address of the remote SNMP device
show snmp enginelD dispiays the SNMP security model in use
show snmp group displays the SNMP access string
show snmp host displays the SNMP server seral number
A. Mastered
B. Not Mastered
Answer: A
Explanation:
[
show snmp chassis show snmp host |
J
show snmp community show snmp enginelD
show snmp enginelD show snmp group
show snmp group show snmp commumnity
show snmp host show snmp chassis

NEW QUESTION 522
- (Topic 1)
Which function does the range of private IPv4 addresses perform?

A. allows multiple companies to each use the same addresses without conflicts

B. provides a direct connection for hosts from outside of the enterprise network

C. ensures that NAT is not required to reach the internet with private range addressing
D. enables secure communications to the internet for all external hosts

Answer: A

NEW QUESTION 523

- (Topic 1)

By default, how Does EIGRP determine the metric of a route for the routing table?

A. it uses the bandwidth and delay values of the path to calculate the route metric

B. it uses a default metric of 10 for all routes that are learned by the router

C. it uses a reference Bandwidth and the actual bandwidth of the connected link to calculate the route metric

D. it counts the number of hops between the receiving and destination routers and uses that value as the metric
Answer: A

NEW QUESTION 524
- (Topic 1)
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When DHCP is configured on a router, which command must be entered so the default gateway is automatically distributed?

A. default-router

B. default-gateway
C. ip helper-address
D. dns-server

Answer: A

NEW QUESTION 529

- (Topic 1)

A port security violation has occurred on a switch port due to the maximum MAC address count being exceeded. Which command must be configured to increment
the security- violation count and forward an SNMP trap?

A. switchport port-security violation access
B. switchport port-security violation protect
C. switchport port-security violation restrict
D. switchport port-security violation shutdown

Answer: C
Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/25ew/configuration/guide/conf/port_sec.html

NEW QUESTION 534
DRAG DRORP - (Topic 1)
Drag and drop the 802.11 wireless standards from the left onto the matching statements on the right

B02.11a Operates in the 2.4 GHz and 5 GHz bands.
802 Operates in the 2.4 GHr band only and supports & maximum
ARG data rate of 54 Mbps.

802.11b Operates o the S GHE band only and supports & masimum data
: rate that can excead 100 Mbps.

Bl2.11g Supports & maxemum data rate of 11 Mbps,

Cperates in the § GHz band

802.11n only and Supports & maximum data rats of 54 Mbps.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
B0Z.11a [
]
[ B02.11a¢ B02.11g
802.11b W 1hae
B e e 1
| 802.11¢ I 802.11b
o |
B02.11a |
|

NEW QUESTION 539
- (Topic 1)
Refer to the exhibit.
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RoutgrA RouterB

S5 =5 G0/0/0 G0/0/0 EE>m
Gofoi

GO{O!O

R i e

RouterC

How must router A be configured so that it only sends Cisco Discovery Protocol Information to router C?
#c.unﬁg L
Router A (config2cdp run
Router A (config #interface gi0/0/0
Router A (config-if #no cdp enable

#oonfig 1

Router A (config#cdp run

Router A (config #interface gl0/0/0
Router A (config-if Zcdp enable

#config t

Router A (configzcdp run

Router A (config#interface gi0/0/1
Router A (config-if#cdp enable

g#config t

Router A (config#no cdp run
Router A (config ®interface gi0/0/1
Router A {config-ifyzcdp enable

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 543
- (Topic 1)
How does Cisco DNA Center gather data from the network?

A. Network devices use different services like SNMP, syslog, and streaming telemetry to send data to the controller
B. Devices establish an iPsec tunnel to exchange data with the controller

C. Devices use the call-home protocol to periodically send data to the controller.

D. The Cisco CU Analyzer tool gathers data from each licensed network device and streams it to the controller.

Answer: A

NEW QUESTION 547
- (Topic 1)
Refer to the exhibit.
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y

F S A

. OSPF Area 0

Giovo fx' )

— SO Gi00 S

3233 4444 5555
R3§ show ip ospf neighbor
Meighbor ID Fri State Dead Time Address
1.1.1.1 1  2JWAY/DROTHER 00:00:32 172.16.10.1
2.2.2.2 1 2WAY/DROTHER 00:00:33 172.16.10.2
4.4.4.4 1  FULL/BODR 00:00:31 172.16.10.4
5.5.5.5 1 FULL/DR 00:00:30 172.16.10.5

Intarface

GigabitEthernet0/0
GigabitEthernet0/0
GigabitEthernet0/0
GigabitEthernet0/0

R5 is the current DR on the network, and R4 is the BDR. Their interfaces are flapping, so a network engineer wants the OSPF network to elect a different DR and
BDR. Which set of configurations must the engineer implement?

A)

Ré(confg =interface gid0
Ré{contig-F=ip ospf priority 20

R%config =interface gid0
RS(confg-=ip ospf priority 10

B)
R2(confg Sinterface gi00
R2(config-##ip ospf priority 269

Ri(config =interface gi00
R3(config-f=ip ospf priority 256

C)

RS(contq =interface gid0
RS(conty-#=ip ospf priority 120

Ré(contg winterface gid0
Ré(config-=ip ospf prierity 110

D)

R3contg =interface gi00
R3{config-f)=ip ospf priority 258

R2{confg)Sinterface gi0'0
R2(confg-)=ip ospf priority 240

A. Option
B. Option
C. Option
D. Option

Answer: D

NEW QUESTION 549
- (Topic 1)

An engineer must configure a/30 subnet between two routers. Which usable IP address and subnet mask combination meets this criteria?

‘interface ¢0/0

description to HQ-A371:19452
ip address 209.165.201.2 255.255.266.252

interface ¢0/0

description to HQ-A371:19452
ip address 10.2.1.3 255.255.255.252

interface ¢0/0

description to HQ-AJ371:19452

ip address 172.16.1.4 255.255.255.248

interface ¢0/0

description to HQ-A371:19452
ip address 192.168.1.1 2566.2656.255.248
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 554
- (Topic 1)
Which two outcomes are predictable behaviors for HSRP? (Choose two.)

A. The two routers synchronize configurations to provide consistent packet forwarding

B. The two routers negotiate one router as the active router and the other as the standby router

C. Each router has a different IP address, both routers act as the default gateway on the LAN, and traffic is load-balanced between them
D. The two routers share a virtual IP address that is used as the default gateway for devices on the LAN

E. The two routers share the same interface IP address and default gateway traffic is load- balanced between them

Answer: BD

NEW QUESTION 556
- (Topic 1)
What is a characteristic of a SOHO network?

A. connects each switch to every other switch in the network

B. enables multiple users to share a single broadband connection

C. provides high throughput access for 1000 or more users

D. includes at least three tiers of devices to provide load balancing and redundancy

Answer: B

NEW QUESTION 561

- (Topic 1)

A manager asks a network engineer to advise which cloud service models are used so employees do not have to waste their time installing, managing, and
updating software which is only used occasionally Which cloud service model does the engineer recommend?

A. infrastructure-as-a-service

B. platform-as-a-service

C. business process as service to support different types of service
D. software-as-a-service

Answer: D

NEW QUESTION 566
- (Topic 1)
Which option about JSON is true?

A. uses predefined tags or angle brackets () to delimit markup text
B. used to describe structured data that includes arrays

C. used for storing information

D. similar to HTML, it is more verbose than XML

Answer: B

Explanation:

JSON data is written as name/value pairs.A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a
value:*name”;"Mark”JSON can use arrays. Array values must be of type string, number, object, array, boolean or null..For
example:{"name”:"John”,“age":30,“cars™:[ “Ford”, “BMW", “Fiat” [}

NEW QUESTION 570
- (Topic 1)
Refer to the Exhibit.
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After the switch configuration the ping test fails between PC A and PC B Based on the output for switch 1. which error must be corrected?

A. There is a native VLAN mismatch

B. Access mode is configured on the switch ports.
C. The PCs are m the incorrect VLAN

D. All VLANSs are not enabled on the trunk

Answer: A
Explanation:

From the output we see the native VLAN of Switchl on GiO/1 interface is VLAN 1 while that of Switch2 is VLAN 99 so there would be a native VLAN mismatch.

NEW QUESTION 573
- (Topic 1)

Primary Circuit

Secondary Circuit

Client A
192.168.0.100/24

Image Server
10.10.13.10/25

Rl#show ip route
Gateway of last resort is 10.10.10.2 to network 0.0.0.0
- 0.0.0.0/0 [1/0] via 10.10.10.2

R2#show ip route
Gateway of last resort is 10.10.10.1 to network 0.0.0.0
S* 0.0.0.0/0 [1/0] via 10.10.10.1

Refer to the exhibit Routers R1 and R2 have been configured with their respective LAN interfaces The two circuits are operational and reachable across WAN
Which command set
establishes failover redundancy if the primary circuit goes down?
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R1(config #ip route 10.10.13.10 255.255.255.255 10.10.10.2
R2(config Zip route 192.168.0.100 255.255.255.255 10.10.10.1
5:R1(config#ip route 0.0.0.0 0.0.0.0 10.10.10.6 2
R2(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.5 2
R1(config)#ip route 10.10.13.10 255.255.255.255 10.10.10.6
R2(config #ip route 192.168.0.100 255.255.255.255 10.10.10.5
R1(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.6
R2(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.5

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 578
- (Topic 1)
What is the purpose of using First Hop Redundancy Protocol in a specific subnet?

A. Filter traffic based on destination IP addressing

B. Sends the default route to the hosts on a network
C. ensures a loop-free physical topology

D. forwards multicast hello messages between routers

Answer: D

Explanation:

FHRP is layer 3 protocol whose purpose is to protect the default gateway by offering redundancy of the gateway in a subnet. This is achieved by allowing two or
more routers to provide a backup for the first-hop IP router address. If a failure of an active router occurs, the backup router will take over the address. The routers
negotiate their roles (Active/Standby) with each other by multicast hello messages to share the VIP (virtual IP address) between the FHRP routers. The terms
Active/Standby vary between the different types of FHRP. The active router will act as the default gateway and the standby router acts as a backup the active
router.

NEW QUESTION 583
- (Topic 1)
Which type of security program is violated when a group of employees enters a building using the ID badge of only one person?

A. intrusion detection

B. user awareness

C. physical access control
D. network authorization

Answer: C

NEW QUESTION 584
- (Topic 1)
Refer to the exhibit.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version 200-301 Questions & Answers shared by Certleader
Coader of IT Corfifications. https://www.certleader.com/200-301-dumps.html (903 Q&AS)

/_,———/ —ﬂﬁ
f; v GioN

Internet

e GioZ  GioN e

l\_,_-,\ﬁ—‘_— —/_/lll | |:|."'3 ! GI 'D-'?
ﬁ 10.0.10.0/26

-y
2
=]
b
=
=
&

R2#config t

R2 (config) #access-lisr 101 deny tep 10.0.20.0 0.0.0.63
10.0.10.0 0.0.0.63 =g smtp

R2 (config) #access-list 101 deny tcp 10.0.20.0 0.0.0.63
10.0.10.0 0.0.0.63 eq www

R2 (confiqg) #int gid/2

R2 (config-if)# ip access-group 101 in

An extended ACL has been configured and applied to router R2 The configuration failed to work as intended Which two changes stop outbound traffic on TCP
ports 25 and 80 to 10.0.20 0 26 from the 10.0.10 0/26 subnet while still allowing all other traffic? (Choose two )

A. Add a "permit ip any any" statement to the begining of ACL 101 for allowed traffic.
B. Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic

C. The source and destination IPs must be swapped in ACL 101

D. The ACL must be configured the Gi0/2 interface inbound on R1

E. The ACL must be moved to the Gi0O/1 interface outbound on R2

Answer: BC
NEW QUESTION 589

- (Topic 1)
Refer to the exhibit.

RTR-1
interface Loopbackl
172.16.1.62 ip address 192.168.1.1 255.255.255.0

interface Loopback2

ﬁ ip address 192.16€8.2.1 255.255.255.0
!

interface Loopback3

ip address 192.168.3.1 255.255.255.0
!

interface GigabitEthernet(/0
172.16.1.33/27 | ip address 172.16.1.62 255.255.255.224

PC-1

Which configuration on RTR-1 denies SSH access from PC-1 to any RTR-1 interface and allows all other traffic?

A. access-list 100 deny tcp host 172.16.1.33 any eq 22 access-list 100 permit ip any any interface GigabitEthernet0/0 ip access-group 100 in
B. access-list 100 deny tcp host 172.16.1.33 any eq 22 access-list 100 permit ip any any line vty 0 15 ip access-group 100 in
C. access-list 100 deny tcp host 172.16.1.33 any eq 23 access-list 100 permit ip any any interface GigabitEthernet0/0 ip access-group 100 in
D. access-list 100 deny tcp host 172.16.1.33 any eq 23 access-list 100 permit ip any any line vty 0 15 ip access-group 100 in

Answer: B

NEW QUESTION 591
- (Topic 1)
Which command entered on a switch configured with Rapid PVST* listens and learns for a specific time period?

A. switch(config)#spanning-tree vlan 1 max-age 6

B. switch(config)#spanning-tree vian 1 hello-time 10
C. switch(config)#spanning-tree vlan 1 priority 4096

D. switch(config)#spanning-tree vlan 1 forward-time 20

Answer: D

Explanation:

Forward time : Determines how long each of the listening and learning states last before the port begins forwarding.

Switch(config)# [ no ] spanning-tree vlan vlan_ID forward-time forward_timeConfigures the forward time of a VLAN. The forward_time value can be from 4 to 30
seconds. https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/15-02SG/configuration/guide/config/spantree.html#56177
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NEW QUESTION 596
- (Topic 1)
Where does the configuration reside when a helper address Is configured lo support DHCP?

A. on the router closest to the server
B. on the router closest to the client
C. on every router along the path

D. on the switch trunk interface

Answer: B

NEW QUESTION 598
- (Topic 1)
Which two functions are performed by the core layer in a three-tier architecture? (Choose two)

A. Provide uninterrupted forwarding service.

B. Police traffic that is sent to the edge of the network.
C. Provide direct connectivity for end user devices.

D. Ensure timely data transfer between layers.

E. Inspect packets for malicious activity.

Answer: AD

Explanation:
Cisco is very clear about the purpose of this layer. Its only role is to forward traffic, the fastest it can. Here you don’t apply any policy, as you must try to reduce
the load of the core so it can focus on routing. https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Campus/campover.htmli#wp708 831

NEW QUESTION 602
- (Topic 1)
On workstations running Microsoft Windows, which protocol provides the default gateway for the device?

A. DHCP
B. STP
C. SNMP
D. DNS

Answer: A

NEW QUESTION 607
- (Topic 1)
Which state does the switch port move to when PortFast is enabled?

A. learning
B. forwarding
C. blocking
D. listening

Answer: B

NEW QUESTION 612

- (Topic 1)

An organization has decided to start using cloud-provided services. Which cloud service allows the organization to install its own operating system on a virtual
machine?

A. platform-as-a-service
B. software-as-a-service
C. network-as-a-service
D. infrastructure-as-a-service

Answer: B

Explanation:

Below are the 3 cloud supporting services cloud providers provide to customer:

+ SaasS (Software as a Service): SaaS uses the web to deliver applications that are managed by a thirdparty vendor and whose interface is accessed on the
clients’ side. Most SaaS applications can be run directly from a web browser without any downloads or installations required, although some require plugins.

+ PaasS (Platform as a Service): are used for applications, and other development, while providing cloud components to software. What developers gain with PaaS
is a framework they can build upon to develop or customize applications. PaaS makes the development, testing, and deployment of applications quick, simple, and
cost-effective. With this technology, enterprise operations, or a thirdparty provider, can manage OSes, virtualization, servers, storage, networking, and the PaaS
software itself. Developers, however, manage the applications.

+ laaS (Infrastructure as a Service): self-service models for accessing, monitoring, and managing remote datacenter infrastructures, such as compute (virtualized
or bare metal), storage, networking, and networking services (e.g. firewalls). Instead of having to purchase hardware outright, users can purchase laaS based on
consumption, similar to electricity or other utility billing.

In general, laaS provides hardware so that an organization can install their own operating system.

NEW QUESTION 613
DRAG DROP - (Topic 1)
Drag and drop the functions from the left onto the correct network components on the right
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A. Mastered
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NEW QUESTION 615

- (Topic 1)

A network administrator must enable DHCP services between two sites. What must be configured for the router to pass DHCPDISCOVER messages on to the
server?

A. a DHCP Relay Agent
B. DHCP Binding

C. a DHCP Pool

D. DHCP Snooping

Answer: A

NEW QUESTION 616
- (Topic 1)
Which IPv6 address block sends packets to a group address rather than a single address?

A. 2000::/3
B. FC00::/7
C. FE80::/10
D. FF00::/8

Answer: D

Explanation:

FFO00::/8 is used for IPv6 multicast and this is the IPv6 type of address the question wants to ask.FE80::/10 range is used for link-local addresses. Link-local
addresses only used for communications within the local subnetwork (automatic address configuration, neighbor discovery, router discovery, and by many routing
protocols). It is only valid on the current subnet.lt is usually created dynamically using a link-local prefix of FE80::/10 and a 64-bit interface identifier (based on
48-bit MAC address).

NEW QUESTION 620

SIMULATION - (Topic 5)

Physical connectivity is implemented between the two Layer 2 switches, and the network connectivity between them must be configured.

* | . Configure an LACP EtherChannel and number it as 44; configure it between switches SWI and SW2 using interfaces EthernetO/O and Ethernet0/1 on both
sides. The LACP mode must match on both ends.
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* 2. Configure the EtherChannel as a trunk link.
* 3. Configure the trunk link with 802. Iq tags.
* 4. Configure VLAN 'MONITORING' as the untagged VLAN of the EtherChannel.

Guidelines

This is a lab item in which tasks will be performed on virtual devices.

* Refer to the Tasks tab to view the tasks for this lab item.

« Refer to the Topology tab to access the device console(s) and perform the tasks.

» Console access is available for all required devices by clicking the device icon or using the tab(s) above the console window.
» All necessary preconfigurations have been applied.

» Do not change the enable password or hostname for any device.

 Save your configurations to NVRAM before moving to the next item.

* Click Next at the bottom of the screen to submit this lab and move to the next question.

» When Next is clicked, the lab closes and cannot be reopened.

SW1
&

e0/0} |e0/1
Lacer{] [
e0/0| |e0/1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To configure an LACP EtherChannel and number it as 44, configure it between switches SW1 and SW2 using interfaces Ethernet0/0 and Ethernet0/1 on both
sides, configure the EtherChannel as a trunk link, configure the trunk link with 802.1q tags, and configure VLAN ‘MONITORING’ as the untagged VLAN of the
EtherChannel, you need to follow these steps:

? On both SW1 and SW2, enter the global configuration mode by using the

configure terminal command.

? On both SW1 and SW2, select the two interfaces that will form the EtherChannel by using the interface range ethernet 0/0 - 1 command. This will enter the
interface range configuration mode.

? On both SW1 and SW2, set the protocol to LACP by using the channel-protocol

lacp command.

? On both SW1 and SW2, assign the interfaces to an EtherChannel group number 44 by using the channel-group 44 mode active command. This will create a
logical interface named Port-channel44 and set the LACP mode to active on both ends. The LACP mode must match on both ends for the EtherChannel to form.
? On both SW1 and SW2, exit the interface range configuration mode by using the exit command.

? On both SW1 and SW2, enter the Port-channel interface configuration mode by using the interface port-channel 44 command.

? On both SW1 and SW2, configure the Port-channel interface as a trunk link by using the switchport mode trunk command.

? On both SW1 and SW2, configure the Port-channel interface to use 802.1q tags for VLAN identification by using the switchport trunk encapsulation dotlq
command.

? On both SW1 and SW2, configure VLAN ‘MONITORING’ as the untagged VLAN of the Port-channel interface by using the switchport trunk native vlan
MONITORING command.

? On both SW1 and SW2, exit the Port-channel interface configuration mode by using the exit command.

? On both SW1 and SW2, save the configuration to NVRAM by using the copy running-config startup-config command.

NEW QUESTION 622
SIMULATION - (Topic 5)
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Guidelines Topology Tasks

Guidelines

This k= a lab item in which tasks will be parformed on virtual devices.

« Refer to the Tasks tab to view the tasks for this lab item.

« Reler to the Topology lab 1o access the device console(s) and perform the tasks,

« Console access is available for all required devices by clicking the device icon or using
the tab(s) above the console window,

» All necessary preconfigurations hawe been applied.

« Do not change tha enable passward or hostname for any device.

« Save your configurations to NVRAM before moving to the next item.

« Chck Next at the boltom of the screen 1o submil this lab and move 10 the nexlt qguestion,

« When Next is clicked, the lab closes and cannot be recpened.

E0/D
1 Eo2  10.10.12.128725 0 E0/?

ﬁ “-'"““I,IEP e ==
L0:10.10.1.1/32 > > E

1 2 :
E0/1 10.10.12.025  Eq) E0/0

10.10.31.0/24

E/il- 192 1AR 0 |94
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Guidalines Topology Tasks
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IP connectivity and OSPF are preconfigured on all devices where necessary. Do not make any changes to the IP addressing or OSPF. The company policy uses
connected interfaces and next hops when configuring static routes except for load balancing or redundancy without floating static. Connectivity must be
established between subnet 172.20.20.128/25 on the Internet and the LAN at 192.168.0.0/24 connected to SW1:

* 1. Configure reachability to the switch SW1 LAN subnet in router R2.

* 2. Configure default reachability to the Internet subnet in router R1.

* 3. Configure a single static route in router R2 to reach to the Internet subnet considering both redundant links between routers R1 and R2. A default route is NOT
allowed in router R2.

* 4, Configure a static route in router R1 toward the switch SW1 LAN subnet where the primary link must be through Ethernet0/1. and the backup link must be
through Ethernet0/2 using a floating route. Use the minimal administrative distance value when required.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer as below configuration:

On R2:

Enable Conf t

Ip route 192.168.1.0 255.255.255.0 10.10.31.1
On R1:

Enable Conf t

Ip route 0.0.0.0 0.0.0.0 10.10.13.3

On R2

Ip route 172.20.20.128 255.255.255.128 e0/2

Ip route 172.20.20.128 255.255.255.128 e0/1
On R1

Ip route 192.168.0.0 255.255.255.0 e0/1

Ip route 192.168.0.0 255.255.255.0 10.10.12.2 3
Save all configurations after every router from anyone of these command Do wr
Or

Copy run start

NEW QUESTION 624

SIMULATION - (Topic 5)

All physical cabling is in place. A company plans to deploy 32 new sites. The sites will utilize both IPv4 and IPv6 networks.
* 1. Subnet 172.25.0.0/16 to meet the subnet requirements and maximize the number of hosts

Using the second subnet

« Assign the first usable IP address to e0/0 on Sw101

« Assign the last usable IP address to e0/0 on Sw102

* 2. Subnet to meet the subnet requirements and maximize the number of hosts

¢ Using the second subnet

* Assign an IPv6 GUA using a unigue 64-Bit interface identifier on e0/0 on Sw101

* Assign an IPv6 GUA using a unique 64-Bit interface identifier on eO/O on swi02

Guidelines

This is a lab item in which tasks will be performed on virtual devices.

* Refer to the Tasks tab to view the tasks for this lab item.

* Refer to the Topology tab to access the device console(s) and perform the tasks.

» Console access is available for all required devices by clicking the device icon or using the tab(s) above the console window.
« All necessary preconfigurations have been applied.

* Do not change the enable password or hostname for any device.
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« Save your configurations to NVRAM before moving to the next item.
* Click Next at the bottom of the screen to submit this lab and move to the next question.
* When Next is clicked, the lab closes and cannot be reopened.

Sw101 Sw102

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? To subnet 172.25.0.0/16 to meet the subnet requirements and maximize the number of hosts, you need to determine how many bits you need to borrow from the
host portion of the address to create enough subnets for 32 sites. Since 32 is 275, you need to borrow 5 bits, which means your new subnet mask will be /21 or
255.255.248.0. To find the second subnet, you need to add the value of the fifth bit

(32) to the third octet of the network address (0), which gives you 172.25.32.0/21 as the second subnet. The first usable IP address in this subnet is 172.25.32.1,
and the last usable IP address is 172.25.39.254.

? To assign the first usable IP address to e0/0 on Sw101, you need to enter the

following commands on the device console:

Sw101#configure terminal Sw101(config)#interface e0/0 Sw101(config-if)#ip address 172.25.32.1 255.255.248.0 Sw101(config-ify#no shutdown Sw101(config-
ify#end

? To assign the last usable IP address to e0/0 on Sw102, you need to enter the

following commands on the device console:

Swl02#configure terminal Sw102(config)#interface e0/0 Sw102(config-if)#ip address 172.25.39.254 255.255.248.0 Sw102(config-if)#no shutdown Sw102(config-
ify#end

? To subnet an IPv6 GUA to meet the subnet requirements and maximize the

number of hosts, you need to determine how many bits you need to borrow from the interface identifier portion of the address to create enough subnets for 32
sites. Since 32 is 2"5, you need to borrow 5 bits, which means your new prefix length will be /69 or ffff.ffff.ffff.fff8::/69 (assuming that your IPv6 GUA has a /64
prefix by default). To find the second subnet, you need to add the value of the fifth bit (32) to the fourth hextet of the network address (0000), which gives you
XXXXXXXX:XxXX:0020::/69 as the second subnet (where xxxx:xxxx:xxxx is your IPv6 GUA prefix). The first and last IPv6 addresses in this subnet are
XXXXEXXXXXXXX:0020::1 and xxxx:xxxx:xxxx:0027:ffff:ffff:ffff.fffe respectively.

? To assign an IPv6 GUA using a unique 64-bit interface identifier on €0/0 on

Sw101, you need to enter the following commands on the device console (assuming that your IPv6 GUA prefix is 2001:db8::/64):

Sw101#configure terminal Sw101(config)#interface e0/0 Sw101(config-if)#ipv6 address 2001:db8::20::1/69 Sw101(config-if)#no shutdown Sw101(config-if)#end
? To assign an IPv6 GUA using a unique 64-bit interface identifier on e0/0 on

Sw102, you need to enter the following commands on the device console (assuming that your IPv6 GUA prefix is 2001:db8::/64):

Sw102#configure terminal Sw102(config)#interface e0/0 Sw102(config-if)#ipv6 address 2001:db8::27::fffe/69 Sw102(config-if)#¥no shutdown Sw102(config-if}#end

NEW QUESTION 628

- (Topic 4)

A packet from a company s branch office is destined to host 172.31.0.1 at headquarters. The sending router has three possible matches in its routing table for the
packet prefixes: 172. 31.0 .0/16.72.31.0.0724. and 172.31 0 0/25.

How does the router handle the packet?

A. It sends the traffic via prefix 172.31.0.0/16
B. It sends the traffic via the default gateway 0.0.0.070.
C. It sends the traffic via prefix 172.31.0.0/24
D. It sends the traffic via prefix 172.31.0.0/25

Answer: D

NEW QUESTION 630

- (Topic 4)

Which interface or port on the WLC is the default for in-band device administration and communications between the controller and access points?
A. virtual interface

B. management interface

C. console port

D. service port

Answer: B

NEW QUESTION 631
- (Topic 4)
What are two differences between WPA2 and WPAS3 wireless security? (Choose two.)

A. WPA3 um AES for stronger protection than WPA2 which uses SAE
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B. WPA2 uses 1 M-hit key encryption and WPAS requires 256-brt key encryption

C. WPA3 uses AES for stronger protection than WPA2 which uses TKIP WPA3 uses

D. SAE tor stronger protection than WPA2 which uses AES

E. WPA2 uses 12B-M key encryption and WPA3 supports 128 bit and 192 bit key encryption

Answer: CE
NEW QUESTION 633

DRAG DRORP - (Topic 4)
Drag and drop the statements about networking from me left onto the corresponding networking types on the right

Thd typd implements changes individullly at each device.

This typd leverages controlers 1o handle network Mmanzgement.

Phnrwum are hegher than with other networking optons.

This type providés 3 centralged view of the network.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

ffradtonal Networking
This type implements changes individually 3t each device. |

d

Fumncmﬂmummmmwu{

[Cantroler Based Netwaring

Thes type levirages controders to hande network managemant.

Thes type provides a centralized view of the networl

NEW QUESTION 634
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