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NEW QUESTION 1
When setting up an Aruba CX VSX pair, which information does the Inter-Switch Link Protocol configuration use in the configuration created?

A. hello interval is disabled by default

B. hello interval is based on the value set by dead interval
C. hello interval 100ms by default

D. hello interval is 1s by default

Answer: D

Explanation:

The reason is that the Inter-Switch Link Protocol (ISLP) is a protocol that enables VSX stack join and synchronization between two VSX peer switches. ISLP uses
a hello interval to exchange control messages between the switches.

The hello interval is a parameter that specifies the time interval between sending hello messages. The default value of the hello interval is 1 second. The hello
interval can be configured from 1 second to 10 seconds. https://www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/index.html

NEW QUESTION 2
What is true regarding 802.11k?

A. It extends radio measurements to define mechanisms for wireless network management of stations

B. It reduces roaming delay by pre-authenticating clients with multiple target APs before a client roams to an AP

C. It provides mechanisms for APs and clients to dynamically measure the available radio resources.

D. It considers several metrics before it determines if a client should be steered to the 5GHz band, including client RSSI

Answer: C

Explanation:

802.11k is a standard that provides mechanisms for APs and clients to dynamically measure the available radio resources in a wireless network. 802.11k defines
radio resource management (RRM) functions, such as neighbor reports, link measurement, beacon reports, etc., that allow APs and clients to exchange
information about the RF environment and make better roaming decisions. The other options are incorrect because they describe other standards, such as
802.11r, 802.11v, or 802.11ax. References: https://www.arubanetworks.com/assets/wp/WP_WiFi6.pdf
https://www.arubanetworks.com/assets/ds/DS_AP510Series.pdf

NEW QUESTION 3
Your customer is having issues with Wi-Fi 6 clients staying connected to poor-performing APs when a higher throughput APs are closer. Which technology should
you implement?

A. Clearpass
B. ClientMatch
C. Airmatch

D. ARM

Answer: B

Explanation:

Wi-Fi 6 is an industry certification for products that support the new wireless standard 802.11ax, also known as ??high-efficiency wireless??. Wi-Fi 6 offers
increased capacities, improved resource utilization and higher throughput speeds than previous standards.

Option B: ClientMatch

This is because option B shows how to use ClientMatch to optimize the wireless performance of Wi-Fi 6 clients on a UniFi network. ClientMatch is a feature that
uses machine learning to analyze the traffic patterns of each client and assign them to the best available AP based on their location, device type, and network
conditions2.

Therefore, option B is the best technology to implement for your customer??s issue.

1: https://help.ui.com/hc/en-us/articles/221029967-UniFi-Network-Optimizing-Wireless-Connectivity 2: https://help.ui.com/hc/en-us/articles/360012947634-UniFi-
Network- Optimizing-Wireless-Speeds

NEW QUESTION 4
On AOS10 Gateways, which device persona is only available when configuring a Gateway- only group'?

A. Edge

B. Mobility

C. Branch

D. VPN Concentrator

Answer: B

Explanation:

AOS 10 Gateways can have the following personas: Mobility, Branch, and VPN Concentratorl However, the Mobility persona is only available when configuring a
Gateway-only group, which is a group that contains only one gateway device2 The Mobility persona provides Overlay WLAN and (or) wired LAN functionalities for
campus networksl The Branch persona provides the Aruba Instant OS and SD-Branch (LAN + WAN) functionality for branch and microbranch networksl1 The VPN
Concentrator persona provides VPN termination and routing functionality for remote access networks3 The Edge persona is not a valid option, as it is not a
supported device persona for AOS 10 Gateways.

NEW QUESTION 5
For the Aruba CX 6400 switch, what does virtual output queueing (VOQ) implement that is different from most typical campus switches?

A. large ingress packet buffers
B. large egress packet buffers
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C. per port ASICs
D. VSX

Answer: A

Explanation:

The Aruba CX 6400 switch is a modular switch that supports high- performance and high-density Ethernet switching for campus and data center networks. One of
the features that distinguishes the Aruba CX 6400 switch from most typical campus switches is virtual output queueing (VOQ). VOQ is a technique that implements
large ingress packet buffers on each port to prevent head-of-line blocking and packet loss due to congestion2. VOQ allows each port to have multiple queues for
different output ports and prioritize packets based on their destination and QoS class2. VOQ enables the Aruba CX 6400 switch to achieve high throughput and
low latency for various traffic types and

scenarios. References: 2 https://www.arubanetworks.com/assets/ds/DS_CX6400Series.pdf

NEW QUESTION 6

A company recently deployed new Aruba Access Points at different branch offices Wireless 802.1X authentication will be against a RADIUS server in the cloud.
The security team is concerned that the traffic between the AP and the RADIUS server will be exposed.

What is the appropriate solution for this scenario?

A. Enable EAP-TLS on all wireless devices

B. Configure RadSec on the AP and Aruba Central.

C. Enable EAP-TTLS on all wireless devices.

D. Configure RadSec on the AP and the RADIUS server

Answer: D

Explanation:

This is the appropriate solution for this scenario where wireless 802.1X authentication will be against a RADIUS server in the cloud and the security team is
concerned that the traffic between the AP and the RADIUS server will be exposed. RadSec, also known as RADIUS over TLS, is a protocol that provides
encryption and authentication for RADIUS traffic over TCP and TLS. RadSec can be configured on both the AP and the RADIUS server to establish a secure

tunnel for exchanging RADIUS packets. The other options are incorrect because they either do not provide encryption or authentication for RADIUS traffic or do
not involve RadSec. References: https://www.securew2.com/blog/what-is-radsec/ https://www.cloudradius.com/radsec-vs- radius/

NEW QUESTION 7

A system engineer needs to preconfigure several Aruba CX 6300 switches that will be sent to a remote office An untrained local field technician will do the rollout
of the switches and the mounting of several AP-515s and AP-575S. Cables running to theAPs are not labeled.

The VLANSs are already preconfigured to VLAN 100 (mgmt), VLAN 200 (clients), and VLAN 300 (guests)

What is the correct configuration to ensure that APs will work properly?

port-access lidp-group IAP-Group
seq 10 match sys-desc AP-515
seq 20 match sys-desc AP-575

port-access role |IAP-Role
description ARUBA AP
poe-priority high
trust-mode dscp vian trunk native 100
vian trunk allowed 100,200,300
enable

port-access device-profile |IAP-Profile
associate role IAP-Role
associate lidp-group IAP-Group

B)
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port-access lidp-group IAP-Group
seq 10 match sys-desc 515
seq 20 match sys-desc 575
port-access role |IAP-Role
description ARUBA AP
poe-priority high
trust-mode dscp
vian trunk native 100
vian trunk allowed 100,200,300
port-access device-profile IAP-Profile
associate role IAP-Role
associate lldp-group IAP-Group
no shutdown
C)
port-access lidp-group IAP-Group
seq 10 match sys-desc 515
seq 20 match sys-desc 575
port-access role IAP-Role
description ARUBA AP
poe-priority high
trust-mode dscp
vian trunk native 100
vian trunk allowed 200,300
port-access device-profile IAP-Profile
enable
associate role |IAP-Role
associate lidp-group IAP-Group

D
|:)-nrt-access lidp-group IAP-Group
seq 10 match sys-desc 515
seq 20 match sys-desc 575
port-access role |AP-Role
description ARUBA AP
poe-pnority high
trust-mode dscp
vian trunk native 100
vian trunk allowed 100,200,300
port-access device-profile IAP-Profile
enable
associate role IAP-Role
associate lidp-qroup IAP-Group

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

Option C is the correct configuration to ensure that APs will work properly. It uses the ap command to configure a port profile for APs with VLAN 100 as the native
VLAN and VLAN 200 and 300 as tagged VLANS. It also enables LLDP on the ports to discover the APs and assign them to the port profile automatically. The other
options are incorrect because they either do not use the ap command, do not enable LLDP, or do not configure the VLANSs correctly. References:
https://www.arubanetworks.com/techdocs/AOS-CX_10_08/UG/bk01-ch02.html https://www.arubanetworks.com/techdocs/AOS-CX_10_08/UG/bk01-ch03.html

NEW QUESTION 8

A company deployed Dynamic Segmentation with their CX switches and Gateways After performing a security audit on their network, they discovered that the
tunnels built between the CX switch and the Aruba Gateway are not encrypted. The company is concerned that bad actors could try to insert spoofed messages on
the Gateway to disrupt communications or obtain information about the network.

Which action must the administrator perform to address this situation?

A. Enable Secure Mode Enhanced
B. Enable Enhanced security

C. Enable Enhanced PAPI security
D. Enable GRE security

Answer: C

Explanation:

PAPI is the protocol that is used to establish tunnels between the CX switch and the Aruba Gateway for Dynamic Segmentationl. By default, PAPI uses a simple
checksum to verify the integrity of the messages, but it does not encrypt the payload2. This could expose the network to spoofing or replay attacks by malicious
actors. To address this situation, the administrator must enable Enhanced PAPI security, which uses AES-256 encryption and HMAC-SHA1 authentication to
protect the tunnel traffic2. Enhanced PAPI security can be enabled on the CX switch by using the command system papi enhanced- security enable3. This will
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ensure that the tunnels built between the CX switch and the Aruba Gateway are encrypted and authenticated.

NEW QUESTION 9
A client is connecting to 802.1X SSID that has been configured in tunnel mode with the default AP-group settings.
After receiving Access-Accept from the RADIUS server, the Aruba Gateway will send Access-Accept to the AP through which tunnel?

A. IPsec tunnel
B. Split tunnel
C. GRE tunnel
D. PAR tunnel

Answer: C

Explanation:

According to the Aruba Documentation Portall, 802.1X is a standard for port- based network access control that uses a RADIUS server to authenticate and
authorize wireless clients. 802.1X can be configured in different modes, such as bridge mode, tunnel mode, or split tunnel mode.

Option C: GRE tunnel

This is because option C shows how to configure an SSID in tunnel mode with the default AP-group settings on an Aruba switch. In tunnel mode, all client traffic
from the access points is tunneled back to the controller and the controller would in turn put the client traffic onto the network2. The GRE protocol is used to
encapsulate and decapsulate the traffic between the access points and the controller3.

Therefore, option C is correct.

1: https://www.arubanetworks.com/techdocs/AOS-CX/10.06/HTML/5200-7696/GUID-581D2976-694B-46C7-8497-F6B788AA05B2.html 2:
https://community.arubanetworks.com/discussion/bridge-and-tunnel-mode 3: https://www.twingate.com/blog/ipsec-tunnel-mode

NEW QUESTION 10

You are are doing tests in your lab and with the following equipment specifications:

* AP1 has a radio that generates a 16 dBm signal.

* AP2 has a radio that generates a 13 dBm signal.

» AP1 has an antenna with a gain of 8 dBi.

» AP2 has an antenna with a gain of 12 dBi. The antenna cable for AP1 has a 4 dB loss. The antenna cable for AP2 has a 3 dB loss.
What would be the calculated Equivalent Isotropic Radiated Power (EIRP) for AP1?

A. -9 dBm
B. 20 dBm
C. 40 dBm
D. 15 dBm

Answer: B

Explanation:

The Equivalent Isotropic Radiated Power (EIRP) is the measured radiated power of an antenna in a specific direction. It is also called Equivalent Isotropic Radiated
Power. It is the output power when a signal is concentrated into a smaller area by the Antenna. The EIRP can take into account the losses in transmission line,
connectors and includes the gain of the antenna. It is represented in dB2. The formula for EIRP is:

EIRP=PTLc+Ga where PT is the output power of the transmitter in dBm, Lc is the cable and connector loss in dB, and Ga is the antenna gain in dBi.

For AP1, the EIRP can be calculated as: EIRP=164+8=20 dBm

Therefore, the answer B is correct.

References: 1: Aruba Campus Access documents and learning resources 2: EIRP Calculator - Effective Isotropic Radiated Power

NEW QUESTION 10
You need to ensure that voice traffic sent through an ArubaOS-CX switch arrives with minimal latency What is the best scheduling technology to use for this task?

A. Strict queuing
B. Rate limiting

C. QoS shaping
D. DWRR queuing

Answer: A

Explanation:

Strict queuing is the best scheduling technology to use for voice traffic on an AOS-CX switch. Scheduling is a mechanism that determines how packets are
transmitted from different queues on an egress port. Strict queuing is a scheduling method that gives the highest priority queue absolute preference over all other
gueues, regardless of their size or utilization. Voice traffic should be assigned to the highest priority queue and scheduled with strict queuing to ensure minimal
latency and jitter. The other options are incorrect because they are either not scheduling methods or not optimal for voice traffic. References:
https://www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200- 6728/bk01-ch02.html https://www.arubanetworks.com/techdocs/AOS-
CX/10.04/HTML/5200-6728/bk01-ch03.html

NEW QUESTION 14
What is one advantage of using OCSP vs CRLs for certificate validation?

A. reduces latency between the time a certificate is revoked and validation reflects this status
B. less complex to implement

C. higher availability for certificate validation

D. supports longer certificate validity periods

Answer: A
Explanation:

OCSP is a protocol that allows clients to query the CA or a trusted responder for the status of a specific certificate. OCSP requests and responses are smaller and
faster than CRLs, and they can provide real-time information about the revocation status of a certificate12. CRLs are lists of all revoked certificates that are
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downloaded from the

CA. CRLs can present issues, as they can become outdated and have to be downloaded frequentlyl3. Therefore, OCSP reduces latency between the time a
certificate is revoked and validation reflects this status. References: 1 https://sectigostore.com/blog/ocsp-vs-crl- whats-the-difference/ 2
https://www.keyfactor.com/blog/what-is-a-certificate-revocation-list-crl-vs-ocsp/ 3 https://www.fortinet.com/resources/cyberglossary/ocsp

NEW QUESTION 19

Your customer is having connectivity issues with a newly-deployed Microbranch group The access points in this group are online in Aruba Central, but no VPN
tunnels are forming.

What is the most likely cause of this issue?

A. There is a time difference between the AP and the gateways The gateways should have NTP added

B. The SSL certificate on the gateway used to encrypt the connection has not been added to the APs trust list
C. There may be a firewall blocking GRE tunneling between the AP and the gateway

D. The gateway group is running in automatic cluster mode and should be in manual cluster mode

Answer: C

Explanation:

This is the most likely cause of the issue where the access points in a Microbranch group are online in Aruba Central, but no VPN tunnels are forming. A
Microbranch group is a group that contains both APs and Gateways and allows them to form VPN tunnels for secure communication. The VPN tunnels use GRE
(Generic Routing Encapsulation) as the encapsulation protocol and IPSec as the encryption protocol. If there is a firewall blocking GRE traffic between the AP and
the gateway, the VPN tunnels cannot be established. The other options are incorrect because they either do not affect the VPN tunnel formation or do not apply to
a Microbranch group. References: https://www.arubanetworks.com/techdocs/ArubaOS_86_Web_Help/Content/arubaos-solutions/gateways/microbranch.htm
https://www.arubanetworks.com/assets/tg/TB_ArubaGateway.pdf

NEW QUESTION 21

You are doing tests in your lab and with the following equipment specifications

* AP1 has a radio that generates a 10 dBm signal

» AP2 has a radio that generates a 11 dBm signal

» AP1 has an antenna with a gain of 9 dBi

* AP2 has an antenna with a gain of 12 dBi.

» The antenna cable for AP1 has a 2 dB loss

* The antenna cable for AP2 has a 3 dB loss

What would be the calculated Equivalent Isotropic Radiated Power (EIRP) for APT?

A. 26 dBm
B. 30 dBm
C. 17 dBm
D.-12 dBm

Answer: C

Explanation:

The calculated Equivalent Isotropic Radiated Power (EIRP) for AP1 is 17 dBm.

EIRP is the measured radiated power of an antenna in a specific direction. It is equal to the input power to the antenna multiplied by the gain of the antenna. It can
also take into account the losses in transmission line, connectors, and other components. The formula for EIRP is:

EIRP=P+G-L

where P is the output power of the radio, G is the gain of the antenna, and L is the loss of the cable and connectors.

For AP1, we have:

P=10dBmG=9dBiL=2dB

Therefore,

EIRP=10+9-2EIRP =17 dBm

NEW QUESTION 22
Refer to the exhibit.
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Core-1 Core-2
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With Core-1. what is the default value for config-revision?
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Answer: A

Explanation:

The default value for config-revision on Core-1 is 0. Config-revision is a parameter that indicates the configuration version of a VSX pair. It is used to synchronize
the configuration between the VSX peers and to detect any configuration mismatch. The config-revision value is set to 0 by default on both VSX peers and is
incremented by 1 every time a configuration change is made on either peer. The other options are incorrect because they do not reflect the default value of config-
revision. References: https://www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01- ch07.html https://www.arubanetworks.com/techdocs/AOS-
CX/10.04/HTML/5200- 6728/bk01-ch02.html

NEW QUESTION 23

Your manufacturing client is deploying two hundred wireless IP cameras and fifty headless scanners in their warehouse. These new devices do not support 802.1X
authentication.

How can HPE Aruba enhance security for these new IP cameras in this environment?

A. Use MPSK Local to automatically provide unique pre-shared Keys for devices.

B. Aruba ClearPass performs the 802.1X authentication and installs a certificate.

C. MPSK provides for each device in the WLAN to have its own unique pre-shared Key.
D. MPSK Local will allow the cameras to share a rey and the scanners to share a different

Answer: C

Explanation:

The best option to enhance security for the new IP cameras and scanners in this environment is C. MPSK provides for each device in the WLAN to have its own
unique pre- shared key.

MPSK stands for Multi Pre-Shared Key, and it is a feature that allows different devices to connect to the same SSID with different pre-shared keys. This improves
the security and scalability of the network, as each device can have its own key and role without requiring 802.1X authentication or an external policy engine.
MPSK can be configured either locally on the AP or centrally on Aruba Centrall2.

The other options are incorrect because:

? A. MPSK Local is a feature that allows the user to configure 24 PSKs per SSID locally on the device. These local PSKs would serve as an extension of the base
MPSK functionality. However, MPSK Local is not suitable for this scenario, as it can only support up to 24 devices per SSID, while the client has 250 devices1.

? B. Aruba ClearPass is a network access control solution that can perform 802.1X authentication and install certificates for devices. However, this option is not
feasible for this scenario, as the new IP cameras and scanners do not support 802.1X authentication3.

? D. MPSK Local will not allow the cameras to share a key and the scanners to share a different key. MPSK Local will assign a different key to each device,
regardless of their type. Moreover, MPSK Local can only support up to 24 devices per SSID, while the client has 250 devicesl.

NEW QUESTION 25
What is a primary benefit of BSS coloring?
A. BSS color tags improve performance by allowing APS on the same channel to be farther apart

B. BSS color tags improve security by identifying rogue APS and tagging them as threats.
C. BSS color tags are applied on the wireless controllers and can reduce the threshold for interference_
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D. BSS color tags are applied to WI-Fi channels and can reduce the threshold tor interference
Answer: D

Explanation:

The primary benefit of BSS coloring is D. BSS color tags are applied to Wi-Fi channels and can reduce the threshold for interference.

BSS coloring is a mechanism that allows Wi-Fi 6 devices to mark each frame with a color code that identifies the BSS (Basic Service Set) it belongs to. This helps
differentiate between frames from different BSSs that share the same channel and avoid unnecessary collisions and backoffs. BSS coloring also introduces an
adaptive threshold for interference, which means that Wi-Fi 6 devices can adjust the signal strength value that determines whether a channel is busy or not based
on the current network environment. This allows for more efficient use of spectrum and higher throughput in dense scenarios12.

NEW QUESTION 26

A new network design is being considered to minimize client latency in a high-density environment. The design needs to do this by eliminating contention overhead
by dedicating subcarriers to clients.

Which technology is the best match for this use case?

A. OFDMA

B. MU-MIMO

C. QWMM

D. Channel Bonding

Answer: A

Explanation:

OFDMA (Orthogonal Frequency Division Multiple Access) is a technology that can minimize client latency in a high-density environment by eliminating contention
overhead by dedicating subcarriers to clients. OFDMA allows multiple clients to transmit simultaneously on different subcarriers within the same channel, reducing
contention and increasing efficiency. MU-MIMO (Multi-User Multiple Input Multiple Output) is a technology that allows multiple clients to transmit simultaneously on
different spatial streams within the same channel, but it does not eliminate contention overhead. QWMM (Quality of Service Wireless Multimedia) is a technology
that prioritizes traffic based on four access categories, but it does not eliminate contention overhead. Channel Bonding is a technology that combines two adjacent
channels into one wider channel, increasing bandwidth but not

eliminating contention overhead. References: https://www.arubanetworks.com/assets/ds/DS_AP510Series.pdf
https://www.arubanetworks.com/assets/wp/WP_WiFi6.pdf

NEW QUESTION 28
Refer to the exhibit.

-~
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Access Points Switches Gateways

WLANs  Acce Ra Services  System  loT  Configura

B4

A company has deployed 200 AP-635 access points. To but is not working as expected What would be the correct action to fix the issue?

A. Change the SSID to WPA3-Enhanced Open

B. Change the SSID to WPA3-Enterprise (CCM).
C. Change the SSID to WPA3-Personal

D. Change the SSID to WPA3-Enterpnse (CNSA).

Answer: D

Explanation:

According to the Aruba Campus Access Professional documentsl, WPA3- Enterprise is a security mode that supports 802.1X authentication and encryption with
either AES-CCM or AES-GCMP. WPA3-Enterprise also optionally adds usage of Suite-B 192-bit minimum-level security suite that is aligned with Commercial
National Security Algorithm (CNSA) for enterprise networks2. This mode provides the highest level of security and is suitable for government and financial
institutions.

The exhibit shows that the SSID is configured with WPA3-Enterprise (CCM), which uses AES-CCM as the encryption protocol. However, this mode is not
compatible with some devices that require CNSA compliance. Therefore, changing the SSID to WPA3-Enterprise (CNSA) would fix the issue and allow all devices
to connect to the network.

NEW QUESTION 30
Refer to Exhibit:
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Core-1 Core-2

Access-1 Access-2

With Access-1, What needs to be identically configured With MSTP to load-balance VLANS?

A. Spanning-tree bpdu-guard setting

B. Spanning-tree instance vlan mapppjng
C. spanning-tree Cist mapping

D. Spanning-tree root-guard setting

Answer: B

Explanation:

The correct answer is B. Spanning-tree instance VLAN mapping.

To load-balance VLANs with MSTP, you need to configure the same VLAN-to-instance mapping on all switches in the same MST region. This means that you
need to assign different VLANS to different MST instances, and then adjust the spanning tree parameters (such as priority, cost, or port role) for each instance to
achieve the desired load balancing. For example, you can make one switch the root for instance 1 and another switch the root for instance 2, and then map half of
the VLANS to instance 1 and the other half to instance 2.

According to the Cisco document Understand the Multiple Spanning Tree Protocol (802.1s), one of the steps to configure MST is:

? Split your set of VLANS into more instances and configure different MST settings for each of these instances. In order to easily achieve this, elect Bridge D1 to be
the root for VLANSs 501 through 1000, and Bridge D2 to be the root for VLANs 1 through 500. These statements are true for this configuration:

Switch D1(config)#spanning-tree mst configuration Switch D1(config-mst)#instance 1 vlan 501-1000 Switch D1(config-mst)#exit

Switch D1(config)#spanning-tree mst 1 priority O

Switch D2(config)#spanning-tree mst configuration Switch D2(config-mst)#instance 2 vlan 1-500 Switch D2(config-mst)#exit

Switch D2(config)#spanning-tree mst 2 priority 0

The above commands create two MST instances, 1 and 2, and map VLANs 501-1000 to instance 1 and VLANs 1-500 to instance 2. Then, they make switch D1
the root for instance 1 and switch D2 the root for instance 2.

The other options are incorrect because:

? A. Spanning-tree bpdu-guard setting is a security feature that disables a port if it receives a BPDU from an unauthorized device. It does not affect load balancing
with MSTP.

? C. Spanning-tree CIST mapping is not a valid command. CIST stands for Common and Internal Spanning Tree, which is the spanning tree instance that runs
within an MST region and interacts with other regions or non-MST switches.

? D. Spanning-tree root-guard setting is another security feature that prevents a port from becoming a root port if it receives superior BPDUs from another switch. It
does not affect load balancing with MSTP.

NEW QUESTION 31
Review the exhibit.

SFP28 DAC (Anuba) Keep-Alive

QSFP28 DAC (241) ISLLAG 2

Aruba 8360-32Y4C v2 FB 3F 2AC Bundle #1 IS —— B——— Aruba 8360-32Y4C v2 FB 3F 2AC Bundle #2

10GRase-SK
SR

1 0GBase

Aruba 6100 486 CL4 POE 4SFP+ Switch

You are troubleshooting an issue with a 10 102.39 0/24 subnet which is also VLAN 1000 used Tor wireless clients on a pair of Aruba CX 8360 switches The
subnet SVI is configured on the 8360 pair, and the DHCP server is a Microsoft Windows Server 2022 Standard with an IP address of 10 200 1.100. The
10.102.250.0/24 subnet is used for switch management.

A large number of DHCP requests are failing You are observing sporadic DHCP behavior across clients attached to the CX 6100 switch.

Which action may help fix the issue?

A)
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Enter the following commands on the VSX primary switch:

vEX
vsx-sync dhcp-relay
exX.1tT
B)
Enter the following commands on the VSX secondary switch:
vian .Luuu
ip relay-address 10.200.1.100
exic
C)
Add an SVIin the 10.102.39.0/24 subnet on the Aruba CX 6100 switch that the APs are connected to.
D)

Enter the following commands on the Aruba CX 6100 switch:
interface wvlan 1000
ip helper-address 10.200.1.100

ex.it

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

Option C is the only action that configures the DHCP relay on the SVI of VLAN 1000 on the CX 8360 switches. DHCP relay is a feature that allows a switch to
forward DHCP requests from clients in one subnet to a DHCP server in another subnet. DHCP relay is required when the DHCP server and the clients are not in
the same broadcast domainl.

Option C uses the following commands:

? interface vlan 1000: This command enters the interface configuration mode for the SVI of VLAN 1000, which has an IP address of 10.102.39.1/24 and is used for
wireless clients.

? ip helper-address vrf default 10.200.1.100: This command configures the IP address of the DHCP server as a helper address for the SVI, which means that the
switch will forward DHCP requests from clients on VLAN 1000 to this address. The vrf default parameter indicates that the SVI and the DHCP server are in the
same VRF.

NEW QUESTION 33

You are configuring Policy Based Routing (PBR) for a subnet that will be used to test a new default route for your network Traffic originating from 10.2.250.0/24
should use a new default route to 10.1.1.253. Other non-default routes for this subnet should not be affected by this change.

What are two parts of the solution for these requirements? (Select two.)

A)

pbr-action-list def_route_test
default-nexthop 10.1.1.253/24

class ip test_subnet
10 match any 10.2.250.0/24 any
policy def_route test policy
10 class ip test_subnet action pbr def_route_test
interface vian 100
ip address 10.2.250.0/24
apply policy pbr_test routed in
C)
class ip test_subnet
10 match any 10.2.250.0 255.255.255.0 any
policy def_route_test_policy
10 class ip ip_test_subnet action pbr def_route_test
interface vian 100
ip address 10.2.250.0/24
apply policy pbr_test routed out

pbr-action-list def_route test

default-nexthop 10.1.1.253
interface null
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E)pbr-acuon-hst def_route_test
nexthop 10.1.1.253
interface nuli

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: CE

Explanation:

Two parts of the solution for these requirements are Option C and Option E. Option C is a part of the solution because it defines a policy-based routing action list
named route_test, which specifies the next hop IP address as 10.1.1.253 for the matching traffic. This is the new default route that the user wants to use for the
subnet 10.2.250.0/24. The interface null parameter indicates that the traffic will be routed to the next hop without using a specific interfacel.

Option E is a part of the solution because it applies the policy-based routing action list route_test to the VLAN interface 250, which has an IP address of
10.2.250.1/24. This is the subnet that the user wants to test the new default route for. The apply policy command enables policy-based routing on the interface and
associates it with the action list2.

Option A is not a part of the solution because it defines a policy-based routing action list named route_test, but does not specify the next hop IP address as
10.1.1.253, which is the new default route that the user wants to use. Instead, it specifies a next hop IP address of 10.1.1.254, which is different from the
requirement.

Option B is not a part of the solution because it defines a policy-based routing action list named route_test, but does not specify any next hop IP address at all,
which is necessary for policy-based routing to work. Instead, it specifies an interface null parameter without any IP address, which is invalid.

Option D is not a part of the solution because it applies the policy-based routing action list route_test to the VLAN interface 200, which has an IP address of
10.2.200.1/24. This is not the subnet that the user wants to test the new default route for, but a different subnet that should not be affected by this change.

NEW QUESTION 35
Refer to the image.
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Horizontal Pattern

Your customer is complaining of weak Wi-Fi coverage in their office. They mention that the office on the other side of the hall has much better signal What is the
likely cause of this issue7

A. The AP is a remote access point.

B. The AP is using a directional antenna.
C. The AP is an outdoor access point.

D. The AP is configured in Mesh mode

Answer: B

Explanation:

The likely cause of the issue of weak Wi-Fi coverage in the office is that the AP is using a directional antenna. A directional antenna is an antenna that radiates or
receives radio waves more strongly in one or more directions, creating a focused beam of signal. A directional antenna can provide better coverage and
performance for a specific area, but it can also create dead zones or weak spots for other areas. The other options are incorrect because they either do not affect
the Wi-Fi coverage or do not match the scenario. References: https://www.arubanetworks.com/techdocs/ArubaOS_86_Web_Help/Content/arubaos-solutions/wlan-
rf/rf-fundamentals.htm

https://www.arubanetworks.com/techdocs/ArubaOS_86_Web_Help/Content/arubaos-solutions/wlan-rf/fantennas.htm

NEW QUESTION 39
Your customer is interested in hearing more about how roles can help keep consistent policy enforcement in a distributed overlay fabric How would you explain this
concept to them"

A. Group Based Policy ID is applied on egress VTEP after device authentication and policy is enforced on ingress VTEP

B. Role-based policies are tied to IP addresses which have an advantage over IP-based policies and role names are sent between VTEPs
C. Group Based Policy ID is applied on ingress VTEP after device authentication and policy is enforced on egress VTEP

D. Role-based policies enhance User Based Tunneling across the campus network and the policy traffic is protected with iPsec

Answer: C

Explanation:
This is the correct explanation of how roles can help keep consistent policy enforcement in a distributed overlay fabric. Roles are used to assign group based
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policy IDs (GBPs) to devices after they authenticate with ClearPass or a local database. GBPs are then used to tag the traffic from the devices and send them to
the ingress VTEP, which applies the GBP on the VXLAN header. The egress VTEP then enforces the policy based on the GBP and the destination device. The
other options are incorrect because they either do not describe the correct sequence of events or do not use the correct terms. References:
https://www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200- 6728/bk01-ch03.html https://www.arubanetworks.com/techdocs/AOS-
CX/10.04/HTML/5200-6728/bk01-ch05.html

NEW QUESTION 40
With the Aruba CX 6000 24G switch with uplinks of 1/1/25 and what does the switch do when a client port detects a loop and the do-not-disabie parameter is
used?

A. Port status will be validated once status is cleared
B. An event log message is created.

C. The network analytics engine is triggered.

D. Port status led blinks in amber with 100hz.

Answer: B

Explanation:

The correct answer is B. An event log message is created.

The do-not-disable parameter is used to prevent the switch from disabling the port when a loop is detected by the loop-protect feature. Instead, the switch will
generate an event log message that indicates the port number and the VLAN ID where the loop was detected. The switch will also send a trap to the SNMP
manager, if configuredl.

The other options are incorrect because:

? A. Port status will not be validated once status is cleared. The port will remain enabled even if a loop is detected, unless the loop-protect action is changed to tx-
disable or tx-rx-disablel.

? C. The network analytics engine will not be triggered by a loop detection. The network analytics engine is a feature that allows users to monitor and troubleshoot
network issues using scripts and agents2.

? D. Port status LED will not blink in amber with 100Hz. The port status LED will indicate the normal port status, such as link speed and activity, regardless of the
loop detection3.

NEW QUESTION 43
With the Aruba CX switch configuration, what is the Active Gateway feature that is used for and is unique to VSX configuration?

A. VRRP and Active gateway are mutually exclusive on a VLAN

B. VRID is set automatically as SVI vlan id

C. VRIDs need to be non-overlapping with VRRP

D. VRRP and Active Gateway can be configured on a single VLAN for interoperability

Answer: A

Explanation:

Active gateway is a first hop redundancy protocol that eliminates a single point of failure. The active gateway feature is used to increase the availability of the
default gateway servicing hosts on the same subnet. An active gateway improves the reliability and performance of the host network by enabling a virtual router to
act as the default gateway for that network. If you have enabled active gateway, VRRP is not required3. Active gateway is similar to VRRP in that routed traffic
from the VSX node is sourced from the switch interface MAC and not the virtual MAC address (VMAC). Each active gateway sends a periodic broadcast hello
packet to avoid VMAC aging on the access switches. The switch views the active gateway IP as a self IP address3. Active gateway is preferable over VRRP
because with VRRP traffic is still pushed over the ISL link, resulting in latency in the network3. Therefore, VRRP and active gateway are mutually exclusive on a
VLAN, and answer A is correct.

References: 1: Aruba Campus Access documents and learning resources 3: Active gateway over VSX - Aruba

NEW QUESTION 48
In AOS 10. which session-based ACL below will only allow ping from any wired station to wireless clients but will not allow ping from wireless clients to wired
stations"? The wired host ingress traffic arrives on a trusted port.

A. ip access-list session pingFromWired any user any permit

B. ip access-list session pingFromWired user any svc-icmp deny any any svc-icmp permit
C. ip access-list session pingFromWired any any svc-icmp permit user any svc-icmp deny
D. ip access-list session pingFromWired any any svc-icmp deny any user svc-icmp permit

Answer: D

Explanation:

A session-based ACL is applied to traffic entering or leaving a port or VLAN based on the direction of the session initiation. To allow ping from any wired station to
wireless clients but not vice versa, a session-based ACL should be used to deny icmp echo traffic from any source to any destination, and then permit icmp echo-
reply traffic from any source to user destination. The user role represents wireless clients in AOS 10. References: https://techhub.hpe.com/eginfolib/Aruba/OS-
CX_10.04/5200-6692/GUID- BD3EOASF-FE4C-4B9B-BE1D-FE7D2B9F8C3A.html

https://techhub.hpe.com/eginfolib/networking/docs/arubaos-switch/security/ GUID-EAOA5B3C-FE4C-4B9B-BE1D-FE7D2B9F8C3A.html

NEW QUESTION 53
You are deploying Aruba CX 6300's with the customers requirement to only allow one (1) VolP phone and one (1) device.
The following local role gets assigned to the phone port-access rote VolP device-traffic-class voice What set of commands best fits this requirement?

A. interface 1/1/1aaa authentication port-access client-limit 2aaa authentication port-access auth-mode client-mode

B. interface 1/1/1aaa authentication port-access auth-mode multi-domain

C. interface 1/1/1aaa authentication port-access client-limit multi-domain 2 aaa authentication port-access auth-mode multi-domain
D. interface 1/1/1aaa authentication port-access client-limit 1aaa authentication port-access auth-mode device-mode

Answer: C
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Explanation:

Aruba CX 6300 switches support various features to control the port access for different types of devices, such as client mode, device mode, and multidomain
mode. These features can help limit the number of clients that can connect to a port and prevent unauthorized devices from accessing the network.

This is because option C shows how to configure the client limit and the auth-mode for a specific port using the interface command and the aaa authentication port-
access command. The client limit specifies the maximum number of clients that can connect to a port. The auth-mode specifies the authentication mode for the
port. In this case, option C sets both parameters to multi-domain mode, which allows only one voice device and one data device to be authenticated on a port
https://www.arubanetworks.com/techdocs/AOS-CX/10.10/HTML/monitoring_6300- 6400/Content/Chp_LEDs/fro-pan-led-630.htm 2:
https://www.arubanetworks.com/products/switches/6300-series/ 3: https://www.arubanetworks.com/techdocs/AOS-CX/10.11/HTML/security _6200-6300-
6400/Content/Chp_Port_acc/Port_acc_gen_cmds/aaa-aut-por-acc-aut-mod-fl-109.htm

NEW QUESTION 56
DRAG DROP

Match each PoE power class to Its corresponding 802.3 standard. (Options may he used more than once or not at all)
Answer Area

802 3al 802.3b1 802 3af
f;‘!‘si 3
Class 4 (30W
Class 6 (60W)
Class 8 (90wW)
A. Mastered

B. Not Mastered
Answer: A

Explanation:

? Class 3 (15.4W): 802.3af
? Class 4 (30W): 802.3at
? Class 6 (60W): 802.3bt
? Class 8 (90W): 802.3bt

NEW QUESTION 58

You are building a configuration in Central that will be used for a standardized network design for small sites for your company, you want to use GUI configuration
for gateways and Aps, while template configuration for switches. You need to align with Aruba best practices.

Which set of actions will satisfy these requirements?

A. Create one group in Central for switches a second group for AP

B. and a third group for gateways Create a unique site for each location, and assign devices to the appropriate site.
C. Create one group in Central for switches and a second group for APs and gateway

D. Create a unique site for each location, and assign devices to the appropriate site.

E. Create a single group in Centra

F. Create a unique site for each location, and assign devices to the appropriate site.

G. Create a single group in Centra

H. Create a unique site for each type of device, and assign devices to the appropriate site.

Answer: C

Explanation:

This is because option C shows how to create a single group in Central with different configuration methods defined for each device type. For example, you can
create a group with the name Groupl, and within this group, you can enable template-based configuration method for switches and Ul-based configuration method
for Instant APs and Gateways. Aruba Central identifies both these groups under a single name (Groupl). If a device type in the group is marked for template-
based configuration method, the group name is prefixed with TG (TG Groupl). You can use Groupl as the group ID for workflows such as user management,
monitoring, reports, and audit trail2.

https://www.arubanetworks.com/techdocs/central/latest/content/nms/groups/abt- groups.htm 2:
https://www.arubanetworks.com/techdocs/central/latest/content/nms/groups/groups.htm

NEW QUESTION 60
You are setting up a customer's 15 headless loT devices that do not support 802.1X. What should you use?

A. Multiple Pre-Shared Keys (MPSK) Local

B. Clearpass with WPA3-PSK

C. Clearpass with WPA3-AES

D. Multiple Pre-Shared Keys (MPSK) with WPA3-AES

Answer: A

Explanation:

MPSK Local is a feature that can be used to set up 15 headless loT devices that do not support 802.1X authentication. MPSK Local allows the switch to
automatically generate and assign unique pre-shared keys for devices based on their MAC addresses, without requiring any configuration on the devices or an
external authentication server. The other options are incorrect because they either require 802.1X authentication, which is not supported by the I0T devices, or
WPAZ3 encryption, which is not supported by Aruba CX switches. References: https://www.arubanetworks.com/techdocs/AOS-
CX/10.04/HTML/5200-6728/bk01-ch05.html https://www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01- ch06.html
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NEW QUESTION 61

Two AOS-CX switches are configured with VSX at the the Access-Aggregation layer where servers attach to them An SVI interface is configured for VLAN 10 and
serves as the default gateway for VLAN 10. The ISL link between the switches fails, but the keepalive interface functions. Active gateway has been configured on
the VSX switches.

Core Layer

KeepAlive VRF

VSX
* ISL

Keepalive

10 |
'—'\\15 VLAN 10

:
]

ey Access i = =
T = ) — =
- {\ - ’ -
Server 2
Server 1

What is correct about access from the servers to the Core? (Select two.)

A. Server 1 can access the core layer via the keepalrve link

B. Server 2 can access the core layer via the keepalive link

C. Server 2 cannot access the core layer.

D. Server 1 can access the core layer via both uplinks

E. Server 1 and Server 2 can communicate with each other via the core layer
F. Server 1 can access the core layer on only one uplink

Answer: DE

Explanation:

These are the correct statements about access from the servers to the Core when the ISL link between the switches fails, but the keepalive interface functions.
Server 1 can access the core layer via both uplinks because it is connected to VSX-A, which is still active for VLAN 10. Server 2 can also access the core layer via
its uplink to VSX-B, which is still active for VLAN 10 because of Active Gateway feature. Server 1 and Server 2 can communicate with each other via the core layer
because they are in the same VLAN and subnet, and their traffic can be routed through the core switches. The other statements are incorrect because they either
describe scenarios that are not possible or not relevant to the question. References: https://www.arubanetworks.com/techdocs/AOS-
CX/10.04/HTML/5200-6728/bk01-

NEW QUESTION 62
Which feature supported by SNMPv3 provides an advantage over SNMPv2c?

A. Transport mapping
B. Community strings
C. GetBulk

D. Encryption

Answer: D

Explanation:

Encryption is a feature supported by SNMPv3 that provides an advantage over SNMPv2c. Encryption protects the confidentiality and integrity of SNMP messages
by encrypting them with a secret key. SNMPv2c does not support encryption and relies on community strings for authentication and authorization, which are
transmitted in clear text and can be easily intercepted or spoofed. Transport mapping, community strings, and GetBulk are features that are common to both
SNMPv2c and SNMPV3. References: https://www.arubanetworks.com/techdocs/ArubaOS_86_Web_Help/Content/arubaos- solutions/snmp/snmp.htm
https://www.arubanetworks.com/techdocs/ArubaOS_86 Web_ Help/Content/arubaos-solutions/snmp/snmpv3.htm
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NEW QUESTION 63

your customer has asked you to assign a switch management role for a new user The customer requires the user role to View switch configuration information and
have access to the PUT and POST meth0Ods for REST API.

Which default AOS-CX user role meets these requirements?

A. administrators
B. auditors

C. sysops

D. helpdesk

Answer: C

Explanation:

The correct answer is C. sysops.

The sysops user role is a predefined role that allows users to view switch configuration information and have access to the PUT and POST methods for REST API.
The sysops user role can also use the PATCH and DELETE methods for REST API, but not for all resources. The sysops user role is suitable for users who need
to perform system operations on the switch, such as backup, restore, upgrade, or reboot.

According to the AOS-CX REST API Reference basicsl, one of the predefined user roles is:

? sysops: Users with this role can view switch configuration information and have access to the PUT and POST methods for REST API. They can also use the
PATCH and DELETE methods for REST API, but not for all resources. Users with this role can perform system operations on the switch, such as backup, restore,
upgrade, or reboot.

The other options are incorrect because:

? A. administrators: Users with this role have full access to all switch configuration information and all REST API methods. This role is more than what the
customer requires.

? B. auditors: Users with this role can only view switch configuration information and have access to the GET method for REST API. They cannot use the PUT and
POST methods for REST API.

? D. helpdesk: Users with this role can view switch configuration information and have access to the GET method for REST API. They can also use the PATCH
method for REST API, but only for a limited set of resources. They cannot use the PUT and POST methods for REST API.

NEW QUESTION 65

A network administrator is troubleshooting some issues guest users are having when connecting and authenticating to the network The access switches are AOS-
CX switches.

What command should the administrator use to examine information on which role the guest user has been assigned?

A. show aaa authentication port-access interface all client-status
B. show port-access captiveportal profile

C. show port-access role

D. diag-dump captiveportal client verbose

Answer: A

Explanation:

The show aaa authentication port-access interface all client-status command displays the status of all clients authenticated by port-based access control on all
interfaces. The output includes the MAC address, user role, VLAN ID, and session timeout for each client. This command can be used to examine information on
which role the guest user has been assigned by the AOS-CX switch. References: https://techhub.hpe.com/eginfolib/Aruba/OS-
CX_10.04/5200-6692/GUID-9B8F6E8F-9C7A-4FOD-AE7B-9D8E6C5B6A7F.html

NEW QUESTION 67
Which statements regarding Aruba NAE agents are true? (Select two )

A. A single NAE script can be used by multiple NAE agents

B. NAE agents are active at all times

C. NAE agents will never consume more than 10% of switch processor resources
D. NAE scripts must be reviewed and signed by Aruba before being used

E. A single NAE agent can be used by multiple NAE scripts.

Answer: AC

Explanation:

The statements that are true regarding Aruba NAE agents are A and C.

* A. A single NAE script can be used by multiple NAE agents. This means that you can create different instances of the same script with different parameters or
settings. For example, you can use the same script to monitor different VLANSs or interfaces on the switchl.

* C. NAE agents will never consume more than 10% of switch processor resources. This is a built-in safeguard that prevents the agents from affecting the switch
performance or stability. If an agent exceeds the 10% limit, it will be automatically disabled and an alert will be generated2.

The other options are incorrect because:

? B. NAE agents are not active at all times. They can be enabled or disabled by the user, either manually or based on a schedule. They can also be disabled
automatically if they encounter an error or exceed the resource limitl.

? D. NAE scripts do not need to be reviewed and signed by Aruba before being used. You can create your own custom scripts using Python and upload them to
the switch or Aruba Central. You can also use the scripts provided by Aruba or other sources, as long as they are compatible with the switch firmware version1.
? E. A single NAE agent cannot be used by multiple NAE scripts. An agent is an instance of a script that runs on the switch. Each agent can only run one script at
atimel.

NEW QUESTION 69

A company recently upgraded its campus switching infrastructure with Aruba 6300 CX switches. They have implemented 802.1X authentication on edge ports
where laptop and loT devices typically connect An administrator has noticed that for POE devices the pons are delivering the maximum wattage instead of what the
device actually needs Upon connecting the loT devices, the devices request their specific required wattage through information exchange

A. Concerned about this waste of electricity, what should the administrator implement to solve this problem?

B. Enable AAA authentication to exempt LLDP and/or CDP information
C. Globally enable the QoS trust setting for LLDP and/or CDP
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D. Create device profiles with the correct power definitions.
E. implement a classifier policy with the correct power definitions.

Answer: D

Explanation:

According to the Aruba Documentation Portall, the Aruba 6300 CX switches support various features to control the PoE devices on specific ports, such as device
profiles and classifier policies. These features can help reduce the power consumption and improve the performance of the PoE devices.

1: https://www.arubanetworks.com/techdocs/AOS-CX/10.10/HTML/monitoring_6300-6400/Content/Chp_LEDs/fro-pan-led-630.htm 2:
https://www.arubanetworks.com/products/switches/6300-series/ 3: https://docs.samsungknox.com/admin/knox-manage/configure/profile/configure-profile-
policies/configure-profile-policies-by-device-platform/

NEW QUESTION 72
With Aruba CX 6300. how do you configure ip address 10 10 10 1 for the interface in default state for interface 1/1/17?

A.int 1/1/1. switching, ip address 10 10 10 1/24

B. int 1/1/1. no switching, ip address 10 10 10.1/24
C.int 1/1/1. ip address 10.10.10.1/24

D. int 1/1/1. routing, ip address 10.10.10 1/24

Answer: B

Explanation:

To configure an IP address for an interface in default state for interface 1/1/1 on Aruba CX 6300 switch, you need to disable switching on the interface first with the
command no switching. Then you can assign an IP address with the command ip address. The other options are incorrect because they either do not disable
switching or use invalid keywords such as switching or routing. References: https://www.arubanetworks.com/techdocs/AOS-CX_10_08/UG/bk01-ch01.html
https://www.arubanetworks.com/techdocs/AOS-CX_10_08/UG/bk01-ch02.html

NEW QUESTION 77
Which statements are true about VSX LAG? (Select two.)

A. The total number of configured links may not exceed 8 for the pair or 4 per switch

B. Outgoing traffic is switched to a port based on a hashing algorithm which may be either switch in the pair
C. LAG traffic is passed over VSX ISL links only while upgrading firmware on the switch pair

D. Outgoing traffic is preferentially switched to local members of the LAG.

E. Up to 255 VSX lags can be configured on all 83xx and 84xx model switches.

Answer: AD

Explanation:

The correct answers are A and D.

According to the web search results, VSX LAG is a feature that allows multiple PSKs to be used on a single SSID, providing device-specific or group-specific
passphrases for enhanced security and deployment flexibility for headless 10T devicesl. VSX LAGs span both aggregation switches and appear as one device to
partner downstream or upstream devices or both when forming a LAG with the VSX pair2.

One of the statements that is true about VSX LAG is that the total number of configured links may not exceed 8 for the pair or 4 per switchl. This means that a
VSX LAG across a downstream switch can have at most a total of eight member links, and a switch can have a maximum of four member links. When creating a
VSX LAG, it is recommended to select an equal number of member links in each segment for load balancingl.

Another statement that is true about VSX LAG is that outgoing traffic is preferentially switched to local members of the LAG2. This means that when active
forwarding and active gateway are enabled, north-south and south-north traffic bypasses the ISL link and uses the local ports on the switch. This optimizes the
traffic path and reduces the load on the ISL link2.

The other statements are false or not relevant for VSX LAG. Outgoing traffic is not switched to a port based on a hashing algorithm, which may be either switch in
the pair. This is a characteristic of MLAG (Multi-Chassis Link Aggregation), which is a different feature from VSX LAG. LAG traffic is not passed over VSX ISL links
only while upgrading firmware on the switch pair. This is a scenario that may occur when performing hitless upgrades, which is a feature that allows software
updates without impacting network availability. The number of VSX lags that can be configured on all 83xx and 84xx model switches is not 255, but depends on
the switch model and firmware version. For example, the AOS-CX 10.04 supports up to 64 VSX lags for 8320 switches and up to 128 VSX lags for 8325 and 8400
switches.

NEW QUESTION 79
What does the 802.3bz standard describe?

A. 2.5Gb and 5Gb Ethernet ports

B. 60 W and 90W PoE

C. AP directed roaming between APs
D. 60 GHz P2P Wi-Fi

Answer: A

Explanation:

802.3bz is a standard for Ethernet over twisted pair at speeds of 2.5 and 5 Gbit/s. These use the same cabling as the ubiquitous Gigabit Ethernet, yet offer higher
speeds. The resulting standards are named 2.5GBASE-T and 5GBASE-T.

Option A: 2.5Gb and 5Gb Ethernet ports

This is because option A shows how to identify the speed of an Ethernet port based on its name and the standard it supports. A port that supports 2.5GBASE-T or
5GBASE-T is a multi-gigabit port that can operate at speeds of up to 2.5 Gbit/s or 5 Gbit/s over twisted pair cables23.

Therefore, option A is correct.

1: https://en.wikipedia.org/wiki/2.5GBASE-T_and_5GBASE-T 2: https://kb.netgear.com/000049004/What-is-Multi-Gigabit-Ethernet-and-how-can-I-benefit-from-
using-NETGEAR-Multi-Gigabit-Ethernet-Switches-in-my-network 3: https://arstechnica.com/gadgets/2016/09/5gbps-ethernet-standard-details-8023bz/

NEW QUESTION 80
A customer just upgraded aggregation layer switches and noticed traffic dropping for 120 seconds after the aggregation layer came online again. What is the best
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way to avoid having this traffic dropped given the topology below?

[I— Core
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A. Configure the linkup delay timer to 240 seconds to double the amount of lime for the initial phase to sync

B. Configure the linkup delay timer to exclude LAGS 101 and 102, which will allow time for routing adjacencies to form and to learn upstream routes
C. Configure the linkup delay timer to include LAGs 101 and 102, which will allow time for routing adjacencies lo form and to learn upstream routes
D. Configure the linkup delay timer to 120 seconds, which will allow the right amount of time for the initial phase to sync

Answer: C

Explanation:

The reason is that the linkup delay timer is a feature that delays bringing downstream VSX links up, following a VSX device reboot or an ISL flap. The linkup delay
timer has two phases: initial synchronization phase and link-up delay phase.

The initial synchronization phase is the download phase where the rebooted node learns all the LACP+MAC+ARP+STP database entries from its VSX peer
through ISLP. The initial synchronization timer, which is not configurable, is the required time to download the database information from the peer.

The link-up delay phase is the duration for installing the downloaded entries to the ASIC, establishing router adjacencies with core nodes and learning upstream
routes. The link-up delay timer default value is 180 seconds. Depending on the network size, ARP/routing tables size, you might be required to set the timer to a
higher value (maximum 600 seconds).

When both VSX devices reboot, the link-up delay timer is not used.

Therefore, by configuring the linkup delay timer to include LAGs 101 and 102, which are part of the same VSX device as LAG 201, you can ensure that both
devices have enough time to synchronize their databases and form routing adjacencies before bringing down their downstream links.

NEW QUESTION 81
Which statements are true regarding a VXLAN implementation on Aruba Switches? (Select two.)

A. MTU size must be increased beyond the default

B. VNIs encapsulate and decapsulate VXLAN traffic

C. VTEPs encapsulate and decapsulate VXLAN traffic

D. They are only available for datacenter switches (CX 8k, 9k,10Kk)
E. All Aruba CX switches support VXLAN.

Answer: AB

Explanation:

Option A: MTU size must be increased beyond the default

This is because option A shows how to configure the MTU size for VXLAN tunnels on Aruba switches using the interface command and the vxlan command. The
MTU size must be increased beyond the default value of 1500 bytes to accommodate the VXLAN header and payload?2.

Therefore, option A is true regarding a VXLAN implementation on Aruba switches. Option B: VNIs encapsulate and decapsulate VXLAN traffic

This is also true regarding a VXLAN implementation on Aruba switches. VNIs are used to encapsulate and decapsulate VXLAN traffic between two devices, such
as a switch and a server. VNIs are also used to map VXLAN tunnels to overlay networks3.

Therefore, option B is also true regarding a VXLAN implementation on Aruba switches. VXLAN is a Layer 2 encapsulation technology that substitutes the usage of
VLAN numbers to label Ethernet broadcast domains with VXLAN numbers. VXLAN supports 224 Ethernet broadcast domains or VXLAN numbers. A VXLAN
number ID is referred to as VNI. There is a one-to-one relationship between an Ethernet broadcast domain and a VNI. A single Ethernet broadcast domain can??t
have more than one VNI.

NEW QUESTION 82
DRAG DROP
Select the Aruba stacking technology matching each option (Options may be used more than once or not at all.)
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VSF ] P/sx |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

a) Support up to 10 devices per stack -> VSF

b) Support two devices per stack -> VSX

¢) Individual ISL links up to 400G are supported -> VSX

d) individual ISL links up to 50G are supported -> VSF

e) A maximum aggregate ISL bandwidth of 200G is supported -> VSF

Answer Area

D Cuimperte pim be 40 Aenceae mar stk
. L . %

1 Individual ISL links up to 400G are supported

"1 Individual ISL links up to 50G are supporied

1 Amaximum aggregate ISL bandwidth of 200G is
: supported

References: 1 https://www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/GUID-2E425DAE-EC54-4313-9DEA-A61817F903CO0.html

NEW QUESTION 83

A customer has a large number of food-producing machines
* All machines are connected via Aruba CX6200 switches in VLANs 100.110. and 120
* Several external technicians are maintaining this special equipment

What are the correct commands to ensure that no rogue DHCP server will impact the network?

A)
dhcp-snooping enable
no dhcp-snooping option 82
dhcp-snooping vian 100-120
vian 100
name cornflakes
vian 110
name cornmill
vian 120
name packaging

interface lag 1
no shutdown
description Uplink-to-Core
no routing
vian trunk native 1
vian trunk allowed all
lacp mode active
dhcop-snoopina trust
B
c)thcp snooping enable
no dhcp-snooping option 82
vian 100
name cornflakes
dhcp-snooping
vian 110
name cornmill
dhcp-snooping
vian 120
name packaging
dhcp-snooping
interface lag 1
no shutdown
description Uplink-to-Core
no routing
vian trunk native 1
vian trunk allowed all
lacp mode active
dhcp snooping trust

C)
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dhcpv4-snooping all vians
no dhcpv4-snooping option 82
interface lag 1
no shutdown
description Uplink-to-Core
no routing
vian trunk native 1
vian trunk allowed all
lacp mode active
dhcpv4-snooping trust
D)
dhcpv4-snooping
no dhcpv4-snooping option 82
vian 100
name cornflakes
dhcpv4-snooping
vian 110
name cornmill
dhcpv4-snooping
vian 120
name packaging
dhcpv4-snooping
interface lag 1
no shutdown
description Uplink-to-Core
no routing
vian trunk native 1
vian trunk allowed all

lacp mode active
dhenvd-snoonina trust

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

configures DHCP snooping on the switch and enables it for VLANs 100, 110, and 120. It also specifies the IP address of the authorized DHCP server and sets the
ports connected to the server as trusted. This prevents any unauthorized DHCP server from providing invalid configuration data to the clients on those VLANS.

Option B also enables DHCP option-82, which adds information about the switch port and VLAN to the DHCP packets, allowing for more granular control and
logging of DHCP transactions.

NEW QUESTION 88

You are configuring an SVI on an Aruba CX switch that needs to have the following characteristics:
* VLANID =25

. IPv4 address 10 105 43 1 with mask 255 255 255.0

* IPv6 address fd00:5708::f02d:4df6 with a 64 bit prefix length

» member of VRF eng

* VRF eng and VLAN 25 have not yet been created

Which command lists will satisfy the requirements with the least number of commands?

vif eng

vian 25

interface vian 25

ip address 10.105.43.1 255.255.255.0

ipv6 address fd00:5708::102d:4df6/64
vrf attach eng
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interface vian 235

vrf attach eng

ip address 10.105.43.1/24

ipv6 address fd00:5708::102d:4df6/64

interface vian 25

vrt attach eng

ip address 10.105.43.1/24

iove address fd00:5708:.f02d.4d16/64

vrf eng

vian 25

interface vian 25

Ip address 10.105.43.1/24

Ipv6 address fd00:5708::f02d:44f6/64
vrf attach eng

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

The other options either use more commands or do not create the VRF or the VLAN.

Option C uses the following commands:

? vrf eng: This command creates a VRF named eng and enters the VRF configuration model.

? vlan 25: This command creates a VLAN with ID 25 and enters the VLAN configuration mode2.

? interface vlan 25: This command creates an SVI on VLAN 25 and enters the interface configuration mode3.

? ip address 10.105.43.1/24 ipv6 address fd00:5780::102d:4df6/64 vrf attach eng: This command assigns an IPv4 address of 10.105.43.1 with a subnet mask of
255.255.255.0 and an IPv6 address of fd00:5780::102d:4df6 with a prefix length of 64 to the SVI, and attaches it to the VRF eng.

NEW QUESTION 93
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