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NEW QUESTION 1
Refer to the exhibits.

Managed Endpoints

Secure Internet Access Policy
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WiMO-Pro and Win7-Pro are endpoints from the same remote location. WiMO-Pro can
access the internet though FortiSASE, while Wm7-Pro can no longer access the internet Given the exhibits, which reason explains the outage on Wm7-Pro?

A. The Win7-Pro device posture has changed.

B. Win7-Pro cannot reach the FortiSASE SSL VPN gateway

C. The Win7-Pro FortiClient version does not match the FortiSASE endpoint requirement.
D. Win-7 Pro has exceeded the total vulnerability detected threshold.

Answer: D

Explanation:

Based on the provided exhibits, the reason why the Win7-Pro endpoint can no longer access the internet through FortiSASE is due to exceeding the total
vulnerability detected threshold. This threshold is used to determine if a device is compliant with the security requirements to access the network.

? Endpoint Compliance:

? Vulnerability Threshold:

? Impact on Network Access:

References:

? FortiOS 7.2 Administration Guide: Provides information on endpoint compliance and vulnerability management.

? FortiSASE 23.2 Documentation: Explains how vulnerability thresholds are used to determine endpoint compliance and access control.

NEW QUESTION 2
Which policy type is used to control traffic between the FortiClient endpoint to FortiSASE for secure internet access?

A. VPN policy

B. thin edge policy

C. private access policy

D. secure web gateway (SWG) policy

Answer: D

Explanation:

The Secure Web Gateway (SWG) policy is used to control traffic between the FortiClient endpoint and FortiSASE for secure internet access. SWG provides
comprehensive web security by enforcing policies that manage and monitor user access to the internet.

? Secure Web Gateway (SWG) Policy:

? Traffic Control:

References:

? FortiOS 7.2 Administration Guide: Details on configuring and managing SWG policies.

? FortiSASE 23.2 Documentation: Explains the role of SWG in securing internet access for endpoints.

NEW QUESTION 3
Refer to the exhibit.
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In the user connection monitor, the FortiSASE administrator notices the user name is showing random characters. Which configuration change must the
administrator make to get proper user information?

A. Turn off log anonymization on FortiSASE.

B. Add more endpoint licenses on FortiSASE.

C. Configure the username using FortiSASE naming convention.
D. Change the deployment type from SWG to VPN.

Answer: A

Explanation:

In the user connection monitor, the random characters shown for the username indicate that log anonymization is enabled. Log anonymization is a feature that
hides the actual user information in the logs for privacy and security reasons. To display proper user information, you need to disable log anonymization.

? Log Anonymization:

? Disabling Log Anonymization:

References:

? FortiSASE 23.2 Documentation: Provides detailed steps on enabling and disabling log anonymization.

? Fortinet Knowledge Base: Explains the impact of log anonymization on user monitoring and logging.

NEW QUESTION 4
Which FortiSASE feature ensures least-privileged user access to all applications?

A. secure web gateway (SWG)

B. SD-WAN

C. zero trust network access (ZTNA)
D. thin branch SASE extension

Answer: C

Explanation:

Zero Trust Network Access (ZTNA) is the FortiSASE feature that ensures least-privileged user access to all applications. ZTNA operates on the principle of "never
trust, always verify," providing secure access based on the identity of users and devices, regardless of their location.

? Zero Trust Network Access (ZTNA):

? Implementation:

References:

? FortiOS 7.2 Administration Guide: Provides detailed information on ZTNA and its role in ensuring least-privileged access.

? FortiSASE 23.2 Documentation: Explains the implementation and benefits of ZTNA within the FortiSASE environment.

NEW QUESTION 5
An organization needs to resolve internal hostnames using its internal rather than public DNS servers for remotely connected endpoints. Which two components
must be configured on FortiSASE to achieve this? (Choose two.)

A. SSL deep inspection

B. Split DNS rules

C. Split tunnelling destinations
D. DNS filter

Answer: BC

Explanation:

To resolve internal hostnames using internal DNS servers for remotely connected endpoints, the following two components must be configured on FortiSASE:
? Split DNS Rules:

? Split Tunneling Destinations:

References:

? FortiOS 7.2 Administration Guide: Provides details on configuring split DNS and split tunneling for VPN clients.

? FortiSASE 23.2 Documentation: Explains the implementation and configuration of split DNS and split tunneling for securely resolving internal hostnames.

NEW QUESTION 6
When deploying FortiSASE agent-based clients, which three features are available compared to an agentless solution? (Choose three.)

A. Vulnerability scan

B. SSL inspection

C. Anti-ransomware protection
D. Web filter

E. ZTNA tags

Answer: ABD

Explanation:

When deploying FortiSASE agent-based clients, several features are available that are not typically available with an agentless solution. These features enhance
the security and management capabilities for endpoints.

? Vulnerability Scan:

? SSL Inspection:

? Web Filter:

References:

? FortiOS 7.2 Administration Guide: Explains the features and benefits of deploying agent-based clients.

? FortiSASE 23.2 Documentation: Details the differences between agent-based and agentless solutions and the additional features provided by agent-based
deployments.
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NEW QUESTION 7
Refer to the exhibits.

Network diagram

192.168.10.100/24

FortiGate

FortiClient FortiSASE

VPN tunnel diagnose output on FortiGate Hub

# diagnose vpn tunnel list name SASE_O

list ipsec tunnel by names in vd @

name=SASE_@ ver=2 serial=14 172,.16.19.101:4500->172.16.10.1:64916 tun_id=18.11.11.10 tun_idé~::10.0.0.18 dst_mtu~150
bound_1if=6 lgwy=static/1 tun=intf sode=dial_inst/3 encap=none/74664 options|123a8)=npu rgwy-chg rport-chg frag-rfc
d=100

parent=SASE index=@
proxyid_num=1 child_num=8 refcnt=7 ilast=0 olast=0 ad=s/1
stat: rxp=1667 txp=4583 rxb=278576 txb=188695
dpd: mode=on-idle on=1 1dle=20000ms retry=3 count=8 segno=1
natt: mode=keepalive draft=@ interval=18 remote_port=64916
fec: egress=8 ingress=@
proxyid=SASE proto=@ sa=1 ref=4 serial=1 ads t}
src: 9:9.0.0.0-255.255.255.255:0
dst: 9:9.0.0.0-255.255.255.255:0
SA: ref=6 options=a26 type=00 soft=0 mtu=1422 expire=42025/08 replaywin=1024
seqno=11cf esn=@ replaywin_lastseq=00000680 qat=@ rekey=@ hash_search_len=1
life: type=81 bytes=8/8 timeout=43188/43200
dec: spi=683d7T878 espraes key=16 2e8932988987c1fdeed9242673bc7615
ah=shal key=20 @1b6c2a13ebcl22796e428c5Mbde4c5262b1aT
enc: spi=fibcedal espraes key=16 99dceS5d688caf2714a4fB84cf f482b557
ah=shal key=20 b68cd@cIF489a915097e720c0cBelbbLI206TE24
dec:pkts/bytes=3/120, enc:pkts/bytes=2589/285776
npu_flag=03 npu_rgwy=172.16.10.1 npu_lgwy=172.16.18.187 npu_selid=11 dec_npuid=1 enc_npuid=1
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Secure Private Access policy on FortiSASE
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BGP route information on FortiSASE
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Firewall policies on FortiGate Hub

edit 5
set
set
set
set
set
set
set
set
set
set

next
edit 9
set
set
set
set
set
set
set
set
set
set
next
edit 10
set
set
set
set
set
set
set
set
set
next
end

# show firewall policy | grep -f SASE
config firewall policy

name “vpn_SASE_spokeZhub_@°

uuid 91baB5f2-d45c-51ee-5719-20350036ch3f
srcintf “SASE~

dstintf “dmz”

action accept

srcaddr “all”

dstaddr “SASE_local”

schedule “always”

service "ALL" :

comments “VPN: SASE (Created by VPN wizard)”

name “vpn_SASE_spoke2spoke_B8" -«

uuld @leb72ca-d45c-51ee-bdB83-bd2febbB6cbb
srcantf “SASE"

dstintf “SASE"

action accept

srcaddr “all”

dstaddr “all”

schedule “always”

service "ALL" >

comments “VPN: SASE (Created by VPN wizard)”

name “SASE Health Check”

uuid b9573f5¢c-d45¢c-51ee-bc11-d5a31431082a
srcantf "SASE”

dstintf “SASE_Health”

action accept

srcaddr “all”

dstaddr “all”

schedule “always”

service “ALL"

A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGale hub. However, the administrator is not
able to ping the webserver hosted behind the FortiGate hub.
Based on the output, what is the reason for the ping failures?

A. The Secure Private Access (SPA) policy needs to allow PING service.

B. Quick mode selectors are restricting the subnet.

C. The BGP route is not received.

D. Network address translation (NAT) is not enabled on the spoke-to-hub policy.

Answer: B

Explanation:

The reason for the ping failures is due to the quick mode selectors restricting the subnet. Quick mode selectors define the IP ranges and protocols that are
allowed through the VPN tunnel, and if they are not configured correctly, traffic to certain subnets can be blocked.

? Quick Mode Selectors:
? Diagnostic Output:

? Configuration Check:
References:
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? FortiOS 7.2 Administration Guide: Provides detailed information on configuring VPN tunnels and quick mode selectors.
? FortiSASE 23.2 Documentation: Explains how to set up and manage VPN tunnels, including the configuration of quick mode selectors.

NEW QUESTION 8
Which role does FortiSASE play in supporting zero trust network access (ZTNA) principles9

A. It offers hardware-based firewalls for network segmentation.

B. It integrateswith software-defined network (SDN) solutions.

C. It can identify attributes on the endpoint for security posture check.
D. It enables VPN connections for remote employees.

Answer: C

Explanation:

FortiSASE supports zero trust network access (ZTNA) principles by identifying attributes on the endpoint for security posture checks. ZTNA principles require
continuous verification of user and device credentials, as well as their security posture, before granting access to network resources.

? Security Posture Check:

? Zero Trust Network Access (ZTNA):

References:

? FortiOS 7.2 Administration Guide: Provides information on ZTNA and endpoint security posture checks.

? FortiSASE 23.2 Documentation: Details on how FortiSASE implements ZTNA

principles.

NEW QUESTION 10
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